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Abstract. When an adversary provides poison samples to a machine
learning model, privacy leakage, such as membership inference attacks
that infer whether a sample was included in the training of the model,
becomes effective by moving the sample to an outlier. However, the
attacks can be detected because inference accuracy deteriorates due to
poison samples. In this paper, we discuss a backdoor-assisted membership
inference attack, a novel membership inference attack based on backdoors
that return the adversary’s expected output for a triggered sample. We
found three key insights through experiments with an academic bench-
mark dataset. We first demonstrate that the backdoor-assisted mem-
bership inference attack is unsuccessful when backdoors are trivially
used. Second, when we analyzed latent representations to understand
the unsuccessful results, we found that backdoor attacks make any clean
sample an inlier in contrast to poisoning attacks which make it an outlier.
Finally, our promising results also show that backdoor-assisted member-
ship inference attacks may still be possible only when backdoors whose
triggers are imperceptible are used in some specific setting.

Keywords: Backdoor-assisted membership inference attack -
backdoor attack - poisoning attack - membership inference attack

1 Introduction

Membership inference attacks [31] are attacks where an adversary infers whether
a sample was utilized for training a machine learning model. They are currently
used for evaluating privacy leakage in various machine learning models [2,8,23,
41]. Then, many researchers focus on enhancing privacy violations through other
attacks, such as poisoning attacks, for the best evaluation of privacy leakage. In
recent years, Tramer et al. [36] proposed an advanced attack, called poisoning-
assisted membership inference attack, for amplifying privacy leakage by injecting
poison samples into a dataset. The drawback of the attack is to deteriorate the
inference accuracy of the victim model injected poison samples. Consequently,
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the owner of the victim model can detect the underlying poison samples in
any kind of poisoning attack [35]. Namely, the poisoning-assisted membership
inference attack can be prevented by detecting poison samples; thus, it may be
less severe than expected.

The above limitation leads us to a membership inference attack utilizing a
backdoor attack, i.e., a backdoor-assisted membership inference attack. Backdoor
attacks [14] are stealthier than poisoning attacks because they manipulate the
output of only triggered samples and maintain test accuracy [35]. There are also
advanced attacks, called imperceptible backdoors [9,21,27,33,34,43-45], that
bypass existing backdoor detection tools [5,7,13,24,37,38].

In this paper, we take the first step for answering the following key question
on backdoor-assisted membership attacks: Is a backdoor-assisted membership
inference attack feasible? This is non-trivial. In particular, it is unclear whether
a backdoor-assisted membership inference attack works because the backdoor
attacks maintain inference accuracy. The key idea of the existing poisoning-
assisted membership inference attack [36] is to make the target sample an outlier
by deteriorating accuracy with poison samples. In contrast, backdoors may not
make the target sample an outlier because they maintain accuracy. For this rea-
son, the backdoor-assisted membership inference attack is significantly different
from the existing attack.

We found three key insights through the experiments with a typical aca-
demic benchmark. As the first insight, the backdoor-assisted membership infer-
ence attack is unsuccessful as long as typical backdoor attacks [14,34] are triv-
ially used, as opposed to the poisoning-assisted membership inference attack.
We evaluate the attack success rate (ASR) as a metric of membership inference
attacks. When ASR of the original membership inference attack [2] is 58.3%, that
of the backdoor-assisted membership inference attack is <57%, and that of the
poisoning-assisted membership inference [36] is 95%, respectively. Specifically,
a backdoor attack amplifies only a few attack success rates of the member-
ship inference. Next, we analyze latent representations of the victim models to
understand the above phenomenon deeply. Then, as the second insight, we found
the fact that the backdoor-assisted membership inference attack makes a target
sample an inlier in the distribution of latent representations, while the existing
poisoning-assisted membership inference attack [36] makes it an outlier. As the
third insight, when we use an imperceptible backdoor attack for triggers, called
LIRA [9], we found the fact that scores of evaluation metrics for the backdoor-
assisted membership inference attack are improved with only a few points in
some specific setting called untargeted setting [36], although it is quite lower
than the results by Tramer et al. [36]. In our experimental setting, in contrast to
63% ASR for the original membership inference attack, that for imperceptible
backdoor attack is 69%. Here, that of the poisoning-assisted membership infer-
ence [36] is 87% ASR. Our observation indicates that backdoors may still have
a chance to assist in membership inference if an imperceptible backdoor attack
for triggers is used. (See Sect. 5 for detail.)
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To sum up, we found the following key insights in this paper:

(1) Backdoor-assisted membership inference attacks are unsuccessful in a trivial
way.

(2) We analyze latent representations to understand the reason for the unsuc-
cessful results. We then demonstrate that backdoor-assisted membership
inference attacks make a target sample an inlier, while poisoning-assisted
membership inference attacks make it an outlier.

(3) Backdoor-assisted membership inference attacks may be possible if an
imperceptible backdoor attack for triggers is used in the untargeted set-
ting.

2 Related Work

In this section, we describe related works of backdoor attacks and privacy vio-
lations assisted by poisoning attacks.

2.1 Backdoor Attacks

Backdoor attacks [14,25] are a kind of attack whereby an adversary trains a
model such that he/she obtains the expected output for only triggers. Recent
backdoor attacks [20,21,27,29,40,44] can bypass detection tools [5,7,13,24,37,
38], and thus existence of backdoors is imperceptible. (We call them impercep-
tible backdoor attacks for the sake of convenience.)

There are two approaches for constructing imperceptible backdoor attacks.
The first approach [9,21,27,44] is based on trigger generation that is visu-
ally imperceptible for humans, referred to as the trigger method. The sec-
ond approach [33,34] is based on latent representations whose distributions are
close between clean inputs and triggers, referred to as the latent-representation
method. We evaluate backdoor-assisted membership inference attacks based on
the above two imperceptible backdoor attacks as well as the original backdoor
attack [14]. Although there are several works [43,45] that unify the above two
attacks, we believe that our work also implies the results of the works described
above.

In recent years, backdoor attacks have been discussed in real-world applica-
tions such as natural language processing [20,28] and face authentication [40].
Combining with these works is the next step to reveal real-world threats.

2.2 Privacy Violations Assisted by Poisoning

As mentioned in Sect. 1, enhancing privacy violations through other attacks,
such as poisoning attacks, is an important research direction in the field of
privacy for machine learning models. The existing works on privacy viola-
tions [6,17,26,36,39] are based on poisoning attacks. The first work [17] was with
simple models such as support vector machines. Whereas several papers [26,39]
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discussed property inference attacks [12] that infer properties of a training
dataset, Tramer et al. [36] discussed membership inference, attribute infer-
ence [10,11,42], and data extraction [3,4,15]. Nevertheless, the above works did
not discuss backdoor attacks. Namely, the above works succeeded in membership
inference attacks by sacrificing accuracy [36].

The closest work to ours is by Chen et al. [6]. They evaluated a member-
ship inference attack with clean-label poisoning [30,46], whose labels remain
unchanged and samples are visually indistinguishable from clean samples. How-
ever, the drawback of their work is to be detected with the latest detection
methods on latent representation [5,19,34]. In their attack, the distance between
clean and poison samples in latent representations still becomes far from each
other to maximize the influence of the target. We discuss not only the original
backdoor attack [14], which is regardless of the distance between clean and poi-
son samples but also the imperceptible backdoor attacks whose distance between
clean and poison samples in latent representations is close to each other. Con-
sequently, our work is able to bypass these detection methods, and thus the use
of imperceptible backdoor attacks extremely differs from Chen et al.’s work.

Although several works [18,22] combine backdoors with membership infer-
ence, they are close to watermarking [1] to check if a model is backdoored.
Namely, these works are quite different from privacy violations, i.e., our main
problem, because they infer backdoors embedded by a model owner. Meanwhile,
Redactor [16] is a tool to prevent membership inference attacks by generating
samples to dilute specific data. Although the motivation of Redactor is to design
a tool for preventing membership inference attacks, our results seem to be con-
sistent with Redactor in the context that the attacks are unsuccessful.

3 Backdoor-Assisted Membership Inference Attack

We describe a backdoor-assisted membership inference attack as the problem
setting of this paper below. We first define an attack formally and its metrics.
We then describe the key questions in detail.

3.1 Formalization

The attacks in this paper are defined as a game between an adversary A and a
challenger C. We first denote by X a set of data samples, by ) a set of labels, by
D = X x Y aset of datasets, and by M a set of machine learning models. Then,
a machine learning model M € M is defined as a mapping function M : X — Y
and a training algorithm is defined as a mapping function Ly, : D — M.

The game is defined below. A then interacts with the final trained model. A
is in the black-box setting that he/she sends queries to the model M and obtains
only the outputs. Here, A can only provide statically poison samples.

1. C chooses a clean dataset D C D.
2. C chooses a bit b « {0,1}. If b = 1, C chooses a sample z € D; otherwise, C
chooses z € D\D.
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3. Given z, A chooses a poisoning dataset D, C D consisting of n samples, and
send it to C.

4. C trains M by M = Ly (D*) with the entire dataset D* = D U D,,. In doing
so, assuming M™* = Ly (D) for any model M* € M, M* and M achieve the
following relations: (1) for any (x,y) € D, M(x) = M*(z) holds; and, (2) for
any (z*,y") € Dy, M(2") =y~

5. Asends samples x1,--- ,x4 € X to M and gets y1 = M (z1),--- ,yq = M(z,).

6. A returns a bit ' € {0,1}. If b = ¥’ holds, A wins the game.

In the above game-based definition, the sentences with red color differ from
the existing attack by Tramer et al. [36]. While an adversary in the existing
attack does not require a model M for anything other than learning a dataset
D, our adversary requires a model M to misinfer only a sample z* in D, as
his/her expected output y*. It is the requirement of backdoor attacks [14].

3.2 Evaluation Metrics

We adopt the following evaluation metrics in this paper.

Membership-Inference-Attack Success Rates (ASR) [31]: For the number
n of execution times of the game described in the previous section and the
number g of times that A wins the game, it is defined as a/n.

Membership-Inference-Attack AUC (AUC) [32]: AUC is defined as an area
under the ROC curve. The ROC curve is a two-dimensional curve defined by
true positive rates (TPR) and false positive rates (FPR). It means that positive
and negative values are accurately estimated as members and non-members.

In addition to the above metrics, we introduce metrics for backdoor
attacks [14], i.e., test accuracy and backdoor identification rates!. For a model
M = Lp(D*) with the entire dataset D* = D U D, and another model
M* = Ly« (D) with only a clean dataset D, they are defined as follows:

Test Accuracy (TA): For any pair (z,y) € D € D\D,, of a clean sample and
its label, it is defined as a ratio such that y = M (z) holds, where M (x) = M*(x)
holds for the original inference by D possibly. Intuitively, accuracy is necessary
for stealthy compared to conventional poisoning attacks.

Backdoor Identification Rates (BIR): For any pair (z*,y*) € D), of a poison
sample and its label, it is defined as a ratio such that M (z*) = y* holds, where
M(z*) # M*(xz*) may hold. It means that an adversary A can certainly exploit
backdoors embedded in M.

3.3 Key Questions

As described in Sect. 1, our primary motivation is to identify whether backdoor-
assisted membership inference attacks are feasible. To this end, we have three

1 It is originally defined as the attack success rate in [14], but we say backdoor iden-
tification rate for convenience.
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Table 1. Property of Poisoning-/Backdoor-Assisted Attacks: We investigate and dis-
cuss the following attack methods. For the column of “Accuracy,” the checkmark means
that backdoor attacks keep the accuracy. For the columns of “Trigger” and “Latent
Representation,” the checkmarks mean imperceptible backdoors in each context.

Method Accuracy | Trigger | Latent Representation
Truth Serum [36]
Chen et al. [6] v

Our | BadNets [14] v

Our | TaCT [34] v v

Our | LIRA [9] v v

key questions about backdoor-assisted membership inference attacks. First, we
discuss the impact of the difference from the existing works [6,36], i.e., the sen-
tences with red color, on the attacks. We then evaluate ASR and AUC with
respect to TA and BIR. Table1 summarizes the primary differences from the
existing works [6,36].

Second, we analyze latent representations, which is an activation of a victim
model when it takes samples as input. Latent representations are used for the
analysis of backdoors [5,33] because they are often embedded into neurons that
are otherwise dormant in the presence of clean inputs [14]. We will be able to
understand why the results of backdoor-assisted membership inference attacks
are obtained through the analysis of latent representations.

Third, motivated by Tramer et al. [36], we discuss the attacks in two settings,
i.e., targeted setting and untargeted setting. In the targeted setting, an adversary
focuses on data points of specific samples for backdoor attacks. It is considered
that the target setting is a standard way for backdoor attacks in the context
of specifying samples for the attacks. On the other hand, in the untargeted
setting [36], an adversary controls a larger fraction of the training data in order
to increase privacy leakage of all other data points. One might think that the
untargeted setting still gives an adversary the chance to improve ASR and AUC
even if the adversary fails in the targeted setting.

4 Experiment

We conduct experiments with our backdoor-assisted membership inference
attacks. As described in the previous section, our goal is to discuss the impact
of backdoors on ASR and AUC by comparing them with the existing poisoning-
assisted membership inference attack by Tramer et al. [36]. We follow the setting
in Tramer et al.’s work [36], including the targeted and untargeted settings. Our
source code is publicly available for reproducibility and subsequent works?.

2 https://github.com/fseclab-osaka/backdoor-assisted- MIA.
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4.1 Setting

We describe the targeted setting and the untargeted setting in terms of dataset,
model, and baseline below. Our experiment is conducted on a machine equipped
with Intel Core i7-13700KF CPU, 32GB memory, and Geforce RTX4090 GPU.
Then, we implemented the code of our work with several frameworks, i.e.,
PyTorch and the scikit-learn library.

Dataset. We utilize the CIFAR-10 dataset for the experiments. Then, with ref-
erence to the experimental setting in Tramer et al.’s work [36], the CIFAR-10
dataset is split in each setting as follows:

Targeted Setting: In this setting, 250 samples are extracted as poison samples
in D, from 50,000 training samples of the CIFAR-10 dataset. Also, the 50,000
training samples are divided into two groups: the training dataset D and the test
dataset D\D of the victim model. The victim model learns the entire dataset
D*=DUD,.

Untargeted Setting: In the untargeted settings, 12, 500 samples are extracted
as poison samples in D), from 50, 000 training samples of the CIFAR-10 dataset.
Then, the remaining 37,500 training samples are divided into three groups:
12,500 samples in the training dataset D, 12,500 samples in the test dataset
D\D of a victim model, and 12,500 samples that are never used. The victim
model learns the entire dataset D* = DU D,,.

Model and Baseline. We train five ResNet18 models in each setting as follows:

Targeted Setting: (1) model attacked with neither poisoning nor backdoor
attacks, referred to as Clean-Only model; (2) model referred to as Truth
Serum [36] as a baseline attacked with 250 x r poison samples in D, for
r € {1,2,4,8,16}; and (3)—(5) models backdoor-attacked with 250 x r poison
samples in D,, for backdoors based on BadNets [14], TaCT [34], and LIRA [9],
respectively. Each model learns 25,000 samples randomly chosen from 50,000
training samples as D. In addition, the models of (2)—(5) further learn poison
samples in D), in the above manner.

Untargeted Setting: The above six models described in the targeted setting
are also used in the untargeted setting, where only the number of training sam-
ples is different as follows: (1) the Clean-Only model is trained with 12,500
training samples as D; (2) Truth Serum with 12,500 poison samples in D), in
addition to D; and (3) BadNets, (4) Tact, and (5) LIRA with 12,500 poison
samples in D), for backdoors in addition to D.

Membership Inference Attack Method. We implemented the membership infer-
ence attack by Carlini et al. [2]. Their attack needs shadow models to mimic the
data distribution of a victim model M, where the number of shadow models in
each setting is as follows:
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Table 2. Results of membership inference attacks on the Clean-Only model. The
Clean-Only model infers classes of non-training data with high test accuracy. When
ASR and AUC are close to 50%, it means that they are random.

TA | ASR [%] | AUC
Targeted setting | 90.94 | 58.30 0.60
Untargeted setting | 86.45 | 63.05 0.65

Targeted Setting: We prepare 20 models and then choose the victim model
M among the models. The remaining models, i.e., 19 models, are used for the
shadow models to conduct a full leave-one-out cross-validation. We measure ASR
and AUC on these five models and then evaluate their results.

Untargeted Setting: We prepare 40 models, and the other setting is common
with the targeted setting.

4.2 Results

We show the results in each setting. Here, Table 2 shows the result of the member-
ship inference attack against the Clean-Only model as the baseline, and Table 3
shows the results of each attack. We discuss the results in detail below.

Targeted Setting: According to Table 3, BadNets and TaCT, which need a few
triggers for backdoors, keep high test accuracy but decrease both ASR and AUC,
unlike Truth Serum. More specifically, whereas Truth Serum can increase ASR
with greater than or equal to 27.7 points and ASR with greater than or equal
to 0.32 compared to the Clean-Only model shown in Table 2, those for BadNets
and TaCT are decreased with a few points. We also note that, when we compare
BadNets with TaCT, both ASR and AUC for TaCT deteriorate by a few points
for any number of samples. It indicates that ASR and AUC deteriorate due to
triggers generated in imperceptible approaches.

We also explain why TA and BIR for LIRA are low below. LIRA needs the
same number of triggers as clean samples for backdoors. In this experiment, we
used at most 4000 poison samples for LIRA, despite training with 25000 clean
samples. Therefore, LIRA could not achieve as high BIR as other backdoors.

Untargeted Setting: According to Table 3, we obtained quite different results
from those in the targeted setting. In particular, compared with the Clean-
Only model, while Truth Serum improves ASR and AUC instead of significantly
decreasing TA, LIRA also improves them despite decreasing TA by a few points.
Interestingly, both TA and BIR for LIRA are also higher than those in the
targeted setting. It means that LIRA was trained well because we could pro-
vide enough number of training samples. We also note that ASR and AUC for
BadNets and TaCT still deteriorate compared with the Clean-Only model.
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Table 3. Results of each attack. ASR becomes higher for Truth Serum but lower
with each backdoor attack. TA, BIR, and ASR are the percentages of leave-one-out
cross-validation with 20 shadow models.

Targeted r =1 Targeted r = 2 Targeted r =4

TA |BIR |ASR | AUC|TA |BIR |ASR AUC|TA |BIR |ASR |AUC
Truth Serum | 85.94 | - 86.08 | 0.92 | 85.85 |- 91.34  0.96 | 85.52 - 93.48 | 0.97
BadNets 90.8594.72 | 56.68 | 0.57 |90.83 94.45|55.28 | 0.57 | 90.8294.57 54.40 | 0.55
TaCT 90.84 1 80.48 | 51.86 | 0.52 |90.86 |80.73 |51.48 | 0.52 | 90.87 81.06 51.04 |0.51
LIRA 43.49116.45|50.12 | 0.50 |49.62|18.99 |49.68 0.49 | 53.06 39.20 50.98 |0.51

Targeted r =8 Targeted r = 16 Untargeted

TA |BIR |ASR AUC|TA |BIR |ASR AUC|TA |BIR |ASR |AUC
Truth Serum | 85.20 | - 93.89|0.98 | 84.66 | - 95.09  0.98 1 40.55 - 81.47|0.87
BadNets 90.83 | 94.41 | 54.04 | 0.56 |90.82|94.34 |53.68 | 0.55 |84.01/99.44 61.74 |0.64
TaCT 90.86 | 81.72 | 50.62 | 0.50 |90.84 |82.21 |51.28 |0.51 |89.64|89.79|59.38 |0.61
LIRA 61.98 162.16 | 49.92 | 0.50 |68.13|70.29 |50.12 | 0.50 | 82.0099.99 66.50  0.69

5 Discussion

In this section, we discuss why ASR and AUC of the backdoor-assisted mem-
bership inference attack entirely deteriorate from the standpoint of latent rep-
resentations in order to understand the results obtained in the previous section.

We first built a hypothesis that backdoors do not make training samples an
outlier, and therefore ASR and AUC were not improved for BadNets, TaCT, and
LIRA in the previous section. We observe latent representations in each attack
to confirm the above hypothesis and then find the results shown in Fig.1 and
Fig.2. We describe these results below, including a detailed analysis of LIRA
and its open problem.

Targeted Setting. In the targeted setting, according to Fig. 1, Truth Serum makes
a target sample an outlier over the distribution of training samples, which is
consistent with the original work [36]. By contrast, all the backdoor attacks
make target samples inliers over the distributions of training samples. It means
that triggers for backdoors have independent distributions of training samples,
and hence ASR and AUC were not improved as shown in Table3. Thus, no
evidence of assisting membership inference by backdoor attacks was not found
in the targeted setting of this paper.

Untargeted Setting. What we were surprised is the results in the untargeted
setting shown in Fig.2. The latent representation of the Clean-Only model is
close to those of BadNets and TaCT: that is, we can see clusters for each class
in their latent representations. On the other hand, the latent representation of
Truth Serum is close to that of LIRA, and clusters are blurred.

We recall that, as shown in Table 3 in the previous section, only Truth Serum
and LIRA could improve ASR and AUC compared with the Clean-Only model. It
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red is target, blue is 25000.

5 = 2 o

(a) Clean-Only (b) Truth Serum (c) BadNets

(d) TaCT (e) LIRA

Fig. 1. Latent representations in the targeted setting: This figure visualizes latent
representations of training data and non-training data of the victim model for each
attack. 4000 poison samples in D, for » = 16 are plotted as red points, and every
25000 samples in training data D and non-training data D\D are plotted as blue
points (Color figure online)

(a) Clean-Only (b) Truth Serum (c) BadNets

p

(d) TaCT (¢) LIRA

Fig. 2. Latent representation in the untargeted setting: The setting is common with
Fig. 1. 12,500 poison samples in D, are plotted as red points, and every 12,500 samples
in training data D and non-training data D\ D are plotted as blue points. (Color figure
online)
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is considered that only Truth Serum and LIRA can control all other data points
differently from the given poison samples, and hence their latent representations
became quite different from those of the Clean-Only model (and BadNets and
TaCT). Although improvements in ASR and AUC by LIRA are lower than
the values we expected, it is considered that ASR and AUC are improved in
comparison with the Clean-Only model if the latent representations become
different from the Clean-Only model.

Detailed Analysis of LIRA. As ASR and AUC are improved by virtue of a differ-
ent latent representation from the Clean-Only model for LIRA, we discuss why
improvements in ASR and AUC by LIRA are lower than the values we expected,
i.e., compared with Truth Serum. Although we found no strong evidence, it is
considered that this phenomenon is caused by the generation of poison samples
in LIRA. We describe the reason by taking the formalization in Sect. 3.1 into
account as well as Truth Serum and the poisoning-assisted membership inference
attack based on clean-label poisoning [6], referred to as Clean-Label Poisoning
attack for the sake of convenience.

Recall that a clean sample is denoted by a tuple of (z,y) and a poison sample
is denoted by a tuple of (z*,y*). Then, the backdoor-assisted membership infer-
ence attack, including LIRA, provides a poison sample (z*,y*) such that z # z*
and y # y*. On the other hand, Truth Serum provides (z*, y*) such that = z*
and y # y* while the Clean-Label Poisoning attack provides (z*,y*) such that
r # x* and y = y*.

It is considered that the differences between the poison samples in each attack
significantly affect ASR and AUC. Namely, to make any clean sample an outlier,
r = z* or y = y* is necessary because it will change the decision boundary related
to x or y inside a victim model. In contrast, the backdoor-assisted membership
inference attack provides poison samples such that x # z* and y # y*, and
hence it may make a different decision boundary from a victim model. Making
a different decision boundary seems to be crucial to maintaining test accuracy,
which is an important metric for backdoor attacks. It is thus considered that the
improvement of ASR and AUC by LIRA is limited instead of maintaining the
test accuracy by the differences between the poison samples described above.

Open Problem. We still have a plausible chance for the backdoor-assisted mem-
bership inference attack because LIRA could slightly improve ASR and AUC
with a few points compared to the Clean-Only model. Although we leave it as
an open problem to improve ASR and AUC, we describe the reason why LIRA
could slightly improve ASR and AUC with a few points.

Indeed, similar phenomena were shown in the Clean-Label Poisoning
attack [6]. Specifically, for the Clean-Label Poisoning attack, a poison sample
z* is generated, so that z* is close to a clean sample x with a correct label y in
the input space and close to a different sample 2’ with a different label y/(# y),
where the label y* of x* itself is equal to y. As described in the previous discus-
sion, LIRA also makes the distance with the clean sample x in the feature space
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far from its correct label y although labeling y*(# y) for «* in LIRA is different
from the Clean-Label Poisoning attack.

As described in the previous discussion, the reason why the improvement of
ASR and AUC by LIRA is limited is that test accuracy is maintained. In other
words, although the improvement of ASR and AUC was not ideal in the current
experiments, we nevertheless believe that they will be improved by more increas-
ing the size of D, for LIRA, i.e., trigger-based methods for the imperceptible
backdoor attacks. Further studies, which take the possibility of backdoor-assisted
membership inference attacks into account, will need to be undertaken.

6 Conclusion

We discussed backdoor-assisted membership inference attacks, which do not
deteriorate the accuracy. We first evaluated whether backdoor-assisted mem-
bership inference attacks with the original backdoors [14] and the imperceptible
backdoors [9,34,45] are successful in comparison with the existing poisoning-
assisted membership inference attack [36]. In contrast to the existing poisoning-
assisted membership inference attack by Tramer et al. [36], we showed that
backdoor-assisted membership inference attacks are unsuccessful if typical back-
doors are used in a trivial way. When we analyzed their resultant models with
respect to latent representation to deeply understand the reason for the unsuc-
cessful results, we confirmed that any clean sample becomes an inlier while the
existing attack makes it an outlier. We also found an interesting phenomenon
where ASR and AUC of backdoor-assisted membership inference attacks were
slightly improved if a trigger-based method for imperceptible backdoor attacks,
i.e., LIRA [9], is used in the untargeted setting. We are in the process of improv-
ing ASR and AUC of backdoor-assisted membership inference attacks based on
the trigger-based method. We also plan to evaluate backdoor-assisted member-
ship inference attacks based on the unified attacks [43,45].

Code Availability. Our source code is publicly available for reproducibility and sub-
sequent works (https://github.com/fseclab-osaka/backdoor-assisted-MIA).
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