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Abstract. The aim of the paper is to design and verify a solution for collecting
and analysing logs of a distributed application, which is operated as Software as a
Service (SaaS) in the cloud environment in Kubernetes technology. Applications
running in cloud environment are not monolithic in most cases, but consist of a
large number of co-operatingmicroservices. Providing logging for suchdistributed
applications presents a complex issue, where to provide a comprehensive view of
the application state, it is necessary to provide logging across allmicroservices rep-
resenting the application. This paper first introduces modern approaches for appli-
cation development using the technical means of virtualization, containerization
and orchestration with an emphasis on Kubernetes technology. Next, approaches
and analysis of application logging options are presented with the emphasis on
the use of ELK and PLG stack technologies. Based on the analysis, a technical
solution for logging applications in Kubernetes environment, operated in the form
of SaaS, is proposed and verified.

Keywords: Kubernetes · container · virtualization · orchestrator · log · cloud ·
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1 Introduction

Modern times place ever greater demands on applications in terms of computing power
and the use of HW resources. This is mainly due to the increase in the number of users
accessing these applications [1, 2] and using their services. A secondary reason, accord-
ing to [3], is mainly the massive expansion of the Internet whose impact is the increasing
number of users and connected devices. The above problem is solved by horizontal scal-
ing, where the performance of HW resources is increased to run the application. Another
solution is to use vertical scaling, where the application is run in multiple instances.
These two approaches and especially the associated high financial and operation and
maintenance costs are the main reasons for moving the applications in question to cloud
solutions [4]. This is because cloud services make it very easy to scale, typically using
GUI interfaces [5], and also the financial costs, since the application operator only pays
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for the resources it actually uses, without the need to purchase its own HW, includ-
ing the provision of its management [6]. A major challenge in cloud-based application
development nowadays is to ensure fast delivery of the target functionality. This require-
ment increases the demands on the human resources that develop the application. At
the same time, with new functionalities, the amount of source code and thus the over-
all complexity of the application increases [7]. The need for frequent and fast delivery
of the functionalities of a given application is the primary purpose of DevOps [8, 9].
Virtualization, containerization, and orchestrators are key technologies whose advent
has been a catalyst for DevOps [10]. Despite the undeniable changes in the approach to
software development, it remains a fact that developed applications have bugs in them
whose manifestations and occurrences are random and unpredictable. It is imperative
to monitor every application using logging, and at the level of application metrics and
logs [11], where it must be taken into account that applications running in a cloud envi-
ronment consist of a large number of cooperating microservices [12], but where logs
are decentralized, as each microservice stores its logs separately. In order to provide a
comprehensive view of the application behaviour, or a comprehensive view of the appli-
cation logging, it is necessary to aggregate these logs from the individual microservices
in one central location [13]. The above problem is addressed in several areas, influenced
by sub-technologies, and mainly covers the use of ElasticSearch technology with sub-
sequent provision of data for real-time analytics [14]. Logstash technology is often used
for indexing and data normalization purposes [15]. Research in the area of downstream
log analysis and the use of technical means for visualization is currently mainly focused
on the use of Kibana [16]. All of these components allow communication with each other
through APIs. Thanks to this architecture, any component can be replaced by another
component provided that the new component supports the same interface [17]. At the
same time, a major problem is the volatility of log information, e.g., due to restarts of
compute nodes. A different view of cloud application monitoring concerns the architec-
ture of a monitoring framework that is able to collect metrics not only from applications
but also from system services. Metrics can be pushed from all types of services to the
aggregator, where they are then streamed by processors [18].

1.1 Microservices, Containerisation and Orchestrators

Container virtualization is one of the main catalysts for designing applications using
microservices.Microservices are built on twomain pillars [19], the first is that amicroser-
vice addresses just one responsibility for a specific functionality and the second defines
a microservice as a small application that can be deployed independently including inde-
pendent scaling. The concept of leveraging microservices is key in the proper imple-
mentation of a DevOps approach. Distributed applications that are run in the cloud on
a SaaS platform consist of many cooperating microservices [20]. In order to access
microservices as packages of functionality, it is necessary to have a way to encapsulate
the application and its configuration so that it can be migrated anywhere else. Container
technologies or containerization are suitable candidates.

The principle of containerization is to encapsulate the application logic along with
the configuration of the application into a minimized runtime environment that can then
be easily deployed and operated [21].
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Containers then do not need their own operating system, which results in lower
hardware requirements and does not create memory and computational overhead. It is
therefore possible to run more of them on hardware, and at the same time, they boot and
restart much faster than traditional virtual machines. When using containers, the boot
speed is 50× to 70× faster compared to standard operating systems [22]. Orchestrators
are used to manage, deploy containers and support these processes [23].

Orchestrator is a system that provides an enterprise-level framework for container
integration and management that simultaneously manages containers while allowing
containers to be aggregated into a single entity, scaled, and comprehensively managed
through their lifecycle. The Kubernetes orchestrator was developed by Google as an
open source successor to an internal project called Borg and its successor project Omega
[24, 25]. Several research teams are currently analysing the development of Kubernetes,
including its features and deployment issues [26, 27]. To run the Kubernetes technology
itself, it is necessary to have servers, their initial setup and subsequent management. The
necessity of providing initial setup and subsequentmanagement places great demands on
the provision of hardware and especially human resources, to which end cloud providers
offer managed Kubernetes cluster solutions that the customer uses as a cloud service.
Currently, research in this area further focuses mainly on analysing the performance
results of clusters [28], running applications in Kubernetes clusters [29], and ensuring
high availability of applications [30].

1.2 Logging in Kubernetes

In order to provide logging in the Kubernetes environment, ELK stack and PLG stack
technologies are mainly used nowadays [31]. ELK stack technology is a combination
of Elasticsearch, Logstash and Kibana [32]. All these projects are backed by the main
Elastic project. Elasticsearch is a database of data over which query-based search is
implemented. Data is stored in indexes that are persisted to disk, over which queries
are then executed. Elastic search then performs sorting and aggregation of the data.
When data normalization and indexing is needed, the Logstash component is used. The
normalized and indexed data is stored from Logstash to the Elasticsearch database. To
visualize the data in the form of dashboards, the Kibana component in the ELK stack is
used as a tool to support data manipulation [33].

PLG stack technology represents a combination of Promtail, Loki and Grafana
projects. Currently, there is no research on the use of PLG stack for logging in Kuber-
netes. Loki technology represents the main component for dealing with persistence and
querying log data. Compared to ELK stack, the approach to the problem of persistence
and logging is different. The log data in Loki’s submission is divided into two channels
(index and blob). The indexes are used to store metadata about the log data. Blobs are
pure logs, stored in their original format While in ELK stack the indexing of log files is
done using Logstash technology, PLG stack provides the above functionalities through
a single Loki technology. Promtail is a project primarily used for collecting data from
servers. This collection is divided into three phases. The first phase is discovery, or
discovering the targets from which data will be taken. The second phase involves the
description of the collected information using labels. This extracted information is sent
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to the Loki technology for further processing. Compared to Kibana, Grafana is a generic
visualisation tool.

2 Problem Analysis

The examined solution used dedicated virtual servers of the cloud provider Microsoft
Azure. In view of the increasing demands on CPU and memory, as well as the require-
ments for automatic scaling and dynamic creation of new services, it was decided to
transfer the existing solution from virtual servers to Kubernetes based on a business
analysis. In the context of the aforementioned migration of the runtime environment,
there are also change requirements for the logging solution, which in the original solution
relied on the stability of virtual machines and especially in the area of high availability.

Fig. 1. Legacy logging solution

Figure 1 shows that only the Logstash componentwas optimized for high availability.
The data on the virtual machine namedmonitoring was backed up once a day, and in case
of failure of this virtual machine, a new one is started from this backup, and in the worst
case scenario, one day of logs is lost. The original solution, ran on a single dedicated
virtual server running all the necessary applications, including Elasticsearch, Logstah,
Graylog. These components determined a minimum requirement of 64 GB RAM, 8
CPU cores and a 2 TB SSD drive for sufficient capacity to store the indexes. Logstash
receives around 2,000 log lines per second, mediated by Filebeat, which collects this
information from the output of docker containers running on all virtual machines. Thus,
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high availability is out of the question in this solution. Minor failures of the Graylog
tool to process incoming information are picked up by Logstash’s retry mechanism.
However, a failure of the entire monitoring server means an automatic loss of data.

2.1 Definition of Requirements

The requirements for a new solution can be divided into functional and non-functional
requirements. From the analysis of the existing solution, the first functional requirement
is the minimum number of processed log lines, set to 2 000. The second functional
requirement is the possibility of alerting based on the information obtained from the
logs. In the area of non-functional requirements, the main criteria for the new solution
are stability and high availability. Outages of computing machines can be caused on the
Azure side, for example, when moving a virtual machine running a Kubernetes worker
node. Last but not least, the logging system must also provide decision support and
support for easy issue tracking. This means that there must be the ability to perform
event-specific queries over the data stored in the central repository, as well as statistical
queries. Testing of the proposed will be carried out on an AKS cluster comprising three
computingmachines of type Standard_DS3_v2, i.e. machines having 4 CPUs and 14GB
of memory. The cost of the whole solution will be calculated on a running production
cluster. The requirement for the managed log volume is defined with regard to the
sustainability and development of the user base and the provided application portfolio
specifies a threshold of 25,000 lines per second as a sufficient volume of processed
logs. The system must be able to persist this volume of data and also be able to search
over it. In the area of high availability, the requirements take into account the situation
where a Kubernetes cluster is much more unstable than virtual machines. The system
must therefore be prepared for virtual machine failure and must not lose data. At the
same time, the system must be able to serve requests even if a node is unavailable,
i.e. it must always appear to be fully functional externally. Requirements in the area
of Forensic Analysis and Statistical Queries, the system must be able to provide
support to developers as well as management. The developers will be particularly useful
when they are looking for bugs in the application. Thus, the system must be able to
provide the developer with data over which the developer will then be able to perform
filtering and other refinements to the data they need. The system should also be able
to perform statistical queries over the collected data for possible decision support. A
typical example that will be tested is a query on the number of queries to an endpoint.
In the area of alerting, given the number of running services in the Kubernetes cluster,
the system must be able to provide support to the operations team for monitoring these
services. This support should be represented by a message to some community channel
if an error occurs in a service. Last but not least, the cost of the whole solution must be
taken into account, which must be at most as expensive as the original solution was. The
cost evaluation will be done on a long running Kubernetes cluster.

2.2 High Available PLG Stack Solution

Highly available Loki (used in version 2.1) solution represents for each part of the log
processing and working process its own component always running in multiple replicas,
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i.e. not only in one instance. At the highest level of abstraction, two log paths are
addressed. The first is the write path that a log must travel from the moment it is recorded
by the application until it is stored in some format. The second path is the reading path,
which takes the log from the stored form to the visualized and filtered form required by
the user. At a lower level of abstraction, these paths can then be broken down into the
individual components that figure in these paths. A complete diagram of the cooperating
components can be seen in Fig. 2. The individual components communicate with each
other for maximum efficiency using an RPC implementation in the form of GRPC, an
opensource RPC framework from Google.

Fig. 2. HA Loki

2.3 Azure Kubernetes Services (AKS)

Azure Kubernetes Services is a managed service provided by Microsoft Azure cloud
provider that takes care of the management of the running Kubernetes cluster, i.e. the
operation andmaintenance of the highly availablemaster nodes onwhich theKubernetes
control plane runs. To make the logging ecosystem as resilient as possible to compute
machine failures, it is necessary to ensure that there is always one pod of a given type
running on a compute node, i.e., for example, each ingester runs on a different machine.
This can be achieved using so-called anti-affinity. Anti-affinity places restrictions on
Kubernet for scheduling individual pods.

For applications running inAKS as pods, logs will be collected from standard output.
Thus, nothing special is needed in terms of application-level logging configuration. The
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onlymajor requirement for an application in terms of logging is to think about the correct
labelling of the pod it is running in, so it is necessary to choose a mandatory set of labels
for uniform search queries for all applications monitored by Loki. It is also advisable
to consider the possibility that data from multiple Kubernetes clusters will be sent to a
single Loki and possibly adapt the mandatory labels to this, i.e. introduce for example a
label cluster thatwill describe the source cluster log information.A significant problem is
where to store the chunks (logs in their textual, compressed form). AKS has two options,
the first being mount storage, which in terms of Loki pods running inside a Kubernetes
cluster, pretends to be a local disk. In terms of speed and cost, the optimal solution is
to use Azure Files as local disks, even though there are real problems associated with
Ingester component reboots, which in Kubernetes means that this disk is unmounted,
and then remounted into a rebooted pod, which in extreme cases took up to an hour in
tests. Another downside to this solution is that in the case of performance optimization, it
is advisable to reach for the premium tier of Azure Files, which offers 5× the number of
I/O operations, 4× the incoming traffic, and roughly the same outgoing traffic capability.

2.4 Alerting Solution

To support alerting, Loki comes with the Ruler component, which is able to analyse
log information and trigger actions based on defined queries. To execute actions, a
component that is familiar from the ecosystem around Prometheus is used. Specifically,
it is the AlertManager component. This component takes care of deduplication, grouping
and forwarding to the correct channel. The code sample shows a rule that will execute
when the proportion of errors against all logs in a time-interval is greater than 5% and
will execute once every 10 min. The handler is typically executed in a single replica and
its theoretical unavailability does not matter. In the event that a large number of logs are
expected to be evaluated over and alerting is a critical functionality, it is also possible
to run Ruler in HA mode. In this mode, the Ruler needs information to access the hash
ring through which individual Ruler instances exchange information.

1 groups:

2 - name: should_fire

3 rules:

4 - alert: HighPercentageError

5 expr: |

6 sum(rate({app="foo", env="production"} |= "error"[5m])) by (job)

7 /

8 sum(rate({app="foo", env="production"}[5m])) by (job)

9 > 0.05

10 for: 10m

11 labels:

12 severity: page

13 annotations:

14 summary: High request latency
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3 Discussion and Results

The results were verified at the level of metrics collected by the Prometheus tool, for
their visualization the Grafana tool was used, which also displays and visualizes logs.

3.1 Volume Test

In order to verify that the logging system can handle a relatively high load, a test was
carried out in which 30 services were run in parallel, each of which will write approx-
imately 900 records per second to its standard output, i.e. 27,000 processed lines per
second in total, which is approximately 13 times more than the set lower limit. The
service that takes care of writing the logs is a simple Node.js that outputs a sequence of
numbers in an infinite loop, complete with the id of the running pod. During this test,
Prometheus metrics of the components involved in the write path were monitored, from
which it is possible to track how the system handles the load.

The Promtail component responded to the increase by increasing processor activity.
It consumes about 2.5 CPU more to handle this amount of logs. The memory increase
was essentially negligible compared to the CPU load. A substantial increase in network
load can also be observed. As the number of processed rows increases, the amount of data
required to be forwarded to the Distributor component also increases. This component
reacted with a slight increase (0.1 CPU) in processor activity. The memory load remains
constant. The increase in network load was significant. This was calculated as the result
of the sum of the amount of data received and sent. Finally, a marked difference in
memory usage can be observed on the Ingester component. This memory is used to
temporarily store the logs so that queries can be processed in the shortest possible time.
Based on the settings of the component, the data stored is 20 min old.
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3.2 High Availability Test

In this test, a simulation of a machine failure was performed. This should verify the
readiness of the system for problems of this type. The simulated outage was achieved by
downscaling the nodepool by one machine, i.e. removing one node. Throughout the test,
writes were performed at a rate of approximately 15,000 lines per second. To achieve
this number of lines, the same program as in the previous test was used, only it will be
run in fewer instances. The stability of the write was measured by a post-power promtail
metric that tells how many log lines were discarded. First, the system will be put into
an uncorrupted state, i.e., the number of replicas of the ingester com- ponents will be
reduced to 1. Figure 3 captures this state will show the lost lines. Then the whole system
will be restored to its original state followed by a simulated node failure. These two
states will be compared against each other. In the first part of the graph, the lost log lines
should be visible, while in the second part of the graph, no losses should occur. It was
observed that a stable write of about 18,000 logs per second was in progress. At around
9:38 the system was put into a non-valid state by reducing the number of ingesters to
1. This resulted in a loss of logs and an increased number of Grafana query errors. At
9:45 the system was returned to a valid state and the graph shows that the error messages
stopped appearing and the number of lost logs also dropped to 0. Around this time a local
outlier can be observed on the graph showing the number of lines read. This reaches
a threshold of 110,000 processed lines per second, which is successfully managed to
clear. At about 9:49, the downscale of the number of worker nodes to 2 followed. This
was reflected by reducing the number of Ingester instances and Distributor instances to
2, logically removing instances that were running on the removed compute node. This
number is still valid for the system. Thus, there is no loss and Grafana can handle all
queries, which implies that the log read path is fully functional. At approximately 10:01
the test was terminated.

Based on this test, we can say that the logging system is ready to run in the unstable
Kubernetes environment due to its distributed nature and proper anti-affinity settings.
This is a substantial improvement over the original solution, in which a failure would
have meant momentary non-functionality and loss of logs. Furthermore, the power of
Kubernetes in automating the whole process was shown here. After removing the com-
pute machine from the cluster, Loki component instances that could not be deployed to
the two remainingworker nodes disappeared, as deploying them to thesemachineswould
have violated the anti-affinity rules. However, the moment a newly started worker node
appears in the cluster, Kubernetes automatically switches on all the missing components
and everything runs again as it was originally.
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Fig. 3. Logging in case of single node failure

3.3 Decision Support and Forensic Analysis

This test contained two parts. The first part focused on the ability of the system to provide
relevant information, which is understandable and visualised, for the management of the
company, on the basis of which the management must be able to decide where the
application is able to go from here. The second part tested the ability of the system to
provide relevant information to the developer, who should be able to trace the error based
on this information. For the test, a REST service was used, which has three endpoints
exposed, named for illustration Feature1, Feature2, Feature3. This service will then be
called using a BASH script in a 5:3:1 ratio. At the same time, the application will log an
error every 15th call to the Feature3 endpoint. From the results obtained, it can be seen
that the primary functionality is Feature1, which represents 56% of all calls, which de-
emphasizes the ratio in which the functionalities were called. Furthermore, a relatively
high frequency of error logs can be observed from this dashboard, namely 0.062 errors
per second. This value should be 0. Therefore, its elevated value could be a stimulus for
further analysis of what is happening in the application. When the Feature3 endpoint is
called, the current application state is 15, which triggers an error in the application. This
test, by successfully verifying the distribution of calls to individual endpoints, proved that
it is possible to extract useful information from the logs using LogQL for management,
which can then be nicely visualized in graphs using Grafana. This visualization greatly
helps to understand the data presented.

3.4 Alerting

In this test, the ability of the system, or rather the Ruler component, to alert when defined
triggers occur in the application was verified. The same services as in the previous test
were used for this test. For this service, it is known that every 15th call to the Feature3
endpoint an error is reported. This error was followed by an alert that is reflected by a
message in the Microsoft Teams communication tool. Ruler itself only serves as a tool
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that analyses the defined LogQL queries. If a query is evaluated as true, a notification
is sent to the Alert Manager component. It is used to accumulate these notifications and
then forward them to the selected communication channel. Alert Manager does not have
a direct connector to Microsoft Teams. For this test, it is therefore necessary to choose
an alternative solution and send the notification using the Webhook functionality. For
this option, a target HTTP end-point is selected, to which a POST request is sent that
contains the alert information in its body. Based on this information, Alert Manager then
groups the alerts and sends them on if necessary. Microsoft Teams can receive messages
using the Webhook mechanism. However, the exposed endpoint requires quite specific
data, the structure of which can be seen in the Microsoft Webhook documentation.1
However, Alert Manager component cannot structure the data in this way. Therefore,
it is necessary to use a proxy server that will receive data from Alert Manager and
transform it into Microsoft Teams-compatible data. This component will be the open
source project Prometheus-Msteams available from Github. 2 This setup is capable of
sending alerts on errors from the application for the previous test. Even though the
integration between Ruler component and Microsoft Teams was not straightforward,
this test proved that alerting can work in a solution built on Loki project. By using the
open source pro-projects AlertManager and Prometheus-Msteams, integration between
the mentioned components was achieved. A big advantage is the definition of rules in a
form that is similar to Prometheus rules. This greatly simplifies the operations team that
already operates Prometheus to create these rules and use this functionality.

4 Conclusion

The proposed solution was rigorously tested and passed all tests successfully. Based on
the test results, the solution can process more than 10 times the required lower bound
and in one of the tests 110,000 lines were processed at one point. This solution is ready
for future application growth and increasing number of processed lines. In terms of
high availability, the solution passed a test in which a computing machine failure was
simulated. Due to its distributed nature, the solution remained functional despite this
outage andwas able to handle 18,000 log lines per secondwithout losing a single one. The
moment the Kubernetes node in the cluster went down again, the system automatically
returned to its original state without a single human intervention. The LogQL language is
suitable for forensic and statistical log queries. The test was successful in demonstrating
the capabilities of the system, how it will serve developers for log analysis as well as
managerial positions as a possible sub-task for decision making. The data obtained by
querying could be easily filtered or transformed intometrics. The response to bugswill be
very fast thanks to the alerting support that was presented by one of the tests. Moreover,
the rules for alerting are also written in LogQL and the user does not have to learn a
new language or procedure to set up the alert. Furthermore, their definition is similar
to Prometheus rule definition, making them easier for the operations team to write and
maintain. Despite the fact that the solution could not be configured to write data directly
to Blob Storage, but had to use the option of writing to Azure Files, the solutionmanaged
to beat the targets on the price test. Specifically, there was a 26% price reduction.
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