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Abstract. Cloud computing provides many service resources that
enable large-scale cloud applications composed of services to be widely
adopted in many crucial domains. Quality of Service (QoS) is often used
as an indicator in service selection and composition to guarantee the qual-
ity of cloud applications. To facilitate QoS-based selection and composi-
tion, previous studies have employed collaborative filtering techniques to
predict unknown QoS values as a supplement to limited user-perceived
QoS data. However, Collaborative modeling approaches encounter pri-
vacy issues in the practice of QoS prediction. Users may be reluctant to
collaborate through sharing data. As a result, addressing privacy threats
has become a key effort towards making QoS prediction methods practi-
cal. In this paper, we leverage federated learning techniques and propose
a privacy-preserving QoS prediction approach to address this challenge.
We further propose several efficiency improvement techniques to signifi-
cantly reduce system overhead so that the prediction model can provide
results quickly and timely. We conduct experiments on a large-scale real-
world QoS dataset to evaluate our approach, and the experimental results
show that it can make fast and accurate predictions.

Keywords: QoS prediction · Cloud services · Privacy preservation ·
Federated learning · Communication efficiency

1 Introduction

Cloud computing provides many service resources that enable large-scale cloud
applications, which provide services to millions of customers around the world on
a 24/7 basis. With the rapid growth of service market, a large number of services
are publicly accessible in cloud to provide various atomic functions, which makes
Service-Oriented Architecture (SOA) has become the primary paradigm for con-
structing cloud applications. Desired services are discovered and composed by
users (i.e. cloud applications) in a loosely-coupled way at both design time and
runtime. Ensuring the performance of cloud applications especially those used
in key areas such as government, health care, and finance, is a big challenge as
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it is difficult to get details of the internal implementation of services provided
by third parties.

In order to ensure the performance of applications, it is necessary to select
high-quality services. Generally, effective service selection employs QoS as a pri-
mary indicator to distinguish a set of candidate services with equivalent or sim-
ilar functions. QoS is widely used to describe the non-functional characteristics
of services, such as response time, throughput, Availability, etc. The QoS val-
ues of services hosted by different providers may vary depending on the server
side environment (e.g., workload, bandwidth, etc.). In addition, due to user-side
factors (e.g., geographical location, device capabilities, etc.) and the network
environment (e.g., bandwidth, congestion, etc.) between users and services, the
observed QoS for each user is different from the others, even on the same service.
Therefore, effective service selection is highly dependent on the user-perceived
QoS values of services. However, it is impossible to get QoS values for all candi-
date services because each user invokes a very limited number of services and can
only observe the QoS values for the corresponding service. It is also impractical
to actively evaluate these QoS values due to the high cost of invoking a large
number of services.

In recent literature, collaborative filtering is commonly employed by QoS
prediction approaches [25,30,33] to solve the QoS prediction problem. A global
QoS dataset is formed by collecting user-contributed local service usage records.
By building a prediction model on the dataset, unknown QoS values can be
estimated rather than measured by actual invocations. Unfortunately, the prac-
tical use of these approaches is severely hampered by privacy threat issues. In
order to receive the predicted QoS values from the prediction model, users need
to provide their local usage data, which may disclose their sensitive data and
privacy. It is difficult for users to prevent others from inferring personal infor-
mation or selling their data. Consequently, some users are concerned that their
valuable data may be leaked and are not enthusiastic in participating in collab-
orative modeling. As a result, the limited historical training data leads to the
low prediction accuracy of the model.

In order to allow more users to safely participate in the collaborative model
construction, there is an urgent need to implement privacy-preserving mecha-
nisms in the QoS prediction approach.

Different from the conventional collaborative filtering approaches which
use the original data to build a prediction model, several privacy-preserving
approaches leveraging encryption [12], obfuscation [35], anonymization [19], and
other data conversion techniques for QoS prediction. While these methods can
provide a certain degree of privacy protection, they still face the following limi-
tations:

– Overhead: All users need to transfer local usage data to the central server.
Large-scale online applications (i.e., users) typically run around the clock and
support millions of customers, generating an incredible amount of usage data.
Transferring large amounts of data over the network imposes a huge overhead
on users and the central server.
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– Accuracy: The use of obfuscated data techniques can lead to the loss of some
useful information on the original QoS data, which will affect the accuracy of
the model. It is difficult to determine the level of obfuscation to balance the
trade-off between privacy preservation and prediction accuracy.

– Efficiency: Due to the large amount of data needed to train the predictive
model, it puts forward a extremely high demand on the processing capacity
of the server. It is a severe challenge for the central server to provide pre-
diction results to all users in a timely manner at runtime. In addition, data
obfuscation, data encryption and data decryption lead to extra computation
time, which further delays the delivery of prediction results.

This paper proposes a highly efficient QoS prediction approach using feder-
ated learning techniques [26] to protect user privacy. Users and the server work
together in a distributed and collaborative manner to train a global QoS predic-
tion model. In this paradigm, users do not have to send a large amount of local
data, but only a small number of parameters of the local model to the central
server, thus achieving the goal of protecting user privacy. In order to improve
the efficiency of the federated prediction model, we propose several techniques,
including reducing the computational overhead, reducing the size of the trans-
mission message, and reducing the number of communication rounds. Compared
with the existing privacy-preserving QoS prediction approaches, our approach
has several significant advantages: 1) Compared with QoS data, the data volume
of model parameters is very small, which greatly reduces the transmission over-
head. 2) The model is trained over real QoS data rather than obfuscated data,
which ensures the accuracy of the model while protecting the privacy of users.
3) Since a lot of training and prediction work is distributed on the user side
in the decentralized prediction framework, the workload of central server is cut
down and the computing capacity on the server side is no longer a bottleneck.
The proposed efficiency improvement techniques further reduce the processing
time on the user side. We evaluate our approach on a real-world QoS dataset
which has been widely employed for evaluating QoS prediction approaches in
the literature. The experimental results show that our approach can still achieve
high accuracy while preserving the privacy of users, and is more efficient than
the existing approaches.

In summary, this paper makes the following contributions:

– We propose a novel decentralized framework for privacy-preserving QoS pre-
diction by employing federated learning techniques.

– We further propose several effective techniques to significantly improve the
efficiency of federated QoS prediction approach.

– We conduct extensive experiments on a large-scale real-world QoS dataset to
evaluate the effectiveness and efficiency of our privacy-preserving prediction
approach.

The rest of the paper is organized as follows. We describe the detailed privacy-
preserving QoS prediction approach in Sect. 2. We conduct experiments and
discuss the evaluation results in Sect. 3. We present some related works in Sect. 4.
Finally, we conclude this paper in Sect. 5.
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2 Efficient Privacy-Preserving QoS Prediction

In this section, we propose a novel privacy-preserving federated QoS prediction
approach. We first introduce the QoS prediction problem of cloud services in
Sect. 2.1. Then we describe the conventional matrix factorization and discuss
its limitations on privacy-preserving issues in Sect. 2.2. The details of proposed
privacy-preserving approach are described in Sect. 2.3. Finally, three techniques
are proposed to enable efficient privacy-preserving QoS prediction in Sect. 2.4.

Fig. 1. QoS prediction problem

2.1 Problem Description

Figure 1 illustrates the QoS prediction problem we study in this paper. Many
applications are deployed in the cloud to serve their customers on a 24/7 basis. In
the workflow of an application, multiple services need to be invoked at runtime.
By integrating response results in the workflow, applications can implement
specific logic. Note that in this paper, we use users to refer to applications.
Generally, a user can invoke a set of services, and a service can be invoked by
different users. Since there exists many functionally equivalent or similar services,
users can select services with better QoS performance. Each user records the QoS
values observed for each service invocation, representing the personalized service
performance experienced by that user at that time. By collecting data from all
users with collaborative sharing mechanism [32], a global QoS matrix can be
formed. In the matrix, each row represents a user, each column represents a
service, and each entry represents the QoS value of the corresponding service
observed by a user. An empty entry indicates that the corresponding user did
not invoke the service before. Typically, a user invokes only a small number
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of services, while a large number of services are not invoked. Therefore, most
of the entries in the QoS matrix are unknown. This paper investigates how to
predict unknown QoS values more efficiently and accurately through data sharing
mechanisms while protecting user privacy.

Formally, suppose there are m users and n services. Q ∈ R
m×n represents

the QoS matrix, with each entry qij representing the QoS value of service sj

observed by user ui. Iij = 1 indicates an observed entry, and Iij = 0 indicates
an empty entry. Given all the known entries {qij |Iij = 1}, the empty entries
{qij |Iij = 0} should be predicted representing unknown QoS values.

Fig. 2. Matrix factorization

2.2 Conventional Matrix Factorization

In collaborative filtering [15], Matrix factorization [17] is widely used to build
recommender systems. In cloud computing, some existing approaches [31] use it
to collect data and build prediction models for QoS prediction. Matrix factoriza-
tion derives user feature matrix and service feature matrix from the original QoS
matrix. These two matrices are low-rank, high-quality, which represent latent
factors of users and services, respectively. The premise behind a low-rank factor
model is that the entries of Q have a large correlation in practice, therefore a
small number of latent factors can represent the features more effectively. The
degree to which user latent vector match the corresponding service latent vector
determines what QoS value the user can observe. Figure 2 illustrates a toy exam-
ple of matrix factorization in QoS prediction problem. As shown in Fig. 2(a), the
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invocation from a user to a service is represented by a solid line. The user records
the QoS value it observed in the QoS matrix in the corresponding entry of this
invocation as shown in Fig. 2(b). By decomposing the matrix, users and services
are mapped to a low-dimensional joint latent factor space, so that the existing
entries in the QoS matrix can be recaptured as the inner product of the latent
vectors in the space. Finally, the unknown entries in the matrix can be predicted
in a similar way using latent vectors as shown in Fig. 2(c).

We use U ∈ R
l×m to denote the user latent matrix and each row represents

the latent vector of a particular user. S ∈ R
l×n denotes the service latent matrix

and each row represents the latent vector of a particular service. l is the rank of
the QoS matrix. Matrix factorization attempts to find the optimal U and S, so
that Q can be well fitted by the inner product of U and S (i.e., Q ≈ UT S). It
can be formalized to minimize the following loss function:

L =
1
2

∑

i

∑

j

Iij(qij − UT
i Sj)2 +

λ

2
(||U ||2 + ||S||2), (1)

where Iij = 1 means qij is observed, and Iij = 0 means qij is unknown. || · ||
is the Euclidean norm. The first term calculates the sum of squared errors
between observed QoS values and the predicted ones by UT S. We add two reg-
ularization terms in the last positions to avoid overfitting. λ controls the extent
of regularization. The optimal U and S is calculated by an iterative process of
gradient decent until convergence:

Ui ← Ui − η
∂L
∂Ui

, (2)

Sj ← Sj − η
∂L
∂Sj

, (3)

where η is the learning rate that controls the step size at each iteration. By
calculate the inner product of user latent vectors and service latent vectors, the
unknown QoS values can be predicted as follows:

pij = UT
i Sj . (4)

2.3 Privacy-Preserving Matrix Factorization

Despite the high prediction accuracy achieved by conventional matrix factor-
ization models, it is difficult to apply them directly in practice. Users are con-
cerned that their privacy will be compromised when providing data to third
parties. Consequently, collaborative filtering approaches are difficult to work
effectively. In this paper, we propose a privacy-preserving QoS prediction app-
roach to address this challenge.
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Data Transformation
Figure 3 illustrates the distributions of response time and throughput values in
the real-world QoS dataset. Obviously, these two distributions have high skew-
ness and large variance which is conflict with the probabilistic hypothesis of
matrix factorization [17]. Moreover, different QoS attributes also have different
value ranges (e.g., 0–7000 kbps for throughput, 0–100% for availability). This
will affect the prediction accuracy of matrix factorization based approaches.
To handle this issue, we conduct data transformation on the raw QoS data by
employing Box-Cox transformation [18] before building prediction model. Box-
Cox is a useful data transformation technique widely used to stabilize variance
in data analysis. A Box-Cox transformation is a way to transform non-normal
dependent variables into a normal shape as follows:

b(x) =

⎧
⎨

⎩

xα − 1
α

, if α �= 0,

log(x), if α = 0,
(5)

where α controls the extent of the transformation. Let qmax and qmin be the
upper and lower bounds of the QoS value respectively, which can be specified by
the user. Since b(x) is a monotonic non-decreasing function, b(qmax) and b(qmin)
are the upper and lower bounds after data transformation. Then the QoS values
can be mapped to the range [0, 1] by the following transformation:
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Fig. 3. QoS value distributions
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q̂ij =
b(qij) − b(qmin)

b(qmax) − b(qmin)
. (6)

Accordingly, the prediction result pij can be mapped to the range [0, 1] by the
logistic function, as simply done in [17]:

p̂ij =
1

1 + e−pij
. (7)

Cloud Application 1 Cloud Application 2 Cloud Application n

Customers

Central Server

Customers Customers

QoS
Records

QoS
Records

QoS
Records

Global
Model
Global
Model

Local
Model

Fig. 4. Federated QoS prediction framework

Federated QoS Prediction
Figure 4 illustrates the federated QoS prediction framework. Users record the
observed QoS data locally while the application is running, and this data does
not need to be transmitted to the central server. Part of the matrix factorization
process takes place locally at the user site and is integrated again at the cen-
tral server through federated learning technologies. More specifically, user latent
factors are learned on the user side and the service latent matrix is learned on
the server side. The prediction model is continuously trained and updated in
multi-rounds (i.e., time slices). In each round, the user receives the latest global
service latent matrix from the central server. Each user then updates the local
QoS matrix with the latest observed QoS values. The local matrix factorization
process is then performed based on the global service latent matrix to obtain
the local user latent vector and the updates to the global service matrix latent
matrix. After that, each user simply sends the updated global service latent
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matrix to the central server and keeps the raw QoS data and user latent vector
in local site. Then, the central server collects the updated from all users and
combines them to determine the updates that should be made to the global ser-
vice latent matrix in this round, and provides the updated global service latent
matrix to the users in the next round. Each user can quickly predict unknown
QoS values using local user latent vector and global service latent matrix.

More specifically, at the beginning of each round, the local QoS matrix Qi ∈
R

1×m is updated with newly observed QoS data. Each user ui get a local copy
Si ∈ R

l×n of the global service latent matrix S from the central server. The
local user latent vector Ui ∈ R

l×1 are initialized with small random numbers.
The local loss function is as follows:

Li =
1
2

∑

j

Iij(q̂ij − p̂ij)2 +
λ

2
(||Ui||2 + ||Si||2), (8)

and the global loss function is:

L =
∑

i

Li. (9)

Instead of minimizing L, the federated model relaxes to minimize the local loss
function Li at each user site. Ui and Si are updated on local QoS matrix Qi by
the iterative process until converge:

Ui ← Ui − η((q̂ij − p̂ij)p̂′
ijS

i
j + λUi), (10)

Si
j ← Si

j − η((q̂ij − p̂ij)p̂′
ijUi + λSi

j), (11)

where p̂′
ij ← epij

(epij + 1)2
is the derivative of p̂ij and η is the learning rate. The

user keeps Ui locally and send updated Si to the central server. The central
server then takes the average of updated Si from all users and updates the
global service latent matrix as follows:

S =
1
m

∑

i

Si. (12)

For each unobserved qij , the corresponding user ui can conduct a quick local
prediction as follows:

pij = UT
i Si

j . (13)

Algorithm 1 shows the detailed process of federated QoS prediction. In each
round, the local QoS data is stored and processed on the corresponding user
side without exposing to others, thus protect the user from privacy threat.

Differential Privacy. In order to prevent the central server from inferring user
privacy from gradients, we adopt differential privacy technology [7] to encrypt
and decrypt gradient parameters transmitted between the user and the server.
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Algorithm 1: Federated QoS Prediction
Input: QoS matrix Q, the current model: U , S, and the parameters η, λ.
Output: The updated model: U , S.

1 repeat
2 foreach user ui do
3 Si ← S; /* Local copy of global S */

4 Update local QoS matrix Qi with new QoS values;
5 Initialize Ui with small random numbers;

6 repeat /* Update local Ui and Si */

7 pij ← UT
i Si

j ;
8 p̂ij ← 1

1+e
−pij

;

9 p̂′
ij ← e

pij

(e
pij+1)2

;

10 Ui ← Ui − η((q̂ij − p̂ij)p̂
′
ijS

i
j + λUi);

11 Si
j ← Si

j − η((q̂ij − p̂ij)p̂
′
ijUi + λSi

j);

12 until converge;

13 end

14 S ← 1
m

∑
i Si; /* Update global S */

15 until forever ;

For simplicity, we denote the gradient by g hereafter. A secret key comprising of
two big prime numbers is generated and distributed to each user. Let x and y be
the two prime numbers, N = xy be the public parameter, and ε be the privacy
budget. For each user ui, the randomly sampled noise Lap(Δf

ε ) from Laplace
distribution is add to the local gradients as follows:

gi,x ≡ (gi + Lap(
Δf

ε
)) mod x, (14)

gi,y ≡ (gi + Lap(
Δf

ε
)) mod y, (15)

where Δf denotes the sensitivity, and ε controls privacy budget. A smaller ε
indicates a higher privacy level. The encrypted gradient is then calculated by:

Ei = y−1ygx
i,x + x−1xgy

i,y mod N, (16)

where y−1 and x−1 are the inverses of y and x, respectively. After receiving Ei

from each user ui, the central server performs global aggregation in the following
way:

E =
∑

i

Ei. (17)

At the beginning of each round, each user ui receives a local copy of the latest
encrypted global gradients E and decrypts it by:

g ≡ E mod x, (18)
g ≡ E mod y, (19)

such that g ≈ ∑
i gi is an unbiased estimate of the global gradient.
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2.4 Efficient Federated Learning

While federated QoS prediction approach can protect user privacy, further
improvements are needed to accommodate the diversity capacities of user
devices. As cloud applications usually run on customers’ devices, such as desk-
tops, laptops, tablets, smart phones, and in-car systems, computing capacity and
network bandwidth may become bottlenecks. In order to solve this problem, we
propose several techniques to improve the model efficiency from three aspects:
reducing computational overhead, reducing the amount of data transmission,
and reducing the number of communications.

Reducing the Overhead of User-Side Computation in Each Round
As shown in Algorithm 1, each user needs to learn the potential user factor ui

and update the potential service matrix S during several rounds of iteration. The
iterative process takes time from random initialization to convergence. Since the
user latent vectors do not change much between two consecutive rounds, we
initialized each round with the ui from the previous round instead of random
values to reduce learning time. Therefore, we only need to calculate the incre-
mental updates in each round. For this purpose, we employ stochastic gradient
descent (SGD) [16], a wildly-used online learning technique, to train the model.
For each newly observed QoS value qij from user ui in the current round, we
have the pointwise loss function:

ΔLij =
1
2
(q̂ij − p̂ij)2 +

λ

2
(||Ui||2 + ||Si

j ||2), (20)

such that Li =
∑

j ΔLij . Instead of minimizing Li, SGD relaxes to minimize
the pointwise loss function ΔLij over all newly observed QoS values. The corre-
sponding updating equations are as follows:

Ui ← Ui − η((q̂ij − p̂ij)p̂′
ijS

i
j + λUi), (21)

Si
j ← Si

j − η((q̂ij − p̂ij)p̂′
ijUi + λSi

j), (22)

where p̂′
ij =

epij

(epij + 1)2
is the derivative of p̂ij and η is the learning rate. The

user then keeps Ui locally and only need to transfer the gradient descent ∂Li

∂Si

instead of Si to the central server. The central server collects contributions from
all users and takes advantage of the learning results to make a simple average
to get a global gradient descent:

∂L
∂Sj

=
1
m

∑

i

∂Li

∂Si
j

. (23)
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Then the global service latent matrix can be updated as follows:

Sj ← Sj − η
∂L
∂Sj

. (24)

Reducing the Size of Transmitted Messages in Each Round
In practice, federated QoS prediction involves a massive number of users with
various devices (e.g., desktops, laptops, smart phones, etc.), and communica-
tion on the Internet is many orders of magnitude slower than local computing
[10]. The asymmetry of Internet speed (i.e., the uplink is usually much slower
than the downlink) makes communication possible to become a bottleneck in
the construction of a federated prediction model. It is necessary to reduce the
communication cost, especially the uplink communication cost. We adopt three
optimization measures to reduce the amount of data transmitted.

– Firstly, according to Eq. (22), only when user ui observes an updated QoS
value qij in the current round, will the corresponding service latent factor Si

j

be updated. Therefore, we can submit a subset of ∂Li

∂Si (i.e., the set of updated
∂Li

∂Si
j
) instead of the entire ∂Li

∂Si to the central server without affecting accuracy.
Accordingly, the central server aggregates the local updates by:

∂L
∂Sj

=
1

|Nj |
∑

ui∈Nj

∂Li

∂Si
j

, (25)

where Nj is the set of users update Si
j in the current round.

– Secondly, instead of sending ∂Li

∂Si
j
, each user only communicates ˜∂Li

∂Si
j

which is

formed from a random subset of the values of ∂Li

∂Si
j
. the central server aggre-

gates the local updates to form a global update ∂̃L
∂Sj

, which is an unbiased
estimator of the true update:

∂L
∂Sj

= E[
∂̃L
∂Sj

]. (26)

The mask can be randomized independently for each user in each round by
a synchronized seed stored on both the user side and the server side. The
percentage of omitted values is defined by the parameter r.

– Thirdly, we compress the transmitted data by quantizing the updates. Let
d ∈ R

1×l denotes the vector of ˜∂Li

∂Si
j
, dmax = max(dk) and dmin = min(dk).

The quantized d is calculated as follows:

d̄k =

⎧
⎪⎨

⎪⎩

d′, with probability
d − dmin

dmax − dmin

d′′, with probability
dmax − d

dmax − dmin

, (27)



Towards Efficient and Privacy-Preserving Service QoS Prediction 49

where d′ = � d − dmin

dmax − dmin
2b� and d′′ = 	 d − dmin

dmax − dmin
2b
. It is easy to show

that d̄ is an unbiased estimator of d. Parameter b represents b-bit quantization,
which controls the trade-off between accuracy and communication overhead.
The error incurred by this compression was analyzed in [22].

Reducing the Number of Communication Rounds
Local service latent factors usually do not change much in one round. In order to
reduce the number of communications for each user, a threshold δ can be set to
control how often updates are transmitted to the central server. If the maximum
value of the updates is greater than δ, the updates are transmitted. Otherwise,
the updates are not transmitted and saved at the local site. Undelivered updates
will be accumulated in the next round. In this way, large updates have influence
on the model in time. The delay of small updates has little effect on the accuracy
of the model, and small updates eventually produce an effect on the model in
the form of cumulative updates. δ controls the tradeoff between efficiency and
accuracy.

3 Experiments

In this section, we conduct several experiments on a real-world QoS dataset of
Web services to evaluate our online prediction approach.

3.1 Dataset Description

We conduct experiments on a commonly used real-world dataset [31] to evalu-
ate the QoS prediction approaches. This dataset contains two important QoS
attributes, response time (RT) and throughput (TP), which characterize the
non-functional quality of services. RT refers to the time it takes for a service to
respond to a user request. TP refers to the data transfer rate during an invo-
cation. Without losing generality, our approach can be easily extended to other
QoS attributes.

Table 1. Statistics of QoS dataset

QoS #Users #Services #Slices #Records Scale Median

RT (sec) 142 4, 532 64 27, 393, 508 0–20 0.377

TP (kbps) 142 4, 532 64 25, 643, 690 0–1000 1.851

The QoS values are collected by invoking 4,532 services from 142 geographi-
cally distributed users on 64 consecutive time slices, each for 15 min. The users
and the real-world services are distributed in 22 countries and 57 countries,
respectively. The statistics of the dataset are summarized in Table 1. The range
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of response time is 0–20 s, and the range of throughput is 0–1000 kbps. The
medians of response time and throughput are 0.377 s and 1.851 kbps, respec-
tively. Note that there are some missing values in the dataset. Figure 3 shows
the data distributions of response time and throughput, which are highly skewed.
Figure 5 shows the data distributions closer to normal shape after data transfor-
mation by tuning α to −0.007 for RT and −0.005 for TP.
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Fig. 5. Transformed data distributions

3.2 Evaluation Metric

We use MAE (Mean Absolute Error) to evaluate the accuracy of QoS prediction
approaches. MAE is defined by:

MAE =
1
N

∑

Iij=0

|qij − pij |, (28)

where qij represents the real QoS value of an empty entry, pij is the predicted
one by the model, and N represents the total number of predicted entries in the
experiments. MAE is a widely used metric for evaluating the accuracy of a pre-
diction model. Generally, the lower the MAE value, the better the performance
of the model and the higher the prediction accuracy.
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3.3 Prediction Accuracy

We compare the proposed privacy-preserving QoS prediction approach against
other counterpart approaches in terms of accuracy. Note that some of these
prediction approaches have no mechanism to protect privacy. The representative
approaches in the literature are as follows:

– UIPCC [32]: This approach use historical QoS data of similar users and similar
services to predict the QoS for current users. It is a collaborative filtering
approach without any privacy-preserving mechanism.

– PMF [33]: This is a collaborative filtering approach employing matrix factor-
ization techniques for QoS prediction, with no privacy-preserving mechanism.

– P-PMF [35]: This approach is similar to PMF, with the difference that it inte-
grates a privacy-preserving mechanism through the use of data obfuscation
techniques.

– FMF: This is the federated QoS prediction approach proposed in Sect. 2.3
with a privacy-preserving mechanism.

– EFMF: This approach further extends the FMF approach with efficiency
improvement techniques proposed in Sect. 2.4.

We randomly designate some entries as unobserved ones and remove them
from the QoS matrix. We vary the percentage of removed entries from 10% to
30% with a step of 5%. l = 10, r = 20%, b = 8, and δ is tuned to optimal
value in experiments for EFMF. We also optimize the parameters for counter-
part approaches in experiments accordingly. We carry out the experiments 20
times with randomized initialization for each density and take the average accu-
racy as the final result. Table 2 shows the prediction accuracy. The results show
that FMF and EFMF have higher accuracy than UIPCC and P-PMF. The pre-
dictive accuracy of FMF and EFMF is similar to that of PMF, whereas PMF
does not consider privacy issues. Compared to approaches based on similar users
and services, matrix factorization can retrieve more useful information in sparse
data. Therefore, FMF and EFMF have a higher accuracy than UIPCC. P-PMF
approach uses confused data, which will bring noise to the model. FMF and
EFMFF use raw QoS data and are therefore more accurate than P-PMF. Gen-
erally, all approaches are more accurate as the data becomes more dense, since
more training data means more information. The experimental results shows
that the proposed privacy-preserving QoS prediction approach is effect.
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Table 2. Prediction accuracy (w.r.t. MAE)

QoS Approach Data density

10% 15% 20% 25% 30%

RT UIPCC 0.593 0.527 0.489 0.461 0.445

PMF 0.506 0.485 0.468 0.451 0.439

P-PMF 0.557 0.524 0.501 0.482 0.469

FMF 0.517 0.492 0.475 0.458 0.446

EFMF 0.522 0.500 0.481 0.462 0.454

TP UIPCC 23.457 21.253 19.964 18.582 17.738

PMF 16.580 15.307 14.681 14.178 13.957

P-PMF 21.267 18.742 17.502 16.930 16.635

FMF 17.270 16.028 15.145 14.354 14.067

EFMF 17.714 16.351 15.296 14.397 14.105

3.4 Prediction Efficiency

We compare the convergence time of different approaches to evaluate the effi-
ciency. Figure 6 shows that FMF and EFMF need less time to than other
approaches to make prediction. Since the federated QoS prediction model is
trained in a distributed manner, it includes both local models and a global
model. Users process small amounts of data locally to update the local model.
The central server, on the other hand, can update the global model by simply
handling the updates collected for users. In contrast, other approaches require
the central server to process large amounts of data and train the model over long
periods of time. EFMF is more efficient than FMF due to the several techniques
we used in Sect. 2.4. In addition, the convergence time EFMF in the first round
is relatively long, and it is very short in the subsequent rounds. This is because
EFMF only needs to incrementally update the model by using online learning
techniques for new observations. These results demonstrate the efficiency of our
approaches.

3.5 Scalability Analysis

We further analyze the scalability of our approach. We compare the median con-
vergence time under different data volumes by varying the number of users and
services. Due to the limited size of the real-world dataset, we generate large-
scale synthetic datasets by repeating the data, which is reasonable for measur-
ing convergence time. Figure 7 shows that the convergence time (log scale) of
all approaches increases with the number of users and services. The increase
of convergence time of FMF and EFMF is very gentle, while the convergence
time of other approaches increases greatly. This is because the computing tasks
are distributed to users in FMF and EFMF. In addition, EFMF employ online
prediction techniques and make incremental updates on new data, while other
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approaches requires an iterative process in each time slice. These results demon-
strate that EFMF can be easily extend to process large-scale data from more
users and services.
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Fig. 6. Prediction efficiency

4 Related Work

4.1 QoS Prediction

QoS refers to a series of non-functional characteristics of services (e.g., response
time, throughput, availability, etc.) [5]. It has been widely employed to facilitate
QoS-driven approaches in cloud and service computing [27]. QoS-aware service
recommendation and selection help users select high-quality services from a set
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Fig. 7. Scalability result

of functional equivalent or similar service candidates. QoS-aware composition
[11,24] aims to orchestrating a set of available services to provide complicated
functions through a defined work flow. QoS-aware service adaption [6] help users
replace current working services with corresponding service candidates at run-
time to tolerate unacceptable QoS degradation or failures [36].

Accurate QoS value is important for QoS-aware techniques. Online testing
[13,34] is proposed to obtain QoS values by active measurement. However, this
approach incurs additional overhead and the observed QoS data is very sparse.
In order to solve this problem, QoS prediction approaches [14,23,29–31] are
proposed to use historical observed QoS data and make prediction for unobserved
QoS data.

Collaborative filtering techniques [9,21] are widely used in social comput-
ing to predict unknown ratings on items (e.g., books, movies, etc.). They are
introduced recently make QoS prediction for services. Matrix factorization is
a representative model in collaborative filtering. The model derives user latent
factors and service factors to represent the user-specific features and service-
specific features, respectively. The unobserved QoS values are predicted by how
the user-specific features apply to the corresponding service-specific features. In
the literature, some of the state-of-the-art QoS prediction approaches such as
PMF [17], CloudPred [30], WSPred [31], AMF [36], P-PMF [35], use matrix
factorization techniques to provide accurate QoS prediction results. In contrast,
this paper tries to protect user privacy while making QoS prediction.

4.2 Privacy Preservation

In the era of big data, privacy threat issues are particularly concerned by many
studies. In cloud computing, many third parties provide services to enable ser-
vice composition. Personal sensitive data usually flows across different parties.
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Untrusted parties may expose these data and pose a threat to user privacy.
To address this challenge, there appears some privacy-preserving approaches in
service computing, such as privacy-preserving service selection [20,28], service
recommendation [1,35] and service composition [2,4], etc. For example, Zhu et
al. [35] propose a data obfuscation approach before sharing data across parties
to prevent data leakage. Barhamgi et al. [2] analyze the privacy issue in composi-
tion of data services. Different from these studies, we focus on privacy-preserving
issues for QoS prediction.

4.3 Federated Learning

Federated learning techniques have been used by major service providers [3] for
train models over remote devices. In federated learning, a star network, where a
central server is connected to a network of devices, is the main communication
topology [26]. The decentralized training has been demonstrated to be effec-
tive when operating on networks with low bandwidth or high latency [8]. Under
federated learning paradigm, users keep their data at local site without trans-
ferring it to the central server. In this paper, we conduct matrix factorization in
a distributed manner by leveraging federated learning. Further more, we reduce
computing cost and improve communication efficiency to make federated matrix
factorization feasible.

5 Conclusion

In order to build and maintain high-quality cloud applications, privacy protection
is the key to improve the accuracy of QoS prediction. In this paper, we propose a
novel efficient and privacy-preserving QoS prediction approach for cloud services.
We employ federated learning techniques to train the QoS prediction model in a
decentralized manner. Users can keep their data at local site securely without fear
of data leakage. We further make some improvements to significantly improve the
efficiency of the QoS prediction model. The experimental results on a large-scale
real-world QoS dataset demonstrate that our approach is effective and efficient,
while effectively preventing privacy threats.
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