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Abstract. The Internet of Things (IoT) and its applications are gaining
popularity in recent years due to features like ease of use and increased
availability of the Internet. We can enhance the efficiency of IoT based
systems by adding other advanced technologies like cloud infrastructure
and blockchain technology. Through these enhancements IoT applica-
tions can be accessed at any time from any place. However, a database is
required for storing the information of the application. Cloud infrastruc-
ture is an ideal solution for storing IoT based applications as it provides
remote services such as storage, computation, and analysis. The major
drawback of these applications are their inability to provide security
and privacy for data. Blockchain technology helps in overcoming these
drawbacks with features like immutability, transparency, and distributed
structure. In this paper, a blockchain based cloud integrated IoT appli-
cation is proposed that can assist to identify intruders through virtual
monitoring. The main advantage of this application is that it can operate
in areas where manual monitoring is challenging and data is stored in a
blockchain-based tamper-free environment.

Keywords: Internet of Things - Cloud infrastructure + Centralized
system * Blockchain technology - Distributed system

1 Introduction

Globally, attention to the Internet of Things (IoT) as well as Unmanned Aerial
Vehicles (UAV) is growing tremendously. There are numerous applications based
on IoT and UAV technologies such as in Healthcare, Vehicular, Surveillance,
and in the Government sector [27-29]. According to the Information Handling
Services (IHS) Markit report, in 2018, about 20 billion devices were connected
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to the Internet, and about 1.2 billion IoT devices were installed. The numbers
might be extended up to 125 billion by 2030 [30]. These analytics clearly show
that IoT/UAV devices can be used to improve the services for society. The
main features of the IoT/UAV technology are “CCCC” (Connections, Collection,
Computation, Creation) which are interconnected to each other [22,33].

Global data transmission rates are expected to rise by about 20%-50% per
year, on average [25]. Data protection from unauthorized access is an important
task while using IoT/UAV devices. Previously the databases that are based on
CRUD (Create, Read, Update, and Delete) operational model used to store
the data [47]. Later cloud computing has gained popularity as it overcomes
the disadvantages of databases. Cloud data can be accessed from any place
and at any time [24,38,39]. Currently, one emerging technology, Blockchain,
is impacting all database based applications because of its key features like
immutability, transparency, distributed computing, and security [12,20,43,44].
Cyber attacks on the cloud is also on the rise [10,18].

Many sectors such as smart grid, Supply Chain Management, finance,
cryptocurrencies, insurance, smart cities, and many others [15,32] are using
blockchain technology to enhance credibility. The main reason behind the suc-
cess of blockchain technology is consensus algorithms like Proof-of-Work (PoW),
Proof-of-Stake (PoS), Practical Byzantine Fault Tolerance (PBFT), etc. Con-
sensus algorithms play a major role in securing the sensitive details from the
hackers; if any detail has to be modified in the blockchain, it has to be agreed
upon by a majority of nodes through consensus. Consensus algorithms are the
main reason behind the trustworthiness of nodes in blockchain networks. If any
new node has to be added into the network, a majority of the nodes have to
agree that the new node is trustworthy through consensus algorithms [26,49].
Another important concept in blockchain technology is smart contracts. Smart
contracts are the codes which will be automatically executed in the blockchain
network whenever a transaction occurs, to ensure that the transactions adhere
to preconditions [48]. Blockchain technology [6,13] helps in reducing attacks on
surveillance data collected from IoT/UAV devices. The information maintained
by using blockchain technology along with cloud infrastructure can improve the
security and privacy of data. Generally, any application communicates with the
cloud to store collected data from the application gateway. Later, the data is
processed and analyzed in real-time using batch analytics, visualization, and
machine learning [36]. Various Cloud platforms like Open stalk, GCP (Google
cloud platform), Microsoft Azure are available to design and develop such sys-
tems [14].

In the proposed system, we used the Open Stalk cloud platform and
Ethereum in Ganache with a meta mask wallet for blockchain technology
[21,35,37]. In this paper, we propose a methodology by considering an IoT based
application such as a virtual circuit based vehicle monitoring system (VVMS).
The collected data from the VVMS is stored, processed, and analyzed on the
cloud. Instructions are received by the vehicle through an operator virtually,
along with the VVMS responses for instructions are stored on the blockchain
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and on the cloud. Such an infrastructure can protect information from various
cyber attacks like ransomware, known ciphertext attach, injection attacks [2,8§],
and other malware attacks [1,11].

The rest of the paper is organized as follows. Section 2 discusses about the lit-
erature survey related to the concepts and required architectures of the proposed
system. Proposed system architecture and implementation results are discussed
in Sect. 3. Section 4 gives an in-depth conclusion and future scope of this work.

2 Related Works

Anthi et al. [4] proposed a three-layer intrusion detection system [7,40] to defend
IoT devices. The main functions of this system are the classification of device
behavior and identification of suspected packets (malicious packets) and classify
the attacks. The main drawback of this approach is that anyone can modify or
update the data over the network like a man in the middle attack. This system
cannot be operated at any time from any place as it is designed as a standalone
system.

Ullah et al. [19] developed an IoT based system to detect lightweight attacks
in terms of the Intrusion detection system (IDS). Here the authors used support
vector machine-based supervised machine learning for identifying the injection
attacks over the IoT network. Arshad et al. [5] discussed intrusion detection
system (IDS) using IoT and mentioned the open challenges to achieve Intruder
detections over IoT Infrastructure. In this paper, the authors proposed an IDS
system by following the signature, specification, Anomaly and hybrid-based app-
roach. The main limitation of this work is its lack of privacy.

Sabir et al. [42] proposed a driver-friendly interface system that can monitor
the speed breakers and potholes by monitoring the roads. Crowdsourcing app-
roach was used to design and develop the system. The main limitations of this
system are the lack of privacy and preservation of the data which are captured
by the proposed interface. Also there is no information about the data storage
locations, access and computation specifications on the data.

Hu et al. [16] designed a smart vehicle system using IoT with embedded
control. This system can automatically chase the light source and monitors the
vehicle moving directions and its path. In the same way, Metlo et al. [31] proposed
a system to track vehicles using GPS. In this work, authors have considered the
GPS data as an input to the tracing algorithm to detect specific vehicles based
on crowdsourced data. The main limitations of these works are lack of security
to the information. Also there is no transparency and reliability in the proposed
system.

Ali et al. [3] discussed the role of blockchain in the IoT. Here authors have
explained clearly how blockchain-based systems can achieve the characteristics
like security, immutability, and decentralization. This paper explained how the
challenges faced by IoT systems that are based on centralized architecture can
be solved by using blockchain (Table 1).
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Table 1. Comparative analysis of existing approaches for IoT

Approaches Characteristics
Is blockchain based?|Transparency|Immutable|Architecture|Visibility | Application
[34] No No No Centralized |Host 1DS
[23] No No No Centralized |Network |IDS
[17] No No No Centralized Host 1IDS
[9] No Yes No Distributed |Network [IDS
[41] No No No Centralized |Host IDS
Proposed method|Yes Yes Yes Distributed |Host IDS through VMSS

3 Proposed Methodology

A proposed blockchain-based cloud-integrated IoT based application enhances
the privacy of data while maintaining efficiency in both computation and energy
use. The proposed system detects intruders by virtual monitoring and operating
the vehicle. The design and development of the proposed IoT system uses Node
MCU, Arduino, Motor drivers, camera, and mobile devices as connected devices
(IoT). A gateway is required to transfer data from IoT connected devices to
the cloud for maintaining the communication data. Therefore, Blynk App is
used as a gateway and an Open stack cloud is used for the purpose of storing,
computing, and analyzing the data. Moreover, Blynk APP uses to register the
data into the system initially that helps in detecting the intruders. Blockchain
technology helps to give privacy and preservation for the data with its unique
features like transparency, immutability, and distributed nature[46]. Hence, in
the proposed system, the instructions given to the IoT based vehicle and the
vehicle responses are maintained in the blockchain as transactions.

Figure 1 shows the overview of the proposed system. This system consists of
three modules that operate simultaneously such as the design and development
of virtual circuit based IoT components as a first module. The second module
is deploying the data on the cloud environment [45] and the third module is
deploying the data on blockchain environment.

As part of the design and development of the first module, all IoT components
(VMSS) such as Node MCU, Arduino, Motor Drivers, Wheels, and Camera
are interconnected. These components are deployed using a python program.
Initially, the user needs to give instructions to the vehicle through mobile devices
regarding its movement like Left, Right, Straight, and Back. These instructions
are processed over VMSS components. Later the surroundings are monitored
with the help of the attached camera to the vehicle. Simultaneously, the captured
data is compared with the registered data via BLYNK APP. If any intruder is
detected, the data is stored in the cloud as well as in blockchain through the
gateway i.e BLYNK APP and public chain blockchian architecture. Figure 2
shows the flow of transactions among the objects of the proposed system.

In the second module, the hash value of the received data from the vehicle
will be computed using the SHA-1 algorithm. Later this hash value is compared
with existing data hash value. If both the hash values are the same, then the
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Fig. 1. Architecture of proposed methodology

Algorithm 1: Virtual circuit based IoT use case
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Input: User’s instructions as request (Left, Right, straight, Back)
Output: Vehicle movement & capture the data
User ‘A’ gives instructions to the vehicle through mobile devices
x «— Req[A]
Process the request based on deployed python program into Arduino connected
VMSS
Motor Driver [vehicle] «— z
Capture the data by the camera
if intruder detects then
| v < Data[Intruder)
else
‘ continue
end

received data is considered as belonging to the intruder, otherwise to the autho-
rized person or vice-versa. This depends on which data has to be taken to do
registration at the initial stage. This response is forwarded to the user through
the VMSS monitor and the hash value is sent to the mobile device via a gateway.

The data is deployed on the public blockchain for improving privacy, effi-

ciency, and computational costs. The instructions from the user to the vehicle
and the responses from the vehicle are maintained on a blockchain as block trans-
actions. Here, an Ethereum based public blockchain is used that requires smart
contracts & wallet balance to maintain the data on the block as transactions.
Before making a transaction, the wallet balance (eth) is verified. Here, a web-
based Metamask Wallet is used to manage (eth) balance. For each transaction,
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Algorithm 2: Deployment of the data on Cloud
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Input: Data from VMSS i.e ‘y’
Output: Intruder/authorized data as a response
Establish the connection with the VMSS through the gateway (BLYNK APP)
Computes and maintains hash values of the suspicious data instructed by the
User in cipher text using a public key
H[i] < Hash (intruderdata)
Analyze the received data
for i = 1;9 <= length [data];i + + do

if h [i/== Hash(y) then

‘ Res < Intruder otherwise Res «— authorized
else

end
end
Sends the response to VMSS monitor as well as hash value to mobile device
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Fig. 2. Sequence of transactions in the proposed system

the wallet balance is reduced. After successful deployment, the transaction stores
in a block. Later, this block joins into the blockchain. This block transaction is
immutable, transparent, and distributed across all the connected nodes over this
network.
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Algorithm 3: Deployment of the data on Blockchain

1 Input : VMSS received Instructions from the users & vehicle Responses.
2 Output: Create immutable transactions over the blockchain and stores in a
block
3 User ‘A’ gives instructions to the vehicle through mobile devices (VMSS)
x — Req[A]
Deploy the smart contract over blockchain to maintains the instructions as
transactions
if balancefwallet] >= Minimum then
| Block [i]=Txn
else
‘ exit
10 end
11 Response received from the cloud then repeat step 5

S

© o N o

4 Conclusion and Future Work

Blockchain-based cloud-integrated IoT applications like intruder detection sys-
tems improve performance, security, and efficiency. The hybrid design in this
work improves certain factors of the system such as data privacy and porta-
bility. These can be achieved by using one-way hashing algorithms. It extends
security and privacy due to the immutable property of the blockchain. Another
factor of this application is data transparency among the connected nodes over
the network due to its distributed nature included in the architecture by default.
The proposed system can be used to monitor and record illegal activities. In the
future, we would like to implement the proposed system using UAV. To identify
the intruders, we would like to consider and verify the faces of the intruders.
To design and develop the blockchain, an Ethereum based Ganache blockchain
along with a metamask wallet is planned.
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