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Abstract. Recently, numerous challenges concerning personal identity
security along with other security issues regarding privacy have been intro-
duced. While the blockchain offers a solution for recording personal infor-
mation and facilitating matching needs, existing researches have indicated
the absence of privacy and traceability. In this paper, we introduce an
information matching scheme rooted in cross-chain technology. This app-
roach employs a public blockchain for information matching and a con-
sortium blockchain for transmitting private data. Cross-chain consensus
protocols are leveraged to accomplish privacy protection and validation
for cross-chain information transmission. The scheme serves the purpose
of achieving information matching between two parties within the public
blockchain framework. It enhances users’ identity and information privacy,
while also bolstering the auditability of cross-chain information.
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1 Introduction

With the advent of informatization and the new era, the evolving nature of infor-
mation matching stands to significantly enhance global communication quality.
Ensuring the privacy of individuals’ information during the information exchange
process remains a pivotal concern in this information matching paradigm. The
following issues deserve attention: (1) Security of Identity and Information: The
inevitable disclosure of both parties’ identities lies at the heart of information
matching, potentially compromising the privacy of their respective information.
(2) Recognition of Information from Different Parties: Insufficient data shar-
ing among distinct parties often leads to a failure in recognizing exchanged
information, hindering effective communication. (3) Auditability of Published
Information: The immutability of blockchains can lead to situations where mali-
cious information is published by senders, negatively impacting the integrity of
information matching. Addressing these challenges will be crucial in establish-
ing a robust and effective information matching model that upholds privacy and
communication quality.
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Blockchain is a tamper-resistant digital ledger implemented in a distributed
environment and typically without a central authority. At a fundamental level,
it enables a community of users to upload transactions to a shared ledger at a
relatively low cost. Under the normal operation of the blockchain network, once
published, no transaction can be altered, rendering the blockchain immutable.
Blockchain users can transmit information and transfer their rights to another
user. The blockchain publicly documents this transfer process through transac-
tions, allowing all participants in the blockchain network to independently verify
the transaction’s validity.

The rise and development of blockchain technology, represented by Bitcoin
[1] and PrCash [2], introduces a new scenario unlike traditional platforms. After
years of in-depth development, the blockchain has witnessed a multitude of
coexisting variations, each possessing distinct characteristics suitable for var-
ious application scenarios. However, a regular decentralized blockchain does
not meet certain usage scenarios in information matching where all informa-
tion should be stored privately, and its efficiency is also relatively low. With
the rapid growth of the blockchain industry and the emergence of numerous
public chains, private chains, and consortium chains, a challenge arises: how to
facilitate communication and even value exchange between different blockchains.
Due to the segregation of blockchains and the significant heterogeneity between
different blockchains, the transmission of information and data communication
among existing blockchains faces unprecedented challenges. This situation also
gives rise to numerous difficulties in facilitating communication between different
blockchains.

The concept of cross-chain was initially proposed by the Tendermint team
in 2014. In a narrower sense, cross-chain involves asset interoperability between
relatively independent blockchain ledgers. In a broader sense, it encompasses
data and asset interoperability between independent blockchain ledgers. Tradi-
tionally, interoperability in the information field refers to ‘the ability to exchange
and use information between different systems or modules.’ [3] In terms of com-
munication between blockchains, ‘Chain Interoperability’ mainly concerns the
ability to transfer assets, make payments, or exchange information between two
blockchains. This can be accomplished by introducing third parties without alter-
ing the native chain. A single blockchain network is relatively closed and lacks
active external interaction. Cross-chain technology strives to build trust bridges
between chains, dismantling the notion that a blockchain is akin to an isolated
island. Cross-chain technology within the blockchain domain serves as a critical
method for achieving interconnection, enhancing interoperability, and bolster-
ing scalability between blockchains. In cross-chain industry applications, such
as Celer cBridge [4], MultiChain [5], Synapse Bridge [6], and Umbria Narni [7],
cross-chain technologies can support the cross-chain transmission of blockchain
information across various blockchain networks. Additionally, these technologies
can also find applications in certain industrial scenarios. Moreover, they possess
the capability to accommodate an expanding array of blockchain types,
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1.1 Our Contribution

In comparison to existing research solutions, existing information matching solu-
tions primarily operate on a single blockchain, such as public blockchains, which
may not be suitable for certain scenarios. This can result in low throughput,
reduced efficiency (in terms of query and record times), and a lack of privacy
protection for personal information.

In this article, we present an information storage and matching scheme that
leverages cross-chain technology, incorporating public blockchains, consortium
education blockchains, and cross-chain consensus protocols.

(1) In our solution, personal information storage is conducted on a con-
sortium blockchain, while information matching is performed on a pub-
lic blockchain. This approach not only avoids frequent interactions with
the public blockchain during information queries but also ensures effi-
cient recording and retrieval of personal information on the consortium
blockchain.

(2) The consortium blockchain facilitates the secure storage of users’ private
information. This information is verified through a Zero-knowledge proof
provided by certified consortium blockchain members, and it can relatively
reduce blockchain storage costs. Notably, an auditor is in place to unveil
potentially maliciously stored information and identify the responsible mem-
ber by decrypting transactions on the consortium blockchain.

(3) The public blockchain executes the matching of information between two
public users. It serves to offer information matching functionality while
extending security properties to both users involved in a transaction.

By employing this comprehensive approach, our scheme seeks to enhance
information management, matching, and security through the synergy of cross-
chain technology, consortium education blockchains, and public blockchains.

1.2 Organization

The remainder of our work is organized as follows. First, we introduce the related
works in Sect. 2. The preliminaries are presented in Sect. 3. The scheme is pre-
sented in Sect. 4. Then, we describe the details of our protocol and security
properties in Sect. 5. Finally, in Sect. 6, we conclude this work.

2 Related Works

In cross-chain scenarios, [8] proposes a cross-chain application called Collafab.
It uses the concept of ‘collect-sign’ [9] to create a cross-chain consensus based
on PBFT [10] on the private blockchain consensus. Additionally, it supports
interoperability between both public and private users on two blockchains. Cur-
rent schemes and protocols have certain weaknesses and shortcomings. There are
issues with data communication and sharing among different parties, including



Cross-Chain Trusted Information Match Scheme 97

challenges such as unverifiable records and the risk of uncontrolled information
transfer and matching.

In cross-chain application scenarios, A. Garoffolo et al. [11] proposed Zen-
doo, a cross-chain transfer protocol that enables decoupled and decentral-
ized sidechain creation and communication. It extends the functionality of a
blockchain system like Bitcoin as the main blockchain by utilizing smart con-
tracts, while sidechains support different types of consensus and transactions.
However, Zendoo’s basic functions rely on the main blockchain, thus lacking
decentralization, and the model of the sidechain provides low security and lacks
user information privacy. It only adapts to a certain type of blockchain, and the
relationship between the main blockchain and sidechains leads to low scalability.
Yin et al. [12] proposed an open distributed secure cross-chain notary platform
based on MPC (BOOL network). This platform utilizes a Ring-Verifiable ran-
dom function to securely and verifiably deliver secret keys to new members
in the blockchain. This approach helps in concealing the identity of the cur-
rent owner while enhancing platform compatibility and user-friendliness, all the
while maintaining the openness of the public blockchain. It claims that this plat-
form supports different types of blockchains and compatibility perfectly. How-
ever, BOOL network is unable to support auditability. He et al. [13] designed
a cross-chain-based computing scheme (TSQC) that deploys smart contracts
in each blockchain to manage inner chain computation. This strategy reduces
cross-chain information exchange, resulting in improved system efficiency. More-
over, the scheme employs the CoSi protocol and multisigncryption algorithms
for safeguarding cross-chain data privacy. This scheme supports at least three
blockchains and is capable of scalability; however, there is a risk of information
leakage except for interchain interoperation. Yi et al. [14] proposed a cross-
chain-based premium competition scheme with privacy preservation (CCUBI).
This scheme employs a bridge contract and a third-party trust agent to facili-
tate cross-chain information transfer. User clients generate proofs of data that
ensure privacy and computability in the cross-chain scenario. The framework of
this scheme can be implemented on two types of blockchains. However, for a
malicious node which executes aggregation verification, there is a risk of user
information leakage. Kuongho Chen et al. [15] introduced a trusted reputation
management scheme (TRM) that achieves cross-chain communication through
a relay chain. The relay chain handles cross-chain transactions and consensus,
managing the sending and receiving of requests from all nodes in the blockchain
system. However, this scheme incurs a high time cost due to the deployment of
smart contracts and cross-chain consensus in the blockchain it employs. Although
relay chain-based blockchain perfectly supports multiple blockchains, it also lacks
decentralization and scalability, and the property of anonymity is unable to pro-
vide information security.

Finally, Table 1 compares different cross-chain schemes in terms of several
properties with our scheme. Here is the following explanation of the table: Decen-
tralization denotes that information can be transferred without a central party.
Info-privacy denotes that no one knows the information value except the sender,
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Table 1. Comparison among cross-chain schemes.

Scheme

Feature
Decentralization Info-privacy Scalability Compatibility Auditability

Zendoo �� � ◔ �� �
BOOL network • • • • �

TSQC • �� ◔ �� �
CCUBI • �� ◔ �� •
TRM �� � �� • �

This work • • �� �� •
•: the scheme perfectly confirms to the following feature or supports all types of
blockchains.��: the scheme partly confirms to a feature or supports a certain type of blockchain.
◔: the scheme strictly supports a certain blockchain.�: the scheme dose not support the feature.

receiver, and the auditor. Moreover, scalability is vital for a cross-chain scheme
that supports scenarios involving more than just two blockchains. Compatibil-
ity means the scheme is capable of working with different types of blockchains.
Auditability means that transactions on the blockchain can be audited by a
certain trusted node.

3 Preliminaries

3.1 Pedersen Commitment [16]

A sender can commit a value to create a commitment with randomness to the
receiver. Both the sender and the receiver can compute the value by evaluating
the commitment. The sender can later disclose the actual value by opening
the commitment using the message and the randomness [17]. In elliptic curve
cryptography, we denote the Pedersen commitment as C ← Cmt (v, r), where v is
the message, and r is the randomness. Given randomness r and the commitment
C, one can recover the value v ← Open (C, r).

3.2 Boneh-Boyen Signature [18]

Let G1,G2 be bilinear groups where |G1| = |G2| for prime p. Let public param-
eter g1 be a generator of G1 and g2 be a generator of G2. To sign a message
m ∈ Zp:

• (pk, sk) ← BBKeyGen (1λ): input a security parameter, the algorithm out-
puts a secret/public key pair.

• σ ← BBSign (sk,m): input a secret key sk and for input a message m ∈
{0, 1}∗, it outputs a signature σ of message m.

• 1/0 ← BBVer (pk,m, σ): input a public key pk, a message m and a BBS
signature σ, the algorithm outputs 1 if σ is valid and outputs 0 otherwise.
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3.3 Aggregate Signatures

Boneh et al. introduced BLS aggregate signatures [19] and introduced the con-
cept of aggregate signatures [20] as follows:

Let G1,G2 be bilinear groups where |G1| = |G2| for prime p, and g1 be
a generator of G1 and g2 be a generator of G2. H is a full-domain collision
resistance hash function H : {0, 1}∗ → G1.

• KeyGen (1λ) : input a parameter 1λ, the algorithm outputs a secret/public
key pair (sk, pk).

• σ ← Sign (sk,M) to sign a message M ∈ {0, 1}∗ and input a secret key sk,
it outputs a signature denotes as σ ∈ G1.

• 1/0 ← Ver (pk,M, σ) : the algorithm output 1 if σ is a valid signature and
outputs 0 otherwise.

• σ ← AggSig (σ0, σ1) Input two BLS signatures (σ0, σ1), the algorithm outputs
an aggregate signature σ.

• 1/0 ← AggSigVer (L, σ). Input n tuples L : {(pki,mi)}n and a signature σ,
the algorithm outputs 1 if the aggregate signature σ is valid to all messages
and outputs 0 otherwise.

3.4 Zero-Knowledge Range Proof

The concept of range proof was first introduced by Boneh et al. in 2008 [21].
Then Bunz et al. [22] introduced a zero-knowledge proof scheme. To prove a
secret v in range [0, ul], the secret v can be decomposed to ε =

∑
0≤j≤l(εju

j).
We define the zero-knowledge range proof scheme as (ZKProve, ZKVer).

• π ← ZKProve (v, k) where v is the input secret, and k is corresponding
randomnesses, it output a zeroknowledge proof π : (Cs, Ĉs, πs).

• 1/0 ← ZKVer (π). Input a zero-knowledge range proof π : (Cs, Ĉs, πs), it
outputs 1 if π is a valid proof for the value v.

4 System Model

4.1 Scheme Construction

We formalize our scheme by extending the functionalities of Hyperledger Fabric
[23] and Aggregate Cash system [24]. We define several types of nodes in our
scheme below:

• Consortium member (CM): CM can generate response messages in response
to requests from the trust agent and subsequently submit transactions to the
consortium blockchain. The transaction is created for cross-chain consensus
by utilizing their individual secret keys.

• Trust agent: The trust agent has the capacity to engage with both the consor-
tium blockchain and public users. It can transfer information requests directly
to the consortium blockchain, access transactions stored within the consor-
tium blockchain, and send cross-chain information to users.
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• Certificate Authority (CA): CA holds the authority to issue certificates to
members of the consortium. This issuance ensures that only authorized con-
sortium members possess the privilege to submit transactions to the consor-
tium blockchain.

• Auditor: The auditor possesses the capability to decrypt any transaction
within the consortium blockchain, thus retrieving the details of the trans-
action.

• Public user: Users are able to initiate information requests to the consor-
tium blockchain through the trust agent. They can broadcast a desired target
value and anticipate its reception, pre-match transactions to the designated
receiver, and submit matching transactions to the public blockchain.

4.2 Security Threats

We assume that the system parameters are generated. We consider the privacy
properties of the attacker model below:

The nodes of CA are honest but curious. They honestly run the protocol
while recording all inputs and outputs. The auditor strictly obeys the protocol.

Attackers can act as malicious nodes in both CMs and public users.
Attackers know all parameters and public keys of public users and CMs.
Our scheme focuses on several security properties as follows:

Sybil Attacks. As mentioned above, attackers can manipulate, control, or gen-
erate malicious nodes among public users. These nodes are generated to attack
the system. However, the consensus algorithm of the public blockchain (varies
depending on the type of blockchain) can resist Sybil attacks.

Privacy. The identities of the two parties involved in public matching cannot
be known by public blockchain users except themselves, nor can they be known
by other consortium members except the one responding to the request. User
private information for public matching cannot be leaked during transmission in
the public blockchain; it is only known by the consortium member that generates
it, the two matching parties, and the authority.

Unforgeability. Attackers cannot generate legitimate cross-chain information,
consensus, or public chain matching information by forging any secret informa-
tion, signatures, or proofs in an attempt to damage the system.

The details of our scheme’s security are shown in Sect. 5.3.

5 Our Protocol

Our basic construction is shown in Fig. 1. In this section, we describe the process
of a transaction in our scheme in Sect. 4.1, followed by the detailed construction
in Sect. 4.2. The security of our scheme is discussed in Sect. 5.3.
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5.1 Workflow

• For a user A, they broadcast a target value t on the public channel, expecting
other users’ private values to match it (they only receive values greater than
the target value).

• User B initiates a query request through a trusted agent to a designated
consortium member of the consortium blockchain. Their identity is indicated
by the public key, and the identity of the consortium member is indicated by
its public key.

• The trusted agent verifies user query requests via SPV and then posts them to
the consortium blockchain. After the designated consortium members receive
the request, they generate the corresponding information as a response: a
public blockchain transaction and a secret key encrypted by user B’s public
key.

• All responses from consortium members must undergo cross-chain consen-
sus signature, and the trusted agent only receives transactions signed by
the majority of consortium members, which it then submits to the public
blockchain. Similarly, user B only receives the ciphertext under the same
conditions and decrypts it to obtain the key corresponding to the value in the
transaction.

• If the value corresponding to the secret key received by user B is greater
than the target t, a matching request message is initiated to user A, which is
encrypted with A’s public key and sent to A.

• User A decrypts the matching request message, verifies its correctness, and
checks if m is greater than or equal to t. Then, they generate a matching
transaction while setting their own secret key corresponding to the received
value m, and submit the transaction to the public blockchain.

• The Auditor can reveal transactions from the consortium blockchain, recover
details in the transaction, and obtain user information from the transaction.

Fig. 1. Basic construction of our scheme
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5.2 System Construction

System Initialization

– (pp,R) ← Setup (1λ). Input a security parameter 1λ, and the algorithm
outputs the system parameters pp, generates a tuple (p, g, g0, ĝ,G1,G2,GT , e)
where (g, g0) ∈ G1, ĝ ∈ g2, the bilinear map e : G1 × G2 → GT and a range
R for zero-knowledge proofs.

– A collision resistance hash function H : {0, 1}∗ → G1.

Consortium blockchain algorithms
Following consortium algorithms are inspired by Pachain [25]:

– (apk, ask, capk, cask)← AuKeyGen (). The algorithm generates the auditor’s
and the CA’s public/secret key pairs.

– (mpk,msk) ← CMKeyGen (1λ). This algorithm outputs consortium mem-
bers’ public/secret key pairs (mpk,msk).

– The auditor generates a bitmap B that indicates which members signed the
message for an aggregate signature. Each member who signed the message
should add their bit in the proper location by Bi ← NewBit (B).

– (Π : (Cs, πs)) ← EncProof (m). Input a message m, the algorithm generates
a ciphertext Cs and a zero-knowledge proof πs.

– 1 ← EncVer (Π : (Cs, πs)).Input a ciphertext Cs and a proof πs, the algorithm
outputs 1 if Π is a valid zero-knowledge proof.

– m ← EncDec (Π : (Cs, πs), ask). Input the auditor secret key ask and a
ciphertext Cs and a proof πs, the auditor can decrypt Cs to get the value m
where the value is in the range of [0, R].

Public CCA Encryption Scheme

– (upk, usk) ← PKeyGen (pp). Input a security parameter pp, it outputs a user
public/secret key pair (upk, usk).

– Cm ← Enc (M,upk).Input a message M and a user public key upk, it outputs
a ciphertext Cm.

– M ← Dec (Cm, ask). ”Input a ciphertext Cm and a user secret key usk; the
user decrypts the ciphertext Cm to get the message.

Public Blockchain Algorithms

– (tx, k̂)← CreateTx ((C, v, k), v̂). Input the tuple (C, v, k) and the output score
v̂. The algorithm outputs a transaction tx = (s, C, Ĉ,Π, E, σ) and an output
key k̂, where Ĉ denotes the output commitment of the transaction.

– 1/0 ← VerTx (tx). Input a transaction tx = (s,C, Ĉ,Π, E, σ), the algorithm
outputs 1 if tx is a valid transaction and outputs 0 otherwise.

– (tx) ← AggTx (tx0, tx1). Input two transactions (tx0, tx1), the algorithm
puts them together and returns an aggregate transaction tx.
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Message Transfer Algorithms

– PostPB (): This algorithm allows a public user (including the trust agent) to
submit a transaction to the public blockchain.

– PostCB (): This algorithm allows a consortium member (including the trust
agent) to submit a message to the consortium blockchain.

– SendtoU (): This algorithm allows a public user (including the trust agent)
to send a message to other users in a public channel.

– SendtoA (): This algorithm allows a public user to send a message to the
trust agent in a public channel.

Cross-Chain Consensus Construction In this section, we describe the
construction as follows. The details of the construction are shown in Fig. 2.

The process begins with a consortium member CM0 initiating cross-chain
consensus on a public transaction. This member starts by creating a public
transaction denoted as tx and generates the corresponding key k for the mes-
sage m. Subsequently, it triggers a cross-chain message and posts it onto the
consortium blockchain.

For any consortium member, denoted as CMi where i ∈ [1, N ], that reads
a cross-chain message from the consortium blockchain, submitted by another
user, the member validates the message and signs it using an aggregate signature
mechanism. This generates a cross-chain consensus facilitated by the secret key
mski.

The trust agent is responsible for extracting messages from the consortium
blockchain. It selectively accepts messages that satisfy the criteria of cross-
chain consensus, subsequently submitting the public transaction tx to the public
blockchain.

Cross-Chain Information Response to Users In this section, we describe
the construction of the cross-chain response to the user as follows. The details
of the construction are shown in Fig. 3.

To achieve cross-chain privacy for user information, there is a distinction from
cross-chain public information (such as public blockchain transactions). In this
scheme, the user’s requested consortium blockchain information is encrypted by
a designated consortium member and subsequently dispatched to the user.

User B initiates a message request directed at a specific consortium member
denoted as CMl, identified by the public key mpkl, and transmits it to the trust
agent. The agent verifies this request and then submits it onto the consortium
blockchain.

The consortium member CM∗
0 gets the message from the consortium

blockchain and creates a cross-chain response for user B, which is subsequently
submitted onto the consortium blockchain. The encrypted message creation pro-
cess follows the same cross-chain consensus procedure as that of the tx.

The trust agent reviews the messages present on the consortium blockchain
and only accepts messages destined for users that meet the conditions of cross-



104 Z. Chen et al.

Fig. 2. Construction of public transaction cross-chain consensus

chain consensus. Subsequently, the agent sends these messages to their desig-
nated recipients.

Finally, user B receives the message, validates its authenticity, and then
decrypts the content to obtain their own information represented by m.
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Fig. 3. Construction of user information cross-chain consensus

Public Information Matching In this section, we describe the construction
of the public information match as follows. The details of the construction are
shown in Fig. 4.

For a public user A, they generate a target value t and broadcast it to all
public users, expecting to receive a value which is ≥ t. For a public user B, who
intends to send their value m satisfying the condition m ≥ t to user A while
keeping other values denoted as v∗, initiates a Prematch transaction. They then
send the encryption of the prematch transaction to user A. Upon receiving a
pmtx from user B, user A validates it and generates a match transaction along
with a new key, effectively granting user A ownership of the information. Finally,
user A submits a match transaction to the public blockchain while retaining the
secret key privately.
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Fig. 4. Construction of public information matching

Auditability In this section, we describe the construction of the audit as
follows. The details of the construction are shown in Fig. 5.

The auditor can decrypt a transaction on the consortium blockchain to
recover the necessary transaction details. Notably, the auditor can particularly
uncover the identity of the first member who initially submitted the transaction
to the consortium blockchain. The auditor validates the message on the consor-
tium blockchain and decrypts the ciphertext to reveal the information m in the
transaction tx.

Fig. 5. Construction of auditability



Cross-Chain Trusted Information Match Scheme 107

5.3 System Security

In this section, we present security theorems concerning the proposed scheme
and illustrate their proof by simplifying them into the security of cryptographic
primitives. In our subsequent security analysis, public information (such as trans-
actions and public keys within the public blockchain, and the public keys of
consortium members) is considered to be known to potential adversaries.

We will first define the security properties of consortium blockchain algo-
rithms in the following section.

Definition 1. (Soundness) For any P.P.T. adversary A:

Pr[ask ← A : (Π∗ = (π∗
s , C∗

s )) ← A(ask),
1 ← ZKVer (π∗

s ) = 1,m ← EncDec (C∗
s , ask)] is negligible.

Thus our consortium blockchain algorithms ensure soundness.

Definition 2. (CPA Semantically secure indistinguishability)
For any P.P.T. CPA adversary A, here we define two experiments, Experi-

ment 0 and Experiment 1. In each experiment b = {0, 1}, the adversary gen-
erates m0,m1 and sends to the challenger, the challenger computes Π∗ ←
EncProof (mb) where b ← {0, 1}, and sends it to A, the adversary outputs
b̂ ∈ {0, 1}.

Let ExpAb
be the adversary outputs 1 in experiment b, then the advantage of

A in algorithm EncProof ():

AdvEncProof
A = |Pr[ExpA0 ] − Pr[ExpA1 ]| is negligible

Thus our consortium blockchain algorithms are semantically secure against
a CPA adversary.

Next, we will define the security properties of public blockchain algorithms:

Definition 3. (Security against inflation) The only way a message can be cre-
ated is through cross-chain consensus transactions. This implies that for any
transaction, the total value of the outputs should be equal to the sum of the
total value of the inputs plus the new value of the transaction. For any P.P.T.
adversary A:

Pr[(tx, v) ← A : tx′ ← A(v′), v′ > v ∧ 1 ← TxVer (tx′)] = neg(λ).

Definition 4. (Security against theft) The property of theft resistance ensures
that only the key owner can utilize the message for matching and aggregation
purposes. For any P.P.T. adversary A:

Pr[tx ← A : k∗ ← A(tx), (tx′, k̂′) ← CreateTx ((C, v, k∗), v̂)] = neg(λ).
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Definition 5. (Transaction indistinguishable)
The amounts involved in a transaction are concealed, ensuring that only the

sender and receiver are aware of the sum of exchanged. Furthermore, a trans-
action comprehensively conceals the associations between inputs and outputs,
making it impossible to discern which inputs funded which outputs.

For any P.P.T. adversary A, the adversary generates (v0, v̂0), (v1, v̂1) and
sends to the challenger, the challenger computes tx∗ ← CreateTx (vb, v̂b) where
b ← {0, 1}, and sneds it to A, the adversary outputs b̂ ∈ {0, 1}.

Let Exptxb
be the adversary outputs 1 in experiment b, then the advantage

of A in algorithm CreateTx ():

AdvTxIND
A = |Pr[Exptx0 ] − Pr[Exptx1 ]| ≤ negligible.

Definition 6. (Correctness). Our scheme has correctness if several following
conditions satisfy:

– User requests can be correctly decrypted and verified by the trust agent, and
consortium members can generate legitimate transactions.

– Cross-chain consensus can be accurately executed. Once the signature count
surpasses a specified threshold, the recipient can verify cross-chain informa-
tion using the designated member public keys indicated by the bitmap B.

– Zero-knowledge proofs generated by the consortium chain can be verified by
any honest node.

– Public users are able to correctly decrypt cross-chain encrypted information
sent by consortium members and encrypted matching information from other
public users.

Theorem 1. Our scheme satisfies correctness if all algorithms are correct.

Proof. The correctness can be obtained from the workflow of the scheme and
can be derived from the correctness of the following cryptographic primitives:

We first focus on the abilities of the adversary A, where A has the following
oracles:

– Ocu: The adversary can corrupt any user node to obtain (upk, usk) and make
queries to the consortium blockchain via the trust agent.

– The adversary can make two types of queries to the CCA public encryption
simulator:
Opke: The adversary can send a message m to the simulator to obtain the
encrypted ciphertext c.
Opkd: The adversary can send a ciphertext c, which was not received in pre-
vious encryption queries, to obtain the decryption of the ciphertext.

– Ocm: The adversary can corrupt any single consortium member to obtain
(msk,mpk), read information on the consortium blockchain, and initiate a
cross-chain consensus message.
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– Osig (m): The adversary can make queries to an aggregate signature simulator
to request a signature on a message signed by the secret key msk.

User query security means that attackers cannot obtain the identities of
users and consortium members from queries received by the trust agent.
Now, consider the experiment described below in Fig. 6. For a P.P.T. adver-
sary A: A can use oracle Ocu to get user secret/public key pairs, and
use (Opke, Opkd) for the CCA attack game queries. Then A generates
(upkB0 ,

ˆmpk00), (upkB1 ,
ˆmpk01) sends them to the challenger. The challenger

computes req∗ ← Enc ((upkBb ,
ˆmpk0b),upka) where b ← {0, 1}, and sends it to

A, the adversary then outputs b̂ ∈ {0, 1}. We define Expreqb to be the adversary
outputs 1 in experiment b, then the advantage of A in User query security is
denoted as AdvUQS

A .

Fig. 6. Experiments of User query security

Definition 7. (User query security). Our scheme provides user query security
if for any P.P.T. adversary A:

AdvUQS
A = |Pr[Expreq0 ] − Pr[Expreq1 ]| is negligible.

Theorem 2. Our scheme provides user request security if the public encryption
scheme we applied here satisfies CCA indistinguishability.

Our scheme requires an unforgeable cross-chain consensus, where the adver-
sary is unable to forge a cross-chain consensus with an aggregate signature that
can be verified and decrypted correctly.

Consider the experiment below: For a P.P.T. adversary A, A can use ora-
cle Ocm to get any consortium member secret/public key pair, and use oracle
Osig(m) to get the signature of m (We request that the oracle Ocm can be used
at most 2

3N − 1 times). The adversary is able to interact with the consortium
blockchain to obtain ccsi, i ∈ [1, Q] (Q is the maximum number that A can query
to the challenger). Given ccsi, the challenger computes mi ← EncDec (ccsi, ask)
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and sends mi to A. Finally A computes a valid forgery pair (css∗,m∗) which
is not in the set (ccsi,mi), i ∈ [1, Q] and this forgery pair can be successfully
verified by the trust agent and received by the user. We denote the advantage
of A to generate a valid pair (css∗,m∗) as AdvCCU

A .

Definition 8. (Cross-chain consensus unforgeability). Our scheme satisfies
cross-chain consensus unforgeability if for any P.P.T. adversary A, AdvCCU

A
is negligible.

Theorem 3. Our scheme provides Cross-chain consensus unforgeability if the
aggregate signature scheme we applied here satisfies unforgeability.

Here we consider user information security, to be more precise, attackers are
unable to derive m from css and cssu. For a P.P.T. adversary A0: the adversary
generates (tx0,m0), (tx1,m1) and sends them to the challenger, the challenger
computes css∗ ← CreateCss ((txb,mb),msk) where b ← {0, 1}, and sends it to
A0, the adversary outputs b̂ ∈ {0, 1}. We define Expcssb

to be the adversary
outputs 1 in experiment b, then the advantage of A0 in consortium response
security is denoted as:

AdvCRS
A = |Pr[Expcss0 ] − Pr[Expcss1 ]|

Similarly, for a P.P.T. adversary A1: the adversary generates (tx0,m0,

k0, m̂pk0), (tx1,m1, k1, m̂pk1) and sends to the challenger, the challenger com-
putes cssu∗ ← CreateCssU ((txb,mb, kb, m̂pkb),msk) where b ← {0, 1}, and
sends it to A1, the adversary outputs b̂ ∈ {0, 1}. Define Expcssub

to be the
adversary outputs 1 in experiment b, then the advantage of A1 in user response
security is denoted as:

AdvURS
A = |Pr[Expcssu0 ] − Pr[Expcssu1 ]|

We denote the advantage of adversary in User information security as AdvUIP
A

(Fig. 7).

Definition 9. (User information security). Our scheme provides user informa-
tion security if for a P.P.T. adversaryA0: AdvCRS

A0
is negligible, for a P.P.T.

adversaryA1: AdvURS
A1

is negligible, then for any P.P.T. adversary A: AdvUIP
A is

negligible.

Theorem 4. Our scheme satisfies User information security if the public
encryption scheme we applied here satisfies indistinguishability, and cross-chain
messages css and cssu leak no information about m.

Proof. The property of user information privacy for cssu is similar to the indis-
tinguishability of the public encryption scheme. The property of user information
privacy for css can be directly derived from EncProof indistinguishable from
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Fig. 7. Experiments of User information security

Definition 2 and Transaction indistinguishable from Definition 5. If a P.P.T.
adversary A1 can break the indistinguishability of css, then it is able to break
Transaction indistinguishable as well. Thus both css and cssu leak no user
information, and our scheme satisfies user information privacy.

We now focus on the ability of the auditor: All css that can be verified
correctly on the consortium blockchain can only be decrypted by the auditor
to obtain m. Anyone except the auditor is unable to decrypt css on the con-
sortium blockchain. Then, the auditability requires consortium responses with
cross-chain consensus to be successfully verified and decrypted. We define the
advantage of the adversary to obtain m under the conditions mentioned above
as AdvADT

A .

Definition 10. (Auditability). Our scheme satisfies auditability if for a P.P.T.
adversaryA0: AdvCCU

A0
is negligible, for a P.P.T. adversaryA1: AdvUIP

A1
is negli-

gible, then for any P.P.T. adversary A: AdvADT
A is negligible.

Theorem 5. Our scheme satisfies auditability if it also satisfies Cross-chain
consensus unforgeability and User information security.

6 Features, Efficiency and Applications

6.1 Features and Efficiency

Our solution implements the following features:

Cross-Chain Data Transfer: We achieve cross-chain data transmission
through the consortium blockchain to the public blockchain. The scheme enables
the transfer of both public information and personal private information by using
a trusted agent, public information and user private information can be sent from
the consortium blockchain to designated public nodes.

Unforgeability: Malicious consortium members are unable to generate forgery
user information and submit them to the consortium blockchain. All consensus
algorithms are effective and can be read by the trust agent and submitted to the
public blockchain.



112 Z. Chen et al.

Anonymity: For certain specific scenarios, both parties involved in a matching
transactions unwilling to disclose their identities to the public. It is achieved by
utilizing confidential transactions and compatible signatures, replacing the key
corresponding to the identity with a special commitment to realize the verifi-
cation of information by different parties, as well as identity privacy for both
sending and receiving parties.

User Information Privacy: In certain specific scenarios, for a user the infor-
mation on the public blockchain ensures that no one else can use it for matching.
More simply, the user private information for public matching is only known by
the consortium member which generates it, two match parties and the auditor.

Auditability: The auditor can decrypt a transaction in the consortium
blockchain to recover transaction with necessary, it can reveal the detail of the
transaction and each consortium member which signed the transaction to enclose
a malicious attacker, the auditor can reveal the member who submit the trans-
action to the consortium blockchain.

Our solution helps reduce blockchain storage costs to a certain extent:

Fig. 8. Comparison of 32-bits range proofs cost

In blockchain transactions, range proofs consume a significant amount of
storage in blockchain, leading to excessively large ledger information. As depicted
in Fig. 8, our approach, compared with current implementations such as [17],
effectively reduces the size of the range proof from O (n) to O (log(n)). This
reduction results in a range proof cost of approximately 1 KB for 32-bit messages,
a substantial improvement compared to 5.4 KB and 3.8 KB with optimizations.

6.2 Applications

Our solution facilitates data transfer from a consortium blockchain to a pub-
lic blockchain using cross-chain technology. With support for vector input, our
scheme finds straightforward applications in scenarios involving control signal
transmission and anonymous notarization. The aggregation transaction function
in our scheme has the potential to significantly reduce the expense of cross-chain
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transmission. In notarization scenarios, multiple requests from users on the same
node can be efficiently handled through aggregated signatures, streamlining the
information transmission process.

Furthermore, our solution has the potential to be applied in the exchange and
matching of educational and medical information, especially within educational
settings. Educational institutions can take on the role of consortium blockchain
members, and these members can release information in a quantitative format.
Users’ academic performance, educational information, and personal abilities
can all be shared by consortium blockchain members for public chain matching.

In medical scenarios, members of the consortium blockchain can include
diverse medical institutions, while patients, as users, initiate queries for med-
ical information through trusted agents. Various parameters in the medical pro-
cess can serve as inputs for transactions, and patients can utilize medical data
through public blockchain matching. These methods effectively ensure the pri-
vacy protection of sensitive medical and identity information exchanged between
medical institutions and patients.

7 Conclusion

In this paper, we propose an information matching scheme based on cross-chain
technology. Unlike existing blockchain systems, information platforms, and tra-
ditional information matching systems, our scheme facilitates consensus between
different blockchains, offering features such as unforgeability, anonymity, infor-
mation privacy, and cross-chain information auditability. Our scheme functions
as a distributed information transmission system capable of auditing public
transactions created by consortium members to reveal the details of user infor-
mation involved in an information matching process. Furthermore, our scheme
demonstrates resistance within a specific threat model and satisfies various secu-
rity properties under this model.
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