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Abstract. Amid the escalating demand for accessible users and secu-
rity insurance in satellite aerial terrestrial integrated networks (SATINS),
security and energy efficiency emerge as pivotal indicators. This paper
proposes a secure beamforming scheme in reconfigurable intelligent sur-
face (RIS) aided SATINS, in presence with multiple eavesdroppers, where
rate splitting multiple access (RSMA) and RIS are adopted at the sec-
ondary UAV networks for achieving multiuser diversity and antijamming.
To optimize the secrecy energy efficiency (SEE) for secondary networks
while adhering to constraints on ground earth station (GES) secrecy rate,
a deep reinforcement learning (DRL) framework is proposed to address
the coupling between optimization variables through the improved prox-
imal policy optimization (PPO) method, of which from existing DRL
scheme is that the proposed one builds a unified learning framework.
Simulation results indicate that the SEE derived by the proposed DRL
scheme is superior to that of benchmark schemes, which validate the
advantage of this work.
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1 Introduction

Recently, satellite aerial terrestrial integrated networks (SATINs) has been rec-
ognized as a promising infrastructure for the next generation networks (NGs),
where satellite and unmanned aerial vehicle (UAV) subnetworks employ cog-
nitive radio (CR) technology to share the limited frequency spectrum under
certain constraints [1,2]. But in this way, the challenge of preventing eavesdrop-
pers (Eves) from iniercepting private signals while ensuring the quality of service
(QoS) of the primary network is a crucial one to be solved. As an effective sup-
plement to cryptographic methods, physical layer security (PLS) has attracted
extensive attention and investigation [3]. From this perspective, achieving an
optimal balance between security and performance has become an important
part of realizing the potential of the SATINSs.

As well known that higher energy utilization efficiency is one of the inherent
requirements of the NGs. Based on this consideration, reconfigurable intelligent
surfaces (RISs) appear to tackle this issue. In contrast to traditional relays, RIS
operates without the need for active radio frequency (RF) chains or complex
signal processing components. This feature enables it to demonstrate significant
capabilities in enhancing the PLS for SATINs. By strategically manipulating the
phase shift of reflection elements, RIS facilitates constructive superimposition of
direct and reflected signals at intended legitimate users, meanwhile inducing
destructive interference for potential Eves [4-6]. Additionally, another method
for energy efficiency improvement is multiple access, such as rate splitting multi-
ple access (RSMA), which can split information into common and private parts
for overlay transmission at the transmitter. This technique can leverage uses
successive interference cancellation (SIC) at the receiver, which is considered a
powerful approach for augmenting spectral efficiency (SE). Specifically, within
the CR enabled NTNs, the design significance of this architecture lies in improv-
ing the performance of the unauthorized secondary network (SN). As a result,
exploring the integration of RIS into SATINs to support RSMA in maximizing
SEE of the SN while ensuring interference limitations becomes crucial.

Optimization problems in the RIS assisted SATINs under consideration are
usually nonlinear and may contain a large number of variables. Traditional opti-
mization methods often struggle to deal with this complexity. It is worth men-
tioning that in problems that require optimization of multiple variables, it is dif-
ficult to get optimized answers by traditional methods, and on this basis, model
free artificial intelligence (AI) emerges. Based on the above, By establishing an
appropriate Markov decision process (MDP), DRL has become a powerful tech-
nology for handling explosive communication data and finding optimal solutions
through interaction with the environment continuously.

As discussed in the former paragraph, communication security is also the
demand of the SATINs. This requirement highlights the significance of PLS in
safeguarding transmissions against eavesdropping. Therefore, it can be seen that
integrating multiple security enhancing technologies such as RIS and RSMA
at different levels into SATINs will be a promising infrastructure. However,
this amalgamation also presents several challenges that must be addressed to
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optimize security performance effectively. First of all, the foremost challenge
lies in the inadequacy of traditional model based wireless technologies to meet
the requirements of emerging RIS assisted SATINs, such as excessively com-
plex communication scenarios with accurate mathematical description. Second,
with the incorporation of RIS, the dynamic adjustments of its reflective ele-
ments add to the unpredictability of the wireless environment, complicating real
time sensing. Finally, the dynamic multi channel access of CR technology in the
process of spectrum sharing requires independent selection of access free spec-
trum resources under the condition of time varying spectrum occupancy. As an
effective method to solve dynamic problems, DRL has been widely used in the
wireless communication optimization.

There is currently researches on utilizing DRL in RIS aided secure SATINs
with RSMA to maximize secure transmission performance of secondary net-
works. Our objective is to maximize the SEE by jointly designing the transmit
beamforming of the UAV, RIS reflecting matrix and power splitting ratio, while
guaranteeing the service quality of the primary network. Since there are several
mutually coupled parameters in the formulated optimization problem, which are
difficult to be solved using traditional algorithms, we develop a unified proximal
policy optimization (PPO) learning framework based on the DRL method by
designing dynamic reward functions that can seamlessly handle both continuous
and discrete variables. Finally, simulation results demonstrate that our proposed
PPO enabled framework exhibits greater adaptability than several benchmark
approaches.

2 System Model and Problem Formulation

In this paper, we investigate the SEE optimization of secondary users in RIS
aided SATINs in the presence of multiple eavesdroppers (Eves). In this setup,
the whole integrated networks consists of two subnetworks, where the satellite
sends multicast signals to multiple GESs and shares spectrum to UAV with
overlay mode, which is denoted as the PN, while the UAV adopts the RSMA to
serve N vehicle users with the aid of RIS, which is denoted as SN (Fig. 1).

2.1 Signal Model with RSMA

According to [7,8], it is assumed that hy,, € CNv*t hy,, € CNvX hg, €
CKXl, hr., € CKXl, hgrqo € CKXl, Hyg € CNuvXE and Hye € CNuXE are
the channel gains from the UAV to the n th vehicle user (VU), from the UAV
to the m th Eve, from the RIS to the n th VU, from the RIS to the m th Eve,
from the RIS to the GES, from the UAV to the RIS, from the UAV to the GES,
respectively. Meanwhile, g¢ m, 8c»n denotes the channel gains from satellite to
the m th Eve, the satellite to the n th VU. We assume that the satellite and
the UAV are outfitted with array fed reflector antennas comprising Ng feeds
and a uniform linear array (ULA) consisting of Ny antennas, respectively. In
the transmission phase of the primary network from the satellite to a total of L
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Fig. 1. Proposed system model.

ground earth stations (GESs) as PUs, the private multicast signal x is mapped to
the satellite transmit beamforming precoding matrix w € CVs*1 in the presence
of M Eves [9]. During the secondary network signalling process, the UAV can
be described as utilizing its flexibility to serve N single antenna ground VUs,
while the RIS equipped with K = K, x K, reflective elements is also deployed in
the SN to enhance the expected signals at the VUs while suppressing the signals
received by the Eves. Specifically, the reflecting phase shift matrix of RIS is given
by ® = diag {51e%, B2¢7%, ..., B el }, where B}, and 6, are the amplitude
factor and phase shift at the k& th RIS element [10]. Meanwhile, applying the
RSMA technology at the UAV, the unicast signal s,, designated for the n th VU
gets divided into a common subsignal s, with common transmit beamforming
vector v, € CNUX1 and a private subsignal 5p.n With the private beamforming
vector v, € CNvx1 Utilizing a shared codebook among all VUs, the common
subsignals are collectively encoded into a common signal stream s.. The same
frequency band is permitted to be shared by both satellites and the UAV within
a specified interference tolerance in the GES of the primary network. Notably, a
total of M Eves can also intercept signals transmitted by satellites and the UAV
in a similar manner as legitimate VUs [11]. Consequently, the received signals
at the GES, the m th Eve and the n th VU can be expressed as

N
H H H
Yo =8 WL + Z5VeSe + § ZGVnSpn + NG, (1)
n=1
N
H H § H
ys,m = ge,mwx + Ze,mVCsC + Ze,mvn‘spyn + newm’ (2)

n=1
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N
Yen = gan$ + anvcsc + Z Zgnvnspﬂl + Nen; (3)
n=1
where -
z¢ = (Hye + hil®Hyg) (4)
H
Zem = (hU,m + hg,m‘I)HUR) ) (5)
H
Zc;n = (hU,n + hg)n(ﬁHUR) . (6)

Thus, the achievable rate of the GES, the m th Eves, the common signal s,
and the private subsignal stream of the n th VU can be expressed as

H 2
R =log, (1 + 5 ’gN W| 5 > , (7a)
zéve| + X0 [28val + 0%

}ggmw ‘ ’

2 N 2 ) )
H H 2
‘Ze,mvc| + Zn:l ‘Ze,mv’ﬂ| + Ue,m

’ZH VC|2
Rc,n - 10g2 1 - ) (7C)

+
g, w|* + N |2l va|” + 02,

Zi—lnv” ’
Rp,n = 10g2 <1 ’ ’ggnw|2 + ‘Zi\;f;ﬁn ’Z‘gnvi|2 + Ug,n) . (7d)

Rs,m = IOgQ <1 +

Meanwhile, we define x,, € (0,1) as the common private power splitting ratio
for the n th VU [12]. In this form, the above achievable rate of the common and
private stream of the ¢ th VU can be rewritten as

Xi‘zgivcf )
R.;=logy [ 1+ J , (8)
- ’ < Xi 25:1 !Zfﬂ-vnf + \gfﬂW!Q + Ug,i

and

Xi|zfivi|2 )
R, ; =log (1 + : . (9)
o ’ Xi 25:1,717&1‘ ’Zgivnf + ‘gi.w]Q +o2,

2.2 Problem Description

For secure and green communication, we need to codesign the UAV active secure
beamforming vector v = [v, vy, ..., viy] with v being the common stream beam-
forming vector, the RIS phase shift matrix ®, and the transmit power splitting
ratio x, to maximize the SN SEE, which can be defined as the ratio of the sum
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rate of the SN to the power consumption [13]. Besides, the achievable sum rate
of the UAV enabled SN can be expressed as

R (v, ®) xn) = 30 (i Ry, (10)

While satisfying the GES secrecy constraint, the mathematical expression for
the SEE can be defined as

M
Ry — > max Ry,
SEE = — 5 , (11)
(Ivell® + S0, 1val®) + Po

where Po denotes the constant circuit power consumption at UAV. Here, we
assume that the UAV provides communication services in a hovering state, and
its energy consumption can refer to [14]. Mathematically, the whole optimization
problem can be formulated as

PO: max max SEE, (12a)
Vi, P, Xn €U, n:€R,n

st.Cl: min Rg — Rsm > Ay, Vm, (12b)

g,ms€z,m
C2: R.pn > Ag,Vn, (12¢)
C3: Rpn > Ay, Vn, (12d)
. 2 2 N 2
Ca: [lwl* < Ps,|lvel® + D lIvall” < Py, (12e)
C5: ’exp (j@k)‘ =1,Vk, (12f)
N .

C6 : anl ¢n <min, Re , ({wi}, ®, xn), (12g)

where ey, and egr, denote the channel estimation error about hy, and
hgr,. And, Pc denotes the constant circuit power consumption. Meanwhile,
C'1 denotes that the achievable rate of the secondary network users (SUs) must
be less than the achievable rate of the PUs, and C2 and C'3 denote the minimum
rate requirement for the SN transmit signals. C'4 is the transmit power limit for
PN and SN, where Pg and Py are the preset power caps for satellites and UAVs.
C6 denotes that the VU of the SN is able to fully decode the common stream.

3 MDP for the Secrecy Energy Efficiency Maximization

As shown in Sect. 2, the problem PO is a high dimension complex problem that
is difficult to solve directly, because it contains both discrete and continuous
variables. In addition, in realistic RIS aided secure SATINs, the capabilities
about obtaining information of VUs in the SN, the channel quality, and the
service demand will change dynamically. Moreover, PO is an optimization prob-
lem confined to a single time slot. Its solution might converge to a suboptimal
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one, akin to a greedy search, given the overlooked historical environmental state
and long term gains. Therefore, it is generally infeasible to employ conventional
optimization techniques such as AO, SDP or SCA to achieve efficient and secure
beamforming strategies in uncertain dynamic satellite wireless environments.

Model free reinforcement learning is a dynamic programming tool which can
be continuously adopted to tackle decision making problems by learning optimal
solutions in dynamic environments. Therefore, we model the secure beamforming
optimization in RIS aided SATINs as an RL problem. In addition, in the model
free RL family, the policy based learning approach, represented prominently by
PPO, which solves the problem of difficult step size determination in policy gra-
dient algorithms by using stochastic gradient ascent method to optimize instead
of the objective function over, which can achieve small batch updates in multi-
ple training steps. Here, the optimization problem PO is first transformed into
MDP and then solved through by the proposed approach that supports a unified
PPO framework [15]. By utilizing the PPO algorithm, the gradient is updated by
employing a method that trims advantage functions. This is done to control the
magnitude of each update, with the goal of maximizing the cumulative reward
for agents across various states.

1) State space: For the designed state space, it contains, in principle, as
much information as possible about the environment relevant to the problem
PO. The effectiveness of the DRL algorithm is largely determined by the state
space, which needs to include all participating states of the entire system, such as
the current channel information of all users, all action vectors to be selected A,
and rewards R € R obtained after interaction. The current information about
all users mainly includes the corresponding channel information, the achievable
rate can be defined as

U= {g,hn,hm,Rg,Rn,Rm}, (13)

where g, h,, and h,, are the relevant channel coefficients of the GES, the n th
VU and the mth Eve, respectively. As a consequence, the state space can be
constructed as

S={U,AR}, (14)

where we define s € S to be the state of the representation at the ¢ th time
slot.

2) Action space: The action space can be designed as the UAV transmit
beamforming vectors {v, }, the common private rate splitting ratio x,, the RIS
phase shift ®. Since deep neural networks can only accept real parts rather than
complex valued parts as input or output, during the construction of the action A,
the real and imaginary parts are separated into separate input ports if complex
numbers are involved. Given transmit symbols with unit variance, the transmit
beamforming matrix {v,} of the n th VU can be decomposed into two parts,
ie.,

Vnp = ”VnH ‘_/nv (15)
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where ||v, | and ¥,, are the transmit power of the corresponding common stream
at UAV and the normalized beam assignment characterizing the beamforming
direction.

Following [12], we simplified the beamforming direction to facilitate the learn-
ing of approximate optimal mapping from state to action by agents, as it is easier
to implement and can be represented as

(16)

where V,, denotes the V' th column of V = [V, ..., V] where V = Z# (ZZ) -
and Z = [2z¢ 1, ..., Ze, N
In this regard, the action space can be expressed as

A= {{Vn}7{Xn}ﬂ{cn}7{9k}}a (17)

where Y, is the generation of hyperbolic tangent functions, 6 indicates the
amount of phase shift change. Besides, we define a® € A to be the chosen
action at the tth time slot of the subsequent representation.

3) Reward function: The constraints of the objective problem PO need
to be considered simultaneously in the reward function we have designed. It
can be composed of two items, i.e., the instant reward term that represents the
expression of unconstrained emotion and the penalty term that ensures various
constraints can be satisfied. The main purpose of the reward function is to guide
the agent to learn towards the desired goal. Instant rewards can help the agent
to get positive feedback quickly and accelerate the learning process. The penalty
terms, on the other hand, can avoid the agent from adopting bad behaviors or
actions with large errors, thus helping the agent to better explore and optimize
the strategy. Thus, to further strike a balance between the instant reward and
penalty terms, the reward function can be defined as

R = SEE ({vp, {xn},{cn}},®)

18
X (Ge X e X ), (18)
where
[ 1,min Rg — Rs.m > AU,
Se = {o,mm R — Rym < AU, (19a)
2 N 2
LIPS val? < P o
Se = 2 N 2 ( )
0, [[vell™ + 22—t [vanll™ > Pu,
N .
— <
G = 17 Z%zl Cn m%nch,n ~ 07 (].9(3)
0, anl ¢p —min, R, > 0,

where ¢, ¢. and ¢, are the penalties for the selected actions that do not satisfy
the QoS requirements of the PN, the transmit power budget requirements of the
SN, and the common message decoding requirements of the SN, respectively.
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Within the PPO enabled framework, the collected state information from the
UAV transmit beamforming matrix, RIS phase shift matrix, and power splitting
ratio serves as input. During each learning iteration, the agent undergoes alter-
nating phases of sampling and optimization over T time slots. For the training
phase, let us denote the size of the training layer as L. The input layer size,
which is dependent on the number of states, is denoted as Z;. Additionally, Z;
represents the number of neurons in the [ th layer of the DNN. It should be noted
that at this point, the computational complexity of the agent at each time step

can be calculated as O <ZIZl + Zlel ZlZH_l). Assuming NP episodes with
each episodes in each mini batch being Ti,.x time steps, each training model

iteration is completed when the algorithm reaches convergence. As a result,
the total computational complexity in this proposed scheme can be computed

as O (NepiTmax (ZIZl + Zlel ZlZl+1)). Clarifying this streamlined time com-
plexity is crucial for ensuring efficient processing, especially in real time appli-
cations where fast decision making is crucial.

4 Numerical Results

In this Sect.4, we present the simulation results to further demonstrate the
performance and validate the superiority of our proposed algorithm. Taking the
satellite beam center as the origin, the PUs are evenly distributed at a distance
of 50 m from the beam center. The position coordinate of the UAV beam center
is (5,100), and that of VUs are (5,125), (5,145) and (5,165) [16]. RIS is located
near VUs, with the coordinate being (20,125).

—— SAC scheme
180 DDPG scheme
—— PPO scheme

Reward

- Mo
20 N

] 100 200 300 400 500 600 700 800
Episodes

Fig. 2. Convergence comparison between different algorithms.

Figure 2 demonstrates how the proposed PPO based approach converges over
the course of the training phase compared to DDPG and SAC algorithms, with a
total time slot T set to 100. It can be seen that the proposed PPO enabled algo-
rithm achieves higher rewards, followed by SAC, with DDPG yielding the lowest
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Fig. 3. Comparison of SEE with UAV maximum transmit power.
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Fig. 4. Comparison of average SEE under different algorithms.

rewards. This visualization highlights the algorithm’s steady progress toward
optimal performance, clearly showing the effectiveness of our method in enhanc-
ing learning and decision making accuracy.

Furthermore, the comparisons between the four benchmark algorithms and
our proposed algorithm are provided. In particular, our proposed algorithm is
labeled as PPO based scheme. The first benchmark algorithm is marked as FAB
(fixed active beamforming) scheme, where the UAV transmit active beamforming
is fixed. The second and third benchmark algorithms are labeled as FPB (fixed
passive beamforming) and RPB (random passive beamforming), which refer to
the optimization problem solved by designing active beamforming and power
splitting ratio with fixed and random phase shift matrix. Finally, the fourth
benchmark algorithm is marked as No RIS scheme, i.e., without the aid of RIS.
Figure 3 shows the variation of the SEE with the maximum transmit power
of the UAV. It can be seen that the SEE increases with the increase of the
maximum transmit power and tends to converge when the maximum transmit
power reaches 22 dBm [17].

Figure4 shows the variation of different SEE with the number of algorithm
iterations under different algorithms. It can be seen that after the 8th iteration,
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all the proposed algorithms can converge to a fixed value. Here, the main purpose
of this article is to verify the improvement in system performance after intro-
ducing RIS. Therefore, we focus on studying three phase shift schemes. We only
list three RIS phase shift change schemes, which are optimizing RIS phase shift
using PPO algorithm, FPB scheme, and RPB scheme. It can be seen that the
SEE of the PPO algorithm mentioned is higher than the other two algorithms,
which verifies the superiority of this algorithm [18].

Figure5 clearly illustrates the trend of the average worst secrecy rate as the
number of secondary vehicle users varies. The graph reveals that, as the user
count increases, the average worst secrecy rate corresponding to all optimiza-
tion strategies exhibits a decreasing trend. The average worst secrecy rate is
defined as the expected secrecy rate between legitimate users and eavesdropping
users, computed across all possible channel conditions. This phenomenon under-
scores the challenges posed by secure communication in multi user environments,
specifically the overall deterioration in security performance stemming from user
interference and competition for channel resources.

=@~ PPO-based scheme
—— FPB scheme
RPB scheme

Average worst secrecy rate(bits/Hz)

4 5 6 7 8
Number of secondary vehicle users (V)

Fig. 5. Comparison of the average worst secrecy rate under different numbers of sec-
ondary vehicle users.

5 Conclusion

In the paper, we proposed a new infrastructure by combining SATINs with
RSMA for supporting massive connectivity, and with RIS for enhancing the
security. Different from existing works focusing on SE or EE separately, we
formulated a SEE maximization problem, and then proposed a unified PPO
learning framework based on DRL to further handle both continuous and dis-
crete optimization variables. Specifically, this framework designed state action
pairs to determine UAV transmit beamforming, RIS reflected beamforming, and
power splitting ratio. The simulation results showed that the proposed scheme
outperforms the benchmark scheme in terms of achievable SEE performance and
computational complexity.
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