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Abstract. In recent years, homomorphic encryption (HE) has become
a crucial tool for secure neural network inference (SNNI), which enables
the server to classify encrypted data of clients while guaranteeing pri-
vacy. However, current HE-based frameworks limit the depth of neural
networks. The main reason for the limitation is the noise and scaling fac-
tor growth in ciphertext after successive homomorphic operators. Gen-
try’s bootstrapping is normally the solution for addressing noise growth.
However, bootstrapping is a costly procedure and requires the circular
security assumption. For scaling factor growth, it remains a challenging
problem because rescaling is based on division, which is not natively
supported by current HE schemes. This paper proposes a double cipher-
text refreshing protocol called DoubleR, which refreshes noise and scal-
ing factor growth at the same time. Our protocol is proven secure in
the semi-honest model without introducing additional assumptions. The
experimental results show that our protocol outperforms bootstrapping
by 300 in running time. Based on DoubleR, we build a versatile frame-
work for SNNI called HeSUN, which significantly accelerates the infer-
ence time with comparable communication costs.

Keywords: Privacy preserving machine learning + Homomorphic
encryption

1 Introduction

Machine Learning as a Service (MLaaS) has become a popular computing
paradigm that uses robust cloud infrastructures to provide machine learning
inference services to clients. The paradigm can be described as follows: A server
holds a pre-trained neural network model F'. A client wants to use F' to predict
on data x, but the client is hesitant to send x to the server because x may contain
the client’s sensitive information, e.g., healthcare records and financial data. In
a secure setting, called secure neural network inference (SNNI), the client can
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learn the inference result F' (z) with the guarantee that the server learns noth-
ing about x and the client learns nothing about F. Homomorphic encryption
(HE) is a potential tool for this privacy requirement. HE is an emerging tech-
nology that enables computing on encrypted data. In SNNI, the client can send
the data z in encrypted form; the server runs inference on the encrypted data
and returns the encrypted result to the client; the client decrypts the message
and gets the prediction result. Unfortunately, current HE schemes suffer from
inherent drawbacks that hinder applying HE in SNNI.

Normally, HE ciphertexts contain noises. The ciphertext can be decrypted
correctly if the noise is small within a bound. Running homomorphic operations
on ciphertexts increases the noise in the resulting ciphertext. At some point, the
noise will become too large, and the ciphertext cannot be decrypted correctly.
HE schemes that allow evaluation on circuits of arbitrary depth and have no
restrictions on the required operations are called fully homomorphic encryption
(FHE). A crucial question for cryptographers is how to achieve FHE. The cur-
rent answer is bootstrapping, an innovative procedure proposed by Gentry [20].
This ciphertext refreshing technique produces a new ciphertext that encrypts the
same message at a lower noise level so that more homomorphic operations can
be performed. Gentry’s paper [20] triggered significant interest in HE, and novel
constructions on FHE have been proposed [11,15,16,19] which follows Gentry’s
bootstrapping idea. Roughly speaking, bootstrapping homomorphically decrypts
the ciphertext using encryption of the secret key, called the bootstrapping key,
then re-encrypts the message with the bootstrapping key. This requires an extra
security prerequisite, termed the circular security assumption. The assumption
implies that disclosing the encryption of the secret key is presumed to be secure.
The circular security assumption remains not well studied and understood. Prov-
ing circular security for HE schemes remains an open problem. Besides, boot-
strapping is generally considered an expensive operation, so one usually tries to
avoid it as much as possible [36].

Besides noise growth, scaling factor growth is another crucial reason that
hinders applying HE for SNNI. Neural networks typically operate on real num-
bers. However, most current HE schemes are integer-HE schemes that work on
integers. Hence, we need to convert a real number to an integer, which is done by
multiplying a real number x by some scaling factor A, resulting in |z.A] where
|.] denotes rounding to the nearest integer. The scaling factor increases tremen-
dously after homomorphic multiplication and the final calculations will need to
operate on very large integers. An example of scaling factor growth is shown in
Table 3 where the initial scaling factor A, after 5 layers, increases to A'! which
requires plaintext modulus of the corresponding HE scheme greater than 280 [21].
For more extensive networks, HE is unusable. In non-HE integer-only networks,
as computations are carried out, the integer variables tend to expand in size.
Typically, after each layer, these intermediate values are commonly scaled down
to a smaller number to make these integer-only networks manageable. Essen-
tially, after every operator, the most significant bits are retained, while the least
significant bits are omitted. Unfortunately, these reduction procedure involves
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division or shift operations, which aren’t inherently compatible with integer-
HE schemes. Hence, downscaling in integer-HE schemes remains a challenging
problem.

Besides integer-HE schemes, CKKS [15] is a HE scheme that supports com-
putation on real numbers by relaxing the definition of HE. The standard def-
inition of HE requires that computations on encrypted and plain data should
yield identical outcomes. However, CKKS conducts approximate calculations.
Thus, outcomes from encrypted and plain data are nearly identical, with a small
approximation error. Notably, CKKS is the only HE scheme that solves the prob-
lem of scaling factor growth by introducing a rescaling procedure. The rescaling
procedure in CKKS can be thought of as one that homomorphically removes
the inaccurate least significant bits in the ciphertext. The procedure is run on
ciphertext directly. Unfortunately, this method cannot be applied to integer-HE
schemes because of the difference in decryption structures of CKKS and integer-
HE schemes (please refer to [15] for the details). Furthermore, rescaling is an
expensive operation in CKKS, which is ~ 9x more expensive than ciphertext-
plaintext multiplication [7,8]. On the other hand, our proposed framework does
the rescaling operation in plaintext space, which speeds up the performance of
the rescaling procedure.

In summary, this paper proposes a novel protocol that simultaneously
refreshes noise and scaling factors. Our main contributions are as follows:

— We proposed a novel double refreshing protocol, called DoubleR, which simul-
taneously refreshes noise and scaling factor. For noise refreshing, our protocol
deviates from Gentry’s bootstrapping technique, such that we bypass circular
security. The experiments show that the refreshing noise time is 300x faster
than current bootstrapping techniques [3]. For scaling factor refreshing, to the
best of our knowledge, this work is the first work that refreshes the scaling
factor for integer-HE schemes in SNNI, which is a step towards unbounded
SNNTI for integer-HE schemes. For the CKKS scheme, our protocol replaces
the expensive rescaling operators on ciphertexts with our rescaling algorithm,
which works in plaintext space. Hence, we speed up the rescaling procedure.

— We build a versatile framework for SNNI, called HeSUN, which supports
both integer-HE schemes (with BFV [19] as an instantiation) and the CKKS
scheme. The idea of HeSUN is to use DoubleR to refresh intermediate neural
network layers after some homomorphic evaluation. Thanks to DoubleR, we
can evaluate deep neural networks using HE schemes with smaller parameters
than the current HE-based approach, which efficiently speeds up the infer-
ence time. Our protocol requires communication between client and server,
while previous HE-based frameworks are non-interactive approaches. How-
ever, because HeSUN can significantly reduce the size of a HE scheme’s
parameters, the size of messages exchanged during communication is even
smaller than current HE-base frameworks. The details are presented in Sect. 6.
As shown in Table 1, compared to current approaches, our framework satisfies
both security, efficiency, and unbounded HE criteria.
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2 Related Works

This section presents an overview of current approaches for SNNI using HE.

LHE-Based. This approach sidesteps bootstrapping by using leveled homomor-
phic encryption (LHE). LHE allows a predefined number of additions or mul-
tiplications and requires knowing the depth of the neural network in advance.
CryptoNets [21] is the first work that applies LHE for SNNI, which performed
inference on a 5-layer neural network on the MNIST dataset. Subsequent work,
CryptDL [24], CHET [18], RAMPARTS [5], and nGraph-HE [9] improved the
performance, scaled to larger networks, and integrated with deep neural network
compiler technologies. These frameworks support Single Instruction Multiple
Data (SIMD) operations [40], which pack multiple plaintexts into a ciphertext
and perform an operation on the ciphertext equivalent to operating on multi-
ple plaintexts. The packing method is the crucial property of the LHE scheme,
which increases inference throughput. However, LHE-based frameworks have
two shortcomings. First, these frameworks are based on LHE, so it limits the
depth of the neural networks. So, this approach does not scale well and is not
adaptable to deep learning, where neural networks can contain tens, hundreds,
or sometimes thousands of layers [23,43]. Secondly, the computational cost is
prohibitively large. This is because inference on deep neural networks requires a
large multiplicative level, leading to large LHE schemes’ parameters. As shown
in Table 1, the LHE-based approach provides the highest security level. It also
limits the depth of the neural network and requires a huge computation over-
head. Compared to the LHE-based approach, HeSUN allows unbounded SNNI
with smaller parameters.

n-Graph-HE2 [8] aims to achieve unbounded SNNI with LHE schemes. It
is based on client-aided architecture where the server sends encrypted layer
value to the client, and the client decrypts and evaluates the activation func-
tion. This procedure can be considered to be a ciphertext refreshing process.
However, n-Graph-HE2 leaks the network’s information. Compared to n-Graph-
HE2, HeSUN does not leak the network’s information. Hence, HeSUN provides
a higher level of security than n-Graph-HE2.

FHE-Based. Another approach is based on the HE schemes equipped with a
fast bootstrapping technique, e.g., TFHE [16], that supports unbounded SNNI.
However, since the packing technique isn’t readily adaptable with current TFHE
schemes, it might introduce extra inefficiencies in terms of running time and
memory overhead when we want to process large amounts of data concurrently.
Furthermore, the TFHE-based frameworks usually work on quantized neural
networks, where accuracy is lower than the original neural network [10,33]. For
example, [17] compares current HE schemes for SNNI, while CKKS and BFV
achieve comparable accuracy with plain data, i.e., 96.34%, TFHE only achieves
82.70%. As shown in Table 1, while other frameworks achieve comparable accu-
racy with the original model, the TFHE-based approach, i.e., FHE-DiNN and
SHE, have lower accuracy. Therefore, compared to the FHE-based approach,
HeSUN supports SIMD and provides higher accuracy.
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HE-MPC Hybrid. Besides pure HE-based, GAZELLE [27] and MP2ML [7] are
hybrid frameworks combining HE with MPC, which compute linear layer using
HE and non-linear activation functions using MPC. Although hybrid approaches
can evaluate the non-linear functions precisely, the privacy of model information
can be leaked. In particular, the client must know the type of activation func-
tion used in the model, which is undesirable for the servers in SNNI. In contrast,
HeSUN keeps this information secret. Furthermore, hybrid approaches require
conversion between HE ciphertexts and MPC values. HeSUN is merely based on
HE schemes. Hence, no data conversion is required during the inference process.
Besides, Gazzelle works on an additive integer-HE scheme, which incurs the prob-
lem of scaling growth as integer-HE schemes, so it cannot achieve unbounded
SNNI. MP2ML simply uses CKKS as a building block, so the rescaling pro-
cedure is automatically run on ciphertexts after homomorphic multiplications.
Compared to MP2ML, HeSUN provides a faster rescaling procedure because the
rescaling is run in plaintext space.

Another popular approach for SNNI in literature is merely based on MPC
protocol [32,35,38]. Although this approach is widely applied in SNNI, it reveals
all network architecture, which is less secure than HE-based approaches.

Our protocol, HeSUN, overcomes the shortcomings of previous approaches by
introducing a novel refreshing protocol, DoubleR, that simultaneously refreshes
the noise and scaling factor in the SNNI process. Table1 shows a comparison
between HeSUN and previous works. HeSUN satisfies both security, efficiency,
and unbounded HE criteria. HeSUN is an interactive approach. However, by
using smaller parameters for HE schemes, HeSUN achieves comparable commu-
nication costs compared to non-interactive approaches. The details are presented
in Sect. 6. Notably, HeSUN is the first framework that provides unbounded SNNI
for integer-HE schemes thanks to the scaling factor refresh algorithm in DoubleR
protocol.

Table 1. Comparison of secure neural network inference frameworks.

Security Efficiency Unbounded
Activati Small C able depth
‘Weight ¢ Wd‘ on SIMD e omparable Non-interactive P
function Parameters | accuracy
CryptoNets [21] v v v X v v X
CryptoDL [24] v v v X v v X
CHE-based CHET [18] v v v X v v X
RAMPARTS [5] v v v X v v X
nGraph-HE [9] v v v X v v X
nGraph-HE2 (8] X X v 4 v X v
FHE-based FHE-DiNN [10] 4 4 X 4 X v 4
SHE [33] v v X v X v v
AZELLE [2 v v v v
Hybrid-based G [27] x X l
MP2ML [7] 4 X v v v X v
HeSUN (this work) v/ v v/ v/ v X v
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3 Preliminaries

3.1 Homomorphic Encryption

Homomorphic encryption (HE) is essential for privacy-preserving machine learn-
ing. HE supports computation on encrypted data without decryption. The data
used for encryption is assumed to be elements in a polynomial ring R. Given
two plaintext mq, me € R and corresponding two ciphertexts [m4] and [mg]
respectively, the HE scheme provides two additional operators & and ® so that:

Decrypt([m1] & [ma]) = m1 + ma, and
Decrypt([mi] ® [me]) = m1 x mq

where Decrypt(.) is the decryption function.

HE schemes can be categorized based on the computational operations they
accommodate. Leveled HE (LHE) schemes allow a restricted number of additions
and multiplications. Fully HE (FHE) schemes support unlimited additions and
multiplications. Our framework uses two LHE schemes; namely, BFV [19] and
CKKS [15]. A full description of these two schemes is beyond the scope of this
paper; we refer to [19] and [15] for the details. Below, we briefly review relevant
points related to this paper.

Besides supporting operators between ciphertexts, BFV and CKKS are
equipped with ciphertext-plaintext operators.

Decrypt([m1] & m2) = m; + ms and

Decrypt([m1] ® ma) = my X mq

While plaintext and ciphertext in the CKKS scheme are in the same ring
Rg, in BFV, plaintext space is R; and ciphertext space is R,, where R; (R,
respectively) denotes the set of polynomials in R with coefficients in Z; (Z,
respectively). In BFV, if plaintext polynomial wraps around ¢ at any point dur-
ing the computation, we are no longer doing integer arithmetic but modulo ¢
arithmetic, and decoding yields an unexpected result. In the context of SNNI, it
usually requires ¢ to be extremely big for the needed precision [21]. An exciting
result of our proposed protocol for BF'V is that we can achieve unbounded SNNI
with much smaller ¢t compared to current approaches.

In CKKS, each ciphertext goes along with a non-negative integer, called level,
which is the number of homomorphic multiplication operations consumed. The
initial ciphertext (after encryption) has level 0. After each homomorphic mul-
tiplication, the level is increased by one. If the level achieves L, we no longer
perform computation on the ciphertext. Ciphertext refreshing in CKKS means
converting a L-level ciphertext to a zero-level ciphertext to enable further homo-
morphic multiplications.
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3.2 Adversarial Model

Security proof of our protocol is based on the secure two-party computation
framework for semi-honest adversaries [22]. At a high level, consider two parties,
A and B, jointly compute a function f by running a protocol II. Suppose an
adversary compromises A. This adversary attempts to use the received informa-
tion while running I7 to learn private information about the input of B. Notably,
this adversary always follows the protocol, which is different from a malicious
adversary, where a malicious adversary can arbitrarily deviate from the speci-
fied protocol. Our framework (Sect. 5) is created by composing sequential secure
protocols. To prove the security of our framework, we invoke modular sequential
composition, as introduced in [13]. Besides, the protocol security is also based
on the semantic security of HE schemes. The preliminaries for security proof and
the proof are detailed in Appendix A and B, respectively.

4 Double Refreshing Protocol

This section presents our proposed double refreshing protocol (DoubleR) that
refreshes noise and the scaling factor in LHE schemes. We assume a party B
holds a ciphertext (with large noise and large scaling factor) encrypted under
another party’s (A) public key and wants to reduce the noise and scaling factor of
the ciphertext. In particular, consider a LHE scheme, H E, which is semantically
secure. Let [.] be an encryption using HE. Consider that party A holds the
secret key sk, and both parties have the public key pk of the scheme. Party B
also has a ciphertext [m]. Our protocol enables B to obtain a new ciphertext
[m] (Decrypt([m’] = Decrypt([m]) with less noise and a smaller scaling factor.
Our protocol guarantees that neither party learns anything about message m.

4.1 DoubleR-CKKS

DoubleR-CKKS protocol is shown in Protocol 1. In CKKS, plaintext and cipher-
text spaces are the same, i.e., R;. In the CKKS scheme, after encryption, the
ciphertext is at level 0. After each multiplication, the level increases until the
maximum level L is reached; we no longer compute encrypted data. Addition
and subtraction do not change the level of ciphertext. In our protocol, refreshing
a ciphertext means reducing the level of ciphertext. We denote a ciphertext by
[m, Ar, L] where m is the message, Ar, and L are the scaling factor and level
of ciphertext, respectively. We now provide intuition about the protocol and its
security.

A simple solution to refresh the ciphertext (with large noise) is to let party
B send the ciphertext to party A. Then, A decrypts the ciphertext, re-encrypts
the message and returns it to B. However, this solution leaks the message m
to A. Our protocol aims at keeping m secret from both A and B. The idea is
that B homomorphically masks the ciphertext [m] € R,, with large noise, by
a randomness 7 € R, and sends it (i.e., [m] + ) to A. Then, A decrypts the
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received message and obtains the masked message, i.e., m +r € Ry, which hides
m in an information-theoretic way (it is a one-time pad). This is fundamental for
the protocol’s security. The decryption can be considered a noise remover, which
refreshes the noise in the message. Then, A encrypts the masked message m + r
and sends [m+r], which has small noise, to B. Ultimately, B homomorphically
removes the randomness r, which yields encrypted message [m], with small noise,
under A’s public key, so m is kept secret from B.

Along with noise reduction, we aim to reduce the scaling factor in the cipher-
text. We use Algorithm 2 to reduce the scaling factor in the message. This pro-
cedure is similar to the rescaling procedure in CKKS. A difference is that we
reduce the scaling in plaintext space while CKKS runs the rescale in ciphertext
space. Hence, we reduce the inference time for the SNNI system. In the protocol,
the input ciphertext [m, Ay, L] is the encryption of m with scaling factor Ay,.
At the end of the protocol, B receives a new ciphertext [m AO, 0], which is the
encryption of m’ with scaling factor Ag. Note that mL ~ I-. However, CKKS
inherently works on approximate numbers, so our rescale algorlthm can be con-
sidered equivalent to CKKS in this scenario. However, the approximation may be
a problem in the BFV scheme. We discuss the problem in the next section. The
security of the DoubleR-CKKS protocol follows from Lemma 1. See Appendix
B for the details of the proof.

As can be seen, DoubleR leaks Ar and Ag. It means we reveal the number of
consecutive multiplication (L) runs in the server before refreshing. Nevertheless,
the server can randomly choose the time to refresh the ciphertext, so this number
is random from the view of the client. Besides, DoubleR leaks the number of
neurons in the refreshing layer. However, at a computational expense, we can
pad the layer with zero neurons, which hides the exact number of neurons in the
layer. Our padding technique is similar to the technique used in Gazelle [27].

Protocol 1. DoubleR-CKKS protocol

Input A: Secret key sk, public key pk, scaling factor Ag, Ar

Input B: Public key pk, ciphertext [m, Ar, L], scaling factor Ao, Ar
Output B: ciphertext [m’, Ag, 0], where m’ = m, eo < er, and Ag < A

Party B runs following steps:
1: Uniformly picks r < R, > r is considered as a message with scaling factor Ay,

2: Computes [mask, Ar, L] «— [m,Ar, L] & (r, Ar)
3: B sends [mask, A, L] to A

Party A runs following steps:
4: Computes (mask, Ar) <« Decrypt ([mask, Ar, L], sk)
5: Computes (mask’, Ao) < PRescale ((mask, Ar), Ao)
6: Computes [mask’, Ao, 0] « Encrypt ((mask’, Ao) , pk)
7: A sends [mask’, Ao, 0] to B

Party B runs following steps:
8: Computes (1', Ag) «— PRescale((r, Ar), Ao)

9: Computes [m', Ag, 0], < [mask’, Ag,0] & (r', Ao)
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Lemma 1. Protocol 1 is secure in the semi-honest model.

Algorithm 2. PRescale

Input: message (m, Ar), and new scaling factor Ao
Output: new message (m', Ag)

o' (22|

2: return (m’, Ao)

4.2 DoubleR-BFV

Compared to the CKKS scheme, BFV and other integer-HE schemes do not
support the rescale algorithm in ciphertext space because they are not equipped
with a divisor operator. To the best of our knowledge, DoubleR-BFV is the first
method to solve this problem for the BFV scheme. We denote a ciphertext by
[m, Ar, er] where m is the message, Ay, and ey, is the scaling factor and noise in
ciphertext, respectively. The DoubleR-BFV is shown in Protocol 3. The security
of the protocol is quite similar to DoubleR-CKKS. A difference is that BFV
uses different polynomial rings for plaintext R; and ciphertext R,. Therefore,
selecting randomness r is more challenging compared to DoubleR-CKKS. For
security, r needs to be big enough to mask the message m, but if r is too big,
the homomorphic addition between the message m and randomness r (line 2)
may result in a polynomial that exceeds plaintext space R, which will yield
an incorrect decryption result. Our strategy for choosing r is as follows: the
server holds the pre-trained model, the training data, and the scaling factor
Ap, which can know the range of m. Then, r is randomly chosen in the space
Ry with t* bigger than the maximum of m. This selection guarantees that r
can mask the message m. Finally, the server chooses ¢, which is bigger than
the maximum of r + m, which guarantees the protocol’s correctness. Besides,
as mentioned above, the rounding in our rescale algorithm loses some precision
in the message, which may cause accuracy loss in SNNI. Parameter selection is
the most complicated part of DoubleR-BFV. In Sect. 6, we show that we boost
the inference time with appropriate parameters’ selection without degrading the
neural network’s accuracy. The security of DoubleR-BFYV is shown in Lemma 2,
which is straightforward based on the security of Double-CKKS. Our protocol
can naturally extend to other integer-HE schemes, e.g., BGV scheme [11].
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Protocol 3. DoubleR-BFV protocol

Input A: Secret key sk, public key pk, scaling factor Ao, Ar

Input B: Public key pk, ciphertext [m, Ar,er], scaling factor Ag, Ap,
Output B: ciphertext [m’, Ao, eo] where m’ & m, eg < er, and Ay < Ay,

Party B runs following steps:
1: Uniformly picks r «— R« > r are considered message with scaling factor Ar,
Computes [mask, Ap,er] «— [m,Ap,e] ® (r, Ar)
B sends to A [mask, Ar,er]
Party A runs following steps:
Computes (mask, Ar) «— Decrypt (fmask, Ar,er], sk)
Computes (mask’, Ag) <+ PRescale ((mask, Ar) , Ao)
Computes [mask’, Ao, eo] «— Encrypt ((mask’, Ag) , pk)
A sends to B [mask’, Ao, eo]
Party B runs following steps:
Computes (', Ag) «— PRescale((r, Ar), Ao)
9: Computes [m', Ag, e0] , «— [mask’, Ao, e0] © (r', Ao)

®

Lemma 2. Protocol 3 is secure in the semi-honest model.

5 HeSUN: Homomorphic Encryption for Secure
Unbounded Neural Network Inference Framework

This section presents our framework, HeSUN, which leverages our DoubleR pro-
tocol for SNNI. Thanks to DoubleR, we achieve an unbounded, secure compu-
tation framework. We first set up the SNNI problem we tackle in this paper.
We consider the typical scenario of cloud-driven prediction services. In this con-
text, a server possesses a neural network model, and clients provide their data
to receive the corresponding predictions. The neural network inference is defined
as:

2= fo(Wp, fo—1 (.1 Wi, X,By)),Bpr)

where fr is the function evaluated in the L-th layer, and Wy and Bj, are the
weight and bias parameters used in that layer. The problem we tackle is SNNI:
At the end of the process, the server learns nothing about X, and the client
learns nothing about W;, b; and f; with i = 1,n except z. Briefly summarized,
our framework, HeSUN, refreshes the intermediate layer values regularly with-
out revealing these values. The details of HeSUN are shown in Protocol 4, and
its security follows Lemma 3. We prove the security using modular sequential
composition introduced in [13]. The proof details are in Appendix B.
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Protocol 4. HeSUN framework

Input Client: Data X, secrete key sk and public key pk

Input Server: f = fi o fs... o f,,, public key pk, trained weights W1, Wa,...W,
Output Client: (W, X)

: Client encrypts data X and send [X] to server

: Server computes [h1] = f1 (W1, [X], B1)

:fori=1ton—1do

[h;] < DoubleR([h:]) > Refresh the intermediate layer values
Server computes [h;+1] = fix1 (Wit1, [h}], Bi+1)

: Server sends [hy] to the Client

: Client decrypts [hy] and obtains z

N AW~

Lemma 3. The HeSUN framework is secure in the semi-honest model.

The above section presents a simple version of the HeSUN framework where
the DoubleR protocols are called after every layer. In practice, HeSUN’s vari-
ants can be created where DoubleR is called at different times, which may help
reduce communication costs. We analyze the performance of HeSUN’s variants
in Sect. 6. The security proof of these variants is straightforward, according to
Lemma 3.

The following sections provide details on the building blocks of the HeSUN
framework.

5.1 HE-SIMD Packing

HeSUN uses BFV and CKKS schemes, which support SIMD [40], which we call
HE-SIMD. In simple words, a vector can be encoded as a single plaintext and
hence encrypted as a single ciphertext, and operations on this ciphertext are
equivalent to the same HE-SIMD operation on the values in the vector individu-
ally. This packing method is the key component for processing multiple records
simultaneously, enhancing neural network inference throughput. HeSUN utilizes
HE-SIMD packing across the mini-batch dimension, as in [21]. In particular,
given a 4D tensor with shape (N, C, H, W) format (batch size, channels, height,
width), which typically requires N x C' x H x W ciphertexts, HeSUN uses HE-
SIMD packing to store the tensor as a 3D tensor of C' x H x W ciphertexts, with
each ciphertext packing N values. In Fig. 1, considering single channel data, we
show how HeSUN packs values of vectors/matrices, where values of the j-th
pixel of vectors, i.e., p; [j], where i = 1, N, are packed into one plaintext p;. For
the degree N of the polynomial modulus (X Ny 1), in the BFV scheme, we can
pack N integer values into one ciphertext, while in the CKKS scheme, we can
pack N/2 real values [15,19].
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Fig. 1. HE-SIMD packing.

5.2 Neural Network Layers

Convolution Layer. A convolutional layer consists of filters that act on input
values. In the first layer, this input is a raw image. Convolutional layers aim
to extract features from the given image. Every filter is an n x n square that
moves with a certain stride. By convolving the image pixels, we compute the dot
product between filter values and the values adjacent to a particular pixel. Since
this procedure solely involves addition and multiplication, we can use the same
computation over the encrypted data.

Approximate Activation Function. After a convolutional layer, an activa-
tion function is applied. This function is non-linear and operates on individ-
ual numbers by applying a consistent mathematical transformation. In practice,
there’s a range of activation functions one might come across, such as ReLU
(ReLU (z) = max (0,x)), Sigmoid (o = H_%), and Tanh(20 (22)—1). Comput-
ing these functions over encrypted values is challenging, and we need alternative
functions that rely solely on addition and multiplication. In this paper, following
the approach of [21], we use the square function, represented as sqrt(z) := 22,

as our activation function.

Linear Layer. The linear layer can be considered matrix multiplication between
(encrypted) vectors with weights matrix and addition with bias vector. Like the
convolution layer, this layer can be directly computed over encrypted data.

5.3 Ciphertext Refreshing

HeSUN uses DoubleR-CKKS and DoubleR-BFV to refresh the intermediate lay-
ers’ values. As mentioned in Sect. 4, the DoubleR-BFV protocol introduces some
errors in the ciphertext refreshing process. Therefore, it requires careful param-
eter selection to minimize the accuracy loss in SNNI. The details of parameter
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selection are presented in Sect.6. The experiments show that HeSUN efficiently
improves inference time without degrading the neural network accuracy.

6 Experiments

We first test our DoubleR protocol (Sect.6.1) and then evaluate our HeSUN
framework (Sect.6.2). We run experiments on a PC with a single Intel i9-
13900K running at 5.80 GHz and 64 GB of RAM, running Ubuntu 22.04. We
used OpenFHE [2] for implementation, which supports both BFV and CKKS
schemes. All parameters in the below sections are chosen to comply with HE
standards recommendation [4], which satisfies 128 bits of security. Overall, the
results presented below show that:

— Our DoubleR protocol is super fast compared to the current bootstrapping
procedure.

— Considering computation, all HeSUN variants outperform the current HE-
based approach for SNNI without degrading the accuracy of the neural net-
work.

— Considering communication, by appropriate parameter selection, HeSUN is
more efficient than the current non-interactive HE-based approaches.

6.1 DoubleR Experimental Results

In the HE scheme, our refreshing protocol is equivalent to the bootstrapping
procedure, which both aim to reduce the noise in ciphertexts. We compare
DoubleR-CKKS with the bootstrapping technique for CKKS [3], implemented in
OpenFHE. We report the result for refreshing noise for 1 ciphertext. To ensure
the reliability of the results, we repeat the experiment 1000 times and take
the average result. The comparison results are shown in Table 2. The depth is
the number of expected homomorphic multiplications performed before noise
refreshing, N is the degree of the polynomial used in the CKKS scheme, and
the level is the multiplicative level required for noise refreshing. Bootstrapping
homomorphically computes the decryption equation in the encrypted domain.
The procedure consumes an amount of homomorphic multiplication, so the level
of the CKKS scheme need to be big enough for this procedure. The detail of
the bootstrapping procedure is out of the scope of this work. Please refer to [3]
for details. While DoubleR, (Protocol 1) only requires simple computation, i.e.,
encryption, decryption, addition, and subtraction, we do not need to increase the
level of CKKS. The larger level of CKKS leads to a bigger value of N to meet the
security requirement. With simpler operators and smaller parameters, DoubleR
is much faster than bootstrapping. For example, with a depth of 1, DoubleR is
nearly 300 times faster than bootstrapping. For the depth of 4, with the same
N, DoubleR is nearly 225 times faster than bootstrapping. The bootstrapping
implementation for BFV is presented in [14]. Unfortunately, the implementa-
tion was never publicly released, so we can not produce a comparison between
DoubleR-BFYV and the bootstrapping of the BF'V scheme. In Sect. 6.2, we show
that DoubleR-BFV is very efficient and even faster than Double-CKKS.



426 D. T. K. Nguyen et al.

Table 2. Comparison between Double-CKKS protocol vs Bootstrapping.

Depth | Runtime (seconds) N Level
DoubleR-CKKS | Bootstrapping | DoubleR-CKKS | Bootstrapping | DoubleR-CKKS | Bootstrapping
1 0.04 11.85 16384 65536 1 22
2 0.05 12.71 16384 65536 2 23
4 0.07 14.69 16384 65536 4 25
8 0.19 17.39 32768 65536 8 29
16 0.10 22.51 65536 65536 16 37

6.2 HeSUN Experimental Results

As shown in Table 1, while HeSUN satisfies the security and unbounded crite-
ria, efficiency is the remaining consideration in HeSUN. In particular, HeSUN
requires communication between the client and the server. This section aims to
compare HeSUN with the LHE-based approach, which is a non-interactive one.
The idea of LHE-based frameworks is based on the seminal paper CryptoNets
[21], which chose an LHE scheme where the depth is specified in advance based on
the depth of the neural network. We call the LHE-based approach is CryptoNets.
We name our approach in the format HeSUN-[schemel-[refresh frequency]; for
example, HeSUN-CKKS-1 means the HeSUN framework is based on the CKKS
scheme, and the ciphertext is refreshed after every single layer. We evaluated
the performance of HeSUN on the MNIST dataset [28], which has a standard
split containing 28 x 28 grayscale images of Arabic numerals 0 to 9 of 50,000
training images and 10,000 test images. MNIST is the standard benchmark for
homomorphic inference tasks [8,9,21,24].

To provide a fair comparison, we ran experiments on the same neural network
with the same machine configuration. The neural network consists of convolu-
tional layers, activation functions, and fully-connected layers. Our objective was
to take a basic neural network and evaluate the performance of HeSUN. We
achieved an accuracy of 98.95%, matching that reported in [21]. The details of
the network architecture is presented below.

1. Convolution layer: The input image is 28, this layer employs 5 kernels, each
3 x 3 in size, with a stride of 2 and no padding. The output is a 5 x 13 x 13
tensor.

2. Square layer: Every value from the input node is squared in this layer.

3. Linear layer: A fully connected layer connects the 845 incoming nodes to 100
outgoing nodes. This can be seen as the multiplication involving a 845 x 100
matrix.

4. Square layer: Every value from the input node is squared in this layer.

5. fully connected layer connects the 100 incoming nodes to 10 outgoing nodes.
This can be seen as the multiplication involving a 100 x 10 matrix.

6. Sigmoid Activation Function: This layer applies the sigmoid function to each
of the 10 incoming values.

The last sigmoid activation function can be removed in the inference phase
without interfering with prediction accuracy. This is because the prediction of
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the neural network is given by the index of the maximum value of its output
vector, and since the sigmoid function is monotone increasing, whether or not
we apply it will not affect the prediction. The following sections present the
inference results of HeSUN-BFV and HeSUN-CKKS.

Parameters. HeSUN-BFYV. The main parameters defining the BFV scheme
are the degree N of the polynomial modulus (X N4 1), the plaintext modulus
t, and the coefficient modulus ¢. In HeSUN, we chose N = 8192, which allows
packing 8192 integers into a plaintext. Parameter ¢ must be large enough so that
during the inference process, no number wraps around t. CryptoNets [21] uses
t = 40961 x 65537 x 114689 x 147457 x 188417 (the factors are combined using
the Chinese Reminder Theorem), which corresponds to 5 separate BFV schemes
(each scheme has plaintext modulus corresponds to a factor). The selection of
t guarantees that t is greater than 28°, which is large enough for precision.
The reason for this big value of ¢ is that the scaling factor increases rapidly
during inference (details in Table3). It is worth noting that these ¢ values do
not comply with HE standards recommendation [4]. It is understandable because
CryptoNets was proposed before the HE standard was released. Hence, we select
the other 5 values of ¢, which comply with HE standards and are big enough
for the necessary precision. These t values can be seen in Appendix, Table4.
Besides, for a fair comparison, we implement a new version of CryptoNets called
CryptoNet*, which only needs 2 values of ¢ to satisfy the precision and security
requirements.

In the HeSUN-BFV, the output of intermediate layers is refreshed using the
DoubleR-BFV protocol to reduce the scaling factor in ciphertexts. Therefore, our
approach keeps the scaling factor small during inference time while the scaling
factor increases tremendously in CryptoNets (details in Table 3). Based on the
bound of scaling factor growth, we can choose a smaller ¢, which is still large
enough for the precision needed. In particular, in HeSUN-BFV-1 and HeSUN-
BFV-2 the values of ¢ were 10027009, 1286504449 respectively. HeSUN-3 and
HeSUN-4 are not realizable because the scaling factor growth requires a very
big ¢, which exceeds the capacity of current LHE schemes. With scaling factor
A = 102 and these t values, HeSUN-BFV-1, HeSUN-BFV-2 achieve the accuracy
of 99.27%, 99.33% which is comparable with the plain neural network (99.95%).
Based on the value of plaintext modulus ¢ and the expected multiplication level,
g must be chosen to meet the security standards [4]. The details of our choice of
parameters can be seen in Table 4.

HeSUN-CKKS. For a fair comparison with the BFV scheme, in the CKKS
scheme, we chose N = 16384, which allows packing 8192 values (the same as
BFV) into plaintext. Based on expected multiplication depth, ¢ was selected to
satisfy 128-bit security. Like HeSUN-BFV, HeSUN-CKKS uses smaller ¢ than
CryptoNets. The parameter details are Table 5. With the parameters selection,
HeSUN-CKKS achieves the same accuracy as the plain neural network, i.e.,
99.95%.
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Figure 2 shows the experimental results of the HeSUN framework. Analysis
of the communication and computation costs are provided below.
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Fig.2. MNIST inference performance comparisons.

Communication Cost. By communication cost, we mean the size of the mes-
sage exchanged between the client and the server during the inference pro-
cess, from when the client sends encrypted images to the server to when the
server sends encrypted results to the client. Our refreshing ciphertext protocols,
DoubleR-CKKS and DoubleR-BFV, require two communication rounds; each
round sends one ciphertext. We can compute communication cost based on the
size of polynomial ring N and the size of ciphertext modulus q. Even though
HeSUN requires more communication rounds, it achieves comparable communi-
cation costs to CryptoNets, a non-interactive one. The reason for such a result is
that HeSUN reduces the size of the parameters required. Overall, the communi-
cation cost of BFV-based frameworks is smaller than CKKS-based frameworks.
The reason is that to pack 8192 numbers, BFV needs N = 8192 while CKKS
needs N = 16384.

BFV-Based Frameworks. HeSUN-BFV-2 has the smallest communication cost,
which is even smaller than non-interactive approaches, i.e., CryptoNets and
CryptoNets*. There are two reasons for this result. Firstly, HeSUN-BFV-2 allows
the use of smaller parameters, i.e., t and g. For the same ¢, CryptoNets-BFV
needs a multiplication level of 5 while HeSUN-2 needs only 1; this reduces ¢’s
size. Secondly, HeSUN-BF'V refreshes the scaling factor that causes the reduction
on the bound of ¢t. For example, HeSUN-BFV-1 uses only one BFV scheme with
t = 10027009 while CryptoNets and CryptoNets* need to use 5 and 2 BFV sep-
arate schemes, respectively, to guarantee precision. Detail of the communication
cost for each layer can be seen in Table 6.

CKKS-Based Frameworks. Compared to CryptoNets, we achieved a smaller com-
munication cost with HeSUN-CKKS-3 and a comparable communication cost
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with HESUN-CKKS-4. While the communication cost of HeSUN-CKKS-1 and
HESUN-CKKS-2 is significantly higher than others. The reason is that HeSUN-
CKKS-1 and HESUN-CKKS-2 run the DoubleR protocol for more time. Further-
more, the refresh protocol is run after the convolution layer where the output
size is big, i.e., 845 dimensions. Detail of the communication cost for each layer
can be seen in Table 7.

Computation Cost. We assume messages arrive at the server(client) immedi-
ately after the client (server) sends them. In practice, we need to consider the
delay in message transmission. We measure computation cost by total running
time at the client and server. Overall, all HeSUN variants outperform Cryp-
toNets. The DoubleR protocol is relatively fast compared to the computation
of other layers. HeSUN-BFV-1 and HeSUN-BFV-2 use almost the same HE
parameter (N and ¢), so we only report the computation cost of HeSUN-BFV-2
(the one with bigger t). HeSUN-BFV-1,2 is the fastest framework, which is 14x
faster than CryptoNets-BFV and 5x faster than CryptoNets*-BFV. Details of
computation cost for each layer can be seen in Table6 and 7.

Throughput. It is worth noting that CryptoNet-BFV, CryptoNet-BFV*, and
HeSUN-BFV-3 use a bigger polynomial ring compared to others to ensure the
security requirement. This big parameter slows down the computation. However,
this allows us to pack more values in a single plaintext. The same situation
occurs in the CKKS-based frameworks. The details of parameters are shown in
Table4 and 5. Therefore, for a fair comparison, we compare the throughput of
frameworks. The results are shown in Table 8. The results show that all HeSUN
variants get better throuhgput compared to CryptoNets.

Strategy for Ciphertext Refreshing. From the experimental results, we can
see the trade-off in HeSUN variants. In general, performing ciphertext refreshing
more frequently allows us to use smaller parameters for the HE scheme, which
speeds up the computation time, but we pay more for communication costs. The
communication cost is also affected by the size of the layer we want to refresh.
One strategy to reduce communication costs is to refresh ciphertext at layers
with a small number of neurons.

6.3 Towards Unbounded SINNI

We adopt a scale-invariant approach to the SNNI problem where the ciphertexts
are refreshed regularly during inference. Therefore, our framework is scalable to
deeper neural network architecture and other datasets, but we left it for future
research. After CryptoNets, much research focuses on optimization, such as effi-
cient approximation method for activation function [24,25], efficient data encod-
ing method [12,26], and hardware acceleration [37,42]. However, the works are
based on LHE, so they cannot infer deep neural networks. In the future, these
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improvements can be combined with the HeSUN framework to boost perfor-
mance and make the inference of unbounded SNNI feasible. In [29], the authors
first implemented the standard ResNet-20 model with CKKS scheme!. The work
used bootstrapping, which caused the computation overhead and relied on circu-
lar security. As reported in the paper, the bootstrapping procedure time accounts
for 31.55% of total inference time. Our DoubleR protocol can replace the boot-
strapping phase to boost the computation performance. As shown in Sect. 6.1,
Double-CKKS is = x 300 faster than the CKKS bootstrapping procedure. There-
fore, theoretically, we can reduce the inference time for ResNet-20 from ¢ (s)
to t — 0.3155¢ + 23154 — .68555.¢ (s). Extending to unbounded SNNI with
the HeSUN-BFYV variant needs to consider the precision loss by scaling factor
refreshing algorithm to ensure not degrade the model’s accuracy.

6.4 Model Extraction Attack

In the context of model extraction attacks, a client with sufficient inference
queries can potentially deduce confidential details. This might be parameters
of the model (model extraction attack [41]), training data sample with given
labels (model inversion attack [1,6]), or presence of a sample in training data
(membership inference attack [39]). Current HE-based SNNI frameworks safe-
guard client data from servers and model weights from clients. Nonetheless, these
frameworks are not robust against model extraction attacks because adversaries
retain black-box access to inferences. We perceive model extraction attacks as an
orthogonal issue to SNNI using cryptographic primitives. Indeed, all the frame-
works in Table 1 remain susceptible to such attacks.

7 Conclusion

In this work, we propose a novel double ciphertext refreshing protocol, Dou-
bleR, which reduces noise and scaling factor in the ciphertext and allows for
evaluating circuits of arbitrary depth on encrypted data in the context of SNNI.
The protocol is proven to be secure in the semi-honest model. The experimental
results show that DoubleR outperforms bootstrapping by 300X in running time.
Based on DoubleR, we build HeSUN, a versatile framework for SNNI, which sig-
nificantly accelerates the inference time with comparable communication costs.
Our work is a step toward unbounded SNNI.

A Preliminaries for Proofs

A.1 Semantic Security of HE Schemes

Our protocols are proved to be secure based on the semantic security [22] of
the homomorphic encryption schemes. In essence, a HE scheme is semantically

! The implementation was not publicly released.
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secure when no adversary can guess (with better than a 1/2 probability) whether
a given ciphertext corresponds to the encryption of one of two different messages.
For this, encryption must be randomized, ensuring that distinct encryptions of an
identical message are indistinguishable. BFV and CKKS are built upon conven-
tional, thoroughly researched computational assumptions, Ring Learning With
Error (RLWE) assumption [34]. Notably, RLWE is considered a hard problem
for even quantum computers.

A.2 Secure Two-Party Computation Framework for Semi-honest
Adversaries

Let f = (fa, fB) be a polynomial function. We consider the following context:
two parties, A and B, run a protocol IT to jointly compute the function f(a,b)
where a and b are the input of A and B, respectively. The view of A during
an execution of IT on (a, b), denoted Vy (a,b) = (a,rA,m‘f‘, ...mf‘)7 where r
represents A’s random tape, and mf‘ represents the i-th message A has received.
The view of B is defined similarly.

In this work, we mainly consider deterministic functions f. According to
Definition 7.2.1 in [22], we have the following security definition.

Definition 1 (privacy in semi-honest model). The two parties protocol
II securely computes a deterministic function f if there exists two probabilistic
polynomial time algorithms Sa and Sp such that for every possible input a,b of
s

{Sa(a, fa(a,b))} =c{Va(ab)} (1)

and
{SB (b, f5 (a,0)} = {VE5 (a,)} (2)

where =, denotes computational indistinguishability against probabilistic polyno-
mial time adversaries with negligible advantage.

From the Definition 1, it is clear that a party’s view on each possible pair of
inputs can be efficiently simulated using just its input and output. This means
that everything the party observes from the full transcript of a legitimate exe-
cution is essentially inferred from its output (coupled with its corresponding
input). In other words, any knowledge the party acquires from the protocol exe-
cution is fundamentally implied in the output itself, leaving the party with only
the output as new knowledge. In short, for the security proof of a protocol I,
we must demonstrate the existence of simulators S4 and Sp that conform to
Egs. (1) and (2).

A.3 Modular Sequential Composition

Our framework, HeSUN (Sect. 5), is created by composing sequential secure pro-
tocols. To prove the security of our framework, we invoke modular sequential
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composition, as introduced in [13]. The idea is that the parties implement a pro-
tocol I while making calls to an ideal functionality f within II. For instance,
A and B privately compute f by sending their inputs to a trusted third party
and obtaining the result. If we can prove that I is secure in the semi-honest
model and if we have a protocol p that privately computes f in the same model,
then the abstract calls to f can be replaced by the execution of p within IT; the
new protocol denoted I7” is subsequently proven to be secure in the honest-but-
curious model.

We refer to a hybrid model with ideal access to fi1, ..., fm, or the (fi,..., fm)-
hybrid model, as an augmentation of the semi-honest model with an incorruptible
trusted party T, responsible for assessing functionalities f1, ..., fm. The involved
parties execute a protocol II that involves making calls to T to evaluate one
of the functionalities fi, ..., fi,. Every participating party transmits its input in
each call and waits until T" responds. It is crucial to underline that parties are
permitted to exchange information only after they have received the response
from T (we focus exclusively on sequential composition). It is worth noting that
the ideal calls to T can be invoked several times, even for the same function,
but each call operates independently; T' does not retain any state or memory
between two calls.

Consider IT as a two-party protocol in the (f1,..., fm)-hybrid model. Let
define pq, ..., pmy as real protocols, which are protocols in the semi-honest model,
and compute f1, ..., fin, respectively. Now, let’s define IT°1>#m as follows. When-
ever II makes ideal calls to T for f;, those calls are substituted with the actual
execution of p;. For example, when party P; needs to compute f; with input z;,
P; temporarily suspends its actions, starts to run p; with other parties, obtains

the outcome §; once p; finished, and continues as if §; was received directly from
T.

Theorem 1. (Theorem 5) restated as in [31] (Theorem 3) - Let fi,..., fm be
two-party probabilistic polynomial time functionalities and p1, ..., pym protocols
that compute respectively f1, ..., fm in the presence of semi-honest adversaries.

Let g be a two-party probabilistic polynomial time functionality and II a pro-
tocol that securely computes g in the (f1, ..., fm)-hybrid model in the presence of
semi-honest adversaries.

Then IIPv:Pm securely computes g in the presence of semi-honest adver-
saries.

B Proofs

Proof (of Lemma 1). We prove the security of our protocol follows the Defini-
tion 1. For simplification, we remove the noise term and scaling factor term in
ciphertexts.

A’s view is Vi = (sk, pk; coins; [mask]) where coins is the random coins used
for the encryption of [mask]. Given (sk,pk) the simulator S4 run as follows:

1. Uniformly picks mask < R,
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2. Let coins be random coins for one HE encryption.
3. Output (sk,pk;coins; [maskD

The random tapes coins and coins are generated in the exact same manner and
independently from any parameter, so

(sk,pk‘;c;i\n/s; [n/zc\tjsﬂ) = (sk‘,pk‘;coms; [m})
Recall that we have mask = m+r € R, (at line 2) where m € R, and r «— R,.
Therefore, the distribution of mask is statistically indistinguishable from the
distribution of mask so we directly have (sk:, [mask]) = (sk,[mask]). We
have: o
(sk,pk;coins; [maskD =, (sk, pk; coins; [mask])
and
Sa (sk,pk) =c Va (sk, pk,[m]) (3)
B’s view is Vg = ([m], pk;r;[mask’]). Given ([m],pk), we build simulator
SBI
1. Uniformly picks 7, mask! Rq
2. Output ([m] ,pk;c/ozﬁsJ:; [mask’])

7 and r are indistinguishable because the randomness are uniformly taken from
the same space R, so

(m) e [masi] ) = (im] ks [mask]

By semantic security of the HE scheme,

([m] , pk; T [mask’]) = ([m] , pk; 7 [mask’])

and
Sg ([m],pk) =. Vi (sk, pk,[m]) (4)
The security is obtained using Eqs. 3 and 4 and the Definition 1.

Proof (of Lemma 3). We suppose the refreshed ciphertexts [h}] is ideally com-
puted (using calls to a trusted party in the hybrid model). We show that the
HeSUN protocol is secure in this model and conclude using the sequential mod-
ular composition theorem (Theorem 1).

A’s view is Vy = (sk, pk, X; [h,]). Given (sk,pk, X;z) we simply build the
simulator S4 by computing [z] the encryption of z and output (sk,pk, X, [z]).
Because the ciphertext encrypts the same message, the following distributions
are the same:

SA (Sk,pk7Xa Z) = VA (Skapka Xa f17 f27 ) fn; W17 W27 ) Wna [hn])

B’s view is Vg = (pk, f1, fo, e, frn, W1, Way oo, Was [Ro] , [P1], -y [hn]). Given
(pk, f1, fay ooes fr, W1, Wa, ..., W,,) we build a simulator Sp as below:
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1. Picks ,f;a, ,f;a, o hNn — Ry
2. Output (pk,fl,fg,...,fn,Wl,Wg,...,Wn; [ho] , [hl] [hnD

By semantic security of the HE scheme, we have

SB (pk‘A7f1,f27...,fn,Wl,Wg,...,Wn> =c
VB (SkA,pkA,Xa f17 f27 ey fn, Wla W27 ooy Wna [hn])

We conclude the proof of security using modular sequential composition. We
replace the ideal calls for computing the refreshed ciphertexts [h;] by the provable
secure DoubleR protocol and invoke Theorem 1 to prove security in the semi-
honest model.

C HeSUN for SNNI

C.1  Scaling Factor Growth

Table 3 shows the scaling factor growth after layers in the neural network.

Table 3. Scaling factor growth.

Layer CryptoNets | HeSUN-BFV-1 | HeSUN-BFV-2 | HeSUN-BFV-3| HeSUN-BFV-4
Convolution | A2 A2 A2 A? A2
Square 1 At A2 Al A Al
Linear 1 A5 A2 A? A5 A5
Square 2 A0 A2 At A2 A0
Linear 2 All A2 A2 A3 A2

C.2 Parameters Selection

Table 4 and Table 5 show the parameters for the frameworks that satisfy 128 bits
security.

Table 4. Parameters for BFV-based frameworks.

Batchsize | Security level | Multiplicative depth | Plaintext modulus N q (bit length) | Total g size
CryptoNets | 8192 128 5 65537, 114689, 147457, 163841, 557057 | 16384 | 240 1200
CryptoNets* | 8192 128 5 1099511922689, 1099512004609 16384 | 360 720
HeSUN-2 8192 128 2 1286504449 8192 | 180 180
HeSUN-1 8192 128 1 10027009 8192 | 180 180

C.3 Performance Details

Table 6 and Table 7 show the performance of frameworks on MNIST dataset. We
detail the results of each step in the inference process.
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Table 5. Parameters for CKKS-based frameworks.

435

Batchsize

Security level

Multiplicative depth

N

q (bit length)

CryptoNets

8192

128

5

32768

510

HeSUN4

8192

128

16384

410

HeSUNS3

8192

128

16384

400

HeSUN2

8192

128

16384

300

HeSUN1

8192

128

=N

16384

250

Table 6. MNIST inference performance comparisons of BFV-based framework.

Layer (exchanged) message size (per instance) (KB) Times

CryptoNets | CryptoNets* | HeSSUN-BFV-1 | HeSUN-BFV-2 | CryptoNets | CryptoNets* | HeSSUN-BFV-1,2

C2S |S2C|C2S |S2C [C28 |S2C C2S |S2C
Encoding+Encryption - - - - - - - - 47.05 10.51 2.17
The client sends data to the Server | 229.69 | — 137.81 |- 34.45 |- 34.45| — - - -
Convolution - - - - - - - - 60.18 20.85 5.01
Refresh 1 - - - - 3713 |37.13 |- - - - 3.93
Square 1 - - - - - - - - 46.01 13.04 3.25
Refresh 2 - - - - 37.13 |37.13 |37.13|37.13 - - 3.52
Linear 1 - - - - - - - - 699.12 268.77 44.03
Refresh 3 - - - - 4.39 |4.39 4.39 |4.39 - - 0.68
Square 2 - - - - - - - - 6.36 2.67 0.39
Refresh 4 - - - - 4.39 4.39 4.39 | 4.39 - 0.51
Linear 2 - - - - - - - - 9.02 9.88 0.69
The server sends data to the Client | — 2.93 |- 1.76 |- 0.44 - 0.44 - - -
Decryption+Decoding - - - - - - - - 0.08 0.02 0.01
Total 229.69(2.93|137.81|1.76 |117.49|83.48 |80.36 | 46.35 867.82 325.74 64.19

232.62 139.57 200.97 126.71

Table 7. MNIST inference performance comparisons of CKKS-based framework.

Layer message size (per instance) (KB) Times
CryptoNets-CKKS | HeSUN-CKKS-1 | HeSUN-CKKS-2 [ HeSUN-CKKS-3 [ HeSUN-CKKS-4 | CryptoNets | HeSUN-CKKS-1 | HeSUN-CKKS-2 | HeSUN-CKKS-3 | HeSUN-CKKS-1
Cas_[s20 C2s [s2C |Cas [s2C |C2s [s2C |Cas [saC

Encoding + Encryption - - - - - - - - - - 44.22 465 856 2721 3122

The Client sends data to the Server | 195.23 | %7 |- 11481 153.13 | 156.95 | - - - - -

Convolution TL84 13.51 25.67 4148 49.79

Refresh 1 - - 103.15 | 103.15. - - - - - - - 15.97 - - -

Saquare 1 - - - - - - - - - - 42.06 6.02 9.07 1245 15.99

Refresh 2 - - 1031510315 | 12378 12378 |~ - - - - 15.28 19.72 -

Linear 1 - - - - - - - - - - 81541 180.47 251.342 349.94 371.46

Refresh 3 - - 1221|1221 - - 19.53 |19.53 - - - 5.03 - 12,53 -

Square 2 - - - - - - - - - - 10.83 1.39 3.94 1.97 5.27

Refresh 4 1221 |1221 14.65 | 14.65 20.02 |20.02 5.86 3.16 1114

Linear 2 10.77 2.73 5.01 6.61 7.57

The Server sends data to the Client |~ 2.49 - 122 - 146 - 1.95 - 2 - - - - -

Decryption + Decoding - - - - - - - - - - 0.57 0.04 0.15 0.21 0.23

Total 195.23 | 2.49 3264223194 |25327[130.89 | 172662148 | 176.97|22.02 | 9957 250.95 326.922 4554 492,67
197.72 558.36 393.16 194.14 198.99

Table 8. MNIST inference throughput comparison (images per second).

CryptoNets-BFV | CryptoNets*-BFV | HeSSUN-BFV-1 | HeSSUN-BFV-2 | CryptoNets-CKKS | HeSUN-CKKS-1 | HeSUN-CKKS-2 | HeSUN-CKKS-3 | HeSUN-CKKS-4
Encoding + Encryption | 348 1,558 3,775 3,775 741 3,523 1,849 602 524
Computation 19 51 132 132 34 56 48 37 34
Decryption + Decoding | 204,800 819,200 819,200 819,200 57,487 409,600 109,226 78,019 71,234
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