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Abstract. The dissemination of sensitive information has become a serious
social content. In order to effectively improve the detection accuracy of sensitive
information in cyberspace, a sensitive information detection model in cyber-
space is established under the drive of big data. By using word segmentation and
feature clustering, the text features and image features of current spatial data
information are extracted, the dimension of the data is reduced, the document
classifier is built, and the obtained feature documents are input into the classifier.
Using the open source database of support vector machine (SVM) and
LIBSVM, the probability ratio of current information belongs to two categories
is judged, and the probability ratio of classification is obtained to realize
information detection. The experimental data show that, after the detection
model is applied, the accuracy of the text-sensitive information detection in the
network space is improved by 35%, the accuracy of the image information
detection is improved by 29%, and the detection model has the advantages of
obvious advantages and strong feasibility.
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1 Introduction

The rapid development of Internet has brought people unprecedented convenience of
information. It is more convenient for people to get all kinds of information from
Internet. However, the network also has a serious negative impact, in the good
buckwheat coexistence of the network information is full of a large number of sensitive
information. The harm of sensitive information, especially to teenagers, is enormous.
At present, Chinese netizens under 24 years old account for about half of the total
number of netizens, and the majority of them are college students and primary and
secondary school students. Young people’s self-control is not strong, and they are
easily induced by bad network information in cyberspace. They are addicted to the
network not to make progress, to throw away their time, and even to cause a lot of
social problems. The network harm has caused the national relevant department to
attach great importance to, and has adopted a series of measures. On March 26, 2012,
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the China Internet Association issued the <China Internet Industry Self-Discipline
Convention>, which prohibits the dissemination of sensitive information in cyberspace.
On May 10, 2013, the Ministry of Culture issued the <Interim Provisions on the
Administration of Internet Culture>, which states that Internet operators providing
sensitive information and other illegal information products should be strictly dealt
with [1, 2].

The 21st century is a highly information-based era, with the rapid progress of
science and technology, especially with the continuous acceleration of the construction
of big data’s network. The increasing bandwidth and transmission rate of the mobile
operating network provide a large number of channels for the transmission of network
data, and the content services and data services for intelligent terminals will also be
continuously enriched. All these make the mobile network soon to follow newspapers
and periodicals, broadcast, and so on. Television, like the Internet, has become an
important carrier of cultural communication and information exchange. With the rapid
development of communication technology and the remarkable improvement of net-
work bandwidth technology, with the help of the Internet and mobile network, infor-
mation exchange and dissemination account for more and more proportion, people can
not only through the traditional text information, and also through the picture, video
and other multimedia information dissemination and communication. Under this
background, the detection and filtering of sensitive information in cyberspace has
become an important task in network construction. Therefore, based on the current big
data domain driver, a network spatial sensitive information detection model is estab-
lished to analyze and detect the spatial sensitive information and improve the network
security [3, 4].

2 Design of Network Spatial Sensitive Information Detection
Model

In order to construct a practical sensitive information detection model, the correlation
principle of information must be considered. The information in the same domain
usually has some common properties, and the information in different fields has its own
characteristics. Under the influence of big data, this paper firstly analyzes the charac-
teristics of sensitive information, including bad text and bad image, in the context of
related applications, and then extracts representative independent feature vectors from
these information. An information filtering classifier based on these feature vectors is
designed, and a pattern recognition method is adopted to achieve the purpose of clas-
sification and detection of sensitive information according to the probability ratio [5, 6].

After the above analysis, it is clear that after obtaining the information by big data
driver, it is necessary to judge whether it contains text or image information first, and
then pre-process the information. If the text content is included, the text is immediately
segmented, and the word frequency is counted to extract the feature of the entry, and
the text classifier is used to identify and judge the probability of the text belonging to
the category. This probability is used as a parameter to describe the whole information.
An upper and lower threshold is defined for the output of the text analysis module,
which specifies that if the parameter is within a predefined range, it is not sufficient to
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determine the category of information, and further image analysis is required. The
image part is input into the image classification module for processing. If the parameter
value is higher than the predefined upper limit, it indicates that the content has been
judged to be sensitive information, and no longer needs to be processed by the image
classification module, so it is directly masked. If the parameter value obtained by text
analysis is lower than the predefined threshold, it indicates that the content can be
judged as normal information and can be released directly without blocking. After the
contents of the image to be detected are put into the image processing module, the
extracted features and the parameters obtained from the text analysis are combined into
a high-dimensional vector, and the classification results are obtained by the classifier
decision-making. The flow diagram of the model is as shown in Fig. 1.

Big data Information
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Whether there is
sensitive text

Text feature
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Fig. 1. Flow chart of sensitive information detection

2.1 Information Feature Extraction Driven by Big Data

Big data-driven text and images may extract a large number of different features, some
of which are of great significance to information classification and sensitive detection,
and some of them are not. If all the features are included in the sensitive feature vector,
it not only increases the time-consuming of feature extraction and the computation of
the classifier, but also may introduce noise to the classification. Therefore, first of all,
we need to find an independent method for extracting and reducing the dimension of
the sensitive information feature vector, that is, feature clustering algorithm [7, 8].
The clustering algorithm allocates every row of data in the current data set driven
by big data to a group or a point in the hierarchical structure, and each data exactly
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corresponds to a group, which represents the average level of the members in the
group. Sensitive data feature extraction is to try to find new data rows from the data set
and combine these newly found data rows to construct the data set. Unlike the original
data set, each row of data in the new data set does not belong to a cluster, but is
constructed by a combination of several features [9].

The essence of word segmentation technology in document feature extraction is to
calculate the first few words with the highest TF x IDF value for all words appearing in
the document as document features. According to the frequency of feature words
appearing in two kinds of documents, the probability of each word belonging to two
categories is calculated, and the calculated probability is stored in the database
according to the fixed vocabulary order.

For a document to be classified, a vector representing the frequency of each feature
word appears as the feature vector for the document, such as (wy.wp.ws. . ..w,), where
w; represents the frequency at which the i-th feature word appears in the document. In
the actual design, the N value is 1500, that is, from the current network data training
sample, the total of 1500 words with the largest value in order of TF x IDF size are
extracted from the current network data training sample as feature words. This includes
700 feature words from junk text and 800 from normal text. Then we do the TF x IDF
calculation of the terms and the corresponding frequency in all kinds of documents,
take the first 700 words and the first 800 words of the two kinds of calculation results,
and generate two new dictionaries. The number of times a word appears in all articles
and each article is recorded, and the data must be transformed into matrix form, in
which each row represents one data item and each column represents an attribute of the
data item [10, 11].

For the current information text and image classification, the row of the matrix
corresponds to all kinds of information, and the column corresponds to the word or
pattern in the article, and each number in the matrix replaces a word in one. The
number of times a given article appears. For example, get a matrix like Eq. 1.

0 sex star road
W=|A 3 1 0 (1)
B 0 2 3

This matrix represents the eigenvector sex three times in class A, and start appears
twice in class B, and so on. There are two information to focus on from this matrix:

The first is allwords, which records the number of times a word is used in all
articles, and it can be used to determine which words should be seen as part of a feature
and the other is articlewords, which is the number of times a word appears in each
article [7].

According to the definition of feature dimension information, the common words in
all kinds of articles carry small amount of information, poor classification performance,
and few words have little meaning to classification, so reduce the size of matrix. Words
that appear in only a few documents should be removed, and words that appear in too
many articles should be removed. Only words that meet the requirement of less than
60% of all articles that have appeared in more than three documents are considered
here. After the above pretreatment, a document matrix with word counting information
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can be obtained. The next step is to extract important features from the matrix to
achieve the purpose of dimensionality reduction [12].

The non-negative matrix factorization method is used to factorize the document
matrix and two smaller matrices are found so that the document matrix can be obtained
by multiplying the two matrices. These two matrices are characteristic matrix and
weight matrix respectively. In the feature matrix, each row corresponds to a document
category and each column corresponds to a feature word. The numbers in the matrix
represent the importance of a word to a document category. The function of the weight
matrix is to map the document category to the document matrix, in which each row
corresponds to a training sample, that is, a document, and each column corresponds to a
document category. The numbers in the weight matrix represent the extent to which
each document category is applied to each sample. This allows you to list the top 450
word features of the two document categories, which are the most important words in
the document category, and you can select these 900 words as a text feature. That is to
say, the text feature vector is reduced from 1500 to 900D, and the data document can
be used as feature extraction document at this time.

2.2 Classifier Construction

In order to recognize sensitive information, the feature document extracted in the
previous section should be regarded as a high-level semantic feature, and this mapping
is accomplished by a system classifier [13].

Automatic classification is a new pattern classification and recognition technology
introduced in statistical learning theory. It is defined as a set of training samples that
have already been assigned class tags (these class tags need to be meaningful). To
assign class labels to the new sample. In the network filtering technology, the classifier
needs to accurately identify an infinite number of unknown samples, but in the learning
stage of the classifier, it is impractical to collect a complete database of samples with
rich representativeness and diversity. Therefore, classifiers need to start from a small
number of learning samples, constantly learn and improve their classification perfor-
mance. More and more learning methods are used in automatic classification, in which
support vector machine (Support Vector Machines, SVM) method has advantages in
solving problems such as small sample, nonlinear high-dimensional pattern recognition
and so on, and has better generalization ability. Considering the influence of the small
sample training set on the classifier, the computational complexity of the classifier and
the processing time of the system, the SVM classification algorithm is introduced. The
idea is to try to find a line as far away from all categories as possible, which is called
the maximum interval hyperplane, as shown in Fig. 2 (For the sake of simplicity, only
the example of linear separability is given. SVM can be extended to high dimensional
space).

The basis for selecting this dividing line is: Two parallel lines passing through the
corresponding coordinate points of each classification are searched, and the distance
between them and the dividing line is made as far as possible. For new data points, the
classification can be determined by observing which side of the boundary line it
belongs to. It is to be noted that only the coordinate points located at the edge of the
spacer are necessary to determine the position of the boundary, and if all the remaining
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data is removed, the dividing line will still be in the same position. Coordinate points
near this demarcation line are referred to as support vectors [14, 15]. Support vector
machine (SVM) is an algorithm for finding support vectors and finding boundary lines
by using support vectors.

Categorical
decision line

Fig. 2. Vector machine classification diagram

The solid lines in Fig. 2 show two possible decision planes, each of which correctly
classifies the data into two categories. Similarly, for new data points, the classification
of the new data points can be determined by observing which side of the boundary line
it belongs to. The two dashed lines parallel to the solid line are the maximum offset
positions of the decision face without causing misclassification. The distance between
the two dashed lines is the classification interval of the decision face. The purpose of
SVM is to find the decision surface with the maximum classification interval in all
sample points. In fact, only the sample points at the edge of the spacer are necessary for
classification, and in the case of linear separability, the function of the decision plane is
w-x — b = 0. In which, x is any sample point to be detected, W and constant b are
obtained by training the sample point. Let the input of SVM algorithm be a linear
separable sample set D = {(y;,x;)} be the classification of x. “+1” indicates that it is a
positive example and “—1” is a counterexample.

The SVM problem is to find w and b that satisfy the conditions shown in Eq. 2, and
the module of vector w is minimal (The classification interval is equal to 2 divided by
the module of w).

w-x—>b>1 yl:+1
w-x—b<l y=-1

)
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The classification function is required to classify all samples correctly, that is,
satisfying Eq. 3.
yilw-x)]+b—-1>0 (3)

Because the programming workload of the support vector machine algorithm is
very large, an open source library called LIBSVM is introduced, which can train an
SVM model, give the prediction, and test the prediction result with the data set.
LIBSVM also provides support for radial basis functions and many other core methods,
which is written in C++ and has a version of ava. We need to select the appropriate
LIBSVM compiled version based on the platform you are using, and because the
design model is developed in the windows environment, you need to include a DLL file
named svme.dll. The LIBSVM documentation details how to use classifier functions.

A minimum threshold is defined for each classification. For the data information to
be assigned to a certain category, the probability must be greater than a pre-specified
threshold compared to the probability for all other classifications. The default threshold
is 3, which means that the probability of document classification for sensitive classes is
at least three times higher than that for ordinary documents. This threshold can be
adjusted according to the actual application of the individual.

2.3 Realization of Sensitive Detection

Because the design adopts a dictionary-based word segmentation method, firstly, a
complete dictionary is needed, the documents in the training sample library are pre-
processed and segmented according to the dictionary and the stop word list, two new
dictionaries are generated after the word segmentation, the number of times the words
appear in all articles and in each article are recorded, which are the preliminary text
features. However, if the text is classified directly by these features, it will result in a
high dimension of the feature vector and a poor classification effect. Therefore,
according to the two dictionaries, each feature generated above is subjected to a
dimension reduction process to obtain an independent feature, that is, the feature of the
text classification.

Independent features are used to treat the detected text for feature extraction. The
extracted feature entries are combined into a high-dimensional vector to represent the
text to be detected. Then the classifier is inputted into the classifier and the probability
of the class of the information to be detected and the class of the document are obtained
by decision-making. The probability ratio of documents belonging to two categories is
judged, and if it is greater than 3, the information is directly judged to be sensitive; If it
is less than 3, it continues to extract the image features, and combines the document
probability and the image features into the feature vector of the whole web page
information to the system classifier for further judgment to see whether it is sensitive
information or not. The histogram feature extracted from each image is 192, the color
aggregation vector is 48, the skin region feature is 4, the face feature is 2, plus the
probability that the document obtained from the text recognition module belongs to
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junk text and normal text, respectively. A total of 248 features. Combining these
features into a high-dimensional vector, a feature vector (1,1, . . ., 4g) can be used to
describe the information to be detected. Then the high-dimensional vector is input to
the system classifier for training or classification decision-making, so that the sensitive
data can be monitored.

3 Experiment

The C# language is used to realize the sensitive information filtering system in Win-
dows XP, and the classification performance of the system is tested with a large number
of experimental data. The hardware environment of the development platform is CPU
of Intel (R) Pentium (R) dual-core T2390d. 80 GHZ, 2.79 GHZ 1G memory, 256 m
graphics card. Software configuration: windows XP professional version of the oper-
ating system, Microsoft Visual Studio C# integrated development environment.

The experimental data includes text and image, and the information filtering system
is tested respectively. Among them, the text class sample uses the Chinese natural
language open processing platform (http://www.nlp.org.cn), collected a total of 2270
texts, divided into three groups, each group of two categories, each class selected 450
features, the total selected feature vector dimension of 900. The images in the image
library are mainly collected from the network, because compared to landscape images,
character images are more difficult to classify because they contain human body and
skin regions and sensitive images. So the two kinds of images are divided into two
groups to train and test the system. Due to limited sources of information, the graphics
library consists of only 570 images divided into five groups, the first of which consists
of 60 sensitive images and 40 normal landscape images, the first for training and the
other four for testing. After each set of images is tested, it is used to train the system to
analyze the influence of the number of training samples on the classification results of
the system, in which the linear SVM. is used for the SVM classifier. It is important to
note that when training the image feature base of SVM classifier, because there is no
input of the text classifier, the probability parameter of the document belonging to the
classification of the 248 feature components is set to 0. 5.

3.1 Text Sensitivity Detection

The text sensitivity detection is carried out in the above experimental environment, and
the contrast detection method is the traditional ULL detection model. Its monitoring
effect is shown in the chart below. The results are shown in Fig. 3.

As can be seen from Fig. 3, the detection accuracy of traditional detection model is
poor, while the detection accuracy of designed model is higher than that of traditional
detection model.
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Fig. 3. Comparison of detection effects between the two models
3.2 Image Detection

According to the experimental method mentioned above, the network space image
detection is carried out, and the detection results are as follows:

Table 1. Image detection results table

Data set | Design model | Traditional model
1 82 57
2 79 45
3 85 50
4 95 69
5 92 70
6 89 52
7 91 49
8 86 70
9 93 42

According to the Table 1 data, it can be seen that in all 10 sets of image data, the
monitoring accuracy of the designed detection model is also higher than that of the
traditional model. According to the comparison of the data, the accuracy rate increases
by more than 29%.
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4 Conclusion

The content-based sensitive information filtering is a hot spot research direction. It is
actually a problem of information identification and information classification. It is an
application of many-door disciplines such as text classification, image processing,
computer vision, programming and pattern recognition. Human physiology and psy-
chology are closely related, and have wide application prospect. The popularization of
high-speed information high-speed highway has further promoted the development of
this technology. At present, the sensitive information filtering technology has been paid
attention at home and abroad, among which, the text classification technology has
become mature, and the image classification technology is still in the research, is
gradually refined and the mouth is perfect, and has produced many application and test
examples. The sensitive information detection model proposed by the design can
achieve the purpose of effective information detection by comprehensively using the
relevant technology of the information classification.
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