q

Check for
updates

Using the Internet of Everything
for Machine-Learning-Based Computer System
Design and Optimization

Shaojun Feng, Jiaqing Zhong, and Juan Chen®™®
College of Computer Science and Technology, National University of Defense Technology,
Hunan 410073, China
{fengshaojun, zhongjiaging23, juanchen}@nudt.edu.cn

Abstract. Machine learning (ML) has been widely used in computer system
development and optimization levels, boosting computer design and optimization
improvement. With the increase of computer system design complexity and the
boost of the demand for software and application optimization, the difficulties
of computer system problem solving are increasing, stimulating the development
of ML methods. ML models represent computer system design and development
approaches; combining these with the Internet of Everything (IoE) cannot be
ignored. For ML models, all kinds of computer system sample data are the fun-
damental prerequisite for quantifying the computer system characteristics; the
connection (internet) of all computer devices is critical for predicting computer
system behaviors. The IoE enables more computer devices and ML models to
be connected, extending how computer systems can be well developed. The IoE
will affect the applications between computer system development and various
ML models more deeply by connecting people, data, and machines. This work
provides an overview of the history of the IoE and ML-based computer system
development. It shows the interaction between ML models and computer system
design and optimization. It also emphasizes the people-to-people (P2P), people-
to-machine (P2M), and machine-to-machine (M2M) in the ML-based computer
system design and optimization. It discusses the interpretability of ML-based
computer system development.
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1 Introduction

With the rapid development of digitalization, humans are constantly innovating digital
technologies to connect the physical world, and the Internet of Everything (IoE) has
gradually become a new, significant, and helpful concept. The establishment of the
Internet of Everything is based on the Internet of Things (IoT) [1], which is different
from the Internet of Things that connects physical devices. Its connectivity is more
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comprehensive than the Internet of Things. The Internet of Everything is a vast network
that combines people, data, and things, and components interact and exchange data in
real-time, an extension and expansion of the Internet of Things. With the concept of
interconnection of everything, almost everything can be connected through the internet.

In the process of computer system development, machine learning, as an interdisci-
plinary field, has been widely applied to different levels of computer system development
and optimization, significantly promoting improving computer design and optimiza-
tion levels. The Internet of Everything provides excellent assistance in developing and
optimizing computer systems based on machine learning (ML). For machine learning
models, various sample data of computer systems are the fundamental prerequisite for
quantifying the characteristics of computer systems. The connection of all computer
devices (the internet) is crucial for predicting the behavior of computer systems, and
ML models provide optimization methods by learning the data features in the computer
system. At the same time, with the increasing complexity of computer system design and
the growing demand for software and application optimization, the difficulty of solving
computer system problems is also constantly increasing, stimulating the development
of machine learning algorithms.

This article briefly overviews the history and relationship between the Internet of
Everything and ML-based computer system development. It introduces the development
background of the Internet of Everything and ML-based computer system development,
outlines the interaction between ML models and computer system design and optimiza-
tion, emphasizes P2P, P2M, and M2M in the ML-based computer system design and
optimization process, and predicts future development. Finally, this article discusses the
interpretability issues of ML-based computer system development.

2 Background of IoE and ML-Based Computer System
Development

2.1 Background of IoE

The Internet of Everything (IoE) is built on the foundation of the internet and the Internet
of Things (IoT). The internet originated in the 1960s with the development of the military
interconnection network ARPANET by the US Department of Defence [2]. With the
continuous development of information technology and communication technology, the
internet has seen explosive growth and continues to drive the digitization of the entire
world. 2005 saw the emergence of the Internet of Things [3], a broader and more complex
network of internet-connected devices that sense and share data and securely interact
based on internet protocols. The Internet of Everything, as shown in Fig. 1, encompasses
people, things, and data, and connecting them will profoundly affect how humans behave.

2.2 Background of Machine Learning

Machine learning has existed for decades or arguably centuries [4]. Back in the 17th
century, Bayes, Laplace’s derivation of least squares, and Markov chains were the tools
and foundations of machine learning in widespread use [5].
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Fig. 1. The components of the Internet of Everything (IoE) [1]

The specific history of machine learning can be traced back to the 1950s when
the introduction of the Turing test and the development of the checker’s program by
Arthur Samuel marked the formal entry of machine learning into the developmental
period. However, between the mid-1960s and the end of the 1970s, the development
of machine learning was almost stagnant [4, 5]. It was in the 1980s that the idea of
multilayer perceptron (MLP) was introduced, using the neural network backpropagation
algorithm [6], which brought machine learning into arenaissance period. In the 1990s, the
proposed AdaBoost [7] and later support vector machine (SVM) [8] algorithms shifted
machine learning from a knowledge-driven to a data-driven mindset. At the beginning
of the 21st century, Hinton et al. [9] proposed the concept of deep learning, which made
machine learning research enter a booming period again. Starting in 2012, with the
improvement of computational power and the support of massive training samples, deep
learning has become a hotspot of machine learning research. It has led to a wide range
of applications in the industry. Machine learning can be divided into three categories:
supervised learning, unsupervised learning, and reinforcement learning. Figures 2, 3 and
4 briefly list some algorithms of these three categories of machine learning.

2.3 Background of ML-Based Computer System Development

The history of hardware design optimization using machine learning can be traced back to
1977. Traditional electronic design often requires much time to determine critical param-
eters during the design process and does not predict what will happen after actual pro-
duction. Mockus [29] then used Bayesian optimization to electronic design automation
(EDA) algorithms for automatic tuning and achieved surprising results.

With further advances in machine learning, trained ML models can help speed up
tape-out times by predicting downstream outcomes in the chip design flow, thus reducing
the time per iteration or improving the quality of results (QoR), such as performance,
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Fig. 3. Unsupervised Learning [14-20]

power, or area. Predictions can be provided in seconds rather than waiting hours or days
for accurate results. One example is ParaGraph [30], a GNN model that directly predicts
layout parasitics and device parameters from circuit schematics. Post-layout parasitics
prediction is vital for automated analog layout generation as it can help with schematic
and layout convergence, floorplan feasibility, or QoR estimation.

In addition to deep learning algorithms, chip designers can train models to predict
circuit layout signal interference and thermal distribution issues. These predictions can
be used to optimize the chip layout during the design phase, dramatically improving
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Fig. 4. Reinforcement Learning [21-28]

the efficiency and accuracy of the design. Practical examples [31] show that chips opti-
mized using deep learning can reduce power consumption by up to 20% and improve
performance by up to 30% compared to traditional methods.

When evaluating intelligent routing strategies and their effectiveness, machine learn-
ing algorithms can improve routing speed, optimize signal integrity, and reduce power
consumption. For example, a high-performance chip with an artificial intelligence (Al)
routing strategy [32] has a maximum transmission speed increase of about 15% over
the traditional method while ensuring signal integrity. The routing also has an increased
wiring density, which saves cost and board space.

The history of using machine learning to optimize system software can be traced
back to 1998 when Warren Smith et al. [33] proposed a technique for predicting parallel
application runtime and thus optimizing operating system scheduling by determining
application similarity through unsupervised learning. In 2005, Atul Nwgi et al. [34]
used the Waikato Knowledge Analysis Environment (Weka), an open-source machine
learning tool, used a decision tree algorithm to learn the CPU time slice utilization
behavior of known programs in Linux systems for predictive scheduling. The results
showed that the process turnaround time (TaT) was reduced by 1.4% to 5.8%. However,
because machine learning technology still needs to be mature enough and arithmetic
power is insufficient, the above attempts to use ML techniques to generate or improve
OS policies have not been adopted on a production scale.

Into the 10-20 s of this century, with the development of arithmetic power, as well as
the emergence of more and more excellent models in machine learning, more developers
in the field of system software faced with the increase in the complexity of system
software design problems began to pay attention to: whether machine learning can be
used as the basis for the processing and optimization of the problem scenarios faced
in the development of system software. Ma et al. [35] then perceived that combining
machine learning with databases is possible, using a supervised learning KNN clustering
algorithm to classify the data by labels and LSTM to predict future workload patterns
with good performance results.

In addition, machine learning (ML) techniques are emerging in OS design to build
and configure OSs and “learn” OS features. For example, Zhang et al. [36] use ML to
predict the optimal configuration of an OS, and such configurations can be adapted to
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application changes at runtime. ML can also generate policies and mechanisms for certain
OS features. The considerable engineering effort of OS development can be avoided by
designing and building frameworks to train and use ML models for OSes. In addition,
ML-based approaches may produce better results that are suited to different applications.
Many data structures in storage systems are similar, such as B+ tree, LSM-tree, LSH-
table, etc. Still, they have different application scenarios (e.g., it is more appropriate
to use LSM than B+ Tree in the KV Store), which suggests that there is a space for
them to replace each other. This can be done by using machine learning algorithms to
select different data structures to optimize the storage system, automatically selecting a
suitable underlying data structure based on the specific workload and hardware [37].

At the application level, deep integration of ML into application design can lever-
age more significant advantages over traditional applications. For example, the concept
of a self-driving database, unlike previous work on optimizing databases with ML, a
self-driving DB focuses more on how to deeply integrate ML and DB rather than engag-
ing in one plug-in module after another [38]. In another example, deepmind feeds a
large amount of relevant information collected by Google’s data centers into a machine
learning model that learns independently and ultimately determines which cooling con-
figuration reduces energy consumption. The Google Data Center [39] says the project
will save millions of dollars in energy consumption and could help the company reduce
its carbon footprint.

3 Impact of the IoE on ML-Based Computer System Development

As shown in Fig. 5, in the research of computer system development based on machine
learning, the Internet of Everything connects people, data, and things. In this research
process, the people-to-people, machine-to-machine, and people-to-machine systems are
evident.

In the development of machine learning-based computer systems, people-to-people
systems include three representative interactions: the interaction between hardware
developers and system software developers (H2S/S2H), the interaction between system
software developers and application software developers (S2A/A2S), and the interac-
tion between machine learning researchers and computer system developers (M2H/H2M,
M2S\S2M, M2A\A2M). Hardware designers provide the hardware environment and user
manuals for system software development. System software developers fully explore the
hardware features and provide feedback on optimization suggestions for the next genera-
tion of hardware. System software researchers provide the system environment and user
manuals for application development. Application developers fully explore system soft-
ware features and provide feedback on optimization suggestions for the next generation
of system software. Machine learning researchers guide developers in all areas of com-
puter systems (hardware, system software, applications), using machine learning models
to address or optimize complex scenarios faced in developing computer systems. Schol-
ars in machine learning have, in turn, developed machine learning algorithmic models
that are closer to real-world scenarios by studying problems in the systems domain.

The machine-to-machine system consists of two parts, as shown in the bottom section
of Fig. 5: The quantifiable feature data generated by computer systems at runtime is
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delivered by the internet to modular machine learning tools, which directly invoke the
appropriate models for analysis and thus training optimization. A typical example is Syn-
opsys technology, which launched the industry’s first autonomous artificial intelligence
application for chip design - design space optimization Al (DSO.ai). As an artificial
intelligence and inference engine, DSO.ai can search for optimization goals in the vast
solution space of chip design [31].

Computer systems’ quantitative feature data is also transmitted to the data center
through this connection(internet) of things, which provides a data reserve for the devel-
opment of new machine learning models more suitable for system development, as well
as for the development of hardware, system architectures, and modules conducive to the
training of specific machine learning models (e.g., large language models, and visual
foundation models).

The people-to-machine system also consists of two components, as shown in the
leftmost section of Fig. 5: Modular machine learning tools strongly support computer
system researchers’ direct invocation of appropriate machine learning modeling methods
to solve problems.

The quantitative feature data of the computer system operation is passed to the
researchers through this connection(the internet). The data is statistically analyzed and
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processed by calling the appropriate machine learning model, which boosts the computer
system’s optimization.

4 The Future of the IoE and Machine Learning and Computer
System Development

In the future, IoE will become more mature, its applications will become more
widespread, and machine learning and computer systems development will become
unconventional when it comes to IoE.

4.1 The Future of Machine Learning in the IoE Era

Machine learning has developed tremendously in recent years. Its development trend
can be divided into the following points: research on multimodal, larger scale, more
parameters, and more versatile machine learning models; the combination of lightweight
machine learning and edge computing; and the further application of machine learning
in other scientific fields.

Multimodal, larger scale, more parameterized, and more general machine learning
models will be a step forward. In the past few years, the language field has evolved from
unimodal, multi-billion parameter models trained on tens of billions of token data (e.g.,
the 11-billion parameter TS model) to multimodal, multi-billion or trillion parameter
models trained on trillions of token data (e.g., OpenAl’s 1.8-trillion parameter GPT-
4 and Google’s trillion-parameter Gemini multimodal large model) [40]. The growth
in dataset and model sizes has resulted in significant improvements in accuracy on a
wide range of tasks. It has been comprehensively demonstrated through performance
optimizations on benchmark test sets widely used in developing large-scale language
models [41].

Combining machine learning and edge computing has become particularly important
with the rise of the Internet of Things and the widespread use of Al in mobile scenarios.
On the one hand, in mobile scenarios, machine learning tasks require large amounts of
data for training while at the same time requiring shorter response latency. In the case of
autonomous driving, for example, a relatively large latency may significantly increase
the risk of accidents. Thus, customized onboard computing devices must perform model
inference at the edge [42]. Moreover, when many devices are connected to the same
network, the adequate bandwidth is also reduced. Using edge computing can effectively
reduce the competition between devices over communication channels. On the other
hand, edge computing allows different edge devices to adopt customized learning tasks
and models for the unused objects they are dealing with. For example, in the image
recognition task in the security domain, the image information observed by video devices
in different areas may vary greatly, so training only one deep learning model may not
serve the purpose, and hosting multiple models on the cloud at the same time can be
costly [43]. A more efficient solution is to train different models for each scene in the
cloud and send the trained models to the corresponding edge devices.

In recent years, machine learning has grown in the basic sciences, from physics to
biology. It has enabled many excellent real-world applications in related fields (e.g.,
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materials science and medicine). For example, computer vision models are used to solve
personal and global problems; they can assist doctors in their daily tasks, expand people’s
understanding of neurophysiology, and provide more accurate weather forecasts that can
streamline disaster relief efforts [44]. Other machine learning models are becoming cru-
cial in combating climate change by discovering ways to reduce emissions and increase
alternative energy output.

4.2 The Future of Computer System Development in the IoE Era

The rapid development of the Internet of Things (IoT) brings new demands to developing
computer systems. On the hardware side, miniaturization and low power consumption
of hardware are further developed. IoT devices need more portable and low-power hard-
ware design to adapt to various environments and application scenarios. Developing
microprocessors and embedded systems makes [oT devices more portable and energy
efficient. Meanwhile, new computing and storage architectures are emerging to han-
dle the large amount of big data generated in the Internet of Everything, e.g., GPUs,
heterogeneous processors, and Al processors [49, 50].

Along with the further maturity of the Internet of Everything, the era of ubiqui-
tous computing, in which the human society, information space, and physical world
are deeply integrated, is beginning. New scenarios integrating massive, heterogeneous,
and heterogeneous resources of “people, machines, and things” are emerging, with an
exponential increase in the complexity of the resources that need to be managed. It has
become a development trend to build a ubiquitous operating system that manages all
kinds of ubiquitous facilities/resources downstream and supports digital and intelligent
applications upstream in all scenarios. Mei et al. [45] indicated that a new type of oper-
ating system, ubiquitous operating system (UOS), is emerging and in the exploratory
period for the new mode and new scenarios of human-machine-object convergence ubig-
uitous computing in the future; Carlos F. Daganzo [46] also suggested that an ultra-long
urban transport operating system that will make urban transport more convenient. New
application models are giving rise to diverse application scenarios in operating systems.
Mercedes-Benz [47] announced that 2024 models will have a new Mercedes-Benz oper-
ating system (MB.OS) MB.OS will be co-developed with Unity Technologies, focusing
more on the 3D and connected experience, which will successively replace the MBUX
infotainment platform that Mercedes-Benz models are now using. The different types
of ubiquitous operating systems in the cloud-edge-end are more interactive and col-
laborative. Google [48] announced the release of a new open-source operating system,
Kata OS, to provide a verifiable security system for embedded devices and improve user
privacy and data security protection for IoT and embedded device operating systems.

5 Discussion and Conclusion

With the rapid development of the Internet of Everything (IoE), which provides favorable
conditions for the development of machine learning, machine learning has made signif-
icant progress and solved many practical problems in computer system development.
However, objectively speaking, the field of machine learning itself still has significant
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challenges. Mainstream machine learning techniques are black-box techniques, making
it impossible to predict hidden crises. To solve this problem, we need to make machine
learning interpretable and intervenable. Most machine learning techniques, especially
those based on statistics, rely heavily on probabilistic predictions and analyses based
on data correlation acquisition. In contrast, rational human decision-making relies more
on clear and plausible causal relationships derived from authentic and transparent fac-
tual causes and logically correct rule-based reasoning. Transitioning from using data
correlation to solve problems to using causal logic between data to explain and solve
problems is one of the core tasks that interpretable machine learning needs to accom-
plish. It is foreseeable that interpretable machine learning will drive further computer
system development.

From the history of computer system development, the development of computer
systems is closely linked to the IoE. The development of computer systems cannot be
separated from IoE, and at the same time, the evolving computer systems also promote the
development of IoE. The development of ML-based computer systems reflects people-
to-people, people-to-machine, and machine-to-machine systems. Some of the future
directions of existing computer systems are exploring new areas of IoE development,
and we expect that the combination of the Internet of Everything and computer system
development will bring discoveries.
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