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Abstract. Smart city is a fast-growing system that provides a large
number of collaborative services enabled by emerging technologies such
as wireless sensor networks and radio frequency identification. Gener-
ally, massive heterogeneous smart devices in smart cities are served by
limited resources, resulting in low processing efficiency and even insuf-
ficient reliability of applications. In this regard, people invented mobile
edge computing (MEC) to provide smart devices with more process-
ing capacity. Unfortunately, the computing resources of edge servers in
MEC are limited. Consequently, it is of great importance to improve
the resource management efficiency of the MEC system. In view of this,
we construct a four-layer edge-enabled smart cities model in this paper.
Technically, we propose an energy- and reliability-aware multi-objective
optimization method which can jointly optimize the energy consumption
of smart devices, the resource utilization of edge servers and improve the
system’s reliability while meeting the privacy constraints. Experimental
results prove that our proposed method has good benefits to meet the
needs of computation offloading in smart cities.

Keywords: Mobile edge computing - Multi-objective + Energy
consumption - Reliability - Privacy protection

1 Introduction

In recent years, with the continuous improvement of city intelligence and the
continuous upgrading of mobile device performance, the types of applications
show a diversification trend, at the same time, the requirements of mobile users
are also becoming more and more widespread [1-3]. The urgency of making the
city a more suitable place for quality communication is triggering many initia-
tives from academia and industry. Benefiting the development of various core
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technologies in the Internet of Things (IoT), a new concept came into existence,
called smart city [4].

Smart cities contain countless smart devices (SDs), and the number of these
SDs continues to grow at a fairly good clip. According to a study by the Cisco
Visual Networking Index, the national network traffic network will grow nearly
sevenfold from 2017 to 2022, to around 77 exabytes per month, which will
undoubtedly be a major challenge for smart cities [5]. Nevertheless, the resources
of SDs are often limited, resulting in limited computing speed, massive energy
consumption and even inevitable faults, which may affect the further develop-
ment of smart cities [6,7].

Fortunately, the emergence of mobile edge computing (MEC) brings hope to
deal with the above problem [8-11]. The most straightforward idea is offloading
the workflow applications to the edge servers for execution [12,13]. At the same
time, the edge servers are generally placed close to the edges of the SDs, thus
the energy consumption generated during computation migration can also be
optimized to some extent.

However, the computing resources of edge servers are also limited, which
means the workflow applications can not be offloaded arbitrarily, and proper
offloading strategies must be devised for them. Otherwise, unreliable scenarios
such as server downtime may occur. Furthermore, the edge servers in smart cities
are heterogeneous, and even for the same edge server, the state of resources is
set to dynamic for energy-efficient. Furthermore, compared with general applica-
tions, workflow applications in smart cities are not so easy to handle because of
their complex structure. Besides, the security of tasks served by external servers
is also one of the critical concerns in smart cities [14-16].

In view of the above analysis, we investigate the offloading strategy formula-
tion problem for SDs in smart cities. The main contributions of this paper can
be summarized as follows.

(1) In order to improve the reliability of the system, we build a four-layer edge-
enabled smart city model based on the traditional three-layer MEC struc-
ture. Specifically, we combine the lazy shadow scheme with the MEC archi-
tecture and add a shadow server layer between the edge servers and core
network. Besides, the workflow applications generated by SDs and the edge
servers are defined as heterogeneous.

(2) We propose an energy- and reliability-aware multi-objective optimization
method with security constraint based on the Non-dominated Sorting
Genetic Algorithm IT (ERMOS). Both the energy consumption of SDs, the
resource utilization of edge servers, as well as the reliability of the edge
servers are optimized jointly with security constraints.

(3) We carry on sufficient experiments and analysis to show the advantages of
ERMOS.

The rest sections of this paper are described as follows. Section 2 introduces
the related work in two directions, i.e., computing offloading for workflow appli-
cation and computing offloading in smart cities. Then, the system model, work-
flow applications model, as well as mathematical model of the optimization goals
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are described in Sect. 3. Section 4 introduces the details of the proposed method.
Then, the comparative experiments and experimental results are described in
Sect. 5. Finally, we conclude our work and describe our future work.

2 Related Work

Computation Offloading for Workflow Applications. Xu et al. [17] stud-
ied the computation offloading issue in wireless metropolitan area network. They
set the computing power of edge servers as a fixed value. Then, they proposed
a novel method to optimize the energy consumption and the time consump-
tion of the system. Aiming to reduce the algorithm overhead during offload-
ing strategy formulation, Fan et al. [18] investigated the computation offloading
problem by using a DAG-based model, and proposed a shortest-path-based algo-
rithm offloading strategy for mobile-edge workflow applications. Similarly, Zhu
et al. [19] devised a network resource allocation algorithm on the basis of deep Q-
learning, which effectively reduced the completion time and energy consumption
of service workflow applications.

Computation Offloading for Smart City. In order to minimize the energy
consumption and execution latency of SDs while improving the quality of ser-
vice for users in smart cities, Mazza et al. proposed a cluster-based computing
offloading method in [20]. Qian et al. [21] focused on the computation offloading
in IoT-Based smart cities. They proposed a scalable and sustainable IoT frame-
work, which can reduce the end-to-end offloading time and energy consumption.
Esposito et al. [22] propose a new method to cope with data privacy security
issues during data packet transmission in cloud-enabled smart cities.

At present, most of the research on edge-enabled systems mainly focuses
on multi-objective optimization for SDs. However, the unreliability of the edge
server, such as downtime, may lead to workflow execution failure. Especially for
smart cities, when facing massive data to be processed, the edge servers may
get into a state of collapse at any time, resulting in a remarkable decline in the
service benefit. In view of this, inspired by the lazy shadow scheme [23], we built
a four-layer edge-enabled smart city model to explore the computation offloading
problem for workflow applications generated by SDs. The energy consumption
of SDs, the resource utilization of edge servers, the reliability of the system as
well as the security of workflow applications during task processing are all taken
into consideration.

3 System Model

In this section, the edge-enabled smart city mode is constructed firstly. Next,
the computation model of the total energy consumption of SDs, the resource
utilization, the reliability of the edge servers as well as the constraint model of
privacy protection are described respectively. Finally, the problem formulation
and our optimization goals are proposed. Some key variables are described in
Table 1.



210 B. Zhao et al.

Table 1. Variables and explanations

Meaning Notation
Workflow applications generated by SDs SD
The maximum number of workflow applications | W
The data need to be calculated S
The relationship between tasks D
The power of SDs P
Offloading strategy of tasks OF
Propagation latency PE
The maximum number of edge servers ES
The maximum number of shadow servers SS
Error probability of servers RP

3.1 Network System Model

As Fig. 1 shows, the four-layer edge-enabled smart city model is constructed.
This model is composed of four layers (i.e., SDs, edge servers, shadow servers and
core network). Lower-layer terminals can request upper-layer services through
corresponding wireless access nodes. Specifically, SDs in layer 1 will generate
a certain number of workflow applications firstly. These workflow applications
can directly obtain the services of SDs, but when faced with a huge amount of
data, computation offloading, namely, to request upper-layer services, which is
undoubtedly a better choice.

As the infrastructure of the second layer, edge servers can provide SDs with
high-quality services through local area network (LAN). Specifically, edge servers
can also communicate with the core network through wide area network (WAN)
directly to ensure the workflow applications can be served by enough computing
resources. Namely, the same as the traditional three-layer MEC model.

Particularly, based on the lazy shadow scheme [23], we construct a new layer
between edge servers and the core network, defined as the shadow servers layer.
Shadow servers are used to undertake some specific tasks from edge servers layer,
so as to improve the reliability of workflow applications processing. The principle
of shadow servers will be elaborated in Sect. 3.5.

Finally, the core network with almost infinite resources will serve as the
uppermost terminal to ensure that the entire architecture has sufficient resources.
All lower-layer servers can directly exchange data with it through the WAN.

3.2 Workflow Applications Model

The workflow applications are donated as SD,, = (Sy,D,) where S, =
{S1,ws 82w, - - - » Sm,w | Tepresents the data need to be calculated in the w-th work-
flow application while the number of the tasks are denoted as m € {1,2,..., M},
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Fig. 1. Four-layer MEC-enabled smart city mode

and w € {1,2,...,W}. Then, D,, represents the relationship between tasks and
can be further denoted by a binary array, namely, Dy, = {R(Sm,w; Sm/.w)s Em,m’ }
where R(Smw,Sm/ w) represents the relationship between task s, ., and task
Sm/w- In addition, E,, ,, represents the transmission data between s, ., and

Sm! w-

3.3 Energy Consumption Model

The total energy consumption mainly consists of three parts, namely, transmis-
sion energy, queue waiting energy and computation energy.

Layer 1. First of all, since SDs has certain computing resources, so the workflow
applications can still obtain services directly, the energy consumption at this
could be calculated and it is given by Eq. (1)

Glocal

where Gjoeq; indicates the computing resources of the SDs, and P, represents
the power cost when SDs work properly.

El(sm,w) X Pyork, (1)

Layer 2. Then, when task requests for upper service, transmission energy is

generated first.
Em,m’

Win,m?

E3 (Smws Sm/w) = X Peors- (2)
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As Eq. (2) shows, there is a sequence constraint between two tasks s,, ., and
Sm’.w, it is necessary to transfer some data to sy, ., after the precursor task s, .
has been completed.

Besides, W, s represents the bandwidth for transmission. Specially, for layer
2, when two tasks are offloaded to the same edge server (i.e., OF,, , = OF ),
we define QC = 1, and the bandwidth W,, ,, = co. However, when OF,, ,, #
OF, 4, but both OF,, ., and OF,, ., € {1,2,...,ES}, QC = 2. W, is
defined as Wy,. When one of OF,, ,, and OF,,,s , € {1,2,..., ES} and the other
equals 0, at this time, QC = 3 and W, ,,» = Wyy.

oo QC=1
Wi =4 Wse QC=2. (3)
Wgy QC =3

Similarly, when QC' gets different values, SDs have two optional states,
namely, working state and idle state. The power P.,,. of SDs in different states
follows the principle shown in Eq. (4)

Pige QC =1
Pcor = ZDiaile QC =2. (4)
Pyork QC =3

Similar to our previous work [24], the queue waiting energy consumption EQB
is obtained based on queuing theory [25].

As shown in Eq. (5), the average queue length, the time interval of task arrival
and the service time are denoted as Laye, Viask, Lsev, respectively.

Lave - 1
V;task Tsev

) X Pidie- (5)

Finally, the energy consumption can be obtained by Eq.(6) in which G
represents the processing power of the es-th edge server (es € {1,2,..., ES}).
Then, PE,s represents the propagation delay during the offloading of d,, , to
edge server es.

Sw

E;(Sm,w) = (G

+ PEes) X Pidle- (6)

Layer 3. In this layer, the energy consumption is mainly generated in the stage
of processing the copy of tasks and can be calculated by Eq. (7)

SFy

v (7)
Sw - SFw SFQU
( Vfast Vlow) X IDidle) FM =1

Es =

where SF,, represents the amount of data that has been computed before the
shadow server status changes, and F'M represents the system status. When
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the value of F'M is equal to 0, it means that no fault occurs. After SD], has
been processed by es, its corresponding copy will also be discarded. But when
FM =1, which means a failure has occurred. Then, the shadow server ss will
replace es to complete the subsequent processing for SD],. The specific model
and related parameters of the lazy shadow scheme will be described in Sect. 3.5.

Layer 4. Different from the edge servers layer, the core network has nearly infi-
nite computing resources, thus we will not consider the queuing waiting energy
and the transmission energy caused by the inherent relationship of workflow
applications. However, due to the long physical distance between core network
and SDs, it is necessary to consider the energy consumption TE. caused by
network latency during offloading. At the same time, the propagation latency
PE, of the workflow application on the core network is also not negligible. In
summary, the total energy consumption in layer 4 can be expressed as follows.

Sw
E4(5m,w) =TE. + (Gi + PEC) X Pigie. (8)

3.4 Resource Utilization Model

Edge servers are often defined as heterogeneous in smart cities, and their
resources are extremely precious. The full use of resources also affects the level
of the quality of service.

The resource utilization of es can be expressed by Egs. (9) and (10). Gen-
erally, the number of virtual machines that can be accommodated in an edge
server determines its resource capacity, namely, V M.
Rev= {VIX Koo < VM, o)

]' KGS 2 VMGS

Koo €{0,1,..., A% Q}, (10)

where K4 represents the number of tasks offloaded to es, and A x () represents
the capacity of es.

3.5 Reliability Model

When an edge server es provides services for SD,,, it cannot guarantee to be
completely accurate. On the contrary, a fatal error may occur in that edge server
at any time. Therefore, in this paper, we allocated several shadow servers on the
upper layer above edge servers, denoted as ss € {1,2,...,55}. Then, some tasks
with reliability constraints are defined as SD],. When SD] is determined need
to be offloaded to es, they will be copied to the corresponding ss. Next, when
an error occurs while SD] is being calculated, ss will replace es in charge of
processing workflow application SD],. When there is no error occurs, ss will
discard the copy of SD7, . Technically, ss has two states, namely, low-speed Vjoy,
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and high-speed Vy,s:, to perform the copy tasks. The state switching depends
on whether an error occurs in es [23].

As a hardware infrastructure, the error probability of edge servers is very
low, i.e. the typical rate is 4%. As a similar facility, shadow server also can not
guarantee 100% reliability. Therefore, in this article, we use RP.; and RP;,, to
represent the error probability of edge servers and shadow servers, respectively.
Then the possibility that SD], can be successfully processed in an architecture
equipped with n shadow servers can be expressed as

PO(Sp.) =1 — RP., x RP". (11)

3.6 Privacy Preservation Model

Through computation offloading, users in smart cities can enjoy high-quality
services but may also have serious privacy leakage issues. Therefore, whether
the privacy of users in smart cities can be guaranteed has aroused strong con-
cern. Fortunately, faced with massive workflow applications, hackers must obtain
enough task data that they can pose a threat to user privacy. Thus, privacy con-
straint has been added in this paper to improve the security of the system.

Specifically, two tasks with privacy conflicts should not be serviced by a single
edge server [11]. The privacy constraints between two tasks Sy, and Sy, ., are
redefined as C Oy (m, m’)

(12)

N = 1 Have Privacy Conflicts
1o No Privacy Conflicts

As Eq. (12) shows, when task sy, , and sy, ., have privacy conflicts, namely,
COy(m,m’) = 1. The corresponding offloading strategy OF,, ., can not be equal
to OF, . But when CO,,(m,m’) = 0, there is no limit. Namely, OF,, ,, and
OF, 4, must satisfy the constraint shown by

(13)

o

OF . # OF 0 COyp(m,m') =1
Unlimited CO,(m,m’) =

3.7 Problem Formulation

In this paper, the energy consumption of SDs, the resource utilization of edge
servers, the reliability of the system and the security of workflow applications
are considered. Our optimization problem can be formulated as

Min {Esum (dmw)}, (14)

Mazx {ResaPO(Snb,w)}7 (15)
OFw # OF 0 when COy(m,m') = 1. (16)
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4 Energy- and Reliability-Aware Multi-objective
Optimization Method with Security Constraint
(ERMOS)

In this part, faced with the four-layer network model constructed above, we pro-
pose a multi-objective optimization method for workflow applications, named
Energy- and Reliability-aware Multi-Objective Optimization Method with Secu-
rity Constraint (ERMOS). Based on NSGA-IT [26], ERMOS can be roughly
divided into 6 basic steps, namely, initialization, selection, crossover, mutation,
calculation of crowding distance, and population update. The details of the
method are described as follows.

The pseudo code is shown in Algorithm 1. First, based on genetic algorithms,
we need to construct a new parent population PC),. The size of the parent
population T'N,, is equal to the total number of tasks performed in SD,,. And the
processing of tasks in the population also needs to meet the relational constraints
D,, (Lines 1-3).

Then, we need to calculate the energy consumption, resource utilization,
and reliability of the current iteration based on Egs.(1)—(11). Then, we can
get a new offspring population PC, through selection, crossover and mutation
based on PC),. The size of PC, is the same as PC,. Specifically, the selection
operation will select and sort based on the crowded distance of individuals in
PC,, and the crowding distance Dis,, ., can be expressed as Eq. (17). Disy, 4
actually depends on our proposed optimization goals, namely, the normalized
value of energy consumption, resource utilization, and reliability probability. The
smaller Dis,, ., the higher the optimization efficiency of the individual under
the current offloading strategy, and the greater the possibility that the individual
will enter the next generation. In addition, the crossover and mutation operations
effectively reduce the probability of local convergence (Lines 5-9).

After generating the offspring population, we need to fuse PC, and PC, to
generate a mixed population, denoted as PCjpy;,. Then, the parent population
PC), will be temporarily emptied. After non-dominated sorting from mixed pop-
ulations, we can get several non-dominated layers NF (Lines 10-12). Finally,
the best N individuals will be selected layer by layer to join the new parent pop-
ulation to achieve the purpose of updating the parent population. Particularly,
if the last non-dominant layer cannot just fill the parent population. Then again,
the better individuals in this layer will be selected to fill the parent population
based on the crowding distance (Lines 13-20).

Disp, oy = Normalized(Esym, Res, PO(Smw))- (17)

5 Experimental Evaluation

In this section, we conduct a detailed experimental evaluation of the method.
Specifically, we construct three comparison methods in this paper. Then, the
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Algorithm 1. ERMOS

Input: Workflow Applications SD,,, Maximum iteration times IThqq,
Output: Optimal offloading strategy Om,w

20:
21:
22:

Ty =1
: Initialize parent population PC)

TNp=MxW
while IT.., < IT)q. do
for PC, do
Calculate crowding distance Dism ., based on (17)
end for
PC, = selection, crossover and mutation PC)
TNo=TN,
TNyriz = TNp + TN,
NF = fastnondominatesort(T Nasix)
PC, =0
s=0
while len(PC,) + len(NF[s]) < TN, do
PC, = PCp UNF]s]
s=s+1
end while
Calculate crowding distance of (N F[s]) based on (17)
PC), = PC,U select NF'[s]
ITewr = ITewr +1
end while
return Oy,

experimental results are analyzed and the effectiveness of the proposed method
is verified accordingly.

5.1 Experimental Setting

First, we construct three comparison methods. Their specific descriptions are
shown as follows.

Random Offloading Method (RO): All workflow applications will be
offloaded randomly.

Sequential Offloading Method (SO): All workflow applications will be
offloaded sequentially.

All Random Offloading to Edge Servers Method (ROE): All workflow
applications will be offloaded randomly, but they only consider edge servers
and will not be offloaded to other locations.

Our Method (ERMOS): The proposed method. All workflow applications
are offloaded based on ERMOS.

We implement these methods by MATLAB on a physical machine with 2

Intel Core i7-7700U 2.80 GHz processors and 16 GB RAM and the operating
system is Winl0 64.
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5.2 Experimental Result and Discussion

In this paper, the number of workflow applications and the maximum avail-
able edge servers are selected as experimental variables. Besides, considering
that not all tasks require reliability guarantees. Therefore, only half of the edge
servers have the ability to communicate with the shadow servers, which can
obtain further reliability guarantee services. We have conducted 50 convergence
experiments for each target.

The comparison among the four methods in terms of energy consumption
are shown in Fig.2 and Fig. 3. Due to a large number of workflow applications
being offloaded to the local or core network, RO and SO will consume more
energy than ROE and ERMOS. For ROE, while workflow applications are all
offloaded to seemingly superior edge servers, there is a high probability that
this random offloading strategy will still face challenges such as tasks exceed
the maximum capacity of edge servers resulting in an energy-intensive wait in
the queue. In contrast, the proposed method ERMOS can maintain good per-
formance in energy consumption optimization, whether the number of workflow
applications or edge servers changes.
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Fig.2. Comparison of energy con- Fig. 3. Comparison of energy con-
sumption when ES = 3 sumption when ES = 4

In terms of resource utilization, as shown in Fig.4 and Fig. 5, whether the
number of workflow applications or the number of edge servers changes, ERMOS
can still maintain a high resource utilization. At the same time, combined with
the above analysis of energy consumption, ERMOS can make a suitable com-
puting offloading strategy to optimize energy consumption and reduce the waste
of resources jointly.

Finally, as Fig. 6 shows, by adding several shadow servers to MEC structure,
the reliability of the workflow application processing can be effectively improved.
At the same time, the comparison between ERMOS and ROE can also prove
that ERMOS has a practical optimization results in terms of reliability.
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6 Conclusion

In this study, we investigate computation offloading for SDs in smart city. In
particular, considering the reliability requirements of smart cities, we construct
a four-layer MEC-enabled smart city model. The model of energy consump-
tion, resource utilization and the reliability guarantee scheme are all described
in details. Correspondingly, we propose a multi-objective optimization method,
called ERMOS. The energy consumption of SDs, the resource utilization of edge
servers, the system’s reliability, and the security of workflow applications are
taken into consideration jointly. Finally, extensive experiments and detailed dis-
cussion have proved the effectiveness and efficiency of our proposed solution.

In the future, we intend to combine the proposed method with blockchain,
machine learning and other promising technologies in practical scenarios, such
as intelligent warehousing.
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