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Abstract. With the development of Internet of things (IoT), exponential data
growth and diversified functions and services have dramatically enhanced the
importance of user authentication for data access. As a solution to the problem
of user authentication, we study the deep-learning based methods for the radio
frequency (RF) fingerprinting recognition of mobile devices in this paper. In con-
sideration of the distributed storage of RF signals in practice, instead of using the
deep learning algorithms for centralized data training, we employ the federated
learning algorithms for distributed RF fingerprinting recognition, where the data
of RF signals are distributed in multiple mobile devices for storage and recogni-
tion. To reduce the impact of uneven data distribution among mobile devices on
the performance of federated learning algorithms, we propose the dynamic sample
selection based federated learning algorithms to train the data. In comparison with
the traditional federated learning algorithms, our proposed algorithm can improve
the system accuracy as well as reduce the computation time.
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1 Introduction

The amount of data has dramatically increased in the era of Internet of Things (IoT)
with the development of sensors, mobile devices, etc. By the forecast of CISCO com-
pany, more than 25 billion devices will be connected in the communication systems by
2021 [1]. Because of their inherent nature, mobile devices are vulnerable to malicious
attacks when these devices are under untrusted environments. When a mobile device
is required to be authenticated, a few traditional authentication methods, e.g., digital
signature are not applicable since they are vulnerable to various key-hacking attacks,
e.g., invasive attacks, side channel attacks, etc. Also a few mobile devices cannot support
high-complexity computation, and thus the traditional authentication methods by using
IP or MAC addresses for authentication are not efficient [2].

As a promising authentication method, radio frequency (RF) fingerprinting can iden-
tify the unique features of a mobile device by analyzing its transmitted signals, and thus
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effectively prevent the impersonation of a mobile device for security credentials. The
features of mobile devices which can be extracted from transmitted signals are primarily
caused by the difference of RF components in the process of manufacturing, includ-
ing the imperfections of power amplifiers, the errors of magnitude and phase, carrier
frequency differences, phase offset, and clock offset, etc. [3].

Based on the original signals and the extracted features, we can use either machine-
learning based algorithms or deep-learning based algorithms to identify mobile devices
[4]. With machine-learning based RF fingerprint technologies, we preprocess the col-
lected signals by denoising and normalization, extract various fingerprint features, and
identify the mobile devices by analyzing the fingerprint features. In comparison, the
deep-learning based radio frequency fingerprint recognition technology does not require
the extraction of features from the signals. After the preprocessing, the predicted label
is directly compared with the label registered in the fingerprint library in the deep neural
network to identify different communication devices. Deep learning method relies on a
large amount of data to train a model with existing fingerprints.

Either machine-learning based algorithms or deep-learning based algorithms need
to train a large amount of data on the original signals as well as the extracted features.
However, the traditional data processing method which needs to load all the data into a
centralized node is no longer applicable. Instead, we need to use distributed machine-
learning or deep-learning algorithms, e.g., federated learning algorithms. Under the
federated learning based distribution architecture, we can train the data in separate nodes
instead of performing centralized computations with an aggregation model.

In this paper, we discuss the design of federated learning based RF fingerprinting
extraction and identify mobile devices under the distribution architecture. In the fol-
lowing, we overview the RF Fingerprinting and its applications in identifying mobile
devices. We then present the design of federated learning based RF Fingerprinting extrac-
tion and device identification algorithms. Finally, we discuss a few comparative study
results and conclude the paper.

2 Related Work of RF Fingerprinting Recognition

Based on the types of signals, the studies on the RF fingerprinting recognition can be
classified as transient signal recognition and steady-state signal recognition, and the
primary studies are summarized in Table 1.

A. RF fingerprinting recognition methods for transient signals.

The relevant literature mainly studies on transient signals when the communication
process starts or finishes. A transmitter emits transient signals in an unstable working
state in which the transmit power fluctuates between approaching zero and rated power
when turning on or down transmit power [5]. Transient signal only shows the hardware
characteristics of a transmitter, and does not carry any data information. The RF fin-
gerprinting recognition based on the transient signals is independent from data, so it is
one of the most commonly studied method in the field of RF fingerprinting recognition
Fig. 1.
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Table 1. Studies of RF fingerprinting recognition

Authors

Type of
communications

Methods

Key features

Transient
signals

Bihl [5]

VHF FM

Wavelet

Wavelet coefficients

Zhuo [6]

Wavelet

Wavelet

Statistical and power
density
characteristics

Li[7]

VHF FM

Time-frequency
analysis

Multi-segment
fractal dimension

Xiao [8]

VHF FM

Time-frequency
analysis

Complex envelope,
instantaneous
amplitude,
instantaneous phase
and instantaneous
frequency

Shi [9]

VHF FM

Time-frequency
analysis

Amplitude and
phase characteristics

Polak [10]

IEEE 802.11b

Wavelet

Transient signal
amplitude, phase,
in-phase component,
quadrature
component, power
and discrete wavelet
transform (DWT)
coefficients, etc.

Wang [11]

433 MHz

Wavelet

Signal duration,
normalized
amplitude variance,
peak number of
carrier signal,
discrete wavelet
transform
coefficients of the
first signal extracted,
and the difference
between the average
and maximum
normalized
amplitude

Steady-state
signals

Demers [12]

UMTS

FFT

Preamble spectrum

(continued)
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Table 1. (continued)

Authors Type of Methods Key features
communications
Patel [13] IEEE 802.11a/g FFT Power spectral
density of preambles
Reising [14] | IEEE 802.11b FFT Frequency offset,
preamble

correlation, I/Q
offset, amplitude
error and phase
errors

Knox [15] MIMO FFT Error vector
magnitude, carrier
center frequency
deviation, OFDM
pilot phase
deviation, symbol
clock deviation, I/Q
offset, I/Q phase
rotation, I/Q gain
imbalance, and
preamble correlation

Yuan [16] IEEE 802.15.4 FFT Phase information of
the demodulated
baseband signal
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Fig. 1. Signal characteristics for RF fingerprinting analysis
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Due to the short duration of a transient signal, it is necessary to determine the start-
ing point of the transient signal in order to obtain the information from the signal.
Typical methods of detecting the starting points primarily rely on the comparison of
transient signals and noises, and the specific methods include amplitude threshold detec-
tion, Bayesian step-start detection, Bayesian rising-point detection, as well as variance
estimation detection [6]. Basic principles primarily include Wavelet transform, fractal
theory, and time-frequency analysis.

(1) Research on the wavelet transform.

By analyzing transient signals, Li et al. propose a self-recognition method, and it
builds neural network models on the non-cooperative radar signals by using wavelet
transform features [7]. Aimed at the wireless signals intercepted by a receiver,
Li et al. extract the wavelet features of transient signals, and propose the time-
frequency information from the signals through wavelet decomposition to identify
different signal sources. However, the result shows extremely high signal-to-noise
ratio. Through multi-scale and multi-resolution analysis of the signals in the actual
environment, Li et al. [7] can achieve a fairly high resolution in the time-frequency
domain and high accuracy of classifications. Wavelet analysis reflects the individual
characteristics of radiation sources by increasing the number of decomposition
layers, at the high cost of time computation.

(2) Research on the fractal theory.

Fractal geometry is a new and emerging geometry theory recently in the field
of complex graphs. Xiao et al. [8] study the extraction of multiple dimensions from
wireless signals as RF fingerprint features to identify different transmitters, achiev-
ing a fairly good recognition performance. Fractal features lack a description of
time-varying characteristics of transient signals, and thus the signals with signifi-
cantly different instantaneous characteristics may have the same fractal complexity.
This situation may result in partial misjudgment of RF fingerprinting recognition
and reduce the accuracy of recognition. At the same time, due to the different com-
putation methods in different fractal dimensions, we cannot achieve a consistent
recognition rate. Xiao et al. [8] analyze the recognition performance when various
values of fractal dimensions are used as feature vectors. The testing results show that
the recognition performance of the methods with multiple dimensions outperforms
the other methods.

(3) Research on the time-frequency analysis.

In the time-frequency analysis of transient signals, Hilbert transform is always
used to extract the instantaneous amplitude and phase from the signals. A nonlinear
model for transient signal transmission and reception is established, and the char-
acteristics of signal amplitude and phase distortion are used to identify different
transmitters [9]. However, in practical applications, the complexity of nonlinear
model is extremely high and thus it is difficult to establish with a nonlinear model.
Bradford W. Polak et al. construct a kernel function to improve the classification
performance, apply time-frequency analysis into the recognition of transmitters,
and achieve fairly good recognition performance [10].

But it is worth noting that the RF fingerprinting recognition technology based
on transient signals requires extremely high accuracy of the recognition instrument,
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and the signal energy is quite weak at the receive end [11]. Intercepting the transient
signal from the received signal is also the difficulty of transient-signal recognition
technology. RF fingerprinting features of transient signals include signal duration,
transient spectrum, etc. The transient signal duration is extremely short, and the
channel environment (e.g., noise, temperature, etc.) has a great impact on the tran-
sient signals. All the above-mentioned factors may influence the performance in
practice.

RF fingerprinting recognition methods for steady-state signals.

In addition to a few transient signals, most wireless signals are steady-state signals.

In the steady-state part of a signal, the transmitter is typically stable throughout the
communication process, and the information part is easy to be separated from the received
signal. Therefore, researchers start to study the RF fingerprint recognition on the steady-
state signals.

ey

(@)
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Research on high-order moments and high-order spectra.

A high-order moment feature recognition method is designed on envelope fea-
tures, but its recognition rate cannot meet the actual demand [12]. Specifically,
the recognition method uses the power spectral density of a preamble sequence
as feature vectors to identify different transmitters. However, the default signals of
conventional second-order cumulants follow Gaussian distribution, which is always
assumed in practical applications. Patel et al. in [13] propose a method of computing
the rectangular integral bispectrum of a signal, and it can achieve fairly good recog-
nition performance. With higher-order spectral features, Patel et al. can achieve
high performance by extracting the RF fingerprinting features from non-Gaussian
signals.

Research on the non-linearity of devices.

Due to the appearance of a large number of non-linear devices such as power
amplifiers, researchers employ non-linear characteristics for RF fingerprinting
recognition [14]. Specifically, a method of nonlinear dynamics is proposed to spa-
tially reconstruct the received signal, and the results show that spatial reconstruction
has a good identification performance for weakly nonlinear devices. Also fractal
geometry is used to characterize the nonlinearity of a steady-state signal, and the
results show that different transmitters have different fractal characteristics [15].
Research on the imbalance of I/Q signals.

Researchers study the use of frequency estimation to identify different transmit-
ters with instantaneous frequency as the characteristic parameter [16]. By extracting
the signal’s frequency offset, phase offset, IQ offset, and preamble-related modula-
tion errors, the proposed method can identify different transmitters, and the experi-
mental results show that the proposed method can achieve high anti-noise capability
and strong robustness. The study uses IQ imbalance to identify the relay system, and
the results show that this method has greatly improved the recognition performance
[16].
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3 Deep Learning Based RF Fingerprinting Recognition Algorithms

In the process of recognition, we can classify the methods of extracting RF fingerprint-
ing features into two types (see Fig. 2). The former is a traditional machine-learning
recognition technology, while the latter is a deep-learning recognition technology.
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Fig. 2. Types of algorithms for RF fingerprinting recognition

Before 2018, the research on RF fingerprinting focuses on using machine learning
algorithms, e.g., support vector machines (SVM) to recognize the identity document (ID)
of each mobile device. A few studies employ multiple SVM algorithms to recognize the
ID of mobile devices, including the Platt’s Minimization Optimization (SMO) algo-
rithm, the PolyKernel algorithms, the Pearson VII Universal Kernel (PuK) algorithms
[17]. Typically, the PuK algorithms are more effective in RF Fingerprinting recognition,
attaining high performance in recognition and dramatically reducing the computation
time. The traditional machine-learning RF fingerprinting recognition technology first
preprocesses the collected signals, including power normalization, noise reduction, and
label setting. Then, with different algorithms to extract RF fingerprinting features from
the pre-processed signal data, we can store the marked features into the fingerprint library.
Finally, the extracted RF fingerprint features are used to identify the mobile devices. In
the traditional machine-learning recognition technology, the key is to select appropriate
signal characteristics from RF fingerprints.

After 2018, the study of using deep learning in the field of RF fingerprinting recogni-
tion has gradually appeared. Sankhe et al. in [ 18] propose to use a 2-layered convolution
neural networks (CNN) to train the RF fingerprinting data from 16 of X310 USRP
SDRs. Wu et al. in [19] employ a deep neural network (DNN) with rectified linear units
(ReLU) to run the training model for the RF fingerprinting recognition of 12 Ettus USRP
N210. Also Wu et al. in [19] propose an incremental learning based neural networks to
train the data in multiple stages and modify the learning model with new-arrival data
to accelerate the process of training. Compared with traditional machine learning algo-
rithms, deep-learning based radio frequency fingerprinting recognition technology does
not require the procedure of feature extraction. After preprocessing, we directly compare
the predicted labels with the labels registered in the fingerprint library in a deep learning
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network to identify different mobile devices. Deep learning relies on a large number of
data to train the models with existing RF fingerprints.

As the most successful artificial intelligence method in the field of computer vision,
CNN has been widely used in classification, recognition, etc. In our research of RF
fingerprinting recognition, we load the original signals from various mobile devices into
a CNN model for RF fingerprinting recognition. Specifically, we design the CNN model
by referring to LeNet-5, which is composed of the operations of convolution and pooling.
By using 2 groups of convolution and pooling, we can build up a 5 layered CNN model
as Fig. 3. As shown in Fig. 3, the 5 layers of networks include 2 convolution layers, 2
pooling layers, as well as 1 fully connected layer before output. The input data flows
through the first convolution layer, the first pooling layer, the second convolution layer,
the second pooling layer, as well as a fully connected layer before output.

As the core of a CNN, the convolution layer primary plays the role of extracting
RF features from the original signals, and it is composed of a few kernels to operate
the convolution computation on the input data. Specifically, a kernel employs a filter in
the size of 2 x 2 to slide and convolve with the input data, creating a feature map with
the dimension determined by the sliding interval of the filter. In our CNN architecture,
we employ an activation function on the elements of a feature map through a pre-
determined transformation, and a typical activation function includes sigmoid, tanh, etc.
In our model, we use a rectified linear unit (ReLU) to compose CNN networks, and a
ReLU represents the maximum between the input value and zero, i.e. setting each of the
negative values to be 0.

In the CNN model for RF fingerprinting recognition, the input data are 2 x 128 I/Q
samples of RF signals. The first convolution layer is in the size of 50 x 1 x 3 with the
kernel of ReLU, the first pooling layer is a Max pooling layer, the second convolution
layer is in the size of 50 x 2 x 3 with the kernel of ReLU, the second pooling layer
is also a Max pooling layer, the last layer is a fully-connected layer with the kernel of
Softmax. The output is the ID of a mobile device for recognition.
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Fig. 3. CNN model for RF fingerprinting recognition
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4 Federated Learning Based RF Fingerprinting Recognition

A. Preprocessing data.

The input data of a training model is a sequence of I/Q samples, and usually it
represents a time-series of collected data through Rayleigh fading channels. Before we
can train raw data, we need to preprocess these data. First, we need to use the channel
estimation methods with the objective of minimum mean square error (MMSE), and
then normalize the data valued in a range of [0,1]. Before we load the whole sequence of
data into the training model, we need to partition data into a few subsequences. Assume
that the length of input I/Q sequence is 7" and each of the subsequences is 7, then the
number of partitioned subsequences is M = T/t. Also we set a window with the length
of ¢, and slide the window over the I/Q sequence with the length of 7.

Instead of loading the sequence of I/Q samples with the length of 7 into our training
model, we put multiple subsequences into the model one by one. It is critical but difficult
to select the length of subsequence, since a short subsequence can resultin a low variance
within a subsequence but high bias between subsequences, while a long subsequence
can lead to a high variance within a subsequence but low bias between subsequences.
In practice, we need to balance the variance within a subsequence and the bias between
subsequences when selecting the length of subsequences.

In view of the variation of wireless channels, we can assume that the channels are
invariant when the duration of a subsequence is short, i.e. the length of subsequence
is small. Thus, we select fairly short subsequences of input samples to train the model
and it can simplify the estimation of coefficients in the wireless channels. Specifically,
we train the real part and the imaginary part of the I/Q subsequences in a 2 x 1 vector,
respectively.

B. RF Fingerprinting recognition.

In this section, we establish a federated learning based distributed computing model,
in which each mobile device trains its own sample data and one server is used to finalize
the model by collecting the parameters from each device and modifying the model at
each of the device end. In the following, we first present the federated learning based dis-
tributed computing model. Then, we present the potential impact of unbalanced amount
of sample data on the recognition performance of federated learning. Finally, we address
the method of dynamic sample gradient to mitigate the impact of unbalanced amount on
the decrease of recognition performance and save the computation time.

(1) Federated learning based heterogeneous data computing model.

Based on the distributed computing model of federated learning, different amount of
data is distributed to different devices for computation, and a server is used to coordinate
with multiple devices. Each of the devices can update its own federated learning model
based on local data, and communicate with the server regularly to achieve the global
minimum of learning loss. The flow chart of model training for federated learning is
shown in Fig. 4. The federated learning process is composed of three steps: encrypted
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sample alignment, encrypted models training, and incentive effect. Encrypted sample
alignment refers to the use of encryption-based sample alignment to find the common
samples of two parties on the premise that each device does not disclose data in order
to combine the characteristics of these samples for modeling; encryption model training
refers to using the distribution of public keys, intermediate encryption effects, and model
updating to establish learning models; effect incentive refers to recording the effects of
the established model through a permanent data recording mechanism such as blockchain
to further optimize the parameters in the federated-learning model.

The distributed computing model based on federated learning is designed to enable
the server to aggregate the updates of all the mobile devices. The goal of optimization in
the model is defined as the overall learning loss, which equals to the weighted average of
learning loss of each mobile device and the weight is the proportion of samples trained
at each device.

....................................

Server

1) Public key distribution

2) Intermediate encryption

Device 3) Aggregate gradient loss
— ° " ggregate g
Data not
exchangable 4) Update learning model

Fig. 4. Flow chart of training in federated learning model

The process of solving the above-mentioned optimization problem can be summa-
rized as follows: we first select n; mobile devices and use federated learning to train the
data distributed at each device. Given the learning rate of 1, we can locally compute the
average gradient g = VFy(wy) at each device and send the computation results to the
server. For mobile device k, it can update the weight as wf 1< wf — N8k -

In federated learning, when data is heterogeneously distributed at each mobile device,
it may cause a few devices to take long time to compute the data, incapable of com-
pleting the local update and uploading to the server within the allowed time. In view
of the unbalanced distribution of data among heterogeneous mobile devices, we need
to quantify the amount of data into several levels for the analysis of federated learning
performance. By setting a few thresholds to scale the data amount of mobile devices, we
can differentiate the devices which need to handle huge amount of data with those which
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only need to process small amount of data. Assume that the capacity of all the mobile
devices is almost the same and the sample size of each mobile device can be arranged in
an ascending order as {n1, na, - - -, ng}, then the local update time at each mobile device
can be computed as r; < 1, < --- <, since the local update time is linearly increasing
with the sample size.

Data is independently generated at each of the distributed mobile devices. The data
from different devices have different distribution characteristics, and the amount of train-
ing data used when performing local learning is very unbalanced. We intend to use a
dynamic sample selection algorithm to mitigate the impact of unbalanced data distri-
bution on the performance of learning model. This method allocates processing tasks
according to the data processing capabilities of heterogeneous devices. By guaranteeing
the accuracy of learning model, the running efficiency of model can be dramatically
improved.

(2) Dynamic sample selection algorithm model.

Mobile devices have different data processing capabilities. When a few devices
need to process a large amount of data, they may lead to a dramatic increase in time
consumption when performing local update. Previous studies have shown that the use of
dynamic sample selection algorithms can meet the challenges of heterogeneous mobile
devices to handle large amount of data, and accelerate the convergence rate of data
processing algorithms at mobile devices.

Specifically, the dynamic sample selection algorithm computes the estimation of
variance obtained by batch gradient to increase the training sample size. The algorithm
can dynamically increase the training sample size when setting the initial size to be
a small value, and achieve a relatively low computation cost while guaranteeing the
expected accuracy of our algorithm. For the local sample set Sy established at device &,
the objective function of our dynamic sample selection algorithm can be characterized
as the average loss function I(f (w, x¢), yx) at each device k, given w to be the algorithm
parameters, x; to be the input data and y; to be the output data.

In the first iteration, we select a data set in a relatively small size and determine
whether the sample size can optimize the objective function. If the sample set can enhance
the value of an objective function, the sample set is maintained in the next iteration, and
new samples in the same size are selected to complete the iteration. Conversely, if
the sample set does not increase the value of an objective function, the algorithm will
increase the sample size and reselect a new sample based on a higher value to perform the
next iteration. In the gradient descent process of a dynamic sample selection algorithm,
the vector V.Jg(w) represents the descent direction of our objective function J with the
parameter w. In order to achieve the convergence of our objective function, we can
represent the deterministic conditions as | VJs(w) — VI W)|l, < 0||VIs(Ww)||5.

When the amount of data to be processed by a mobile device is large, the iteration
cost in our federated learning algorithm is high. If all the local samples are trained on a
single mobile device, we have to experience a high cost of updating our model in each
round of iteration. To solve the above-mentioned problem, we intend to use the dynamic
sample selection strategy. First, we use a small number of samples to train the model,
and then increase the sample size gradually to achieve a higher model accuracy. The
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process is summarized in Algorithm 1, where K represents the set of mobile devices,
Dy, represents the threshold between the size of a large data set and the size of a small
data set, N represents the total number of iterations, ¢ represents the iteration round, n
represents the iterative learning rate.

Algorithm 1 Dynamic sample selection algorithm (DASA)

Input X,D,,N,n
Output ,,,
Initialize w,, D,
for tr=1,---N do
select S, where S, c K
for ke S, in parallel do
!, = DeviceUpdate(k,w, ,D,)

end for
K nk k
Wy = zk:] " Wi
end for

function DeviceUpdate(k, w,,D,)
Initialize n,
If n,>D,
Initialize S, < {l,--,n,}
fori=1,---N do
g, =-VJg (a),k )
a)tk+1 = a)tk “N&:
i=i+1
Compute the sample variance
end for
else
fori=1---N do
o), = -ng,
end for
end if
return o’

t+1
end function

In Algorithm 1, the server sends Dy to each of the mobile devices, and each device
compares its own sample size n; with Dy. If n < Dy, we can use all the sample resources
without any adjustment and perform the local gradient descent process based on the
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stochastic gradient algorithm. Otherwise, a few mobile devices can be selected to adjust
their gradient descent parameters. The sample size at each iteration is determined by the
estimation of variance obtained by the computation of batch gradient. The complexity of
this algorithm can be denoted as F' = O(w/¢), where ¢ refers to the allowed computation
error, w represents the data processing task allocation among mobile devices.

5 Simulation Results

In the federated learning based RF fingerprinting algorithm, we first consider the con-
vergence of our proposed algorithm (shown in Algorithm 1), and compare it with the
convergence of a distributed training model without dynamic sample selection, i.e.,
using the whole set of data at a local mobile device as training data. Also we consider
the accuracy of our proposed algorithm with different parameters in the model.

We complete the distributed RF fingerprinting recognition task based on the experi-
ment shown in Fig. 5, which contains the records of I/Q samples from 4 of X310 USRP
SDRs as the transmitters and a X310 USRP SDR as the receiver through a Rayleigh
fading channel with the signal noise ratio (SNR) of 5 dB. The records are received at
the rate of 5 M/s around the frequency of 2.45 GHz, and the total amount of data is 20
million recored in the PXIE 8840 for one mobile device [20].

Fig. 5. Experiment environment for RF fingerprinting recognition

A. Convergence Analysis.

Based on the collected data in our experiment, we set the learning rate as 0.2, and set
the number of mobile devices to be 50, 100, and 200, respectively. Figure 6 (a) shows the
learning loss of the dynamic sample selection algorithm (DASA) in Algorithm 1 and the
fixed gradient algorithm (FGA) [21] in which no sample selection is used. In comparison
with the FGA, our proposed DASA can effectively reduce the learning loss with different
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numbers of mobile devices. In addition, the learning loss of both algorithms increases
with the rise of the number of mobile devices, which indicate that the performance gap
between the distributed learning algorithms and the centralized algorithm dramatically
increases with the number of mobiled devices rising. This is the cost of distributed
learning algorithms when loading and training data in the memory of a single device is
not applicable.

Figure 6 (b) shows the accuracy of RF fingerprinting recognition in the DASA
algorithm (Algorithm 1) and the FGA algorithm. Compared with the FGA algorithm,
the DASA algorithm can achieve higher recognition accuracy with different numbers
of mobile devices. In addition, the DASA algorithm can converge to the final accuracy
results in 400-600 rounds of iterations, while the FGA algorithm needs to complete the
convergence after 1000 rounds of iterations. This shows that the DASA algorithm can
accelerate the convergence process, reduce the computation cost, as well as guarantee
the accuracy of recognition.

DASA(200 devices)
== DASA(100 devices)
—&— DASA(50 devices)

0.8

2 Vi a
2 FGA = FGA(200 devices) g "
3 05 —d— FGA(100 devices) E 06
P —e— FGA(S0 devices) & 4
é o ! 5 / Y DASA(200 devices)
E - ° ™ —&— DASA(100 devices)
g —&— DASA(50 devices)
024 i 02 —fl— FGA(200 devices)
—de— FGA(100 devices)
DASA —a— FGA(50 devices)
00 100 200 3 I ‘ 00 : ‘
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Rounds of Iterations Rounds of Iterations
.
(a) Loss of learning (b) Accuracy of algorithms

Fig. 6. Accuracy of federated learning based recognition algorithms

B. Performance Evaluation.

In this section, we compare the system performance of our proposed DASA algo-
rithms with different parameters of 7 and Nk . The former represents the iterative learning
rate, while the later represents the number of mobile devices in the set of K.

As shown in Fig. 7, the recognition accuracy decreases with the rise of iterative
learning rate 7. The internal rationale of this result is that when we enhance the learning
rate 7, the gradient parameters wf 1= a)fc —ngyr in each iteration changes at a high speed,
and thus has a high risk of missing the optimum of VJg(w). Once the optimal VJg(w)
is not achieved, the accuracy of the recognition will be reduced.

Also shown in Fig. 7, the recognition accuracy decreases with the rise of Ng. In
other words, it is more difficult to recognize the mobile devices when more devices are
required to identify. With the subtle differences of RF signals emitted by mobile devices,
the process of RF fingerprinting recognition is difficult to complete.
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Fig. 7. Accuracy of federated learning algorithms with different parameters

6 Conclusion

To solve the problem of user authentication, we study the federated learning algorithms
for the RF fingerprinting recognition of mobile devices in this paper. In consideration
of the impact of uneven data distribution on the performance of federated learning
algorithms, we propose a dynamic sample selection algorithm to train the RF signals. In
comparison with fixed-gradient federated learning algorithms, our proposed algorithm
can improve the system accuracy by 10%—-20%, while converging to the solution at a
higher speed.
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