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Abstract. Over the years, digital technology has grown considerably.
With this growth, the information systems’ security has increasingly
become a major concern. In this paper, we propose an analysis model
based on application execution traces. This model makes it possible to
improve the detection of vulnerabilities in applications. Indeed, after an
evaluation of each of the tracing techniques we derived this model which
takes into account these techniques and combines them with machine
learning techniques. In this way, the applications undergo several anal-
yses. This reduces the effect of evasion techniques used by hackers to
circumvent the proposed solutions. We focused on Android applications
because of their increasing popularity with a variety of services and fea-
tures offered, making them a favourite target for hackers. These hackers
use every means to exploit the slightest flaw in the applications. Unfor-
tunately, the solutions proposed remain insufficient and sometimes inef-
fective in the face of their determination.

Keywords: Execution traces + Vulnerabilities - Tracing techniques *
Applications - Attacks

1 Introduction

The role that applications play in computer systems makes them essential to
progress. Applications use, although indispensable for companies and individ-
uals, makes them a privileged target for malicious attacks [1]. These attacks
exploit known or unknown vulnerabilities in the applications. The solutions pro-
posed in the literature remain insufficient in view of the growth of attacks. These
attacks and exploits are increasingly motivated by financial gain. These motives
have led to changes in the nature of the attacks and also in the procedures
used by cybercriminals. They are using techniques that make malware more
sophisticated in order to evade the detection or protection systems in place [2].
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However, if applications contain flaws, these are exploited by cybercriminals to
their advantage.

How do we combine the protection of application data with the continuous

innovation of these applications? This is the question that mobilises researchers
in their quest to solve these computer data security problems. They are commit-
ted to solving this problem. Thus, several avenues of solutions are being explored
and several solutions are being experimented with in order to protect the data
[2-5]. Unfortunately, their efforts come up against the determination of pirates.
This means that the existing solutions are either insufficient or ineffective in the
face of the rise of piracy techniques [1].
This study is part of the logic of finding solutions to reduce the effects of mali-
cious actions on applications. For this purpose, we have chosen a dynamic app-
roach based on the analysis of application traces during their execution. We
propose a model for analysing these mobile application traces to improve data
protection. The aim is to improve the detection of vulnerabilities in mobile appli-
cations, which will also improve data protection.

The rest of this document is divided into several sections. Section. 2 presents
work similar to our study while Section. 3 provides a comparative study of
different application tracing tools. In Section. 4 we describe our approach with a
model based on the collection of application execution trace data. We conclude in
Section. 5 with the conclusion where we present the synthesis of our contribution
and our future work.

2 Related Works

2.1 Malware Evolution

According to the Gartner report [6], the number of applications has increased
considerably in recent years and are used worldwide and in all areas of activ-
ity. Application development is highly competitive as developers come up with
applications with features to meet users’ needs [5,6]. Almost all organisations
have adopted the new uses offered by these applications. In addition to the
development, management of reduced time, developers must deal with the use
of increasingly complex platforms.

Indeed, Cueva et al. [7] have shown in their study of embedded multimedia
applications that the increase in hardware complexity has led to an increase in
application complexity. In addition, all private and confidential informations are
easily stored on these applications. This makes the applications prone to vulner-
abilities and malicious attacks [8]. Several software vulnerabilities are detected
every year. Studies [1,6] show that malware threats are increasing with the
continued expansion of the functionality of associated devices. Some applica-
tions are harmful and contain vulnerabilities. These applications put users’ data
at risk. It is therefore necessary to detect vulnerable and malicious software.
Protection mechanisms based on signatures (antivirus), firewalls, etc. are some-
times necessary but became ineffective over the years against the new threats
from cybercriminals [2-4,9,10]. The constant evolution of threats and malware
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attacks that exploit software vulnerabilities requires the use of new techniques
to analyze and detect these vulnerabilities. In the remainder of this section, we
study these techniques and particularly tracing techniques.

2.2 Tracing

Having efficient and robust applications remains a challenge for developers
and researchers. Unfortunately, traditional application protection measures have
shown their limits. In the quest to improve the security of software data,
researchers have explored solutions based on application traces [11-13]. The pur-
pose of tracing an application is to obtain precise information on its behaviour.
Most of this information is dated with precision [11]. The study by Hassan et al.
[14] on the traces of web applications shows the possibility of obtaining infor-
mation such as the date, time, duration and IP address of the web applications
used. Zhou et al. [15] add that important information can be collected and trans-
mitted using the TCP/IP protocol. This information makes it possible to link
each IP address to the applications running on the device. This shows that the
content of the traces is essentially accurate and can be recorded for analysis for
security purposes. To obtain this information, the tracing relies on events that
will be captured when the system has reached certain states [11,16]. The collec-
tion of traces is fluid and only slightly modifies the application’s behaviour. The
events are produced using trace points (see Sect.4). Several tracing techniques
have been used in previous work. These techniques include debugging, profiling
and logging.

In practice, debugging, logging and profiling techniques are similar. All of
these techniques are used to present the user with information about the system
being monitored so that the user has a better understanding of its behaviour.
However, these tools differ in several aspects.

2.3 Debugging, Profiling and Logging Techniques

Debugging. According to Gruber’s works [17], debugging is a way of check-
ing the software functions to determine whether it does what it should do. It
is used by developers during the validation of an application to discover and
eliminate bugs if possible. Debugging therefore has a different purpose than
tracing. It allows us to understand the reasons for the errors that occurred dur-
ing the execution of a program [18]. This is why debugging techniques are used
for development purposes. They make it possible to show the user precise and
useful messages to understand the causes of system errors. Belkhiri [18] shows in
his work that some bugs can remain hidden until integration. Thus, some bugs
are difficult to diagnose and solve. Authors of the works [17-20] explain that
frameworks with advanced features are needed to debug and optimize applica-
tions. One of the limitations of debugging is the step-by-step inspection of the
system state. In addition, debugging only identifies bugs that are easy to find
and therefore debugged applications can be vulnerable. In addition, debugging is
less useful during the execution of an application, so vulnerabilities may escape
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it. It is therefore essential to find optimal solutions for diagnosing vulnerabilities
and optimising computer programs.

Profiling. As for profiling, it provides users with general informations about
the system. For Gruber [17], profiling allows one to verify that the application
being analysed is doing what it should be doing at the time it is supposed to.
Profiling also provides statistics on memory usage and execution time associated
with the monitored system [17,19]. While profiling can identify bottlenecks in
applications execution, it doesn’t take into account events that occur during the
time the system is being monitored. Thus profiling presents to user with averages
that correspond to the behaviour that occurred during that time but doesn’t take
into account the order in which events occur on the system. Furthermore, the
number of results presented as a result of profiling an application doesn’t increase
even if the profiling time increases, unlike tracing. Thus profiling doesn’t provide
enough information to successfully diagnose problems in an application.

2.4 Logging

Logging makes it possible to record valuable information about the events of a
system in the course of its activity, such as access to a system or file, modification
or transfer of data [21]. The works [21-23] show that logging resembles tracing
in the sense that the aim is also to record events occurring in a system. Also, the
data recorded is very high level, unlike the events of tracing which can be very
low level. According to these studies, it is noted that the frequency of recording
in logging is very low compared to that of tracing, and the information collected
is the errors in the program output. Taking into account the new architectures
that digital technology is adopting, such as mobile devices, it is difficult for
logging alone to solve the problems effectively. On the one hand, it is necessary
to manage the interactions between different services and on the other hand to
save the path of a trace that passes through various functions. Thus, the logging
tools are relatively inefficient for recording frequent events. We will therefore
consider tracing tools as optimised logging tools capable of gathering a lot of
information.

In sum, debugging, profiling and logging tools do not provide enough infor-
mation for optimal diagnosis of software vulnerabilities. Tracing that includes
these tools is an alternative and inclusive solution. Several tracing tools have
been proposed for the visualisation of application traces.

3 Tracing and Visualisation Tools

3.1 Applications Tracing Tools

Tracers are tools responsible for collecting events occurring during system execu-
tion and storing them in an orderly fashion in a trace. They used to understand
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the functional or interactive behaviour of the system through relevant and valu-
able data. There are several tracers whose difference lies in the volume of data
collected, the associated system and the behaviours represented. These different
tracers can save events that occur in the operating system (kernel tracing) or in
applications (user-space tracing) within the same trace. Kernel tracing provides
enough information about the execution of a system or an application and user-
space tracing allows to trace an application by looking at its performance. We are
therefore interested in user-space tracing. On the one hand, this tracing allows
the modification of the source code of an application to insert tracing points
in order to analyze the application’s behaviour. On the other hand, because we
want to collect more application-specific information. We will study the best
user-space tracers based on the performance of each tracer.

Strace. Strace! is one of the powerful, simple and easy to use tracers. It provides
its user with a record of the system calls that a program makes. This tracer is
offered in many distributions and can provide statistics on the time a program
spends in the kernel [24]. To obtain a Strace trace, the program must be launched
by setting the name of the command to be traced as a parameter to strace. It
is possible to specify filters and restrict the trace to certain system calls. One
of the advantages of Strace is that it offers the facility to record the opening
and closing of files of any program [25]. However, Strace uses only one file per
output process and this makes it inefficient. However, Strace uses only one file
per process for output, making it very inefficient on parallelized programs, since
it uses a lock to allow writing of the collected information. In addition, Strace’s
performance is worse at tracing system calls, which introduces two extra system
calls for each traced system call. This can slow down the execution time of the
program.

DTrace. DTrace? is a tracer that allows us to run scripts. DTrace has been
made compatible with Mac OS X and Linux environments by a team at Oracle
[24]. A user can instrument system calls without having to recompile their appli-
cation code. Since DTrace attaches to probes in the kernel, it is possible to trace
all processes running on the system. This tracer is part of Apple Inc.’s develop-
ment support software.?. This is a tool that is known to have no impact on the
traced system when trace points are disabled. It uses dynamic instrumentation
of user-space applications. DTrace has its own language like C to describe the
actions to be taken when a prerequisite is met. This provides a unified interface
for user-space application tracing. For performance, DTrace tracing overhead
increases when tracing applications due to the number of threads involved in
using concurrent execution protection mechanisms when tracing [25,26].

! http://www.brendangregg.com/blog/2014-05-11/strace-wow-much-syscall. html.

2 http://dtrace.org/blogs/about/.

3 https://developer.apple.com/library /mac/documentation/DeveloperTools/
Conceptual /InstrumentsUserGuide/.
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SystemTap. SystemTap is a tracer more recommended for system administra-
tors to facilitate their access to kernel tracing and retrieve statistics as soon as
a problem occurs. It is a tracing tool that combines trace generation and analy-
sis of results. SystemTap allows the use of scripts like DTrace to define actions
when a trace point is reached. Scripts can be defined at the beginning or end
of functions or in some cases during system calls [26]. The difference is that
SystemTap scripts are compiled as native code and run faster than DTrace’s
bytecode-compiled scripts. With Strace, the difference is that SystemTap analy-
ses the activity of all the processes in the system. SystemTap allows to analyze
all interactions of the same type for all processes running on the computer com-
pared to Strace which only analyses one or a few specific processes. This provides
more informations for data analysis to identify problems caused by the activity
of other processes. However, the synchronisation techniques used by SystemTap
mean that the overhead of tracing increases [25]. In addition, during tracing,
the calculation of statistics and the flexibility of the tracer are an advantage
when it comes to diagnosing performance problems. Unfortunately, the traces
are often large and are written to a text file or directly to a console. In addition,
the analysis of the results is done during the tracing process, so it is impossible
to do more complex or customised analyses afterwards. These reasons show that
the use of SystemTap is limited for our study.

LTTng-UST. Linux Trace Toolkit Next Generation User-Space Tracer
(LTTng-UST) is the component of the LTTng* kernel tracer that runs entirely
in user mode. This tracer has been designed to minimize its impact on the traced
system. It uses the same architecture as LT Tng and relies on trace points inserted
at arbitrary locations in the code, which will send informations about the state of
the system to the tracer when encountered during execution of the instrumented
program. Thus, the program is dynamically linked during its execution to the
liblttng-ust library. To ensure scalability to multiple cores and to be efficient, this
tracer allocates a circular buffer for each execution core, allowing to instrument
programs with parallelized execution without penalizing the different execution
threads [24]. In addition, the buffers are managed through atomic operations
and are shared with a background process responsible for transferring the stored
data to disk or sending it across the network, and flushing the buffers before
they are filled. However, the buffers can fill up too quickly, if the network or
disk throughput for example is lower than the event generation rate. New events
overwrite older ones. A buffer backup can be triggered if necessary. For example
when an error occurs or when too much latency is detected, a trace of the few
seconds preceding the incident becomes available for analysis. By default, LTTng
accepts to lose events rather than blocking the process waiting for the disk or the
network, in order not to slow down the execution of the program. The advantage
is therefore to reduce system disruption and avoid having to manage the storage
of large traces. With these different developed modules, LTTng-UST is able to
instrument programs written in C/C++, Java and even Python. Furthermore,

* https://lttng.org.
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it is easy to combine traces produced in user-space by LTTng-UST and kernel
traces produced by LTTng. Tracing with LTTng-UST doesn’t require any sys-
tem calls, which makes it very powerful. Events are written by applications to
buffers in shared memory. A single daemon is responsible for collecting events
generated by all instrumented applications on the system.

3.2 Viewing Traces

The virtualization tools provide appropriate views of the execution of programs
in order to understand the information gathered. The raw trace data can be
displayed, but when the traced program becomes complex, it is more difficult to
get an overview of the application’s execution in order to detect functionality or
performance problems. Several trace visualisation tools have been proposed to
analyse events. In this study, we favour the tools for visualising traces generated
in CTF format, although they are binary and therefore difficult to read directly.

Babeltrace. Babeltrace is a LTTng trace visualization tool used to print the
content of a trace to the console. This tool makes it easy to read the traces with-
out performing any analysis. In addition to the provided libbabeltrace library
that allows other programs to read LT Tng traces, it allows to display CTF traces
as ordered textual events. These displayed events are precisely stamped with the
name of the event and the arguments recorded at the time the trace point was
encountered at system execution. The advantage of this tool is that it can con-
vert traces from CTF format to another format and vice versa while providing
a programming interface in C or Python language. This makes it possible to
filter the desired events for analysis. Also, the programming interfaces allow the
conversion of binary data into data structures that can be modified and used by
other algorithms. The weakness of Babeltrace lies in the slow reading of traces
in CTF format in case the number of events is high.

Trace Compass. Formerly known as the Tracing and Monitoring Framework
plugin within the Eclipse environment, Trace Compass is a popular trace visual-
ization and analysis tool and supports several trace formats including the CTF
format. It is designed to quickly process very large traces and process events
based on finite state machines to present different results. This tool provides
clear and differentiated views from recorded traces. Also, the conversion of traces
in CTF format to a human-readable format is done using state machines. These
state machines are very efficient for saving large numbers of recorded events
[25], and the construction of the state tree is particularly optimised. Thus, when
a trace is loaded into the software, the state tree is calculated according to
the interval visible in the current view, which allows this tool to display traces
quickly, and users to be able to explore the different recorded events efficiently.
In addition, various views have been developed to analyse the traced system
and display statistics relating to the system during the period it was traced. To
obtain richer views, it is possible to add Java code to the project or even attach
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scripts written in Python to process the visualized traces without modifying the
source code. Trace Compass is therefore a preferred tool for visualizing recorded
traces and for conducting fast and powerful analyses. A limitation of Trace com-
pass is that each analysis is confined to its own view. It is therefore necessary to
combine the information that each analysis offers about the same resource.

4 Approach

4.1 Choice of Applications

In the rest of our work, we have restricted our study to mobile applications,
particularly Android applications. Our choice is motivated by the popularity of
Android ([8,27]), the growing number of vulnerabilities in applications (Gartner
report®, [27]), the risks of threats to which users are exposed ([15,28]) and the
inadequacy of the solutions for the protection of the data that transit these appli-
cations ([1,9,29]). In fact, functions that were previously reserved for hardware
are now taken into account by mobile applications. In addition, the openness of
Android allows developers to take advantage and the fact that applications are
free to download and use has helped attract users [8,15]. According to Gartner’s
Digital Report, Android is in first place with over 82% of the mobile market
and over 2 billion shipments by 2021. This expansion of applications has also
created challenges related to data security. Several studies show that vulnerabil-
ities in applications make it the most vulnerable system and the most targeted
by malicious attacks [2,4,8,27,30]. The scale of attacks targeting Android users
is considerable. These attacks exploit vulnerabilities, the increasing number of
which has caused enormous damage to users. Unfortunately the threat of mal-
ware is growing every year and new malware such as ransomware has evolved in
sophistication to evade existing scanning techniques. The complexity of malware,
its evolution, the increase in damage caused by its attacks and the inadequacies
of traditional protection mechanisms prompt us to explore execution traces to
improve the protection of application data in this system. In addition, few works
have focused on the tracing of mobile applications.

4.2 Using Machine Learning Techniques

In view of the number of vulnerabilities in Android applications, we propose in
our approach to combine machine learning techniques with tracing for vulnera-
bility detection. Machine learning is one of the new approaches used to detect
vulnerabilities in Android applications [30,31]. It has algorithms that combined
with our approach will improve the identification of software vulnerability risks
in Android and thus reduce the threat of malware. After the recovery of events
and the visualization of the obtained traces we will extract the characteristics
in these traces to build vectors suitable for the analysis with the algorithms.

5 https://www.gartner.com/en/information-technology /insights/top-technology-
trends/top-technology-trends-ebook.
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In addition, we will build a dataset to train our model to learn from the data. To
the vectors we will apply Logistic Regression (LR), Linear Discriminant Analysis
(LDA), K-Nearest Neighbors (KNN), Decision Tree Classifier (DTREE-CART),
Naive Bayes (NB), MLP Classifier (MLP), Random Forest Classifier (RFOR-
EST) and Support Vector Machine (SVM). Then we will compare the results of
these algorithms on vulnerability detection from execution traces. In this way
we will obtain results that improve the accuracy, efficiency and effectiveness of
vulnerability detection.

4.3 Model Proposed

In the model we propose in Fig. 1, our approach is an extension of tracing tech-
niques to Android applications to which we combine machine learning tech-
niques. This model has two stages of analysis of Android applications. In the
implementation of our Android applications tracing approach, we will collect
applications (both malware and benign) from several sources to instrument the
code.

I Collect Android apps |

Visualization tool

Convertto

Dictionary objects Convertto
with Python L
interface
o [ Characteristics extraction ]o— Exar‘n
CTFfile
Apply

Methods
efficienc

Machine Learning
Algorithms

Fig. 1. Model using Android application execution traces

The first step is to use tracepoints. These tracepoints will function to make a
call containing information about the state of the application. With the insertion
of tracepoints, we will have data on the operation of the traced application
and also a description of its interactions. To capture the events that are the
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data exported by the tracepoints, we reserved the LTTng-UST tracing tool.
This tracer is known for its low overhead and its ability to trace applications
running in the user-space. The collected events are stored in a trace in an orderly
fashion. Then, we will use the visualization tool Trace Compass to convert the
collected binary data into a CTF file. Finally, as this file is readable, we will
analyse its content to identify possible precursor behaviours of attacks according
to functional and interactive gaps.

Tracing and visualisation tools can sometimes provide an effective first app-
roach to tracing but are not sufficient on their own to identify vulnerabilities.
This encourages us to combine learning techniques to refine the examination of
the traces. The second step is therefore the extraction of features from the CTF
files. These features will be used to construct eigenvectors for analysis with the
algorithms seen previously. The aim is to convert the data into vectors of num-
bers for model learning so that it can be used as a basis for identifying the origin
of undesirable application behaviour. Using the Python interface, the events in
the trace can be read and converted into dictionary objects. These objects, after
various modification steps, can also be used to feed machine learning algorithms.

5 Conclusion

New threats against digital suggest new approaches to improve data protection.
In this paper we have presented a model to improve the vulnerabilities detec-
tion in Android applications. Our model combines tracing and machine learning
techniques to analyze Android applications execution traces. These traces have
proven to be valuable in analysing applications through a comparison of func-
tionality with its runtime behaviour. For this purpose, we selected LTTng-UST
as tracer to capture and record events and Trace compass as visualization tool.
To these powerful tools, we proposed to associate machine learning algorithms
which allows to have detailed informations on the application behaviour but also
on the trace structure.

The main contribution of this paper is the offering of a model that combines
user-space tracing techniques with machine learning techniques for advanced
analysis of Android applications. In addition, this paper provides a comparative
study of tracing techniques, tracers and also runtime trace visualization tools.
Our approach is to limit the actions of malware that use evasion techniques.
And, this will significantly increase the detection of vulnerabilities and also real
problems in Android applications. In the future, we plan to compare the results
obtained by applying our model with other approaches to evaluate the success
rate and effectiveness of our model. The objective is to have applications that
are resistant to malware evasion techniques.
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