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Abstract. Whether it is an insider or an Advanced Persistent Threat
(APT), sensitive data is being stolen. This year’s German Federal Office
for Information Security (BSI) annual report (https://www.bsi.bund.de/
EN/Service-Navi/Publikationen/Lagebericht/lagebericht node.html) on
the state of Information Technology’s (IT) Security in Germany points
to the worsening situation. A key result of the BSI is that cyber extor-
tion attempts have become the number-one threat due to leading cyber-
attacker collectives expanding their strategy. They exfiltrate data unlaw-
fully for offsite storage before encrypting it. This year, the organizations
were also being extorted for hush money and faced with the threat of dis-
closure of sensitive, but stolen data. Data exfiltration has become a stan-
dard procedure in almost all cases of ransomware attacks. In our work,
we take up this currently most dangerous threat. First, we provide a uni-
versal definition for the operation of data exfiltration. In the next step
we evaluate three frequently used methods for cyber threat intelligence:
Microsoft Threat Modeling Tool, the Malware Information and Sharing
Platform (MISP), and the MITRE Adversarial Tactics, Techniques and
Common Knowledge (ATT&CK) framework. Our evaluation goal is to
find out whether these methods allow to investigate and describe data
exfiltration in an appropriate way. In particular, we search for a suitable
categorization structure and semantics in order to categorize data exfil-
tration approaches. Given this, we carry out a systematic research, where
we consider recent peer-reviewed publications from the Digital Threats:
Research and Practice (DTRAP) forum in the context of data exfiltra-
tion. We categorize data exfiltration techniques as they are described in
the papers. This provides an excellent indication of the focus and dis-
tribution and allows us to specifically address deficiencies and further
research needs related to data exfiltration categories. Finally, we identify
and choose one relevant example of a category of data exfiltration and
show interactions with detection and protection measures. Our work pro-
vides an excellent assessment of the subject matter, frequently used tools
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and current research priorities in the context of the threat of adversarial
data exfiltration.

Keywords: Advanced Persistent Threat · Data Exfiltration ·
Universal Definition · Cyber Threat Intelligence · Systematic Review

1 Introduction

Network-based attacks and their mitigation are of increasing importance in our
ever-connected world. Often network-based attacks address valuable data, which
the attacker either encrypts to extort ransom or steals to make money reselling,
or both. After the infamous WannaCry and NotPetya ransomware attacks in
2017, companies stepped up their cyber defenses. More emphasis was placed on
backup and recovery processes so that even when files were destroyed, organiza-
tions had copies for quick recovery. However, cyber criminals have also adapted
their methods. Instead of simply encrypting files, double or even multiple extor-
tion [59] ransomware now exfiltrates the data first, before encrypting it. In par-
ticular, valuable business assets must be checked for unauthorized access and
need to be protected [56]. This year’s Federal Office for Information Security
(BSI) annual report1 on the state of Information Technology’s (IT) Security in
Germany confirms that cyber extortion attempts have become the number-one
threat due to leading cyber-attacker collectives, who expand their strategy.

As a key element of incident management institutions often implement their
cyber security strategy by releasing an Information Security Management Sys-
tems (ISMS). This approach provides robust protection against fundamental
threats from cyber-attackers. Institutions are increasingly focusing on holistic
protection of their own IT and are activating professional defense mechanisms
such as Extended Detection and Response (XDR). It is about the consideration
of an overall process. First of all, as far as possible, all data sources are used.
The goal is seamless monitoring of the data sources. Incoming data is analyzed
immediately with the aim of initiating coordinated defense processes. In addition,
XDR approaches pursue the goal of continuously optimizing these autonomous
security processes. Knowledge of the threats posed by cyber-attackers is con-
stantly increasing. The technical, legal and procedural possibilities for sharing
information about cyber threats are constantly improving. Experts are emerg-
ing who are specifically addressing these cyber threats and making their skills
available to others as a service.

However, such protection mechanisms are often considered late and some-
times only after a successful cyber-attack. Companies’ livelihoods fail when their
intellectual property is stolen. Often, modern protection measures are being
adapted too hesitantly. In addition, cyber-attackers have also become more pro-
fessional and specialized. Very sophisticated techniques for data exfiltration, such

1 https://www.bsi.bund.de/EN/Service-Navi/Publikationen/Lagebericht/lageberich
t node.html.

https://www.bsi.bund.de/EN/Service-Navi/Publikationen/Lagebericht/lagebericht_node.html
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as steganography, are increasingly being used. Professionals develop these tech-
nologies and offer them as a service to other criminals. As a result the BSI
recommendation for incident management of data exfiltration (and presumable
subsequent disclosure of data) is a recommendation for a systematic and rule-
based approach to monitor data transfers. That is the way to identify unusually
large outbound flows of data and terminates them in good time.

Definition and Review. We provide an universal definition of data exfiltration.
Thus, we manifest an initial anchor point. We start from this content anchor point
and review existing literature. Then, at its core, this work involves a systematic
literature review. Our goal is to find out what methods and techniques for hostile
extraction of data have been scientifically studied in the period 2020–2022. We
attempt to list the variety of methods and techniques and evaluate what skills are
needed by an attacker in order to use them and hence - in the scope of incident
management - to defend them. The result is an initial evaluation matrix.

Evaluation. We explore three frequently used frameworks. Here, we select the
Microsoft Threat Modeling Tool2, the Malware Information Sharing Platform
(MISP)3, and the MITRE ATT&CK framework4. First, we review the level of
detail in which data exfiltration can be structured and described using each of
these methods. With a view to the categorization to be conducted later, we select
one method which fits best for our purpose to describe threats of data exfiltration
in categories structurally and semantically. The selection criteria are the matu-
rity, the simplicity of application and finally the international recognition. Based
on this, we assign all the methods and techniques studied in the given categories.
Through this we gain knowledge, on the one hand about known attack-vectors and
on the other hand about techniques for data exfiltration. Furthermore, we figure
out the current focus of the considered scientific community in this way.

Structure of the Paper. The rest of this paper is structured as follows: after the
short motivation in this introduction we turn to related work in Sect. 2. In Sect. 3
we provide our definition of data exfiltration and evaluate the before-named
frameworks. Next Sect. 4 contains our systematic review and the categorization.
One chosen sample case study follows in Sect. 5. Finally we conclude our paper
in Sect. 6 and point to future work.

2 Related Work

In this section we sketch related work to our three contributions, i.e. the defini-
tion of data exfiltration, the evaluation of the three frequently used CTI frame-
works, and the systematic review in order to categorize techniques for data
exfiltration.
2 https://learn.microsoft.com/de-de/azure/security/develop/threat-modeling-tool.
3 https://www.misp-project.org/.
4 https://attack.mitre.org/.

https://learn.microsoft.com/de-de/azure/security/develop/threat-modeling-tool
https://www.misp-project.org/
https://attack.mitre.org/
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With respect to the definition of data exfiltration, in many works initial
approaches to provide a taxonomy for data exfiltration are considered. Overviews
and summerizations are available (e.g., [22]). However, to the best of our knowl-
edge, we have not found an “ex pressis verbis” universally applicable definition
in the large body of literature. In our work, we now provide this.

A small number of papers is available which describes the cyber threat intel-
ligence tools and techniques evaluated in our work. However, for us it is a matter
of describing the tools through mapping the specific use case of data exfiltration.
Nevertheless, here is a sample work for the Microsoft Threat Modeling Tool [63]
and the MITRE ATT&CK framework [1]. Such work was also carried out for
the MISP. This example shows an approach for modeling a threat model for
Infrastructure as a Service (IaaS) offerings [62]. Further studies, each focused on
individual areas of application, are available, e.g., [66]. We could not identify any
work that specifically examines these applications in order to determine whether
it is possible to describe and to categorize the phenomenon of data exfiltration in
sufficient detail with a common and internationally used taxonomy. Our investi-
gation fills this gap. We decide on the most appropriate categorization for data
exfiltration techniques.

[68] provide an excellent overview and review of state-of-the-art data exfil-
tration publications and aspects. As attacker type their review distinguishes
between an outside party or an insider. Furthermore [68] discriminate between
network-based and physical data exfiltration. Both attack-categories are fur-
ther subdivided: sample network-based data exfiltration comprise direct down-
load, passive monitoring, phishing, while physical theft and dumpster diving are
assigned to physical data exfiltration. Additionally, [68] consider countermea-
sures. However, this review is already 4 years old and no comparably extensive
works have been published since then. Our work now examines the most recent
publications from this year and thus does justice to the rapid technical innova-
tions that are (unfortunately) also used by cyber criminals.

There is a great deal of work on investigating specific threats or attacks
through a concrete technique of data exfiltration. This is an example of how
Internet of Things protocols are exploited to leak data [69]. Very often, these
works are focused on a specific vulnerability. We choose a different approach.
Starting from a selected category for data exfiltration, we explain the interre-
lationships in order to improve protective measures. The level of abstraction is
higher - category instead of individual vulnerability - and offers companies the
possibility to analyze the threat more holistically.

3 Definition, Evaluation of Methods, Categorization

In this Sect. 3.1 we first provide a short definition of the term data exfiltration
followed by our evaluation of frequently used CTI frameworks with respect to the
targeted categorization of data exfiltration in Sect. 3.2. Finally Sect. 3.3 provides
insights into the before-chosen categorization schema.
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3.1 Definition

According to the current German Federal Office for Information Security (BSI)
annual report5 cyber extortion attempts have become the number-one threat.
Typically cyber extortion is based on data exfiltration, which addresses the fun-
damental security objective confidentiality. Our definition is thus as follows:

Data exfiltration describes a breach of the security goal of
confidentiality. It leads to disclosure of data to an unauthorized party
(e.g., an attacker, an intruder) typically by transferring the data over a
public network. The disclosed data may be either stored or otherwise

processed in an IT system or transmitted over a network.

Further notes for the threat are given by the General Data Protection Regu-
lation (GDPR) [19, Art. 4 (12)]. Therein is described that ‘personal data breach’
means a breach of security leading to the accidental or unlawful destruction, loss,
alteration, unauthorized disclosure of, or access to, personal data transmitted,
stored or otherwise processed. It becomes clear that data breach is a subset of
data exfiltration following our definition.

3.2 Evaluation of Frequently Used Frameworks

In the sequel, we evaluate three frameworks on their suitability to categorize the
threat of data exfiltration. We are looking for an internationally recognized and
easy to understand method that we will later apply to the researched papers. In
addition, we use these findings (preliminary study) in future work.

Microsoft Threat Modeling Tool. Microsoft Threat Modelling Tool is a simple
software application. Templates for threats and elements are included. The pur-
pose of the tool is to support a secure software development process [50]. The
underlying concept provides user functionality to design software architectures,
which are then examined for threats in the course of the cyclic software devel-
opment process. Identified threats are eliminated or suitably mitigated at the
earliest possible stage in the software development cycle [28]. The threat anal-
ysis is based on the STRIDE model [51]. This categorizes different types of
threats. One of the categories is Information Disclosure. We understand this as
an abstraction of data exfiltration. The tool provides the functionality to create
data flow diagrams. Here, so-called elements are connected with each other, and
the data flow direction is displayed. In addition, there is the possibility of editing
trust areas. Simple examples of these are IT-segments in a company, demilita-
rized zones or the public internet. Figure 1 is showing a simple sample of such a
dataflow diagram.

Moreover, the tool offers the possibility to freely model the threats according
to your own ideas. Templates are provided. We look at the Information disclo-
sure threat in a supplied threat modeling template for Azure Cloud Services.
5 https://www.bsi.bund.de/EN/Service-Navi/Publikationen/Lagebericht/lageberich

t node.html.

https://www.bsi.bund.de/EN/Service-Navi/Publikationen/Lagebericht/lagebericht_node.html
https://www.bsi.bund.de/EN/Service-Navi/Publikationen/Lagebericht/lagebericht_node.html
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Fig. 1. Dataflow diagram built with Microsoft Threat Modeling Tool

The template has numerous entries for the Information Disclosure category e.g.:
an adversary may read content stored in {target.Name} instances through SQL
injection-based attacks, an adversary may gain access to sensitive data from log
files, [...] and to unmasked sensitive data such as credit card numbers. The con-
cept is to adjust these entries according to the individual situation. The entries
do not have the character of a generally valid, internationally agreed categoriza-
tion. The STRIDE threat model is very abstract. Basically, the STRIDE threat
model combines the threat of information disclosure with the security objective
of confidentiality. The further detailing of the threat is to be done individually
and depending on the individual situation in the currently considered software
development lifecycle.

The tool now offers the functionality to assign the threats to the individual
elements via the data flow diagram. Each of the elements (processes, data stores,
data flows, and interactors) has a set of threats it is susceptible to [28]. Doing so,
the diagram provides information on the paths in which the entire system can
fail. Threats and their interactions become more visible. A team of experts can
now for example focus on analyzing the threats of unintentional data leakage.
Data flows, data stores and process are potentially susceptible to the threat
Information Disclosure. In the context of data exfiltration, particular attention
is paid to elements of these groups. The Microsoft Threat Modeling Tool supports
analysis with functionality. The reporting tool automatically identifies all data
flows at trust zone transitions so that mitigation actions have to be identified
and discussed.

In our opinion, this tool is very well suited, for example, to create an initial
overview of the software’s architecture and discuss it in an architecture review
board. We see the tool as a possible tool among others of the ecosystem such
as Static Code Analysis and Security Testing Tools. We also consider regular
penetration tests at least for all major releases to be expedient.
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MITRE ATT&CK Framework. This is a globally-accessible knowledge base of
adversary tactics and techniques based on real-world observations. The advanced
persistent threats (APT) activities described are derived from publicly available
reports of known incidents. These sources are used: Threat intelligence reports,
conference presentations, webinars, social media, blogs, open-source code repos-
itories, malware samples. Research results are also included that reveal proce-
dures with which frequently used protective measures can be undermined. Cyber
analysts around the world are working on this [13, p. 21]. The framework con-
sists of an entry web page [13] with interactive access to different matrices,
a Cyber Threat Intelligence (CTI) repository [12] in Structured Threat Infor-
mation eXpression (STIX) format, several companion documents [15–17], and
an interactive application with basic functions for navigating, searching, tag-
ging, and storing based on the information repository [14]. The framework pro-
vides a common taxonomy for structuring and describing Tactics, Techniques
and Procedures (TTP). Tactics [16, p. 8] are the intentions of an attacker. The
implemented concept is based on the assumption that an attack is a sequence of
Tactics. Exfiltration is one of these tactics in the nomenclature of the framework.

Fig. 2. Tactic Exfiltration within Mobile Matrix

Techniques now describe, how the attacker is achieving a Tactic by perform-
ing an action. Specific implementations of a certain Techniques - procedures -
are attributively documented as procedure examples for a given Technique [16,
pp. 9–12]. Other objects such as APT-Groups, Software, Data Sources and Mit-
igations supplement the information model in the latest version 12.1, the Cam-
paign object has been added. All objects are logically related to each other [16,
pp. 17–18]. The entry is made via matrices. Matrices are available for different
domains: Enterprise, Industry Control Systems (ICS), Mobile. Each matrix is
spanned horizontally by the successive Tactics and vertically by the associated
Techniques [16, pp. 6–7]. We use the Navigator application to browse the matri-
ces. In the Mobile domain, for example, Tactic Exfiltration has two Techniques
(see Fig. 2). A Sub-Technique is assigned to one of them. We will show the fur-
ther details of the “Scheduled Transfer”6 Technique. This Technique is used for
data exfiltration. First of all, the Technique is described in general. Metadata
6 https://attack.mitre.org/techniques/T1029/.

https://attack.mitre.org/techniques/T1029/
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like the date of creation and the last update, the version and a unique identifi-
cation number are noted. Furthermore, several procedure examples, mitigation
measures, detection capabilities, and the sources for all of this information are
captured. The available human interfaces as well as the Python library [33] and
the REST interfaces [12] for exchanging data in the STIX format are used to
access the repository data and use it analytically for the purpose of CTI.

The taxonomy is in use internationally and proves to be simple and under-
standable enough to be learned and applied by cyber analysts worldwide. The
common taxonomy is complex enough to include the aspects of the Technique
in sufficient detail. Specific implementations for technical protection measures,
which may be product-specific, are not included. The focus is clearly on CTI.

MISP. This is an open-source threat intelligence and sharing platform. The
MISP Core Software [70] facilitates exchange and sharing of threat information
as well as Indicators of Compromise (IoC) about targeted malware and cam-
paings [11].

Fig. 3. MISP Galaxy and Connection Graph

The introductory website [32] provides comprehensive documentation on
functionality, on handling of the software and on the inside-used information
models. An open REST interface allows data exchange in STIX format. A Python
library is available [33]. The object model is generic. The smallest unit is a build-
ing block. Such a building block is containing a piece of information (attribute)
to be shared like an IP-address or a file hash. The next higher level of the object
model is called MISP object. These are compositions of attributes. Events are
another simple but specialized building block containing formatted text mes-
sages. Object references are the binding link. They create relationships between
the building blocks. In this way, they can be used to represent a connection graph
whose nodes consist of the building blocks and edges of the object references (see
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Fig. 3). A correlation engine is integrated. Whenever a new attribute is created
or an existing one is modified, the engine checks and establishes correlations
with respect to the existing Object references and events.

The software offers the functionality to set tags. Tags are used for further
marking and description. There are free tags, which the user can fill with free
text as desired. This simplest form of free tag offers maximum flexibility for the
individual user, but often also leads to disadvantages.

1 {

2 "description": "ATT&CK Tactic",

3 "icon": "map",

4 "kill_chain_order ": {

5 "mitre -attack": [

6 "reconnaissance",

7 "resource -development",

8 "initial -access",

9 [...]

10 "discovery",

11 "lateral -movement",

12 "collection",

13 "command -and -control",

14 "exfiltration",

15 "impact"

16 ],

17 .....

Listing 1.1. GitHub repository of a MISP taxonomy

They make collaboration difficult and may even prevent the sharing of infor-
mation with common understanding. Not everyone may be able to understand
the free text tags. To avoid this disadvantage there are Taxonomies and Galax-
ies in the MISP project. Taxonomies and Galaxies are exchanged internation-
ally with the aim of achieving internationally accepted semantics. Taxonomies
are simple label standards and common sets of vocabularies which serve well
because of their ease of consumption and automation. A taxonomy for data
exfiltration does not exist at the time of our investigation. The Listing 1.1 shows
the taxonomy for MITRE ATT&CK Tactics7. Each taxonomy is continued in
a GitHub project in the JSON notation. Simple tags and its presentation are
standardized in this way. In our assessment, taxonomies are not currently suit-
able for providing an appropriate categorization of data exfiltration methods.
Their composition is too simple. Galaxies and Galaxy Clusters are advanced set
of vocabularies containing metadata. Galaxies enable MISP users to describe
more complex high-level information. The cyber kill chain of the attack is such a
context. Internally, galaxies are used to represent the MITRE ATT&CK frame-
work. We consider the example from before, the Technique Scheduled Transfer

7 https://github.com/MISP/misp-galaxy/blob/main/galaxies/mitre-attack-pattern.
json.

https://github.com/MISP/misp-galaxy/blob/main/galaxies/mitre-attack-pattern.json
https://github.com/MISP/misp-galaxy/blob/main/galaxies/mitre-attack-pattern.json
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of the MITRE ATT&CK framework. This is modeled in a MISP Galaxy8. In
the Galaxy the description is taken over as well as the identification number. In
addition, a return link to the corresponding technique of the MITRE ATT&CK
framework is included. From now, a tag (see Listing 1.2) is used in the MISP
software to express the context. Corresponding building blocks are labeled with
this tag.

1 misp -galaxy:mitre -attack -pattern="Scheduled Transfer - T1029"

Listing 1.2. MISP galaxy for Exfiltration-Technique Scheduled Transfer

Thus, even the MISP project uses the MITRE ATT&CK framework to model
the context of the attack vector and thus the Techniques with the objective of
data exfiltration. The construct of MISP Galaxies is used to represent the indi-
vidual objects in form of a tag. The core software also offers the functionality to
automate workflows. This is of particular importance when information needs
to be processed in real time and human interaction is too slow. Here, the indi-
vidual events can be conditionally linked to each other by means of a graphical
interface. The resulting chain is then executed automatically as soon as the ini-
tial event occurs. In addition, the software already imports a wealth of feeds9

in the default configuration in order to directly integrate current information on
incidents, which can then in turn be quickly correlated or compared with each
other.

In our assessment, the purpose of the MISP software is the quick identification
and modeling of current malware and its usage in current campaings. MISP is
also about sharing individual malware information in realtime. For this purpose,
data sources are integrated. A high degree of automation is achieved. The MISP
correlation engine tempts to cluster in an automatic manner. Workflows for
collaboration and sharing are implemented.

Assessment. In conclusion, we want to present the final assessment of our eval-
uation in form of an overview in Table 1. The frameworks studied serve different
purposes. Use cases for each are well-known in the community. The level of
abstraction for adversary techniques is the decicive distinction between them.
This results in different application focuses and also the different need for pro-
cessing speed. Internationally recognized are all three, so this criterion does not
provide us with a distinguishing aid here. The question of the level of detail
and the consistency of the structure and semantics will be the decisive factor.
For our later application purpose, the individual techniques for data exfiltration
must be able to be categorized conclusively and the schema used for this must
not be subject to rapid and individual changes. In our view, these criteria enable
a resilient categorization schema.

8 https://www.misp-project.org/galaxy.html# scheduled transfer t1029.
9 https://www.misp-project.org/feeds/.

https://www.misp-project.org/galaxy.html#_scheduled_transfer_t1029
https://www.misp-project.org/feeds/
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Table 1. Selection Criteria

Framework Level of
Abstraction

Processing Speed Main Purpose

Microsoft
Threat
Modeling
Tool

High Duration of the driven
Secure Software
Development Lifecycle

Implementation of the Principle
Security by Design in Software
Development

MITRE
ATT&CK
framework

Mid Released app. Twice a
year

Internationally used taxonomy
and data repository in the
context of Advanced Persistent
Threats cyber-attack-vectors

MISP
Platform

Low-/Mid- Close real time
processing

Analyze current attacks and
domains and share insights on
current malware campaigns
within MISP community

The following assessment matrix (Table 2) indicates with [+] a positive and
with [−] a negative assessment for using each framework for the purpose of this
work. The Microsoft Threat Modeling Tool is providing a high level of abstrac-
tion. In the case of data exfiltration only the umbrella term of “Information
Disclosure” is offered. This does not give us the opportunity to categorize the
data exfiltration techniques later. The selection criteria is evaluated negatively.
The lifetime of the information depends in each case on the passage of a soft-
ware development cycle. Here we need a more constant categorization, which is
independent of indivduellen time divisions. The life time here is not too high
from the change speed but we need a period more independent of individual
processes. The Mitre Attack Framework identifies Tactic Exfiltration and sorts
under it nine categories of different techniques for data exfiltration. In addition,
there is a single technique in the ICS matrix in the Tactic “Impact” that is used
to steal data. This is excellent for our task and we evaluate it positively.

Table 2. Assessment

Framework Level of
Abstraction

Processing
Speed

Internationally
Standardized

Total

Microsoft Threat
Modeling Tool

[−] [−] [+] [−]

MITRE ATT&CK
framework

[+] [+] [+] [+]

MISP Platform [−] [−] [+] [−]

The framework is updated about twice a year. The structure can also be
changed in the process. For example, new techniques for data exfiltration can be
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added if they are described in cyber incident reports. We consider this consis-
tency to be sufficient. In any case, our categorization would have to be adjusted
when new Techniques appear in the MITRE ATT&CK framework and we use
the given Techniques for our categorization. The important point here is that
this needs to be monitored to ensure comparability with later work. MISP pro-
vides the functionality to describe occurring IOC in deep detail and to correlate
(automatically) with other indicators. This is about the detection of individ-
ual malware. The correlation happens in real time as well as changes to it. This
functionality is not very suitable for a long-term comparable categorization. Both
properties are considered negative for our application purpose.

The MITRE ATT&CK framework turned out to be the right framework for
the task of categorizing upcoming techniques for data exfiltration on the tour of
our systematic literature research. We will utilize the Techniques for categoriza-
tion10. The Sub-Technics are not considered. We consider the Techniques to be
sufficient for the intended purpose and we want to keep it as simple as possible
for later comparability.

3.3 Categorization Based on the MITRE ATT&CK Framework

The MITRE ATT&CK framework lists the following Techniques used to achieve
the goal of data exfiltration (see Table 3). Each of these Techniques is assigned
a unique Identity (ID). These Techniques are umbrella terms for the proce-
dures used, which are further subdivided in a variety of ways. Obviously, data
exfiltration can be executed in various ways. Starting with simple means, e.g.,
copy-pasting files onto an external device or cloud, to more sophisticated, obfus-
cating exploitation of IT network protocols. Once the data has been exfiltrated
from the attacked IT system, there is no longer any realistic possibility to ensure
the confidentiality of this data.

4 Systematic Literature Recherche

We conduct systematic research of the publications of a modern forum. We have
evaluated the journal DTRAP. DTRAP is a peer-reviewed Gold Open Access
journal that targets the prevention, identification, mitigation, and elimination
of digital threats. DTRAP aims to bridge the gap between academic research
and industry practice11. As such, the journal is ideally suited to examine cur-
rent developments applied in practice in the context of data exfiltration. At the
beginning, we queried all publications of the past year of the journal. For this
we have used the query which you may see in Listing 1.3.

The search yields a result list of fifty-three publications. The search is con-
ducted on 30th December 2022. All results have passed the peer review process.
Some work dates back to the period 1999–2021. All publications considered are

10 https://attack.mitre.org/tactics/TA0010/.
11 https://dl.acm.org/journal/dtrap.

https://attack.mitre.org/tactics/TA0010/
https://dl.acm.org/journal/dtrap
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Table 3. Categorization by MITRE ATT&CK framework [52]

ID Exfiltration Technique Description

T1020 Automated Exfiltration Use of automated processing for gathered
sensitive data

T1030 Data transfer size limits To circumvent a transfer size limit the
whole data is split in fixed size chunks

T1048 Exfiltration over alternative
protocols

Misusing standardized IT network protocols

T1041 Exfiltration over a command
and control (C2) channel

Misusing the main communication channel
of the attacker

T1011 Exfiltration over Network
Medium

Adversaries may attempt to exfiltrate data
over a different network medium than the
command and control channel

T1052 Exfiltration over physical
medium

Misusing removable drives like Universal
Serial Bus (USB), cellular phone, MPEG-1
Audio Layer (MP) 3, processing devices

T1567 Exfiltration over web service Exploiting a legitimate external web service
often permitted by firewalls

T1029 Scheduled transfer Performed at certain times or within specific
time intervals

T1537 Transfer data to cloud
account

Transferring data including backups to the
attacker’s cloud account

in 2022. We sift through the list of results and identify the data exfiltration pro-
cedures and technologies under investigation in each publication. Four entries of
the result list refer to conferences with content in the context of our query.

1 Search: [All: "data exfiltration"] AND [All: techniques] AND [E-

Publication Date: (01/01/2022 TO 12/31/2022)]

Listing 1.3. Querying DTRAP journal

Here we focus on the actual publications. The headings of the conferences are
not considered further. This is for example the case for ARES ’22: Proceedings
of the 17th International Conference on Availability, Reliability and Security12.
Whenever possible, we assign the method of data exfiltration under study in the
previously mentioned categories (see Table 3) of the MITRE ATT&CK frame-
work and total the number of investigations each. If assignment to one of the cat-
egories is not possible, we identify the method separately and examine whether
the introduction of an additional category is recommended. Multiple assignment
is possible if several different Techniques for data exfiltration are considered in
one publication. Work that generally addresses the risk of data exfiltration has
been assigned to the Technique T1020 & Automated Exfiltration that makes use

12 https://dl.acm.org/doi/10.1145/3538969.

https://dl.acm.org/doi/10.1145/3538969
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Table 4. Concept Matrix

ID References Counts Keywords

T1020 [3,4,7–9,36–
39,43,44,48,
53,72–74]

16 Ransomware Attacks, Threat Intelligence
Platforms, critical medical infrastructures, SCADA
& IIoT in subsea systems, provenance graph,
monitor system events in real time, reviews the
security challenges in IoT networks, provenance
tracking, data provenance for host based intrusion
detection systems, disrupt an individual’s
experience of a home, Principal Component
Analysis, enhancing data center security utilizes
attack graphs to predict all possible cyber-attacks,
cross-host attacker activity correlation, tracking
algorithm uncovering causal connections between
alerts and propagating priorities, promoting trust
and situation awareness for human and artificial
intelligence cooperation

T1030 [31] 1 forensic log reduction techniques

T1048 [21,35,41,45,
46,55,57,61,
71]

9 Simulation, DNS, DNS Encryption, TLS certificate
pinning, DNS over TLS and HTTPS, off-label DNS
misuse, authoritative DNS measurement studying
the large-scale epidemiology of the malware
ecosystem, Network Time Protocol (NTP) and the
Precision Time Protocol (PTP) as carrier for covert
channels

T1041 [6,58,60] 3 comprehensive analysis of the key building blocks of
ransomware, taxonomy for Identity Management
Attacks, outsourcing matching procedures (e.g.,
YARA rules) to the hardware

T1011 [2,5,10,23,
42,54,65,67]

8 Deep Learning for APT Detection, template-based
labeling rules, cyber security reasoning, IoT
network data, vulnerabilities of Android platform
in Auto and Automotive platform, LoRa analysis,
communication, security, and its enabled
applications, protecting against event sensor faults
and sophisticated attackers in a smart home

T1052 [6,24,29,47,
64]

5 Audio Signal, personal and sensitive medical data,
data-driven network intrusion detection,
asymmetrical power states forcing SRAM state
retention across power cycles, Denial-of-Wallet
(DoW) attack to serverless tenants

T1567 [25–27] 3 HTML violations, key acquisition and covert
transmission method, offensive strategy exploiting
steganography

T1029 [40] 1 open-source supply chain attacks

T1537 [18,43] 2 Ransomware Attacks, identity and access control in
hybrid cloud infrastructure
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of automated processing for gathered sensitive data. The assignments and totals
are shown in a concept matrix. The concept matrix provides information on the
focus with which the threats of data exfiltration were executed in the past year
and potentially reveals gaps in the semantics, to describe them, used. Addition-
ally, a keyword is also noted for each publication. In the sum of all keywords a
first impression about the content is created in Table 4.

Fig. 4. Simple graphic of the results

One publication of the result list is a comparison of different ransomware
attacks. The publication is comparing pre- and mid-pandemic ransomware
attacks [43]. Data exfiltration is named as a method of a modern ransomware
attacks but not analyzed in detail. One publication is discussing current limi-
tations of threat intelligence platforms leveraging OSINT and a Cyber Threat
Unified Taxonomy. Also, in this publication [48], data exfiltration is respected
as a method but not investigated in further detail. In another publication [65],
points were established and evaluated to help decision-makers understand the
significance of cyber threats and to introduce a metric for assessing them. The
threat of data exfiltration is included here in a rather general way. All identified
methods for data exfiltration could be assigned to the categories of the MITRE
ATT&CK framework. The given categories cover the range of the examined
method in the research period. We therefore do not recommend an additional,
new category. Rather, the selection made is confirmed. The assignment of the
examined publications to the categories of methods for data exfiltration is shown
graphically in Fig. 4. It is noticeable that two methods appear only once each in
a publication during the period under review. These are: T1030 - Data transfer
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size limits and T1029 - Scheduled transfer. In our opinion, it is these details
that need to be taken into account in order to implement effective detection and
protection measures. There is certainly a need for further investigation here.

5 Case Study of a Selected Category

We present the advantage of using the MITRE ATT&CK framework categoriza-
tion in the sequel. We show the Techniques to intent “Exfiltration” in Table 3.
The structure of the framework continues to branch until a valuable detail
is reached. Each Technique potentially splits into n-further Sub-Techniques.
Figure 5 is showing the Sub-Techniques. If an attacker uses such a sub-technique,
this leaves digital traces. In the given semantics, these traces are reflected in Data
Sources. This relationship is shown in Fig. 6. The content is reduced in favor of
a clearer presentation. The data sources splice up into data components. Each
data component is accompanied by a description of how it is monitored. We
explain these relationships with an example. The Technique T1537 is assigned
to the Tactic “Exfiltration”: Transfer Data to Cloud Account13. This Technique
is associated with Data Sources: Cloud Storage, Network Traffic, Snapshot. Each
of these Data Sources is in turn related to Data Components e.g., Cloud Storage:
Cloud Storage Creation, Cloud Storage Metadata, Cloud Storage Modification.

Fig. 5. Sub-Techniques for Exfiltration

Again, each data component is assigned a description of how it can be
detected in principle e.g., Cloud Storage Creation: “Monitor account activity for
attempts to create and share data, such as snapshots or backups, with untrusted
or unusual accounts”. In addition, the MITRE organization provides solutions
for some of the descriptions in the form of pseudocode or procedures for specific
products (see Listing 1.4). This is the purpose of the Cyber Analytics Repository
(CAR)14. Figure 7 shows these interrelationships. Today, products and services

13 https://attack.mitre.org/techniques/T1537/.
14 https://car.mitre.org/analytics/.

https://attack.mitre.org/techniques/T1537/
https://car.mitre.org/analytics/
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are offered to manage a holistic situation picture of all monitored data compo-
nents in real time. Some of them are already highly specialized for the detection
of certain Techniques used to achieve exfiltration [20]. Figure 8 shows once again
the interrelations between Data Components and the Technique, for which the
Data Components help to detect. For the sake of clarity, the interrelationships
are reduced and simplified in the Figure. Rules are offered for widely used cyber
security products that can be used directly for detection. Listing for example is
showing a rule for a Logpoint Detection and Response product. Thus, the tech-
niques are described in a detail that offers starting points for the implementation
of protection measures.

Fig. 6. Data Sources assigned to Sub-Techniques

In addition, the attack vectors can be used to create a checklist and list all
data components. This makes it possible to measure and verify the completeness
of the protection mechanisms.

Fig. 7. Data Components detecting Sub-Techniques
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Cyber defenders receive valuable checklists to verify the completeness of their
efforts. It is now up to the knowledge, experience and skill of the cyber defender
to implement the protective measures in an appropriate manner. In addition,
knowledge of one’s system’s data flows opens the way to modern concepts for
dynamically segmenting data flows, protecting them in a targeted manner, and
sustainably preventing potential cyber-attacks from viewing and assembling sen-
sitive, valuable data in preparation for data exfiltration. Suitable services and
software tools [30] are available for this purpose. Last year, the International
Organization for Standardization (ISO) and International Electronical Commis-
sion (IEC) updated the standard: ISO/IEC 27001:2022 [34]. One of the inno-
vations is the mandatory introduction of the Control requirements for threat
intelligence: A.5.7 Threat intelligence. The issue of integrating the Control A.5.7
into the holistic Information Security Management System (ISMS) has been
considered in an earlier paper from our workgroup [49]. It can serve as an app-
roach for integrating the “Threat Intelligence” control into the existing control
landscape of the enterprise in an effective manner.

1 Example: CAR -2013 -10 -002

2 Name: DLL Injection via Load Library

3 ATT\&CK: e.g., Process Injection

4 Defense: System Call Analysis

5

6 Pseudocode:

7 remote_thread = search Thread:RemoteCreate

8 remote_thread = filter (start_function == "LoadLibraryA"

or start_function == "LoadLibraryW")

9 remote_thread = filter (src_image_path != "C:\Path\To\

TrustedProgram.exe")

10 output remote_thread

11

12 Logpoint SIEM:

13 norm_id=WindowsSysmon event_id =8 start_function IN ["

LoadLibraryA", "LoadLibraryW"] -source_image="C:\Path\

To\TrustedProgram.exe"

Listing 1.4. Sample from Cyber Analytics Repository
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Fig. 8. Exploiting Data Components to detect Technique

6 Conclusion and Future Work

The risk of sensitive data being lost through data exfiltration is currently
classified as high. In particular, the recent coupling with ransomware attacks
increases the danger - keyword “multiple extortion”. Our previous work shows
that research has been devoted to this topic for many years. very good reviews
of the numerous individual papers exist up to 2018. We have conducted a sys-
tematic literature search in a new forum “DTRAP” that is focused on practical
solutions in the cyber security domain.

In doing so, we focused on the publications of the year 2022. It turned out
that the work leading to these publications goes back to 2019. We pursue the goal
of categorizing the data exfiltration methods studied last year. For this purpose,
we evaluate three prominent methods for modeling and describing threats in
cyberspace and specifically investigate the possibilities in the context of data
exfiltration here. Based on the categorization, we now state results of our work:

There is a concentration of content, on the one hand, on technical counter-
measures for data exfiltration at the IT network protocol level and, on the other
hand, on automation in general for the risk of data exfiltration. We see here
the need for further investigation of two of our categories. First, the category
“Data Transfer Size Limit (T1030)15” and second, the category “Transfer Data
to Cloud Account (T1537)16”. We consider it very likely that techniques from
these two categories will be used more frequently in the future. The amount of
data which is processed in companies is rapidly increasing. So might the data
volume, to be exfiltrated, have to increase. It will also be necessary for the attack-
ers to split large amounts of data into smaller parts and then cleverly exfiltrate
them in smaler sized parts. More and more companies are using cloud services.
It will be easier for an attacker to hide the misuse of cloud services in the traces

15 https://attack.mitre.org/techniques/T1030/.
16 https://attack.mitre.org/techniques/T1537/.

https://attack.mitre.org/techniques/T1030/
https://attack.mitre.org/techniques/T1537/
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of regular use of cloud services. In addition, cloud services scale and are suitable
for discharging large amounts of data in total. The combination of techniques
of both categories reveals disruptive damage potentials from the perspective of
data exfiltration in the future. Our work helps to motivate further research at
an early stage against the threat of this combination. However, the results of
our systematic research show that no research focus has yet been formed in the
community in this matter, at least not in this forum.

In view of the ISO 27001:2022 certification, it will be necessary to integrate
threat intelligence into the basic processes of information security in the coming
years. Our evaluation can be a starting point for further research to identify
appropriate tools and services for this integration effort and to make pragmatic
suggestions for companies that are now facing this task soon.

Suitable solutions against common threats of data exfiltration (e.g. Data Loss
Prevention) are developed by software vendors. We see a need for further research
here to determine whether it will be possible to detect and effectively combat
even sophisticated methods of data exfiltration, such as the use of steganography.
Steganography is utilized for covertly exfiltrating data. It is necessary to find out
what methods can be used by attackers and what capacities are unleashed to leak
the data as a result. For example, when using steganography, the amount of data
that can be exfiltrated is certainly limited. But it is conceivable that passwords
and crypto keys will first be extracted using steganographic techniques to prepare
for the extraction of larger amounts of data.

In future work, we will take a deeper look at the process of data exfiltration.
The entire attack-vector, at least the adjacent phases such as lateral movement
of the attack-vector, potentially offer detection patterns to prevent the planned
data exfiltration or to fully clarify it afterwards. This work could, in turn, uncover
starting points to prevent the risk of data exfiltration in day-to-day operations.
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