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Abstract. Privacy-preserving for data is one of the crucial responsibilities of ser-
vice providers. For the web hosting service, customers’ information and source
codes of websites are considered sensitive data that need to protect. The solution
decentralized for web hosting is a new technology trend, provides an effective
mechanism for storing and accessing websites. This paper addresses some prob-
lems related to privacy concerns of the decentralized web hosting service. Based
on the blockchain technology, cryptography, and interplanetary file system (IPFS)
platform, we propose a protocol for web hosting that provides three features. The
first one ensures anonymity for information of customers. The second feature pro-
vides confidentiality and authentication for transmitting source codes of websites
between customers and the service provider (SP). And the last one is responsible
for securing the source code of websites from other nodes on the public IPFS net-
work. The experiments demonstrate that the proposed solution efficiently protects
privacy for the decentralized web hosting service.
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1 Introduction

Nowadays, most websites are hosted based on the client-server model [1], where, the
centralized servers are responsible for storing source codes and data of websites and han-
dling queries of users, and users can use their web browsers to send requests to these web
servers. Some challenges for web hosting based on this model: (1) with websites provide
data sharing features, when the number of requests to large files increases significantly,
the network traffic becomes more congested and the hosting servers become slower in
responding. To improve data retrieval speed, content delivery networks can be used to
cache and deliver contents to users based on their geographic location [2—4]. However,
these solutions may leak information about users [5], and have some challenges concern-
ing scalability, quality of service and flexibility [6], moreover, these entire systems are
still the centralized model. (2) If the data is not well protected and centralized systems
stop working due to overload, denial-of-service (DoS) or distributed denial-of-service
(DDoS) attacks, system errors, etc., users cannot access the websites at that time.

To solve these challenges, the authors in [7] used IPFS to build distributed web
applications. In [8] we proposed a decentralized solution for web hosting, which was a
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combination of the IPFS protocol and the blockchain technology to form a decentralized
platform for the web hosting service. IPFS, was proposed by Juan Benet in 2014 [9],
is a distributed file system, provides efficient methods for data storage and retrieval. It
is also considered the distributed and permanent website. Files on IPFS are segmented
inside objects of 256 kbyte, identified by the SHA-256 hash function. Nodes on the IPFS
network connect and transfer objects to each other over a peer-to-peer network. Each
node owns a distributed hash table to locate the nodes that store certain objects being
requested. Nodes can use the IPFS pinning feature to keep the objects available to the
community, and can activate the interplanetary name space (IPNS) service for creating
and updating mutable links to contents of websites [9, 10]. Meanwhile, the blockchain
technology provides anonymity, transparency, decentralization, auditability [11-13], is
used to conduct transactions between customers and the SP. All valid transactions are
mined and stored on the shared ledger. To easily deploy electronic contracts between
customers and the SP, we select the ethereum blockchain which is a new distributed
blockchain network [14].

In this paper, we present three models of web hosting, and illustrate the pros and cons
of them. We also propose an overall protocol used for web hosting that provides three
privacy-preserving features as follows: (1) ensure anonymity of customers’ information;
(2) secure data sharing between customers and the SP over a peer-to-peer network; (3)
protect source codes of websites from illegal copying. Our experimental results also
demonstrate the improvement of privacy-preserving for web hosting, and it is a suitable
and necessary protocol for the web hosting service provider based on the distributed
platform.

The rest of the paper is organized as follows: Sect. 2 describes the three deployment
models for web hosting and analyzes the privacy requirements for the system. Section 3
presents our proposed protocol. Section 4 reports our experimental results, and finally
we conclude with Sect. 5.

2 Models and Privacy Requirements

2.1 Models

The decentralized solution for web hosting can be implemented on the three models as
shown in Figs. 1 and 2. The SP can build a private IPFS network as shown in Fig. 1a, the
size of the network is the number of nodes on the network. In this model, the SP uses
some nodes having high performance (especially large storage capacity) to run the IPFS
cluster service which is used for data replication between cluster nodes. All websites
of customers are stored long-term and replicated on these nodes. Other nodes, called
miner nodes, must connect to cluster nodes directly or indirectly, and act as gateways of
the network. Websites are segmented and put into objects, and each miner node on the
network can cache some objects or all objects of some websites depend on its storage
capacity. Objects are stored on miner nodes temporarily and removed periodically by the
garbage collection feature or when the cache memory is full. In order to access websites
hosted on the SP’s network, there are two ways that users can select. One is to use web
browsers to access websites through one of the gateway nodes published by the SP, this
connection model can be considered the sub-client-server models for the private IPFS
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network, with each server is a gateway node. The gateway nodes can be congested when
receiving a lot of requests from users or due to DoS/DDoS attacks; the other is that each
user uses a device to join the network as a node of the network, and use a web browser to
access websites via the local address of the joined device (such as http://127.0.0.1:8080/
ipfs/<website>). This way is recommended for users because it reduces the network
congestion at gateway nodes and users can access websites faster. In general, the model
in Fig. 1a will not operate more effectively than the traditional model if the size of the
network is small.

O IPFS Gateway node ‘ IPFS node

Private IPFS Private IPFS

'~

. ’ s
‘ IPFS Cluster

' of SP1 of SP2 1

I | I
| | I
| gt l |
I s - s I " N I
@, @ @
IPFS Cluster

| v IPFSCluster | |
I \ K I i |

; : : I

Fig. 1. The private IPFS network for web hosting.

As shown in Fig. 1b, the model is the combination of the two private IPFS networks
of the two SPs to form a new private IPFS network. In fact, the more networks join,
the more effective the IPFS network operates. However, the models in Fig. 1 can only
operate effectively within areas that the network covers because many nodes of the SPs
are always in active state to serve users. Users in other regions do not always join the
network to access or cache data for other nodes in the regions, hence the stability of the
IPFS network will not be guaranteed. Therefore, the model in Fig. 1b is suitable for SPs
whose websites only serve users in a specific geographical area such as a region or a
country.

In order to serve a lot of users around the world effectively. The SP’s network needs
to join the public IPFS network. Currently, the ipfs.io is one of the largest public IPFS
networks, is built by the Protocol Labs [15]. Nodes of the SP can easily join this network
to form a private IPFS network and operate based on the public network. In Fig. 2, nodes
1, 2, 3, and 4 of the SP join the public IPFS network. These nodes only store long-term
the websites of the SP’s customers, other data on the network are cached in a certain
period. This is the suitable model for web hosting with lower deployment costs than the
two previous models, it is also selected for the experiment section.
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Public IPFS

Fig. 2. The private IPFS network based on the public IPFS network.

2.2 Privacy Requirements

In order to implement this solution into practice, it is necessary to consider aspects con-
cerning security and privacy for the service. We indicate three requirements that need
to solve for the decentralized web hosting service including: protect customers’ infor-
mation, guarantee the security and privacy of websites’ source codes when transmitting
from customers to the SP for hosting, and protect websites from illegal copying.

Concerning customers’ information, with the traditional method, in order to register
the web hosting service, customers are required to send certain information like full
name, address, phone number, credit card information, etc. This information is used
for making the contract and invoice. Although a non-disclosure agreement between the
customer and the SP may be signed, the SP can secretly share this sensitive data with third
parties or the SP’s database is compromised by hackers. In our solution, the anonymity
is guaranteed by the ethereum blockchain, we write smart contracts containing a set of
rules under which the parties agree to interact with each other and automatically executed
once the conditions of the agreement are met. In this way, customers may create accounts
on the ethereum blockchain network with anonymous information and easily conduct
transactions to the SP. Transactions are validated by miners and stored in the shared
public ledger of the blockchain network. In addition, the service payment can be done
by Ethereum coin.

Concerning transmission of the source codes of websites from customers to the SP,
our protocol also conducts this work over the public IPFS network. However, IPFS is
currently not provided any solutions for privacy-preserving data storage. Hence, nodes
on the IPFS network can view data through hash values that they own. To ensure this
property, source codes of websites must be encrypted by a symmetric algorithm before
uploading on the public IPFS network, and the secret key is sent to the SP for decryption
through a secure channel.

Concerning protection for source codes of websites from illegal copying, by default
hosted websites on the IPFS network are accessed from normal web browsers like
Chrome, Firefox, etc. and source codes of websites are easily downloaded by any users.
To overcome this problem, the SP needs to select a symmetric algorithm or build a



318 T. T. Huynh et al.

private encryption algorithm to encrypt source codes of websites before uploading on
the network. This way guarantees the privacy of websites because nodes on the IPFS
network and normal web browsers cannot understand the contents of the websites. In
order to access websites, the SP has to provide an application as common web browsers,
which contains the secret key of the SP to decrypting websites that hosted by the SP,
and limits the view source code feature. When a user uses this app to access a certain
website, it will download objects of the website, and then decrypt and show results on the
application window. In order to improve security, customers can also use cryptography
functions in their websites to guarantee the privacy for storage data.

3 Proposed Protocol

The proposed protocol for web hosting satisfies the privacy requirements mentioned in
Sect. 2.2. Transactions and related information are transparent on a blockchain. Figure 3
describes the general diagram of the protocol for web hosting. We explain the symbols in
the diagram as follows: P/O represents a person or an organization who owns a website
and wants to register the web hosting service, each P/O has a public key and a private key
denoted by P_PO and p_PO respectively. The web hosting service provider is denoted
by SP, has a public key P_SP and a private key p_SP.
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Fig. 3. The protocol diagram for web hosting.

The process of registering the service and accessing websites of the protocol as the
following steps:

1. The P/O builds a website.
2. The P/O encrypts the website with a secret key (denoted by k/) and the selected
symmetric cryptography. The P/O can use the symmetric cryptosystem provided
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by the SP or in case of using a private cryptosystem, the P/O must provide this
cryptosystem or the source code of the cryptosystem to the SP for decryption. Then
the P/O uploads the ciphertext of the website to the public IPFS network. After the
upload process has completed, the P/O receives the hash value of the ciphertext from
the IPFS node.

3. The P/O performs a transaction to the blockchain network: In this transaction, besides
the information about the sender and receiver addresses, it also has the following
necessary information:

e kI, for decrypting the original data, is encrypted by the SP’s public key.
e The link of the ciphertext on the public IPFS network.

4. The SP get kI and download the data: When receiving a transaction from the P/O,
the SP uses p_SP to decrypt ciphertext of k/. Then, the SP downloads the ciphertext
of the website on the IPFS network and uses k/ to decrypt to get the source codes
of the website.

5. The SP uses a symmetric cryptography and a secret key (denoted by k2) to encrypt
the website. The output is uploaded to a cluster node of the SP. The returned hash
value is mapped to a certain public key by the IPNS service of IPFS.

6. The SP creates and submits a transaction to the blockchain network to return this
IPNS value to the P/O. The P/O can use this value to configure a domain name for
the website by using the TXT record of the domain name system service [16].

7. In order to access the website, users have to download an application provided by
the SP. This application can show websites hosted by the SP because it contains k2
for decrypting websites.

In case the P/O wants to update the source codes of the website, the P/O has to
perform steps similar to the service registration process.

4 Experiment Results

To deploy this protocol, we use the ipfs.io network which is a public IPFS network.
For the blockchain network, we use Ganache to create a virtual ethereum blockchain.
By default, Ganache generates ten different accounts, each account wallet contains 100
ETH.

We use the solidity language to build smart contracts for storing information of the
web hosting service as shown in Fig. 4.

We write a simple website using HTML, CSS, and JavaScript programming lan-
guages, all files related to the website are placed in a folder named Website. For cryptog-
raphy algorithms, we use the AES-256 algorithm in CBC mode to encrypt the Website as
described at step 2 of our protocol. We use the RSA cryptosystem with 1024-bit keys to
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pragma solidity >=0.4.21 <0.6.0;
import "github.com/Arachnid/solidity-
stringutils/strings.sol”;
contract DataSharing {
mapping (address => string) message;
using strings for *;
event AddData(string,string);
event ReturnLink(string);
function SubmitData (address recipient, string Key, string
link) public {
string memory data;
data:Key.toSlice().concat("/".toSlice());
data=data.toSlice().concat (link.toSlice());
data=data.toSlice().concat("[".toSlice());
message[recipient] = data;
emit AddData (Key, link);

}
function SubmitIPNS (address recipient, string ipns) public
{
message[recipient] = ipns;
emit ReturnLink (ipns) ;
}

function GetData() public view returns (string ) {
return (message[msg.sender]);

}

Fig. 4. Code script of the smart contracts for web hosting.

generate key pairs for the P/O and the SP. We install the IPFS-Desktop-Setup-0.10.4.exe
application on a computer to join the ipfs.io network [17], and then upload the encrypted
form of the Website to the network. The secret key is encrypted by the public key of the
SP and then sent together with the link of the file on the IPFS network to the blockchain

network. The result of the transaction is shown in Fig. 5.

status ox1 Transaction mined and execution succeed

transaction hash o 7509317 £ 0

from 0x4be897b8513Fdc7c541b6d9d7e929cdes364d2db [

to Datasharing.SubmitData(address, string,string) @xedcd2f752394c41875e259e06bb4
afdses297caf [

gas 3000000 gas [
transaction cost 213694 gas (1
execution cost 175206 gas [

hash u]

input exa23...e0e00 [

decoded input {
“address recipient”: " 3FdCTC o
"string Key": "IvHCChsDOQWPP1iXPZIPjJyFeHHUSTGBHAGIBtdmZ00CVeCi 1mNXN
Q5gQ3vxISWO0CdF fDF V7' 20 KALC: IVCid1QWKLZ 60Xt L7 FESCGI3u+ME
00yDhYIUSWCX717R1CSFZpCdZbY1011GeaFCsiPIE=",
"string 1ink": "QuX)CDB9bh 8

‘-

Fig. 5. The decoded result of the transaction.

We use two virtual machines (OS Windows 7, RAM 1 GB, CPU 2.6 GHZ) joined
to the public IPFS network as the nodes of the SP, Fig. 6 shows the node’s information
on the IPFS network. These nodes are enabled the clustering service and the pinning
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feature. The Website is encrypted by the AES algorithm and k2, and then the output
is uploaded to the ipfs.io network as shown in Fig. 7, all files of the Website are also
encrypted as shown in Fig. 8. The Website is stored long-term in these two nodes.

9 IPFS

Connected to IPFS
D Status Hosting 3.4 MB of files — Discovered 33 peers

PEER ID QmdYxsES3egvreZK2smH16TmqDcd535HPV79s05F4Tyxic

go-ipfs ve.4.23

Fig. 6. The information of the SP’ node on the IPFS network.

1k 3MB

QmWegVEKxhkKEkeYBESSaggsviabAfPPJaEoNfJyoP2at7

Fig. 7. The hash value of the Website folder on the IPFS network.

2 pic04.jpg 10KB
> pic03.jpg 16 KB

index.html 1KB

3 header-image.jpg 127 KB

Fig. 8. Some files of the Website folder on the IPFS network.

Users can access the Website through the gateway address (https://www.ipfs.io/ipfs/
<hash_value>) or can also access to the localhost of the devices joined to the net-
work (http://127.0.0.1:8080/ipfs/<hash_value>). As shown in Fig. 9, the normal web
browsers can access the Website but cannot understand its contents. Similarly, other
nodes on the public IPFS network will also receive the ciphertext when accessing the
hash value of the website, hence the privacy of websites is guaranteed. In order to
show the Website, we use the C# programming language to create an application named
Web_Client which contains k2 for decrypting the source codes of the Website, as shown
in Fig. 10.
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Fig. 9. The result of accessing the website from a normal web browser
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Fig. 10. The website is accessed from the Web_Client application.

5 Conclusions

Websites hosted on IPFS can access faster and more secure than the traditional model
because objects of websites are identified by the cryptographic hash of their contents
and objects of a certain website can retrieve from peer-to-peer nodes. In this paper,
we have built the protocol for web hosting presented on a previous paper [8]. Our
protocol can protect the privacy of websites on the public IPFS network. The protocol is
built from the advantages of the IPFS platform for storing distribution, the blockchain
technology for providing anonymous, and cryptography for protecting confidentiality
and authentication. The experimental results show that our protocol operates efficiently,
can easily implement in practice.
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