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Abstract. Cross-chain swaps have emerged as a critical and indispens-
able blockchain application, expanding the circulation scope of digital
assets from a single chain to multiple chains, thus improving their flexi-
bility and usability. Atomic swap acts as the key technology for achiev-
ing cross-chain swaps without the need for cross-chain infrastructures
or trusted third parties. However, existing atomic swap solutions suffer
from the lockup griefing problem, which prevents fast settlement of par-
ties’ assets when a swap is cancelled midway. While some research works
provide solutions to compensate parties experiencing lockup griefing,
there is currently no work focusing on preventing lockup griefing through
mechanism design. To fill the gap, this paper introduces a novel atomic
cross-chain swap protocol, called Fast Settlement Swap (FS-Swap). By
analyzing the fundamental causes of lockup griefing, FS-Swap provides
a mechanism design that prevents the occurrence of lockup griefing in
the first place. The experimental results demonstrate that, when a swap
is cancelled midway, FS-Swap significantly reduces asset locking time by
over 99% compared to existing atomic swap solutions, decreasing it from
several hours to less than 2.1 min.

Keywords: Blockchain applications · Cross-chain swap · Atomic
swap · Lockup griefing · HTLC

1 Introduction

Since its inception, blockchain technology has garnered widespread global atten-
tion due to its decentralized and tamper-resistant characteristics. Over the past
decade, a multitude of diverse blockchain systems have emerged, with thousands
of digital currencies being issued and circulated on those blockchains. Typically,
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a digital asset can only circulate within a single chain, severely limiting the flex-
ibility and usability of digital assets. To expand the circulation scope of digital
assets, researchers have been studying the exchange of digital assets between
different blockchains, known as cross-chain swaps.

Cross-chain swap refers to the exchange of assets between two untrusted
parties on different blockchains. For example, when Alice wants to exchange her
Bitcoin for Bob’s Ether and Bob agrees to the swap, Alice needs to transfer her
Bitcoin to Bob, while Bob needs to transfer his Ether to Alice. However, due
to the lack of trust between Alice and Bob, neither party is willing to be the
first to transfer their assets to the other, as there is a possibility that the other
party reneges on the agreement and refuses to transfer their assets. Consequently,
direct swap between the two parties becomes unattainable.

In the past, users had to entrust their assets to centralized exchanges (CEX)
to facilitate cross-chain swaps. However, this exposed users to the risk of mali-
cious CEXs stealing their assets, as evidenced by numerous cases [2,3,33]. Many
cross-chain projects, such as Polkadot [13] and Cosmos [6], have developed cross-
chain infrastructures like cross-chain bridges and relay chains to facilitate cross-
chain swaps. However, these infrastructures not only come with high construc-
tion and maintenance costs but also present challenges in ensuring security [7,8].
With the introduction of atomic swap [1], users can securely exchange assets
by entrusting their assets to publicly auditable and tamper-proof smart con-
tracts, without the need for trusted third parties or cross-chain infrastructures.
As atomic swap eliminates the risks associated with centralization and bypasses
the high costs involved in building and maintaining cross-chain infrastructures, it
has been widely implemented in decentralized exchanges (DEX) and cross-chain
trading platforms [4,9,10,12].

However, existing atomic swap solutions suffer from the lockup griefing prob-
lem [18]. Atomic swap completes a swap by parties following a series of steps
defined by the atomic swap protocol to publish transactions on the blockchain.
However, due to factors such as asset price fluctuations, users often abandon the
swap halfway, deviating from the protocol’s steps, causing the swap can not be
completed. In such cases, the protocol needs to refund the assets locked in smart
contracts to the respective parties. Unfortunately, existing solutions require sig-
nificant waiting times for refunds, resulting in a prolonged locking period for
users’ assets, known as lockup griefing or sore loser attack [35]. The duration
of asset locking varies depending on different circumstances, typically ranging
from several hours to several days [9,16,23,26]. Lockup griefing is common, as
indicated by some research studies [21,24,30], which show that 20% to 70% of
swaps between volatile cryptocurrencies are cancelled midway by users.

A user with ID “ZmnSCPxj” pointed out lockup griefing brings a risk of
monetary loss for the parties with significant asset price fluctuations at the
Lightning-dev mailing list [11]. Subsequently, numerous studies [17,18,24,25,27,
35] have focused on lockup griefing. However, the idea behind these studies is
to penalize users who abandon the swap and compensate those who experience
prolonged locking after lockup griefing occurs, rather than preventing lockup
griefing from occurring in the first place through mechanism design.
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Lockup griefing should not be considered the norm, and the swap proto-
col should guarantee fast settlement, ensuring that users receive their rightful
assets promptly, regardless of whether the swap is completed. Therefore, this
paper proposes a novel atomic cross-chain swap protocol, Fast Settlement Swap,
abbreviated as FS-Swap, which solves the problem of lockup griefing in existing
solutions and achieves fast settlement. Compared to existing solutions, FS-Swap
significantly reduces the locking time of users’ assets.

By analyzing existing solutions, we find the underlying reason for lockup
griefing is that these solutions rely on a pre-defined timelock for refunds, which
often has a substantial value, requiring users to wait a long time until the expira-
tion of this timelock to receive their refunds. Thus, FS-Swap introduces a rapid
refund mechanism based on the hashlock. In cases where the swap cannot be
completed, users can swiftly reclaim their assets by this mechanism.

The experimental results clearly illustrate the substantial reduction in asset
locking time achieved by FS-Swap. When a swap is cancelled, compared to exist-
ing atomic swap solutions, FS-Swap achieves a remarkable reduction of over 99%
in asset locking time. Specifically, the locking duration is reduced from the pre-
vious several hours to an impressive duration of less than 2.1 min.

2 Background

This section provides an introduction to the necessary background knowledge,
including blockchain, smart contract, cross-chain swap, atomic swap, and lockup
griefing.

2.1 Blockchain, Smart Contract and Cross-Chain Swap

Blockchain is a publicly readable and tamper-proof distributed ledger that
records all valid transactions initiated by users within a blockchain network.
Unlike traditional centralized databases, in a blockchain system, the verification
and storage of transactions are collectively performed by all or multiple nodes
in the network, ensuring transaction security and trustworthiness.

Smart contracts are programmable contracts based on blockchain technology.
They are essentially pieces of code that run on the blockchain, defining certain
operations and their triggering conditions. When the triggering conditions for a
operation are satisfied, users can trigger execution of the operation by publishing
a transaction. Once the operation is triggered, it will be executed automatically
and uninterruptedly. Smart contracts enable reliable transactions and collabo-
rations among users without relying on intermediaries. The programmability of
smart contracts has opened up possibilities for complex blockchain applications,
including cross-chain swap.

Cross-chain swap refers to the exchange of assets between different blockchain
systems. In the blockchain ecosystem, different blockchain systems maintain their
own independent ledgers, which restricts the free flow of digital assets across dif-
ferent chains. The goal of cross-chain swap is to solve this problem and enable safe
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and unrestricted asset exchange between different blockchains. This exchange is
important as it expands the circulation scope of digital assets, improving their
flexibility and usability.

2.2 Atomic Swap

Atomic swap is a mainstream solution for achieving cross-chain swap. The goal of
atomic swap is to enable two parties to exchange assets “atomically”. Atomicity
means that in a swap, either both parties receive each other’s assets or both
parties retain their original assets.

Existing atomic swap protocols ensure atomicity based on Two-Phase Com-
mit [22] from the database field. In prepare phase, each party individually locks
their assets in a separate smart contract, which is called escrow contract in some
place. The two contracts both have a transfer operation and a refund operation.
The transfer operation unlock the assets in contract and transfer them to the
counterparty, for example, if a contract locks Alice’s assets, the transfer opera-
tion of the contract will transfer the assets to Bob. On the contrary, the refund
operation unlock the assets and return them to their original party. The transfer
operations of the two contracts are triggered by the same conditions, and so do
the their refund operations. In commit phase, either both transfer operations are
triggered, then both contracts transfer the assets to the counterparty, or both
refund operations are triggered, then both contracts return the assets to their
original party.

The classic atomic swap protocol was proposed by Tier Norlan on the Bit-
coin forum in 2013 [1]. Currently, this protocol is widely adopted by decentralized
exchanges and cross-chain trading platforms as the primary atomic swap pro-
tocol. Norlan’s protocol uses Hashed Timelocks Contract (HTLC) as the escrow
contracts. HTLC sets the triggering condition for transfer operation using a
hashlock and the triggering condition for refund operation using a timelock. The
hashlock is essentially a hash value, and the timelock is a specific time point.
Assume a HTLC locks Alice’s assets, if Bob provides the correct pre-image of the
hash value to the contract before the time, the hashlock will be unlocked, trig-
gering the transfer operation. Otherwise, the timelock will be unlocked after the
time, triggering the refund operation. Following Norlan’s protocol, other atomic
swap protocols also adopt the same triggering conditions.

2.3 Lockup Griefing

Lockup greifing in existing atomic swap protocols stems from using timelocks
as the triggering conditions for refund operations. In this section, we take the
Norlan’ protocol as an example to depict the scenarios in which lockup griefing
occurs and analyze the asset locking durations resulting from timelocks.

An HTLC is represented as < h, T >, where h denotes the hashlock and T
denotes the timelock. Suppose Alice wants to exchange her x1 coin1 for Bob’s x2

coin2, where coin1 is a digital asset on blockchain BC1, coin2 is a digital asset
on blockchain BC2. Following Norlan’s protocol, the swap is completed through
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Fig. 1. The Steps of Norlan’s Protocol. Solid arrows represent actions performed by
parties, while dashed arrows indicate the direction of asset flow.

the following steps (as shown in Fig. 1): 1 Alice generates a secret value s and
calculates its hash value h = Hash(s). She then locks x1 coin1 in contract
< h, T1 > (htlc1) on BC1. 2 After Alice locks her assets, Bob locks x2 coin2 in
contract < h, T2 > (htlc2) on BC2, where T2 < T1. 3 After Bob locks his assets,
Alice commits the secret value s to htlc2 before T2 to claim x2 coin2. 4 Once
Bob sees that Alice has revealed s, he submits s to htlc1 before time T1 to claim
x1 coin1, completing the swap.

If Bob abandons the swap after Alice has locked her assets, Alice will need
to reclaim her assets after T1. If Alice abandons the swap after Bob has locked
his assets, Alice needs to reclaim her assets after T1 and Bob needs to reclaim
his assets after T2.

Assume the time required for steps 1 2 3 4 in Norlan’s protocol is t1, t2,
t3, and t4 respectively, and the swap starts at time T0, then T1 should satisfy
T1 ≥ T0 + t1 + t2 + t3 + t4, and T2 should satisfy T2 ≥ T0 + t1 + t2 + t3 for
the swap process to be completed successfully. Additionally, T1 and T2 should
satisfy T1 − T2 ≥ t4 to ensure that Bob has enough time to claim Alice’s assets
after Alice has received Bob’s assets.

The values of t1, t2, t3, and t4 are dynamic and, under normal circum-
stances, the time taken to execute a step is equivalent to the block interval
of the blockchain on which the transaction occurs [29]. However, in special
cases such as temporary user disconnections, blockchain congestion, or censor-
ship attacks [26,31,34], the time taken to execute a step may be prolonged. T1

and T2 should be agreed upon by both parties before the swap begins. To ensure
that the values of T1 and T2 always meet the requirements, they should be set
based on the maximum possible values of t1, t2, t3, and t4.

Let Δ be enough time for one party to publish a transaction on a specific
blockchain, and for the other party to detect the transaction [19]. We define Δ1

for chain BC1 and Δ2 for chain BC2, then Δ1 is the maximum possible value
of t1 and t3, and Δ2 is the maximum possible value of t2 and t4. In practical
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systems, Δ is usually ten times [9] or hundreds of times [16,23,26,28] of the
block interval. Therefore, if both BC1 and BC2 are blockchains with second-
level block intervals, T1 and T2 reach several hours. If BC1 or BC2 is blockchain
like Bitcoin with minute-level block intervals, T1 and T2 may span several days.

Based on the above analysis, we can conclude that timelocks that require an
extended waiting time are the fundamental cause of lockup griefing. If a mech-
anism could be established to offer an event-triggered refund method, allowing
users to proactively trigger an event for rapid refunds when they discover that
a swap cannot be completed, it would enable swift asset settlement. FS-Swap
accomplishes this through its design.

3 Design

3.1 Assumptions

Blockchain. For the convenience of analysis, we assume that the participating
blockchains in the swap support smart contracts, do not experience forks, and
have a common supported hash function. They are able to synchronize their
clocks with each other. These assumptions are same as the assumptions of the
existing atomic swap solutions.

Participating Users. Each participant has accounts on two blockchains, one
for receiving assets and one for sending assets. They can read the contents of
these two chains and can publish transactions on them. These assumptions are
same as the assumptions of the existing atomic swaps. We also assume that
participants have a small amount of assets on the blockchain where they receive
assets. Considering that participants have an account on that chain, we believe
this assumption is not difficult.

Requirement Matching. The participating parties in the swap are aware of
the values of hashlocks and timelocks. This is reasonable because there are
already many third-party platforms [2,5] that collect and match users’ swap
requests, providing off-chain communication channels for matched users.

3.2 Overview

FS-Swap aims to solve the issue of lockup griefing and achieve fast settlement.
To accomplish this, the core idea is to provide an event-triggered mechanism
for quick refunds. In most cases where a swap cannot be completed, users can
promptly unlock their assets through this mechanism, eliminating the need for
waiting. Only in rare instances, when a swap is canceled due to a user being
permanently offline, users would reclaim their assets by timelocks.

FS-Swap implements the mechanism based on the hashlock. FS-Swap uses a
hashlock in the escrow contract, FS-HTLC, to set the triggering condition for
fast refund to the original party of the assets. The pre-image of the hashlock is
exclusively held by the other party who is not the original owner of the assets.
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When the swap cannot be completed, one party disclose the pre-image to help
the other party retrieve assets. This design prevents a party from arbitrarily
retrieving their assets when the swap has been partially completed. For exam-
ple, if Alice has already taken Bob’s assets, Alice cannot refund her own assets
because the needed pre-image for this refund is only known by Bob, who will
not disclose it.

However, the design that the pre-image for the refund of one party’s assets is
only known by the other party poses a challenge: The other party has no incen-
tives to disclose the pre-image to help the party refund quickly. To address this
issue, FS-Swap requires each party to lock a small amount of assets as collateral
in the contract where the other party locks their assets. If, when a swap cannot
be completed, one party discloses the pre-image to facilitate a fast refund for the
other party before the timelock expires, the party can retrieve their collateral.
Otherwise, after the timelock expires, the collateral will be compensated to the
other party.

With the introduction of the collateral, two requirements are imposed on the
parties. The first requirement is that each party must lock their assets only after
ensuring that the other party has locked their collateral. Failing to adhere to this
requirement may expose a party to the risk of lockup griefing without compen-
sation. The second requirement is that each party must promptly retrieve their
collateral when they realize that the swap cannot be completed. Failure to com-
ply with this requirement may result in the loss of their collateral. For instance, if
Bob locks his collateral but Alice delays locking her assets for an extended period,
Bob needs to promptly retrieve his collateral to abort the swap. Otherwise, if Alice
locks her assets close to the expiration time T2, Bob may not have enough time to
trigger a fast refund of Alice’s assets, resulting in the loss of his collateral. We will
give the latest time for a party to retrieve their collateral in Sect. 3.3.

3.3 Detailed Design

This section begins by providing a detailed design of the FS-HTLC contract,
followed by illustrating the specific workflow of FS-Swap using the example in
Sect. 2.3, where Alice exchanges x1 coin1 with Bob for x2 coin2.

An FS-HTLC is represented as < h, h′, T >, where the hashlock h is used
to set the triggering condition for the transfer operation. Similar to traditional
HTLC, this operation unlocks the assets and transfers them to the counterparty.
The hashlock h′ is used to set the triggering condition for the fast refund oper-
ation, which immediately unlocks the assets and returns them to the original
party. Additionally, the timelock T is used to set the triggering condition for
slow refund operation, which unlocks the assets and returns them to the original
party after T .

In an FS-HTLC contract, the assets of one party, assuming Alice, and the
collateral of the other party, assuming Bob, are unlocked by the methods as
follows: If the hashlock h is unlocked, Alice’s assets will transfer to Bob and
Bob’s collateral will return to Bob. If the hashlock h′ is unlocked, Alice’s assets
will return to Alice and Bob’s collateral will return to Bob. If the timelock T
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is unlocked, Alice’s assets will still return to Alice but Bob’s collateral will be
compensated to Alice for her lockup griefing.

To illustrate the detailed design of FS-Swap, we assume that the requirement
matching platform has facilitated the swap and provided two parties with the
necessary information, including two parties’ account addresses on the two chains
and public keys. Assuming that Alice and Bob have already agreed on the value
of the hash lock h, and only Alice knows its pre-image s. Assuming that Alice
and Bob have already agreed upon reasonable timelock values for T1 and T2.
The analysis of appropriate values for T1 and T2 will be discussed in Sect. 3.4.

In the following, we will begin by presenting the execution steps for complet-
ing a swap (as shown in Fig. 2), followed by providing strategies for aborting a
swap to handle various scenarios in which the swap cannot be completed.

Fig. 2. FS-Swap’s Execution Steps for Completing a Swap.

Steps for Completing a Swap. First, Alice and Bob create the escrow con-
tracts and lock their collateral respectively as step 1 and 2 . It is important to
note that the two steps are executed independently by Alice and Bob, thus they
do not need to wait for each other.

1 Bob generates a secret value s′
1 and computes h′

1 = Hash(s′
1). He then creates

a contract < h, h′
1, T1 > (htlc�

1) on chain BC1 and locks ε1 coin1 into htlc�
1 as

his collateral.
2 Alice generates a secret value s′

2 and computes h′
2 = Hash(s′

2). She then
creates a contract < h, h′

2, T2 > (htlc�
2) on BC2 and locks ε2 coin2 into htlc�

2 as
her collateral.

Then, Alice and Bob lock their assets sequentially as step 3 and 4 .
3 After Bob creates htlc�

1, Alice locks her assets of x1 coin1 into htlc�
1.
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4 After Alice creates htlc�
2 and locks assets in htlc�

1, Bob locks the assets of x2

coin2 into htlc�
2.

Finally, Alice and Bob retrieve each other’s assets sequentially as step 5 and
6 .
5 After Bob locks his assets, Alice submits the secret value s to htlc�

2 to retrieve
Bob’s assets x2 coin2 and reclaim her collateral ε2 coin2.

6 Once Bob sees that Alice has reveaed s, he submits s to htlc�
1 to retrieve

Alice’s assets x1 coin1 and reclaim his collateral ε1 coin1, completing the swap.
Some steps have a specific deadline for execution, as shown in Fig. 3. If a step

is not completed before its deadline, the swap cannot be successfully completed.
The deadline for step 6 is T1, and the deadline for step 5 is T2, as imposed
by the timelock restrictions. It is worth noting that the deadline for step 4 is
T2 − Δ2 (Δ2 is the maximum possible time to execute a step on the blockchain
BC2, as defined in Sect. 2.3). This is because if Bob has not locked assets at time
T2 − Δ2, Alice will abort the swap by retrieving her collateral from htlc�

2. Since
Alice needs to retrieve her collateral before T2, she must allocate enough time
(Δ2) for the operation to assure the security of her collateral.

Fig. 3. FS-Swap’s Process and Deadlines for Some Steps. “YES” means a step is com-
pleted, while “NO” means the step is not completed. “DDL” is an abbreviation for
deadline.

Strategies for Aborting a Swap. Parties may abandon the swap before exe-
cuting steps 1 2 3 4 5 , as shown in Fig. 3. Once step 5 is completed and Alice
has taken Bob’s assets, Bob will not abandon the swap and definitely proceed
with step 6 . Below, we give the strategies for handling cases where parties exit
before executing any of the steps 1 2 3 4 5 .

CASE 1. If Bob exits before creating the contract in step 1 , steps 3 4 5 6 will
not be executed. Consequently, Bob’s collateral and assets, along with Alice’s
assets, will remain unlocked. If step 2 has already been completed, then Alice’s
collateral has been locked, she needs to submit s′

2 to htlc�
2 before T2 to reclaim

her collateral.
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CASE 2. If Alice exits before creating the contract in step 2 , steps 4 5 6 will
not be executed. Consequently, Bob’s assets and Alice’s collateral will remain
unlocked. If only step 1 has been completed, then Bob’s collateral has been
locked, he needs to submit s′

1 to htlc�
1 before T1 to reclaim his collateral. If

both step 1 and step 3 have already been completed, then Bob’s collateral
and Alice’s assets have been locked, Bob needs to submit s′

1 to htlc�
1 before

time T1 to refund Alice’s assets and reclaim his collateral. Otherwise, after time
T1, Alice can unconditionally retrieve her assets and receive Bob’s collateral as
compensation.

CASE 3. If Alice exits before locking her assets in step 3 , steps 4 5 6 will not
be executed. Consequently, Bob’s assets and Alice’s assets will remain unlocked.
If step 1 has been completed, similar to CASE 2, Bob needs to submit s′

1 to
htlc�

1 before T1 to reclaim his collateral. If step 2 has been completed, similar
to CASE 1, Alice needs to submit s′

2 to htlc�
2 before T2 to reclaim her collateral.

CASE 4. If Bob exits before locking the assets in step 4 , steps 5 6 will not
be executed. Consequently, Bob’s assets will remain unlocked. If step 2 has
been completed, then Alice’s collateral has been locked, she needs to retrieve
her collateral before time T2. For steps 1 and 3 , the handling strategy is the
same as in CASE 2.

CASE 5. If Alice exits before revealing s in step 5 , then Alice’s assets and
Bob’s collateral have been locked in htlc�

1, and Bob’s assets and Alice’s collateral
have been locked in htlc�

2. In this case, Alice needs to submit s′
2 to htlc�

2 before
time T2 to refund Bob’s assets and reclaim her collateral. Otherwise, after time
T2, Bob can unconditionally retrieve his assets and receive Alice’s collateral as
compensation. After receiving his assets, Bob needs to submit s′

1 to htlc�
1 before

time T1 to refund Alice’s assets and reclaim his collateral. Otherwise, after time
T1, Alice can unconditionally retrieve her assets and receive Bob’s collateral as
compensation.

3.4 Analysis of Key Parameters

In this section, we analyze the key parameters of FS-Swap and provide reasonable
values for these parameters.

Timelocks. In FS-Swap, assuming the time required for steps 1 2 3 4 5 and
6 is t1, t2, t3, t4, t5, and t6, respectively, and since steps 2 and 1 3 can be
executed concurrently (as shown in Fig. 3), the total time required for steps
1 2 3 is max(t1 + t3, t2). If the protocol starts at T0, then T1 must satisfy
T1 ≥ T0 +max(t1 + t3, t2)+ t4 + t5 + t6, and T2 must satisfy T2 ≥ T0 +max(t1 +
t3, t2) + t4 + t5 for the swap process to be successfully completed. Furthermore,
T1 and T2 should satisfy T1 − T2 ≥ t6 to ensure that Bob has enough time to
retrieve Alice’s assets after Alice has obtained Bob’s assets.

Using the definition of Δ1 and Δ1 in Sect. 2.3, to ensure that the values
of T1 and T2 always meet the requirements, the minimum value for T1 is T0 +
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max(2Δ1,Δ2)+Δ1+2Δ2, and the minimum value for T2 is T0+max(2Δ1,Δ2)+
2Δ2.

Collateral. If FS-Swap is only used to prevent lockup griefing, the collateral
amounts, ε1 and ε2, only need to be greater than the transaction fee associated
with triggering a fast refund. In this scenario, the purpose of the collateral is to
incentivize a party to trigger a fast refund for their counterparty. As long as the
collateral amount exceeds the transaction fee, it is always more profitable for a
party to trigger a fast refund, reclaim their own collateral, rather than abstain
and incur a loss of collateral. Therefore, it is enough for the collateral to exceed
the transaction fee.

If FS-Swap is utilized to both prevent lockup griefing and provide compen-
sation for parties who experience lockup griefing, the collateral amounts, ε1 and
ε2, should be determined based on the locking time of the assets, T1 and T2.
As T1 > T2, the collateral amount should satisfy ε1 > ε2. In this scenario, the
collateral amounts can be determined by referencing from [17], utilizing existing
option price models [14,15].

4 Security Analysis

In this section, we analyze the security of FS-Swap, demonstrating that parties’
assets and collateral remain secure during the swap process. Asset security refers
to the guarantee that each party either receives the counterparty’s assets or
retains their own assets. Collateral security ensures that as long as a party follows
the protocol’s instructions to execute or abort the swap, they will not lose their
collateral. The possible attack actions that the counterparty can take are to
delay or omit some steps.

Asset Security. For Alice, only if Bob locks his assets before T2 − Δ2, she will
continue the swap and reveal the preimage s. In this case, Alice has sufficient time
(≥ Δ2) to unlock Bob’s assets. Therefore, if Alice reveals s, she will definitely
be able to obtain Bob’s assets. If Alice does not reveal s, Bob cannot take away
Alice’s assets either. In this case, Alice’s assets will either be refunded by Bob
triggering a fast refund before T1 or refunded after T1, allowing Alice to retrieve
her assets. In conclusion, Alice will either obtain Bob’s assets or retrieve her own
assets.

For Bob, he will lock his assets only after Alice has locked hers. If Bob locks
his assets and Alice reveals s to claim Bob’s assets, Bob will have already known
s by time T2. In this case, Bob has sufficient time (≥Δ1) before T1 to submit s
and retrieve Alice’s assets. If Alice does not disclose s, Bob’s assets will either
be swiftly refunded by Alice triggering a fast refund before time T2, or he can
retrieve them after T2. In summary, Bob will either obtain Alice’s assets or
retrieve his own assets.

Collateral Security. For Alice, regardless of whether Bob abandons the swap
or not, she has sufficient time (≥ Δ2) to retrieve her collateral. If Bob locks his
assets before T2 − Δ2, and Alice is willing to complete the swap, she has ample
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time to reveal s before T2 in order to reclaim her assets and collateral. In the
event that Alice abandons the swap, she still has sufficient time to reveal s′

2 to
reclaim her collateral. Even if Bob has not locked assets at T2 − Δ2, Alice still
has enough time to reveal s′

2 to reclaim her collateral.
For Bob, if Alice reveals s, Bob has learned s at T2 definitely, so he can

commit it to htlc�
1 before T1 to reclaim his collateral. If the swap can not be

completed, Bob must have know this at T2, he has sufficient time to reveal s′
1 to

reclaim his collateral.

5 Evaluation

In this section, we performed simulated experiments to evaluate the locking dura-
tion (LD) of user assets when a swap cannot be completed in FS-Swap, as well as
the execution time (ET) of the FS-Swap protocol when the swap is successfully
completed. We compared these results with Norlan’s Protocol [1], a classical
atomic swap protocol, and Xue’s Protocol [35], a classical atomic swap protocol
with a premium.

5.1 Methodology

Simulation Methodology. We simulated the required blockchain systems for
our experiments, along with client implementations for three distinct protocols
using Python threads.

A blockchain system comprises of a transaction pool, miners, and user nodes.
The transaction pool is simulated using a queue, and the mining process of
miners and the random initiation of transactions by users are modeled using
Poisson processes. The working process of the simulated blockchain system is as
follows. User nodes publish transactions, which are then sent to the miner for
validation. Upon validation, the transactions are placed in the transaction pool
queue, where they await being packaged into a block by miners. When a miner
obtains the right to create a block, they select a batch of transactions from the
transaction pool, adhering to the first-in-first-out principle and respecting the
maximum number of transactions a block can accommodate. Subsequently, the
miner constructs a block containing these transactions and adds it to the ledger.

The protocol clients we simulated engage in swaps following the steps of their
respective protocols. They periodically fetch on-chain transaction information at
random intervals of 1–5 s. Subsequently, based on the protocol steps, the clients
publish corresponding transactions according to whether they choose to abandon
a swap or not.

Parameter. We simulated four blockchains with block intervals of approxi-
mately 25 s, 25 s, 6 s, and 47 s, respectively. On each chain, background transac-
tions were sent at a frequency of approximately 67% of the maximum TPS of
the chain. The maximum time limit Δ for each step execution was set to 144
times the block interval, referring to the Lightning Network project [16].
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Comparative Solutions. Norlan’s Protocol, as introduced in Sect. 2, serves as
the basis for comparison. Xue’s Protocol involves one or multiple rounds of lock-
ing premium, where increasing the number of rounds does not affect the locking
time but does increase the execution time accordingly. In our experiments, we
focused on the protocol with a single round of locking premium.

Experimental Setup. We set up three different chain arrangements: [25 s, 25 s],
[6 s, 47 s], and [27 s, 6 s]. Under each arrangement, we conducted experimental
comparisons of LD and ET for the three protocols.

Experiments on LD are conducted for FS-Swap under each chain arrange-
ment. When a swap cannot be completed, the locking durations of user assets
in Norlan’s Protocol and Xue’s Protocol are approximately equal to the values
of the timelocks. Therefore, we only conducted experiments on LD for FS-Swap.
Among the various situations where a FS-Swap swap cannot be completed, we
can summarize the cases where parties’ assets are locked into two categories:
(1) Alice locks her assets, and then Bob exits, resulting in Alice’s assets being
locked; (2) Both Alice and Bob lock their assets, and then Alice exits, result-
ing in both Alice’s and Bob’s assets being locked. We conducted experiments to
measure the locking duration for each party’s assets under two different cases
for each chain arrangement. The experimental results are presented in the “LD”
row of Table 1.

Experiments on ET are performed for each of the three protocols under each
chain arrangement. We conducted experiments to measure the execution time
of the three protocols when the swap is successfully completed under the three
chain arrangements. The experimental results are presented in the “ET” row of
Table 1.

Table 1. Evaluation Result
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5.2 Experimental Results

Locking Duration. Overall, in FS-Swap, the user locking duration ranges from
9.6 s to 2.1 min. When compared to Norlan’s Protocol, there is a reduction of
over 99% in the locking duration for each party in each case.

Specifically, when Alice exits, there is a difference in locking duration for each
party’s assets in FS-Swap depending on the chain arrangement. In comparison
to the [25 s, 25 s] chain arrangement, the [6 s, 47 s] chain arrangement results
in a longer locking duration for each party’s assets, while the [47 s, 6 s] chain
arrangement leads to a shorter locking duration. This suggests that the block
interval of the second chain primarily influences the locking duration for both
parties’ assets when Alice exits.

Conversely, when Bob exits, in comparison to the [25 s, 25 s] chain arrange-
ment, the [6 s, 47 s] chain arrangement results in a shorter locking duration for
Alice’s assets, while the [47 s, 6 s] chain arrangement leads to a longer locking
duration. This suggests that the block interval of the first chain primarily influ-
ences the locking duration for Alice’s assets when Alice exits.

Execution Time. When comparing Xue’s Protocol and FS-Swap to Nolan’s
Protocol, both show an increase in protocol execution time, but the increase is
smaller for FS-Swap. Overall, the protocol execution time only slightly increases
from around 2 min to less than 3 min, which is perceived as minimal by the users.

Specifically, FS-Swap exhibits the shortest protocol execution time when the
block intervals between the two chains are similar. When the block intervals dif-
fer, there is a varying degree of increase in execution time. This can be attributed
to the fact that certain steps in FS-Swap are executed in parallel.

5.3 Summary

Compared to existing solutions, FS-Swap significantly reduces the asset locking
time for parties in the event that the swap cannot be completed from 2–5 h to
less than 2.1 min, greatly enhancing the user experience.

Regarding FS-Swap itself, it has the following characteristics: (1) When the
sum of block intervals between the two chains remains constant, increasing the
block interval of the first chain will decrease the asset locking time for two
parties when Alice exits, but it will increase the asset locking time for Alice
when Bob exits. (2) When the sum of block intervals between the two chains
remains constant, increasing the block interval of the second chain will increase
the asset locking time for two parties when Alice exits, but it will decrease the
asset locking time for Alice when Bob exits. (3) When the block intervals between
the two chains are similar, the protocol execution time is shorter upon successful
swap. The difference in block intervals between the two chains will increase the
protocol execution time.

6 Related Work

In 2013, a discussion about how to achieve the exchange of assets on differ-
ent blockchains without relying on a trusted third party on the Bitcoin forum
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attracts attention. In the disscusion, the concept of atomic swaps is intro-
duced, and the typical atomic swap protocol is proposed by Tier Nolan [1].
Later, Herlihy et al. [19,20] extended it to support multi-party swaps. Xu et al.
[21,24,30] conduct studies on the success rate of Nolan’s protocol. Tsabary et
al. [26,31,32,34] study on temporary censorship attack of HTLC, the underlying
contract of atomic swap.

The lockup griefing problem arises from the fairness study of atomic swap.
In 2018, A user with ID “ZmnSCPxj” points out that HTLC-based atomic swap
protocols have optionality feature but do not charge fees for the “option” in
Lightningdev mailing list [11]. Han et al. [17] argue that the optionality makes
Nolan’s protocol unfair and proposes Alice paying a premium to Bob to make
it fair. Xue et al. [35] find that when lockup griefing (sore loser attack) is miti-
gated by paying a premium, premiums also affected by lockup griefing and are
not compensated. They propose multiple rounds of premium locking to ensure
that users will be compensated adequately if they have funds for lockup griefing,
or that the amount of locked funds will be minimal. Arwen [18] proposes escrow
fees to compensate decentralized exchanges for the loss of lockup griefing. [25,27]
propose two separate methods to compensate parties for their premium (collat-
eral)’s prelong locking.

7 Future Work

Extend FS-Swap to Diverse Cross-Chain Swap Types. FS-Swap is
slated for expansion to support a broader spectrum of cross-chain swap scenar-
ios, including multi-party swaps and acyclic swaps. Currently, FS-Swap’s core
design is primarily tailored for facilitating two-party cross-chain swaps. How-
ever, extending its capabilities to accommodate a more diverse range of cross-
chain swap scenarios presents several challenges that require consideration. For
example, in multi-party swaps, we need to address fairness issues related to com-
pensating users experiencing lockup griefing, as a user’s exit can trigger lockup
griefing for multiple users, each with different durations of asset locking. In
acyclic swaps, ensuring atomicity remains a primary challenge.

Remove Timelocks. FS-Swap will gradually transition away from the use of
timelocks. In the realm of atomic swap solutions, the utilization of timelocks not
only leads to issues like lockup griefing but also gives rise to security concerns,
including temporary censorship attacks. Furthermore, it imposes limitations on
the applicability of these solutions. While FS-Swap does reduce its reliance on
timelocks through the implementation of hashlocks for refunds, it still relies on
timelocks as the ultimate safeguard in rare refund scenarios. In the future, we
plan to progressively eliminate the need for timelocks by incorporating mecha-
nisms such as watchtowers to supplant their functionality.
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8 Conclusion

In this paper, we introduced FS-Swap, the first atomic cross-chain swap proto-
col with Fast Settlement capability when a swap is canceled midway. FS-Swap
achieves this capability by utilizing hashlocks to implement a rapid refund mech-
anism, further motivating users to utilize it through the introduction of collat-
eral. In the majority of cases where a swap cannot be completed, users can swiftly
reclaim their assets through this mechanism. We conducted a comprehensive
analysis of FS-Swap, encompassing both assets and collateral. Our experimental
evaluations involved comparing FS-Swap with two established mainstream solu-
tions. The results demonstrated that FS-Swap significantly reduces the duration
of asset locking in comparison to existing atomic swap solutions. In the future,
our research will expand the applicability of FS-Swap to diverse cross-chain swap
scenarios and seek ways to eliminate the use of timelocks.
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