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Abstract. This paper intends to use cloud computing technology combined with
multi-source heterogeneous data to study extensive data analysis and modeling
methods for dense environments. This paper aims to improve themining and detec-
tion of massive Internet of Things (IoT) big data in the cloud environment. Firstly,
relevant statistical characteristics and correlation rules are extracted frommassive
IoT big data. Secondly, a multi-source heterogeneous network model based on
block is proposed. This paper uses a multi-source isomer model to process the
collected data, and it proposes a semantic ontology decomposition method for big
data in dense IoT scenarios in a cloud environment, and establishes its associa-
tion rule knowledge base. Meanwhile, the multi-source heterogeneous informa-
tion transmission mechanism, and then the dense IoT in the cloud environment is
analyzed and mined with big data. Experiments show the proposed algorithm per-
forms better anti-jamming when applied in dense IoT environments. This method
has better mining accuracy and less time cost.

Keywords: Cloud Computing · Internet of Things · Intensive Scene · Big Data
Mining

1 Introduction

Due to the wide use of IoT technology in industry, agriculture and other fields, con-
siderable data compression and anomaly detection have become the key technologies.
Researchers use efficient data processing and analysis technology to make the real-
time accuracy of IoT applications, reduce the system’s consumption of resources and
improve its application effect. it causes a lot of resource waste and data processing over-
head [1–5]. It cannot solve the problem of effective and accurate analysis and processing
of big data. In recent years, some researchers have used the idea of machine learning
to propose an incremental data mining algorithm to obtain more profound knowledge.
Some researchers use the information of GRNN-DBSCAN to establish the correspond-
ing detection data analysis model to improve detection accuracy. Some researchers take
the listed company of a blockchain in a particular region as a case, based on the principal
component cluster analysis method, to carry out a specific analysis of the company’s
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data. After all kinds of data are processed by clustering and classified, the required data
can be quickly found from a large amount of data. This improveswork efficiency. Studies
have used blockchain technology to identify IoT devices and ensure that the devices are
immutable [6]. It uses the hash table model based on “allowlist” to encrypt the device to
achieve the security of the device. Previous studies have selected the privacy data of IoT
with the most significant amount of information as the learning sample, then classified
it by using differential privacy technology, and finally established the security protec-
tion model of the privacy data of IoT by using linear regression and other algorithms to
achieve the security protection of IoT. Some researchers have studied large-scale data
acquisition and analysis technology for large-scale IoT to improve system performance,
but there are some problems, such as poor anti-multi-path interference performance. This
paper will analyze big data and IoT-dense scenarios in cloud computing environments.
It mainly includes.

(1) Extracting statistical feature quantity and association rule feature quantity from
massive data;

(2) Establishing a knowledge base of association rules for massive data;
(3) Giving the correlation degree transmission and transmission mechanism of massive

data;
(4) Carry of extensive data analysis and processing of data, the effectiveness of the

proposed algorithm to improve the efficiency of dense IoT extensive data mining in
the cloud environment is verified.

2 Design of an Data Processing Systems in IoT

As a service computing architecture for IoT, cloud computing has the characteristics of
“quasi-virtual” between cloud and individual computing [7]. It dramatically improves
computing speed by moving some of the cloud’s work tasks to the cloud. A general IoT
data processing architecture is shown in Fig. 1 (image cited in Data Flow: From the Edge
to the Server/Cloud).

Fig.1. Basic data processing architecture of IoT.
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As the amount of data increases, the data processing architecture in Fig. 1 causes the
number of resources on the device to increase accordingly, which leads to lower data
computation speed and higher resource consumption costs [8]. This paper intends to
propose A Data analysis architecture combining offline and real-time analysis based on
cloud Computing theory (Fig. 2 is quoted in A Novel Fog Computing Enabled Temporal
Data Reduction Scheme in IoT Systems).

Fig. 2. Architecture of offline and real-time analysis based on fog computing.

As you can see from Fig. 2, this data analysis architecture is divided into two types:
offline and just-in-time. The so-called offline analysis uses offline learning and correcting
the obtained data [9]. After repeated learning, a revised model is finally obtained. Input
the new model into the real-time analysis system to get the real-time data, and then the
data comprehensive analysis and the final output results can be.

3 Mass Data Acquisition and Preprocessing in a Dense
Environment

3.1 Extensive Data Sampling for Iot Intensive Scenarios

This paper takesmulti-source heterogeneous information as the research object andwire-
less RFID and multi-source information fusion as the core to study the optimal sampling
and feature classification of massive information for the large-scale IoT. Build a big data
acquisition model in a dense environment. It uses WSN technology to construct RFID
information collection tags. This paper intends to research statistics and large-scale IOT
big datamodelingbasedon theZigBeenetwork.The fusion schedulingmethodof consid-
erable data feature extraction and data analysis for dense environments is studied. Firstly,
Y = {y1, y2, · · · , yn} two-valued semantic decision model for large-scale extensive data
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collection oriented to IoT is established, and its association map is established by taking
the ZigBee network node as the networking network [10]. Secondly, the multi-source
information transfer mechanism based on Fuzzy is established in the large-scale ample
data distribution space, and finally, the multi-source information fusion mechanism of
extensive data application oriented to cloud computing is obtained. The associated map
will appear ψ : P → R2d+1. ψ(c) = (g(c), g(ν1(c)), · · · , g(ν2d (c)))T is the node
distribution group of a sample. For large-scale iot extensive data collection, its label
distribution group is as follows:

y(t+1)
i = (1 − λ)y(t)

i + λ

δni
(ζi −

i−1∑

j=1

δijy
(t+1)
j −

n∑

j=i+1
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(t)
j

i = 1, 2, · · · , n

t = 1, 2, · · · , n

(1)

The feature classification is carried out based on the type attributeσi(i = 1, 2, · · · , n)
of the big data in the dense scene of IoT, Hence H = {Y1,Y2, · · · ,Yn} is a vector
distribution set onU . Extensive data collection in dense big data processing based on the
node distribution model of extensive data sampling in dense scenarios. The networking
model of its wireless sensing network nodes is shown in Fig. 3 below:

Fig. 3. Networking model of IoT WSN nodes for large-scale data collection.

The data is collected and extracted based on the wireless sensor network nodes for
big data acquisition in the dense scene of IoT, as shown in Fig. 3.
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3.2 Feature Extraction

This paper intends to study themulti-source heterogeneous information processing tech-
nology based on block, feature classification, and adaptive scheduling for the mass IoT
[11]. In the process of using feature vectors to extract big data for analysis, this paper
combines the use of IoT tools such as datamining,which plays a crucial role in processing
a large amount of data.

s(t) =
∑

i

Nf −1∑

j=0

K−1∑

k=0

ζiδkq(t − iTs − jTf − σjTσ − χk)+

λ(t) =
∑

i

Nf −1∑

j=0

ζiqn(t − iTs − jTf − σjTσ −χ0) + λ(t)

(2)

Among them,

qg(t) =
K−1∑

k=0

δkq(t − χk,0) (3)

λ(t) is a fuzzy weight extracted from the number of statistical features in the massive
IoT big data. This paper intends to conduct distributed fusion research on the statisti-
cal feature quantity of large-scale iot big data based on fuzzy correlation degree con-
straints. This paper intends to study the adaptive fusion method. The regular statistical
characteristics of mass data in IoT environment of large data sets are:

D(λ) = 1

T

T−1∑

t=0

Dt(λ) (4)

To establish a semantic similarity representation method for massive IoT big data
in dense environments [12]. The finite data relation point is denoted as [δj, ζj], and the
relation point satisfies yj ∈ [δj, ζj]. The objectives of routing and forwarding control of
this integration node are:

y(n) = 1√
N

	

N−1∑

t=0

Y (t) exp(j2πkn/N ), n = 0, 1 · · ·N − 1 (5)

where,	 is the extent of intelligent collection ofmassive information in a large-scale IoT
environment;	 = {δi,j, 0 < i, j < N }. δi,j is the transport node in the environment. This
paper analyzes big data in IoT based on this model, and then conducts data processing
on relevant feature vectors.

3.3 Association Rule Knowledge Base of Big Data in IoT Intensive Scenarios

This paper proposes an extensive data mining method for IoT-dense scenes based on
cloud computing information fusion and fuzzy clustering and uses radio frequency tag
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identification technology to extract intelligent features frombig data for IoT-dense scenes
[13]. IoT dense scene big data multi-source distribution model is established:

E = [x1, x2, · · · , xd ] (6)

Dimensionality reduction uses multi-dimensional scaling characteristics to reduce
dimension m to dimension d . The big data fusion mode in dense scenarios is obtained:

maxH (Y ) = (H1(Y ),H2(Y ), · · · ,Hn(Y ))

s.t. gj(Y ) ≤ 0(j = 1, 2, · · · , q)

gt(Y ) = 0(t = 1, 2, · · · , q)

(7)

Realize multi-source heterogeneous information fusion in dense IoT environment.
The expression of i in IoT is obtained:

Racall(Y ,X ) = Q(Y ∩ X )

Q(Y ) + Q(X ) − Q(Y ∩ X )
(8)

Overload(Y ,X ) = Q(Y ∩ X )

min(Q(Y ),Q(X ))
(9)

Time(Y ,X ) = 2Q(Y ∩ X )

Q(Y ) + Q(X )
(10)

where, Q(Y ),Q(X ) represents the degree of correlation and integration between large-
scale and high-density iot big data. Y ,X is a jointly assigned feature vector set for large-
scale iot big data. Q(Y ∩ X ) is a cross-distributed collection of massive information
in a dense environment [14]. It is assumed that the output parameter of the extensive
data association knowledge base in IoT-intensive scenario in the cloud computing center
is param = {G1,G2, e, g, g2, g3, h,H1,H2}, and the time interval of collection of the
extensive data association rule base is Tf combined with the resource fusion scheduling
method [15]. This paper presents a multi-objective optimization algorithm based on
Ts = Nf Tf function. Thematching degree of large datamining in a dense iot environment
is:

Tσ = ent(Tf /Nσ ) (11)

The feature distribution of the critical index of dense scene big data is set to
Y (y1, y2 · · · yD), and the distribution structure of knowledge of mining association rules
of iot dense scene big data obtained in a restricted space makes it meet σjTσ < Tf ,∀j ∈
[0,Nf − 1].
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3.4 Extensive Data Analysis in the Dense Environment of IoT Based on Cloud
Technology

In this paper,a knowledge base of association rules for massive IoT data is established,
and an association transmission control mechanism for massive IoT data is proposed
based on the fusion analysis of association knowledge [16]. The calculation formula of
the edge property distribution matrix ZN×1 is as follows:

ZN×1 = DN×K · TK×1 (12)

The exact transfer probability of the ontology resource m is given to determine

et ≥ 0,
t∑

t=1
et = 1. The discrete distribution model of extensive data mining in a dense

environment is constructed by using fuzzy decision variables

s(t) = [s1(t), s2(t), · · · , sm(t)]T (13)

The feature mapping method of semantic ontology is applied to carry out adaptive
mining of massive data in dense environments, and its spatial distribution matrix is as
follows:

Y ′ =

⎛

⎜⎜⎜⎝

y11 y12 · · · y1n
y21 y22 · · · y2n
...

...
. . .

...

y(n−1)1 y(n−1)2 · · · y(n−1)n

⎞

⎟⎟⎟⎠ (14)

The plaintext block feature quantity of big data in iot intensive scenarios is calcu-
lated [17]. In combination with the routing and forwarding control protocol of IoT, the
association and fusion factor δidesira of the big data model is obtained

δidesira = δ1 · Den sit xi∑
i
Den sit xi

+ δ2
	Qi

	Qin it
(15)

Among them,

⎧
⎪⎨

⎪⎩

δ1 + δ2 = 1, δ1, δ2 ∈ [0, 1]

δ2 =
max
i

(	Qi) − min
i

(	Qi)

	Qin it

(16)

Considered the equivalent semantic mapping, the link set of extensive data distri-
bution in IoT-dense scenarios satisfies Q ∈ Rn×n,R ∈ Rm×m and H ∈ Rm×m, and the
feature distribution set satisfies d ∼ q(e, q).

Combined with the matching index set Et ∈ E(t = 1, 2, · · · , t) of extensive
data integration in IoT intensive scenarios, the optimized integrated graph model is
Qi ∈ Q(i = 1, 2, · · · ,m). Correlation detection and mining of iot data are carried out
according to the fusion results of correlation knowledge.
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4 Experimental Results and Analysis

The correctness of IoTdata privacyprotectionmodel in a heterogeneous cloud computing
environment is tested by experiments on information loss degree, data availability, per-
formance and security. The results of the experiment are shown below. The test compares
the algorithm in literature [18] and literature [19] and the method in this paper.

4.1 Degree of Information Loss

In protecting private data,the papermust ensure the degree of information loss is shallow.
Only in this way can the model have practical application value. For different IoT data,
threeways are adopted to protect it from information loss. It is determined that the degree
of information loss in this way is the smallest, and the optimal privacy data protection
model is obtained. Figure 4 shows the five groups of experimental results. The algorithm
can ensure the performance of privacy data protection. The information lost by the other
two methods is much higher than that of the proposed methods, so the data protection
model will likely become meaningless [20]. The low information loss of the proposed
method is due to the preprocessing of the original data before establishing the protection
model. At the same time, the algorithm can significantly ensure the integrity of the data,
thus reducing the amount of information loss.

Fig. 4. Amount of information loss under the three algorithms.

4.2 Data Availability

In the privacy data protection model, the amount of data is a direct factor, and as the
amount of data increases, data availabilitywill also increase [21]. The comparison results
are shown in Fig. 5. It can be seen that the method proposed here is the strongest under
what kind of data volume, while the other two methods are not as good as the algorithm
proposed here to some extent, so its correctness can be demonstrated.
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Fig. 5. Data availability for the three methods.

4.3 Model Protection Performance

By comparing the upload rate of the above three schemes with that of the unencrypted
one, the scheme that is closest to the unencrypted one is obtained. The results are shown
in Fig. 6. From Fig. 6, it can be seen that the method described in this paper has the
closest upload speed to unencrypted data, indicating that it is the most effective of the
three methods and confirming the overall efficiency of the method described in this
paper.

Fig. 6. Model protection performance of the three methods.
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4.4 Security

The security problem in cryptography is evaluated by measuring the rate of change of
ciphertext in cryptography. Assuming that the number of plaintexts is fixed in a cipher
system, if any cipher system changes, the ciphertext change rate under the cipher system
can be obtained, and then the propagation characteristics under the cipher system can
be obtained. The security of the cryptosystem is judged. Table 1 lists the comparative
data of the three experimental methods. The stronger the ciphertext change rate, the
stronger the data diffusion.Table 1 can display the following data of the highest average
ciphertext change rate, which further proves the security of the proposed method.

Table 1. Diffusivity of the three methods.

Experiment number The ciphertext change
rate of the proposed
method

Reference [18] method
ciphertext change rate

Reference [19] method
ciphertext change rate

1 0.83 0.78 0.66

2 0.87 0.76 0.41

3 0.80 0.66 0.46

4 0.76 0.60 0.42

5 0.48 0.75 0.86

6 0.97 0.86 0.45

7 0.86 0.73 0.19

8 1.00 0.83 0.57

9 0.99 0.48 0.43

10 0.86 0.78 0.44

Mean value 0.84 0.72 0.49

5 Conclusion

This paper intends to use cloud computing technology combined with multi-source
heterogeneous data to study extensive data analysis and modeling methods for dense
environments. This paper intends to use WSN technology to build RFID data collection
identification. At the same time, based on the ZigBee networking protocol, this paper
conducts statistical analysis and fuzzy sampling research on massive IoT big data and
studies the feature classification and adaptive scheduling ofmassive IoT big data through
zoning fusion and fuzzy clustering technologies. At the same time, the high-density IoT
extensive data mining method based on cloud services is studied. Through analysis, it is
found that the algorithm has better accuracy, less time, and better overall performance
in the dense, extensive data mining of IoT.
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