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Abstract. For better understanding and better learning of new tech-
nologies, there is welcome to have some hands-on experiences with these
subjects. This helps with knowledge adoption and also increases learn-
ing efficiency. In this article, there is analyzed inputs for a proposal of
this system and requirements, which should be meet for such system,
and also there is identified learning subjects and areas, which could use
this tools. This article deals with and describes an architecture, which
can help with automation and deployment labs, which can students use
for learning and their research. There is described the architecture for
a system, which is able to deploy these environment into more cloud
type providers and also is open and able to handle more types run-time
technologies, especially virtualization (e.g. OpenStack, Kubernetes and
more). The architecture describes platform, which consists an portal or
a learning web-based tool, which can be used for learning and also for
interface of student labs, which can be automatically deployed based on
input conditions with automation tools to some public or private cloud
services.

Keywords: Learning · Lab deployment · Automation · Private cloud ·
Public cloud

1 Introduction

The learning of new technologies should not include only theoretical knowledge
and learning without touching it. There should be also included some hands-on
experience, which increase learning speed and the depth of knowledge. Thanks
of this, students are faster in learning and the learning process is faster and more
efficient.

The hands-on experience can be delivered via giving students an environment
that matches the real environment and students can play with it and try to
understand these technologies and contexts.

There are a few challenges, which should be met. For example, how to students
will access course resources (theory and practise, thus hands-on environment).
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The deployed lab has to run on some platform and there are basically
three option [8] - use some private cloud solution (based on requirements use
Infrastructure as a Service on demand solution, e.g. OpenStack [29], VMware
[39], Hyper-V [27] or Kubernetes [21,25]), use some public cloud solution (e.g.
Microsoft Azure [27], Amazon Web Services [2], Google Cloud Engine [15]) or
use some hybrid cloud solution or more solutions together.

2 Problem Definition

The learning process of any learning subject basically includes two phases:

1. Learning the theoretical aspects,
2. Learning the practical aspects and exercises.

Students first learn the basic knowledge they should subsequently demon-
strate and deepen within exercises that should help them with the application
of acquired knowledge.

To be able to do these exercises, students should have resources, where they
can do some basic tasks and get hands-on experiences and also can play with
technology if this is possible.

There are a lot of opportunities for hands-on learning and getting resources
for these students lab. In general, there can be used any cloud resources envi-
ronments, which can provide run-time platform for this area. There can be used
public provider clouds or there can be used private cloud solutions.

Thanks of virtualization and thanks of abstraction between application and
hardware resources, there are possibilities for not taking care about where ser-
vices will be running and thanks of this, these labs with good architecture layer
can be used on more cloud solutions.

Lab environments should meet requests in many areas, which can be required
for some specific environment and deployment. It can depend on usage, but
generally speaking, areas are:

– availability, which means how will be defined service level agreement of these
services,

– accessibility, which means how many students will share the same resources
(lab and physical resources)

– performance, which means how much resource will be available for each lab
and how many labs will be able to run in each time,

– price, which requests the highest cost effectiveness for such environments and
whole implementation,

– and others.

Each from these areas can be different for specific setup, for example the
environment for students in school area will be different for students in business
area. This research is defining architecture for real deployment of solution for
lab deployment, but there should be analysed specific environment setup and its
requirements.
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2.1 Subjects and Areas

The school and education subject, for which should be able to use this solu-
tion are mainly Information Technologies subjects, where for students could be
helpful to have hands-on experiences. Between these subjects and technologies
belong:

– Desktop and Server Operating Systems (e.g. Linux-based Operating Systems,
Windows Server and Client and platforms run on top of these technologies),

– Virtualization Platforms like virtual machines and container virtualization
(e.g. VMware virtualization, Hyper-V, Docker and Kubernetes),

– Applications, where is not easily to run and deploy it on standalone machines
(e.g. databases, application based on backend and frontend layers, large enter-
prise systems and platforms),

– and many others.

2.2 Cloud Computing Solution

The designed environment could be able to run on Private and also Public Cloud
Computing solutions [8]. Each Cloud Computing solution brings specific advan-
tages and disadvantages, so there is needed to choose this one, which will meet
requirements and run will be the most suitable.

On Fig. 1, there are shown basic Cloud Computing solution types, which can
be used for implantation of this system.

This figure also shows a third type, hybrid cloud solution, which can be used
and it means that solution is using both, private and public cloud solutions, and
thanks for that can optimize benefits of both solutions.

The background of such a solution should be virtualization - mainly Infras-
tructure as a Service (IaaS) solution, but there could be possible to use also
another Cloud Computing solutions, such Platform as a Service (PaaS) and
Software as a Service (SaaS), but this paper is mainly concerned with the Infras-
tructure as a Service solution.

2.3 Cloud Based Educational Companies and Institutions

On the market, there is a lot of companies and institutions, which are delivering
some e-Learning services, which also includes providing student’s labs, where
they can learn.

But on the other hand, these solutions are not publicly available and therefore
there is no generic architecture that describes the possibilities and uses and the
best practises.
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Fig. 1. Basic Cloud Computing solution and their main benefits.

3 Related Works

A lot of research works is based on some learning platform usage, which can be
used in learning or analysed cloud computing usage in learning areas.

Alabbadi [1] analyses the usage of cloud computing services in learning and
defines the Complete Cloud Computing Formation Model for cloud computing
usage analysis. The similar analysis are Babu [4] and Sanchez [32] with Agent
Based Cloud Computing Architecture.

Dahdouh [9] examines how to interconnect more e-learning and cloud com-
puting platforms and also describes architecture of e-learning system based on
Spark and Hadoop [10].

Thomas [37] analyses a potential of cloud computing usage in learning and
his advantages and disadvantages.

Between another similar studies, which are considers to cloud computing
usage in e-learning and education, but on regular basis, belong also An [3], Dong
[12], Fernandez [13], Gonzalez-Martinez [16], Horalek [17], Juan [20], Mikulecky
[28], Siddiqui [34], Sommerville [35].

Barak [5] and Stantchev [36] examine this area more in behaviour aspects
and Boja [7] and Maresova [24] examines economics aspects of cloud computing
usage in learning and education.

Another studies are focused to another cloud computing usage in school or
scientific area. For example Horalek [18] describes model for cloud computing
usage in scientific calculations. Also Tuncay [38] analyses an effective usage of
cloud computing in educational institutions. Xu [40] defines an architecture of
virtual laboratory for network security education.
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Some studies helps with cloud computing usage optimization. Kumar [22]
analyses workload prediction with using the neural networks. Komarek [23],
Pavlik [31] and also Sebastio [33] study availability and performance of cloud
services.

Ghobaei-Arani [14] examines how to effectively use cloud data centers for
virtual machines and resource efficiency is also addressed by Zhu [41]. Bartuskova
[6] describes a framework for resource management.

4 System Inputs and Requirements

The architecture of the solution should effectively serve the purpose, which is
mainly student learning. Because of this, students should be able to use it any
time and also should be able to rebuild and/or skip the environment to any state
of course.

Some of main requirements has been introduced in Problem Definition section
(availability, accessibility, performance and price), but anyway, based on specific
requirement, some of these can be changed, modified or omitted entirely.

From the requirement, there are implicated system inputs for particular usage
of this architecture. There should be included and considered above all:

– how many user will be active (have deployed lab), inactive (be able to deploy
lab) or how many labs can each user deploy,

– how will be setup time to live of deployed labs and if will be deleted after
some period,

– how user accounts will be handled, if there will be some local user management
solution or some integration to another user management solution,

– how user will connect to the environment, if there is needed some VPN,
another external portal or is public Internet available,

– if there will be used private or public cloud solution and if public, which
provider will be chosen for deployment,

– which virtualization platform will be used for control plane (this means learn-
ing application) and if virtual machines or containers,

– which virtualization platform will be used for data plane (virtual user envi-
ronments) and if virtual machines or containers,

– how much will be used automation for deployment and which configuration
will be on user side,

– for which education subject will be the lab environment and his possibilities
used and how,

– if there will be used only one type of deployment and used for whole subject
topic or will be possible switching between e.g. lessons,

– and possibly much more other, based on implementation and specific
requirements.
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5 System Architecture

The architecture of entire system is based on some components, which are inter-
connected and mainly there are used open-source tools and software.

Figure 2 shows basic architecture concept, which consists parts of a system
for deployment of student environments and these components are important
for successful implementation and working setup of this architecture.

Fig. 2. Basic lab deployment system architecture.

5.1 Components

The whole system consists a few components, which each act like subsystem of
this solution and have its own meaning.

These components are split to 2 parts:

1. Control plane, which takes care of the whole platform,
2. Data plane, where run student deployed labs.

The both part are running on top of some cloud solution. Both part can share
the same cloud solution but also cannot and for example control plane can run
on public cloud solution and data plan on private cloud solution. Also there is
possible to run data plane on public and private cloud solution and there can be
implemented some logic for choosing, where each lab will run
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e-Learning Web Portal. The main component of the solution for students
is e-Learning Web portal, where courses are available for student and students
use it for learning process. This is mainly web page, where are located learning
materials and resources, exam and practical exercises, which student should
complete via their deployed labs.

This portal can be used also some existing e-Learning solution, where can
be implemented some trigger for building lab or labs can be deployed separately
without connection to e-Learning system.

Configuration System. The configuration system consists store of configura-
tion and also data for e-Learning Web portal. The part of configuration system
should be also some user management system, which will used for user authen-
tication, authorization and also for quotas store for management of used and
available resources. Also some billing solution could be part of the configuration
system.

Automation. The automation subsystem is one of main important parts of
this solution. It helps with automatizing of deployments and routines in whole
environment.

This subsystem is mainly built on automation server system and also prede-
fined procedures, which are done during deployment.

The most suitable tools for these purposes is software called Jenkins [19].
Jenkins is automation software for continuous delivery of software. In Jenkins,
there are written pipelines, which are consists procedures which are done during
student lab deployment.

Data Plane Lab Deployment. This part of solution means all deployed stu-
dent labs. These labs may consist virtual machines with installed application
and/or with specific configuration, containers, which run specific application.

In some specific situation, there can be run virtual machines with nested
virtualization, where can run another virtual machines or containers.

Additional Services. The part of solution can be external or internal services,
which can help with management and run of the environment. Between these
services, there can belong:

– Monitoring solution,
– external e-Learning System,
– external user management solution,
– external accounting and billing system,
– supporting web services non-directly related to e-Learning,
– and a lot of others.

Between additional services can belong also integration parts with another
external systems.
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5.2 User Deployment Workflow

When user is starting learning and requesting any new lab deployment, there
should be a few steps, which should be done before and after lab will be success-
fully deployed. The workflow of this action should be:

1. Student logins to e-Learning system with provided credentials,
2. e-Learning system validate user credential, system authorization, permissions

and current deployed resources,
3. Student is using e-Learning system, if there is needed some lab, student will

start request for resources,
4. System is validating available resources and user resource quota, current

state and predefined Cloud Computing solutions and rules and after this,
lab deployment will start,

5. System start deployment, build pipeline run for this based on request and
current state of system,

6. System run pipeline for user lab deployment via predefined deployment work-
flow,

7. After lab is successfully deployed, inform user via predefined notification and
also provide credential and information how to login to deployed lab.

This is basic workflow for student lab deployment, but there can be dif-
ferences and also another steps, which can come with local requirements and
implementation.

5.3 Another Workflows and Functions

There is also needed to have some another workflows for management whole
cluster to be able to manage whole environment successfully. This system is not
only about student lab deployment, but also management current deployed labs
and also their life cycle.

Between these workflows and functions should belong:

– Regular check for current usage of labs and comparing student resource
validity,

– Based on requirements, upgrade current labs to the newest versions (option-
ally with current student state),

– Process and pipeline for destroying deployed labs with expired time to live or
deactivated users and resource cleanup and optimization,

– Resource validation and possibility for migration to another Cloud Computing
solution, if enabled,

– Upgrading artifact stored contents based on upstream updates (e.g. new pack-
ages, new operating system images, docker images),

– Automatically triggered test deployments, which will ensure, that there will
be possible to deploy labs in each time and for preventing non-working state,

– Regular monitoring of the whole environment and all interconnected
components,
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– Data synchronization of with another e-Learning systems or management
systems if needed (e.g. users, classes),

– and some specific others.

Thanks to automation, there should be prepared pipelines, which will be
trigger by scheduled triggers and will start based on configuration. But this is
not only about system implementation, but also about processes for specific
implementation.

6 Proof of Concept Lab Deployment System

To be sure, this infrastructure is working and is possible to implement it,
there were implemented and tested proof of concept setup with basic and small
configuration.

For testing purposes, there were created basic web portal and with basic form
for creation of student lab. This lab has two alternatives: 3 and 6 virtual machines
based on Ubuntu 18.04.2 LTS (Bionic Beaver) with installed and configured basic
Kubernetes cluster.

Th configuration system stored some service, like basic user management
subsystem and also store of available lab configurations.

Artifact system stored Ubuntu images and also some repositories in Gerrit
code software, where has been store pipeline configuration for Jenkins automa-
tion server. For Linux repositories has been used upstream repositories, but also
could be used some package management server like a part of artifact system.

Jenkins has been used like automation system with a written pipeline, which
received trigger from e-Learning Web portal with configuration, start pipeline
run, which deployed student lab.

Deployed labs has been installed to OpenStack based cloud, where also has
been running virtual machines with rest of infrastructure (control plane).

After this first phase, there were second phase, which consists verifica-
tion on some public cloud solution. There were chosen Amazon Web Services
cloud, which provides Amazon Elastic Compute Cloud (EC2) solution for vir-
tual machines. Because there has been needed some changes in written deploy
pipeline, this pipeline has been extended with additional parameters, which are
related for deployment to AWS cloud.

7 Conclusion

This paper describes architecture of system, which can be used like support
for the learning of technical subjects mainly. This architecture contains web
interface, which is for user interaction, automation subsystem, which serves for
lab deployment automation, core subsystem, which is managing user and system
requests and also opened virtualization subsystem, which can be used like private
or public cloud solution.

This architecture concept can be used in large usage variants and thanks
of this, can be modified on specific environment requirements and possibilities,
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because there are a lot of variants for usage and also technical and non-technical
requirements for learning and possibilities of the particular institution, school or
university.

The whole architecture is possible to built on open source technologies so this
can be possible for next development and the architecture in opened for another
extensions and specifics.

The main benefit of this architecture is in the openness for future develop-
ment and there are possibilities to change and/or modify it for needs of the
specific organisation, which can be some educational institution or also some
software company, which wants to deliver labs for their employees. And between
another benefits belong the openness for underlay virtualization platforms, which
can be on premise cloud solution or some public cloud solutions.

The architecture also provides and recommends the usage of highest layers
of virtualization (e.g. container virtualization), but there is possible to use more
traditional type of virtualization (virtual machines based virtualization).
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