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Abstract. The IEEE 802.11 ah standard is the prominent protocol for
medium range communication in the domain of Internet of Things (IoT),
facilitating interaction between wireless sensor nodes and access points.
Supporting up to approximately 8192 nodes connected to a single access
point through single hop strategies, IEEE 802.11 ah employs CSMA/CA
for the authentication and association process of sensor nodes with access
point. However, the standard encounters challenges such as significant
collisions and prolonged network setup times when attempting to asso-
ciate an excessive number of wireless sensor nodes with a single access
point, primarily due to authentication thresholds set at intervals. In this
research, we propose a dynamic adjustment of the authentication thresh-
old based on network congestion status. Learning parameters including
the number of requests served successfully by the access point in the past,
present and a congestion threshold are leveraged to adapt to current net-
work congestion levels. Through evaluation using the LILD method in
the ns-3 simulator, our approach demonstrates considerable enhance-
ments in terms of collision reduction and network setup efficiency. This
research endeavours to promote responsible network management prac-
tices for improving the performance and reliability of IEEE 802.11 ah
based IoT deployments.

Keywords: Wi-Fi Halow - IoT - Association Process - Mitigate
Congestion

1 Introduction

The Internet of Things (IoT) is a network of interconnected devices equipped
with software & other technologies that allow them to collect, store and exchange
data with other devices and systems. These devices includes everyday household
appliances and wearables to industrial related machinery and vehicles. A biblio-
metric study was conducted over the Internet of Things (IoT) from 2000 to 2019,
using co-citation, coupling, and cluster analysis methods to evaluate the devel-
opment and research trends of the IoT, from which the main thematic trends,
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collaboration networks, and challenges of IoT development are incurred. It also
gives valuable insights for researchers, entrepreneurs, and governments to under-
stand the development of the IoT over the past 20 years and in It identifies key
research topics such as IoT security, wireless sensor networks, IoT management,
and privacy. Security and algorithm issues have become basic themes in recent
years. [1].

A comprehensive overview of the Internet of Things (IoT) provides the study
of architectures, protocols, applications and detailed description about recent
advancements, future directions, and recommendations, and also gives insights
into spread spectrum techniques, IoT middleware, simulators, research history,
and emerging challenges. Gives a brief note on about the evolution of IoT and
about the protocols, technologies, applications, and the research challenges that
exists when implementing it. Additionally, it addresses mobility management,
maintenance costs, internet disconnection issues, and security challenges in ToT
environments. [2].

Internet of Things swiftly communicates through data sharing between
devices, based upon the use of automation, remote monitoring, via the oper-
ation of physical objects and processes. Leveraging the capabilities of IoT, busi-
ness peoples can achieve useful perceptions, increase efficiency and productivity,
and realize a fresh potential for innovation in areas such as healthcare, transport,
agriculture, manufacturing, and smart cities. However, IoT also raises concerns
about privacy, security and data management that need to be addressed for its
widespread and success. The [oT communication technologies are broadly clas-
sified into WPAN and LPWAN, those technologies are employed to perform the
above-mentioned processes and to overcome challenges.

The Wireless Personal Area Networks (WPANSs) comprises of the widely
used Bluetooth (BLE) technology having been operating at 2.4 Ghz with cover-
age range of 300 m, channel bandwidth of 2 Mhz and data rate of up to 1 Mbps
for short range communication. BLE is commonly found in personal devices like
smartphones, tablets, and wearable technology. Zigbee is a low power WPAN
standard designed for home automation, industrial control, and sensor networks,
which is being operated at 2.4 Ghz and 900 Mhz with coverage of 10 to 100 m,
channel bandwidth of 0.3 to 2 Mhz, and data rate of up to 20-250 kbps. Z-Wave
operates at sub-1 Ghz offering better range compared to Zighee. Similarly, the
Low-Power-Wide-Area-Networks (LPWANSs) comprises of LoRaWAN which uti-
lizes the LoRa modulation technology operating at unlicensed ISM radio bands,
channel bandwidth of 250 khz to 500 khz, data rate of 300 bps to 50kbps.

LoRa WAN enables low power consumption for communication with long
range. It’s suitable for IoT applications requiring long battery life and connec-
tivity over several kms. Sigfox offers long range and minimal power consumption
for communication. It works in frequency bands (unlicensed) with channel band-
width of 100 Hz, data rate of 100 to 1000 bps and is widely used in applications
such as asset tracking, environmental monitoring, smart metering over several
kilometres. Next comes the NB-IoT which is called as cellular LPWAN technol-
ogy standardised according to the third-generation partnership project (3GPP),
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NB-IoT works in spectrum bands(licensed) with channel bandwidth of 180 Khz
and data rate of few kbps to 10 kbps and provides reliable connectivity for IoT
device with low data rate requirements.

In order to cope with the limitations of the aforementioned standards, a newly
emerging technology called Wi-Fi HaL.ow can be recommended. Wi-Fi HaLow is
a wireless communication standard developed by the Wi-Fi Alliance specifically
for the Internet of Things. Wi-Fi Hal.ow operates in the sub-1GHz frequency
range, penetrating walls and other obstacles more effectively, and was specifically
intended for smart home devices, industrial sensors, and other IoT applications
where range and battery life are critical. It relies on the IEEE 802.11ah standard
and adds some additional functionality. For example, Wi-Fi HaLow improves the
power efficiency of devices, allows for thousands of devices per access point, and
works with current Wi-Fi technologies.

As ToT continues to expand across multidisciplinary fields, Wi-Fi HaLow
offers a predominant solution to address the constrains of IoT deployments and
further enabling the system of interconnected smart devices that can communi-
cate smoothly with criteria of conserving energy and extending network coverage.
The MAC features comprise of two division namely high scalability (Fast Associ-
ation and RAW) and low power consumption (TIM segmentation, Target Wake
Time TWT and subchannel selective transmission).

For complete network connectivity, devices can link up with a connectivity
Point (AP). By enabling the AP to observe every mobile device, association
ensure effective frame delivery. But it only happens in wireless infrastructure
networks. Only one AP may be associated with a station at once. Association is
the process by which sensor nodes are authenticated for the process of adding
them to the network, by assigning a unique identifier called Association Identifier
(AID). IEEE 802.11ah’s access control mechanism during association is Carrier
Sense Multiple Access with Collision Avoidance (CSMA/CA).

The AP sends out the beacon frame on a regular basis to announce the
presence of a wireless network and synchronize all network stations. The channel
access in RAW for station is acquired by competing for channel access using the
EDCA process flow that is based on their requirements the priority table will
be generated according to that the sensor nodes get channel access after backoff
period by sensing the channel, whether it is idle or busy. If it senses the channel
is busy it waits for backoff period and decrement the counter value till it reaches
the zero value which means the channel is free. After the back off period the
station starts its transmission in the transmission opportunity phase.

In Distributed Authentication Control (DAC), a beacon interval is broken
into smaller intervals known as Authentication Control Slots (ACSs). Stations
issue AUTH Requests including a random beacon interval and an ACS. The
development of Centralised Authentication Control (CAC) aimed in enhanc-
ing the authentication process and positively impacting related mechanisms
like association. Within CAC, the AP transmits beacon frames containing an
authentication threshold at regular intervals, known as beacon interval (BI).
This threshold is introduced to limit the number of nodes participating in the
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association process, this is done with utmost care and dynamic adjustment of
threshold will lead to minimize collisions and enhance association time.

Frame collisions are known to occur when there are greater number of sensor
nodes, and this number rises with frequent retransmissions. To mitigate this,
scientists and researchers have devised a unique protocol that speeds up the
process by control over the proportion of sensor stations that are allowed to
connect. The paper is systematized as follows: Section 2 describes related work
in this field. Section 3 analyses the issues with the fast association mechanism
and proposes a new adaptive association algorithm. Section4 is detailed with
the results, and we conclude the article in Sect. 5.

2 Literature Survey

The architecture of IoT, the implementation of LoRa technology, and the open
issues and challenges in IoT deployment are explained and it emphasizes the need
for improved antenna technology, standardized testing, and about the interfer-
ences in long-range communication and concludes by advocating for the use of
low-profile antennas with LoRa technology for wider scale of IoT implementation
[3]. In contrast of providing suggestion to any new association method, rather
they provide improvements to the already existing methods in a Wi-Fi Ha-Low
system, these are CAC and DAC. Instead of using the primitive definition pro-
vided by the standard itself, the integration of a learning step in the association
process to dynamically change the window size during the association method
to make them less robust in condition with changing contention conditions [4].

The TRC-RBT-GC approach to address resource allocation issues in the Wi-
Fi HaLow network for IoT applications involve using Triggered RAW-centric
Registered Backoff Time -based channel access along with grouping Control to
improve system performance, achieves load balance within Restricted Access
Windows slots. The suggested technique is categorized into four phases namely
claiming, AP scheduling, scheduled data transmission, and remaining time data
transmission. It aims to schedule STAs for channel access based on their RBT
values, improving fairness and throughput and discusses the simulation environ-
ment, performance evaluation, and the proposed grouping method to achieve
better channel utilization. The main advantage is enabling AP to schedule STAs
for channel access based on their RBT values without need for backoff count
down time [5].

A fast association technique - FASUS is developed based on the existing
LILD, they have introduced three new methods that can be used to circumvent
the constraints listed in LILD, such as adaptive round numbers, retransmission-
upon-failure and authentication threshold holding. [6]. The challenge of manag-
ing accesses for a massive number of devices in IoT applications are discussed
and proposes a retransmission and RAW optimization scheme, along with a
device grouping algorithm, to address these challenges in IEEE 802.11ah net-
works. Thereby improving the energy efficiency, channel utilization, and access
delay by allowing colliding devices to have another transmission chance in the
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next slots, changing the amount of RAW slots, and developing a load-aware and
distance-based device grouping method. [7].

It also shows fast association mechanism is far better than normal association
mechanism explores and reveals the various overheads associated with Associ-
ation. It also discusses the difficulties in maintaining association and station
wake-up and the possible causes of energy inefficiency, delays, and unreliability
in all operations [8]. A new algorithm has been introduced for predicting uplink
optimal RAW size and will allow many devices to utilize the uplink access effi-
ciently [9]. The comparative analysis of how the Wi-Fi Halow outperforms Zigbee
standard with the necessary parameters such as association time, throughput,
and delay performance, and network coverage are explained [10].

Some insights into the existing association mechanisms are discussed and also
proposes combination of various existing association mechanisms which produce
a better solution rather using them alone and highlights the fact of the current
RAW model utilized by 802.11ah is flawed in the fact that it requires all node in
the group to be of a homogeneous nature, it also show how a heterogeneous set of
nodes will perform in each situation using machine learning models [11]. A com-
prehensive analysis about how the IEEE 802.11ah is suitable for the new era of
IoT (NGI) architecture compares existing communication standards, addresses
the requirements for NGI and presents an IEEE 802.11ah-based scalable NGI
architecture. It also emphasizes the need for energy-efficient protocols, scalabil-
ity, high throughput, edge computing, low overhead, and adaptive communica-
tion technology of NGI and addresses the challenges and the future direction of
incorporating IEEE 802.11ah into the NGI architecture. Also includes detailed
analysis about the MAC and also PHY layer features of IEEE 802.11ah, perfor-
mance evaluations, and open research challenges [12].

The author summarizes everything which is known about IEEE 802.11ah
so far [13]. A conceptual framework for calculating the number of STAs that
is supported by an IEEE 802.11ah to maximum is explained in brief and shows
that good Packet Delivery Ratio could be achieved for both uplink and downlink
association traffic even if the number of STAs is considerable. [15]. Another focus
on the energy consumption aspects of the current RAW implementation in the
802.11ah protocol is discussed in [16]. It shows how the current implementation
consumes excess energy; they achieve this using a probabilistic model where
the transmission probability of various states of device is taken when sending a
packet during single RAW cycle. They find the optimal energy efficiency using
simulated annealing.

[17] gives a insights into the introduction of TIM Segmentation which dis-
tributes stations in order to manage the process flow and conserve energy. It
also reveals that the rate control algorithms is incorporated for adapting the
MCS dynamically in Wi-Fi Halow to utilize them for various applications. [18]
demonstrates how to build the IEEE 802.11ah PHY, MAC layer protocols in
the ns-3 network simulator. Performance exhibited by the DAC solely depends
on the parameters defined in the protocol and compares the performance of
these algorithms in different scenarios. [19] states that the presence of multiple
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Access points might hinder the performance of the algorithm along with other
load balancing issues that play in this domain. [20] gives the valid evaluation
mechanism utilized in terms of energy efficiency, latency, and throughput which
can be used as guidelines for developing dynamic RAW grouping strategies. On
the other hand, [21] proposes a sectorized approach to reduce the number of
stations within a sector, which allows them for sharing the RAW slots within
different groups and overlapped access point thereby mitigating the hidden node
problem.

3 Proposed Work

The proposed work exhibits a three-way handshake that way it can handle the
collision losses using retransmission. The sensor nodes (STAs) set a timer after
transmitting out the request message. If there is a packet loss, the station might
have reached time out condition and performs retransmission. Fast association
approaches like LILD, FASUS shows that the above retransmissions inject a lot of
redundant frames into the network thereby increasing the collision and network
set up time. They mitigate the number of redundant frames by incorporating
an additional acknowledgement in between Request and Response frames so
that, the station node attempts to retransmit request frame only on failure of
Acknowledgement instead of retransmission on timeout.

The steps executed by the station nodes as part of FAST association are as
follows:

The station receives a beacon from the access point (AP). After receiving the
beacon, the station generates a random number R, within the range from 0 to
1024. Then an if statement checks whether R is less than a predefined threshold
value for authentication (AUT Hyp,). The station waits here for a Distributed
Interframe Space period if this condition is true. Alternatively, if it is false, the
station waits for next beacon and goes back to the if statement.

When the DIFS period is over, the station senses whether the channel is busy
or free. If it found that the channel is busy, it will automatically freeze the count
till the channel evolves into free and then goes back to the “Sense Channel”
condition. If the channel is free, the station checks if the value of the backoff
counter is zero. If it is false, the station waits for one time slot and decrement’s
the counter value, and then goes back to the “Sense Channel” condition. If it
finds that the value as zero that is true, the station proceeds to transmit an
authentication request.

After transmitting the authentication request, the station waits for a Short
Interframe Space (SIFS) interval and receives an acknowledgment (ACK). Fol-
lowing this, the station receives an authentication response and sends an ACK
along with another SIFS interval.

The researchers [6, 18] have used this process which involves a four-way hand-
shake between each station node and Access point which is explained in below
Fig. 1. Station transmits an authentication request and receives an ACK from
AP. Request gets queued up and served by AP whenever it gets access to the
medium. AP competes with other nodes to send the response back.



Congestion Based Adaptive Association Mechanism 369

ACCESS POINT STATION
\R/ ()
0=
WAIT for
DIFS &
Authentication Request Backoff
I L R _
Acknowledgemen
WAIT for e S »|
SIFS I o
Authentication Response
WAIT for | R ]
DIFS & [T~~~ WAIT for
Backoff Acknowledgement SIFS
g e T T T T 7777 WAIT for
S DIFS &
Association Request Backoff
e - ——
WAIT for Acknowledgement
STFS Fm— e
e,
WAIT for Association Response
DIFS & b ———
Backoff | T T TTTTTTTo e
Acknowledgement WAIT for

[ SIFS

Fig. 1. Four-Way Handshake

The procedure that has been carried out by the AP to serve the authentica-
tion / association response is as follows:

This begins by receiving an authentication request and queuing it up for
processing. To verify that the authentication request was received, an acknowl-
edgment (ACK) is provided after a Short Interframe Space (SIFS) delay. After
that, the Carrier Sense Multiple Access with Collision Avoidance (CSMA/CA)
mechanism is utilized to compete for the channel after a Distributed Interframe
Space (DIFS) plus a randomized Backoff period. Once the channel is available,
an authentication response is transmitted. After a SIFS interval, an ACK is
expected to acknowledge the successful transmission.

Another DIFS interval with a Backoff period follows, competing for channel
access via CSMA/CA. The process ends upon finding the channel free, send-
ing an association response. It will be followed by a SIFS interval expecting
to receive an ACK from the station, indicating that the association response
has been successfully delivered. In the same way, association request/response
are exchanged between station and AP in an asynchronous manner. But these
mechanisms may lead to an increase in average association or link set up time
because of additional ACK and additional DIFS time-period introduced while
transmitting each Authentication/Association request-response pair.

Sthapit [14] used three-way handshakes during association/ authentication
procedure which is shown in Fig. 2. If we consider the time-period required for
association/authentication procedure, the minimum total time taken for setting
up a link with access point would be greater in four-way handshake when com-
pared with three-way handshake. In IEEE 802.11 ah, a greater number of sensor
nodes may try to associate themselves with the AP at the same time during
the initial network setup or after power outage which leads to huge collision
losses. In this scenario, the timed-out sensor nodes will try to transmit authen-
tication request again that will lead to collision. The time-out period should not
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be very small or very large as otherwise it creates unnecessary traffic or reduced
performance respectively.

ACCESS POINT STATION

& P

Authentication Request

WAIT for
SIFS

WAIT for
SIFS

Fig. 2. Three-Way Handshake

In this work, we have considered the above two scenarios and used three-way
handshake for the association/authentication process We have set up the time-
out period for sensor nodes to be two beacon intervals to reduce collisions. The
proposed work is diagrammatically explained in Fig.3. This algorithm is exe-
cuted by the AP and station in two modes namely passive and active mode. As
our algorithm is focused on large networks, the initial value of the authentication
control threshold is set to half of the max value. AP holds the same authenti-
cation threshold during the passive mode for the initial two beacon intervals to
learn about the network.

Reqr and Reqp represent the number of successful requests served by the
AP within the most recent beacon interval and the count of successful requests
fulfilled by the AP in the previous beacon interval, respectively. They are used as
learning parameters to study the traffic status of this network over time. These
variables are initialized with the number of successful requests served by the AP
during first beacon interval and second beacon interval respectively. Congestion
threshold (CT) approximately represents the %th of the optimum number of
request /response packets that have the potential to be transmitted ideally over
the duration of beacon interval. This value is used as the sign of congestion in
the network.

Access point enters the active mode from third beacon interval onwards. In
this mode, authentication threshold (AUT Hyy,) is dynamically calculated at the
beginning of each BI and broadcasted to all the sensor nodes through the beacon.
This calculation is done based on the values of Reqr, Reqp and CT. If Reqgr
is greater than CT, then the AUT Hyj, holds the old value without changing it.
In this case, decreasing the authentication threshold does not help the nodes as
they already started transmitting the requests out.
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newAUTH,, = (CT/Req,) *
oldAUTH,,

Active Mode for AP | <

When the value of Reqg is more than Reqp, it implies that AP has started
receiving more requests and moreover, Reqr is smaller than CT, we linearly
increase the value of AUT Hy;,. When the value of Reqp is smaller than Regp,
it indicates that AUT H;, needs to multiplicatively be increased to accommo-
date the requests of more nodes. This algorithm adapts to the congestion status
of the network and reaches the maximum value finally. The operation of the
above proposed algorithm is explained below in the form of pseudocode for easy
understanding of the concept.

Algorithm

Passive Mode:

Initialize AUTHy, =1/2x MAX
Set timeout AUTHpgeq = 2B1
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Wait for 1 BI
Monitor Reqp = No. of requests served during 1BI
Wait for 2BI

Active Mode:

for(Reqr = No. of requests served during recent BI; Reqr > CT;
Reqr + +)

if Reqp > CT
{
Update newAUT Hy, = oldAUT Hyyp,

}

else if Reqr > Reqp

{
Update newAUTH;, = S+ oldAUT Hyy,

}

else

{
Update newAUTHy, = (CT/Reqy,) * oldAUT Hyy,

}
Reqp = Reqr
Advertise beacon with newAUT Hyy,

}

4 Results

We implemented our algorithm using ns3 simulator. Network parameters are
listed in Table 1. We considered the network with 7000 nodes. The duration of
the beacon interval is set as 102.4 ms. We varied the number of sensor nodes
and tested our algorithm. The results are shown in this section. We validated
our results against the Linear Increase Linear Decrease (LILD) algorithm.

4.1 Performance Comparison of Association Time in Large-Scale
Sensor Networks: ADAPTIVE Vs LLID

The result shown in Fig. 4 depicts a line graph comparing the association time
of two different methods, ADAPTIVE and LLID, for varying numbers of sensor
nodes within a network.It is clear that from the graph, for both ADAPTIVE
and LILD, the association time growth trend is directly proportional to the
increase in the number of stations . This increment is logical because when there
are more nodes, there is more connection time used due to associations and
authentication necessary for traffic to reach the access point. ADAPTIVE had
the least association time for a smaller number of stations, but the difference
between the two methods was minimal.

To sum up, the ADPATIVE approach sets the benchmarks concerning each
form of securing the association times in an overlarge sensor network atmosphere,
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Table 1. Network Parameters.

Parameter Value
Number of nodes 7000
PHY Data rate 650 kbps
Beacon Period 2 ms
Beacon Interval duration 102.4 ms
PHY Header 240s
MAC Header 14 bytes

Length of Association Request 28 bytes

Length of Association Response 30 bytes
Length of Authentication Request |34 bytes
Length of Authentication Response|34 bytes

Length of ACK 14 bytes
SIFS duration 160 micro sec
DIFS duration 264 micro sec
Slot time 52 micro sec
CW min 16

CW max 1024

particularly when the amount of the nodes increases. In other words, in a real-
world situation where thousands of sensor devices need to make the connection to
the AP, the use of the adaptive methods would process the network far quicker
than LILD. This information can be critical for designing and implementing
sensor networks in scenarios where rapid deployment and efficient scaling are
necessary.

4.2 Collision Frequency During Network Setup with Increasing
Number of Stations: A Comparative Analysis of LILD
and ADAPTIVE Algorithms

The graph shown in Fig. 5 represents a comparative analysis between two algo-
rithms, LILD and ADAPTIVE, When the number of stations rises, in terms of
the quantity of collisions that happen during network setup. From the graph of
the above output data, it is clear that the LILD algorithm has a much higher
number of collisions compared to that of the ADAPTIVE algorithm. More pre-
cisely, the hits in LILD remarkably increase beyond 5000 stations, which portrait
a great decline in scalability and effectiveness. On the other hand, the ADAP-
TIVE medium collision hits drastically increase at station 5000 as shown in the
graph below.

Thus, the results can be taken as a compelling proof of the ADAPTIVE algo-
rithm’s superiority in the realm of network setup performance in high-density
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Fig. 4. Aggregate Connectivity Duration across Extensive Node Networks

stations environments. The better collision avoidance frameworks or the algo-
rithm’s dynamic nature in adapting to network changes, which enables it to sup-
port more nodes with fewer disconnections. Further research into the specifics of
each algorithm’s approach to handling requests and data packets could provide
additional insights into their performance differences. This information would
be beneficial for network administrators and engineers who are tasked with opti-
mizing network performance and reliability, especially in contexts with a high
volume of devices attempting to connect to a single access point.
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Fig. 5. Collision Count Analysis

4.3 Performance Evaluation of LILD and ADAPTIVE Algorithms
in Small-Scale Networks

The results in Fig.6 above is a line graph shows a comparison of the associa-
tion time of two different algorithms; LILD and ADAPTIVE. The two algorithms
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runs in a small network of sensor nodes that range from 100 to 700 stations count.
The performance of the ADAPTIVE algorithm is better than LILD as shown
by the much lower rate of association time across the range of stations count.
Notably, the graph indicates that the performance of the ADAPTIVE algorithm
becomes much better when the number of exceeds 600 sensers. This means that
the adaptive calculation of the authentication threshold in the ADAPTIVE app-
roach becomes more effective in a small scale network.

We can attribute this to its responsiveness to the number and the behaviour
of the senor nodes in that it reduces the time taken in the association process
of each node in the network. Therefore, as many nodes continue to enter the
network, the performance is constantly in a check making it hard for one node
to majorly affect the network overall performance.

20
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Fig. 6. Connection Duration within Compact Networks

5 Conclusion

An adaptive congestion aware authentication threshold tuning is executed
through this work. This method outperforms LILD in terms of association time
and number of collisions during network setup. This work can be enhanced by
applying machine learning based predictions to study the network status and
optimize the measurement of authentication threshold.
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