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ABSTRACT

Database watermarking has received significant research attention
in the current decade. Although, almost all watermarking mod-
els have been either irreversible (the original relation cannot be
restored from the watermarked relation) and/or non-blind (requir-
ing original relation to detect the watermark in watermarked re-
lation). This model has several disadvantages over reversible and
blind watermarking (requiring only watermarked relation and se-
cret key from which the watermark is detected and original relation
is restored) including inability to identify rightful owner in case of
successful secondary watermarking, inability to revert the relation
to original data set (required in high precision industries) and re-
quirement to store unmarked relation at a secure secondary storage.
To overcome these problems, we propose a watermarking scheme
that is reversible as well as blind. We utilize difference expansion
on integers to achieve reversibility. The major advantages provided
by our scheme are reversibility to high quality original data set,
rightful owner identification, resistance against secondary water-
marking attacks, and no need to store original database at a secure
secondary storage.
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1. INTRODUCTION

Electronic communication, faster internet data transfer speed,
and peer-to-peer communication facilitate convenient transfer of
multimedia objects. However, they also open up the possibility
of copyright violations. Publishers need to insert ownership mark
in the media object to discourage users from illegally download-
ing multimedia and thereby protect copyright. This process is re-
ferred to as watermarking. The major requirements of a water-
marking algorithm are that the watermark should not be noticeable
(imperceptibility), watermark should survive possible attacks (ro-
bustness), successful recognition and extraction of watermark in
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a watermarked copy, watermark detection should require only the
watermarked copy and a secret key (blindness), and a sufficiently
large watermark should be insertable in the multimedia object (high
capacity).

Images, video, audio, software, natural language documents, and
databases are the usual candidates for watermarking. Images are
the primary contenders [4, 5, 8, 9, 10] given that changing the
characteristics of pixel does not substantially degrade image qual-
ity and the watermarking capacity in millions of pixels is very high.
The insertion algorithm selects the pixels that will carry watermark
using pseudo random generators with a secret seed. Thus an at-
tacker’s task is made even harder by requiring him to find out the
watermark location.

Comparatively, database watermarking is a new field where re-
search interest has risen recently [1, 2, 16, 11, 12, 14, 15, 18, 19,
20]. A typical database watermarking scenario is when a publisher
C creates a database relation & and sells it to O. If O is a traitor,
it illegally sells the relation to others. To prevent this, C embeds a
watermark 9/ in &. Similarly, if a data provider D uploads rela-
tion R for remote query process, an attacker might reconstruct the
original relation by assembling query results. Hence, D uploads a
watermarked relation.

A blind watermarking scheme requires only watermarked object
and a secret key to detect watermark while a non-blind watermark-
ing scheme requires the unmarked multimedia object in addition to
the first two inputs. The major disadvantage of a non-blind water-
marking scheme is that one needs to store the unmarked object at a
secure secondary storage location and feed it back to the detection
algorithm later.

Reversible watermarking provides a mechanism to revert the wa-
termarked relation back to the original unmarked relation using a
secret key. The key advantages of reversibility are,

1. Allows for trial version of multimedia content, that can be
later upgraded to the full version by reversing it. As an exam-
ple, a company may want to distribute low quality (in terms
of usability and precision) relations free of cost and then re-
quire customers to purchase a key using which they can re-
vert the relation to high quality original relation. This is not
facilitated by irreversible watermarking schemes.

2. Allows to introduce higher distortion in the data since origi-
nal data can be regenerated by reversing the watermarking.
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In this paper, we determine the requirements of database water-
marking model, feasible attacks, and propose a reversible and blind
database watermarking scheme addressing these concerns.

1.1 Organization of paper

We organize our papers as follows: Section 2 contains related
work. Section 3 gives model of the adversary and describes po-
tential attacks against database watermarking schemes. We present
our watermarking scheme in Section 4, discuss our experimental
results in Section 5 and analyze the model in Section 6 in terms
of capacity and security in Section 6.1 and 6.2 respectively. The
paper is concluded in Section 7 with a note on future direction.

1.2 Notations

The following notations are used in the paper,

e R:relation,

e 1 tuple,

o rA;: i'" attribute in tuple r,

. r.A',-i : /" LSB of i attribute in tuple r,
e r.P: primary key of tuple r,

e o :concatenation,

o #() : one-way hash function,

* R M Ry, : R,, is the watermarked relation upon party p

watermarking relation R,

d
® Ry, L’(BL R : the original relation R is restored by the party

p from the watermarked relation R,,,
e |x]: the greatest integer smaller than x (floor function),
e [x]: the smallest integer greater than x (ceiling function),
e size(x) : size of x in bits,

e abs(x) : absolute value of x.

2. RELATED WORK

Majority of the database watermarking schemes rely on unique
identification of tuple from the primary key value and the assump-
tion that attacker cannot change the primary key without compro-
mising usability. One of the first database watermarking algorithms
was provided in [1]. The algorithms select one out of vy tuples for
watermarking from a relation containing a total of M tuples. For
each selected tuple r, an attribute A; and a bit position j is secretly
selected using a hash function computed on the combination of a
private key and the tuple’s primary key F (rn.P) = H(K o H (Ko
(r.P)), where # is the hash function, % is the secret key and r.P is
the primary key of the tuple r. The bit r.A,! is then replaced by the
LSB of H (X or.P). Inputs to the insertion algorithm are relation R
containing L attributes and m tuples, the fraction of tuples to be wa-
termarked Y, the number of LLSBs to be considered for watermark-
ing &, and secret key X. The insertion and detection algorithms
from [1] are given in Algorithm 1 and Algorithm 2 respectively.

Input: Relation R, private key K, fraction %, LSB usage &
Output: Watermarked relation R,

1 forall tuple r € R do

2 it F(r.P)%Y =0 then

3 i=F(r.P)%v;

4 j=F(rP)%&;

5 rA! = H(K or.P)%2;

6 end

7 end

8 return R;

Algorithm 1: Agrawal-Kiernan watermark insertion algorithm

Input: Watermarked Relation R,,, private key K, fraction L,

1.SB usage &
Output: Detection Status € {rrue, false}

1 totalcount = matchcount = 0,
2 forall tuple 7, € R, do
3 if F(r.P)%Y =0 then
4 i=F(r.P)%v;
5 j=F(rP)%&;
6 if y.A] = H (K oF,,.P)%?2 then
7 ‘ matchcount = matchcount + 1,
8 end
9 totalcount = totalcount + 1;
10 end
11 end
12 ©=min{0 : B(0,totalcount,1/2) <a}; // B defined in
Equation 1
13 if matchcount > T then
14 | return true;
15 end

16 return false;
Algorithm 2: Agrawal-Kiernan watermark detection algorithm

The probability of having at least k successes from n trials is
given in Equation 1, where probability of success in a single trial is
p-

n
fB(kmm)zZ( H )p'(l—p)"*’ (1)
i=k

Detection of T or more bits results in a successful recovery of wa-
termark. Hence, probability of T out of ® (® = 1/Y) bits being de-
tected in a random database relation by chance (B(t,®, %)) should
be less than . Thus o is the upper bound of the false positive prob-
ability.

Other papers in the field also make the same assumption (that
the primary key cannot be changed by the attacker) as otherwise
it would be (probably) impossible to uniquely identify the tuples
carrying watermark [2, 16, 11, 12, 14, 15, 18, 19, 20]. The major
drawbacks of this watermarking algorithm proposed by Agrawal
and Kiernan are irreversibility, that renders object susceptible to
secondary watermarking, and inconsideration for attributes’ indi-
vidual bandwith. Different attributes have varying watermarking
carrying capacity. Thus individual modification limit & should be
assigned to each attribute.

Several reversible and blind image watermarking schemes have
been proposed. Data compression based reversal [6] compresses
the least significant bits (LSBs) of n pixels selected into m bits
where m < n. These m bits and n —m watermark bits are then
inserted in the n selected pixels. However, data compression based



watermarking schemes are extremely fragile since the lossless al-
gorithms are not modification-resistant. Histogram shifting tech-
niques [7] exploit the notion that neighboring pixels have high cor-
relation and depending on the watermark bit, the histogram bins
are circularly upgraded (if watermark=1) or downgraded (if water-
mark=0). Since database relation values do not possess correlation
similar to images, histogram shift technique is irrelevant for our
purpose. Difference expansion based watermarking [3, 17] inte-
grates a watermark bit to an n-element vector such that the original
vector and the watermark bit can be retrieved from the modified
vector.

Difference expansion based watermarking performs invertible
arithmetic operations on integers. A scheme to embed n — 1 wa-
termark bits in n vectors is given in [3] and a specific case for n =2
is described in [17] called pairwise difference expansion. For sim-
plicity, we will introduce the latter scheme in this paper.

Given two adjacent pixels’ values from a grayscale image, we
compute average a and difference d as

_ o e+y)
a=| 2

Jvd:xfy (2)

This operation is invertible as x and y can be computed from a
and d as follows:

d+1),  d
—ly=a-15] @

x=a+|

The integer d is now changed to &’ =2*d +b and x',y’ are com-
puted from a,d’ and watermark bit b to be inserted as,

(@ +1) d

¥=a+] 5 j,y’:a—LZJ @)

The new pixel values are x’,y. One can re-calculate a,d’ from
X',y using Equation 2. The watermark bit is simply the LSB of d’
and d = L%IJ Now from a,d one can compute the values of x,y
using Equation 3. As a working example, consider two pixels x =
106,y = 100. From Equation (1), a = 103,d = 6, assuming b =1,
d'=2%6+1=13. ¥ =103+ [(13+1)/2] = 110,y = 103 —
| (13/2)] = 97. Hence, the new pixel values are x’ = 110,y = 97.
At the receiver’s end a = [(110+97)/2] = 103,d’ =110—97 =
13. b=Isb(d) =1,d = |d'/2) =6. x=103+ |(6+1)/2] =
106,y = 103 — [ (6/2)] = 100. Thus we can successfully recover
the watermark bit and original pixel values from the modified val-
ues.

We denote the process of reversing a pair as {x,,y,} = Reverse{x,y}.

3. MODEL OF ADVERSARY

The set of possible attacks a watermark should survive are as
follows.

Al: Random bitwise flipping attacks, i.e. some bits selected at
random (probably with uniform probability distribution) are
modified.

A2: Subtractive attack, i.e. some tuples chosen at random are
deleted.

A3: Sorting, i.e. some tuples and/or attributes are chosen at ran-
dom and their positions are changed. An ordering criteria

maybe chosen by the attacker and the relation is then sorted
in ascending/ descending order based on that criteria thereby
resulting in a differently sorted relation.

A4: Secondary watermarking, i.e. a watermark is superimposed
on the watermarked relation.

The degree of secrecy and randomness in selecting the tuples
and attributes that will be marked along with proportion of the tu-
ples selected for marking determines the security level of water-
mark against the attacks A1 and A2. The assumption that primary
key cannot be modified by the attacker ensures that attack A3 is
not successful since the correct order can be re-established using
primary key values (for example, sorting tuples in ascending order
of primary key). We focus on providing security against secondary
watermarking.

Assume that Alice watermarks a relation R to create watermarked
relation R,. An attacker Mallory might make some modifications
in R, before re-watermarking it with a secondary watermark to cre-
ate relation R,,, Watermarks of Mallory and Alice are detected in
R,, with probabilities 1 and p respectively. Thus with probability
1 — p, the incorrect owner will be output and there is confusion over
ownership with probability p. The problem can be averted by de-
signing reversible watermarking algorithms as explained below.

Considering the same situation again when Alice and Mallory
both watermark a relation, when the judge needs to determine the
rightful owner, he asks both Alice and Mallory to detect their wa-
termarks in their watermarked documents R, and R, respectively.
They reverse their relations to the original documents R and R/,
respectively (as Mallory might have made some modifications in
R, before inserting the watermark). Alice’s watermark is detected
in the reversed relation of Mallory but Mallory’s watermark is not
detected in the reverse relation of Alice which proves that the se-
quence of watermarking was Alice followed by Mallory and thus
establishes Alice as rightful owner. Recently a reversible scheme
for database watermarking was proposed in [13]. The inserting al-
gorithm stores the original bits that are later modified in an embed
map. During the detection algorithm, the marked bits are sequen-
tially replaced by bits from embed map. This approach suffers from
the following drawbacks,

o if the adversary deletes one of the tuples, then the bits from
the tuples positioned after the deleted ones will be distorted,

o the scheme is essentially non-blind since the information about
the watermark needs to be stored in a safe location, and,

e incremental watermarking: If the database has to be updated
and re-watermarked, one needs to reverse the entire relation.

Thus the main objective of our scheme is to eliminate these three
shortcomings of [13] and still provide security against secondary
watermarking attacks.

4. PROPOSED SCHEME

We intend to satisfy the major requirements of a watermarking
scheme (as mentioned in Section 1) and at the same time facilitate
reversibility of the watermarked relation. Difference expansion is
the most suitable method to facilitate reversibility in database wa-
termarking since the markable data is in numeric format. In order to
utilize the reversible watermarking based on difference expansion,
we select two attributes from the same tuple to carry the watermark



bit (call the two attributes A; and A ;). We need to select the two at-
tributes so that the distortion (change in attributes’ values) is within
the bounds. We ensure that the distortion is tolerable by placing an
upper bound of &; on the number of modifiable LSBs for attribute
A;. Let the tuple selected for watermarking be r and the attributes
be Aj,A;. The bit embedded is Ish(H (% or.P)). Thus, when the
detection algorithm is run and bit is extracted, it is compared to
Isb(H (XK or.P)) for determining successful recovery. Since the
attacker cannot modify the primary key, Isb(F (~.P)) enables us to
identify marked tuples and difference expansion facilitates reversal.
The insertion and detection algorithms are provided in Algorithm 3
and Algorithm 4 respectively.

In lines 6, 7 of Algorithm 3, we ensures that in case the unmarked
attributes were reversed, the difference between the reversed values
and unmarked values should exceed distortion tolerance. This con-
dition can detect the attributes which are not marked because of
exceeding distortion limits. The condition is rechecked in lines 12,
13 of Algorithm 4 once the unmarked values are computed from
the marked attributes.

In the detection algorithm, we also check that a significant pro-
portion of marks are detected in the multimedia object in order to
establish beyond reasonable doubt that the object is in fact water-
marked. The significance level can be determined by parameter
o as in [1]. We use percentage of marks detected, prctng, as a
simpler and equally strict significance level metric. Considering
prectng to ensure mark presence reduces the chances of false posi-
tives if prctng is sufficiently large (experimental results show 85%
and over is desirable).

Input: Relation R, private key K, fraction Y, number of
markable attributes v, LSB usage & = {&;,&,,...,&v}
QOutput: Watermarked relation R,
1 forall ruples r € R do

2 | if F(rP)%y=0 then

3 i = F(r.P)%v; // identify attribute 1
4 j=F(5)%v; // identify attribute 2
5 x=max(Aj,A;), y =min(A;,Aj);

6 {xr,yr} = Reverse{x,y};

7 if abs(x—x,) > & OR abs(y —y,) > &, then

8 a=|5"].d=x—y,

9 b=1Isb(H(KorP)); // bit to embed
10 d' =2%d+b;

1 Y=at|TH] Y =a-|%);

12 if A; >Aj then

13 8 =abs(A; —X);

14 & =abs(A; —Y);

15 if 81 < &,‘ AND 82 < éj then

16 ‘ Aj :x/,Aj = y/;

17 end

18 else

19 8, = abs(A; —x), 8; = abs(A; —y');

20 if82<§,'AND 81 <éj then

21 ‘ Aj :y/,A_,- =yx';

22 end

23 end

24 end

25 end

26 end

Algorithm 3: Watermark insertion

Input: Watermarked Relation R,,, Secret parameter list
0= (X,7,0,&), prentg
Output: {Watermark Status € {rrue, false}, Restored
Relation R}

1 R= ﬁvv;
2 matchcount =0; // matching watermark bits counter
3 totalcount =0 ; // total watermark bits counter
4 forall tuples 7, € R,, do

5 if F (r,y.P)%Y =0 then
6 i=F(ry.P)%Vv; // identify marked attribute
7 Jj=F (255 %v; // identify marked bit
8 ¥ =max(Ai,Aj), y = min(Aj,Aj);
9 d = Lx,?JJ’ d =+ 7y/;
10 b=1Isb(d) d=|%];
11 x=d+ |, y=d - 4]
12 {xr,yr} = Reverse{x,y};
13 if abs(x —x,) > & OR abs(y —y,) > &, then
14 ifA; > Aj then
15 81 = abs(A; —x), & = abs(A; —y);
16 if §; < gi AND &, < (t,j then
17 it b =Isb(H (K or.P)) then
18 A,' =X, Aj =Y,
19 matchcount = matchcount + 1;
20 end
21 totalcount = totalcount + 1,
22 end
23 else
24 &) = abs(A; —x), 81 = abs(A; —y);
25 if 82 < éi AND 81 < &j then
26 if b= Isb(H (XK or.P)) then
27 A,-:y,Aj:x;
28 matchcount = matchcount + 1;
29 end
30 totalcount = totalcount +1;
31 end
32 end
33 end
34 end
35 end
36 if 7’;‘0",’;;’(‘0’;:;;;’ > prctng then
37 | return {true,R};
38 else
39 | return {false,R,};
40 end

Algorithm 4: Watermark detection

S. EXPERIMENTAL RESULTS

We carried out experiments with 1000 files having 200 to 300
tuples and 10 to 20 attributes each. The software generated the
database files, inserted the watermark, made modifications of the
watermarked relations, and detected the watermark in the attacked
files. Changing fractions did not have major effect on detectability
of watermark (with the exception when fraction=33%). As toler-
ance increases, probability of false positives increases and prob-
ability of detection also increases. With increasing attack levels,
detection probability reduces and is confirmed by the experimental
results. The worst case scenario occured when the attacker modi-
fied 48 out of every 100 tuples. In such a situation, 89 out of 100
times, the watermark was still detected corroborating the theoreti-
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cal value suggested by Equation 6.2. Overall, 9 different fractions,
10 different attack levels, and 5 different tolerance levels were in-
troduced and watermark was detected in 42167 out of 46045 wa-
termarked files with a cumulative probability of 91.5%.

6. ANALYSIS

We shall now analyze the capacity and security properties of the
watermarking scheme as compared to previous schemes such as [1,
13].

6.1 Capacity

In our scheme, v tuples out of every 100 tuples are selected for
watermarking. Thus the capacity of our scheme is given by C = %
where 1 is the total number of tuples. The capacity is, theoretically,
same as capacity of previous scheme ([1]. Distortion levels Z used
in our schemes are much higher. The modified values can later be
reversed back to original values upon purchase of full version of
the data set. Allowing higher distortion results in more attributes
selected for marking actually getting marked thereby increasing the
capacity in practice.

6.2 Security

In terms of security, the possible attacks to consider are given in
Section 3. Next we discuss the security of our proposed solution.

A1l: Random bitwise flipping attack. If we assume that the at-
tacker has complete knowledge of Z and v. The attacker can now
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Figure 3: Effect of changing attack levels on detection

choose randomly tuples { and flip all the &; LSBs of attribute A;
(1 <i <) in those tuples. This attack is successful if the attacker
can toggle sufficient marked bits such that detection algorithm de-
tects less than T watermarked bits correctly. Hence the attacks suc-
ceeds only when attacker modifies at least ® — T+ 1 watermarked
bits where ® = % is the total number of tuples marked. The prob-
ability of this attack is given by Equation 6.2 [1]. This probability
is the same as [1, 13]. For y= 50, the worst case scenario is when
attacker changes 48% of the tuples and the success probability of
attack is merely 11% as confirmed by experiments and shown in
Figure 3. If the attacker changes more than half the tuples, a) the
usability would be assumed to be severely affected, and, b) water-
mark would be detected in the bitwise complemented relation.

g EUED)

)

A2: Subtractive attack. This type of attack is similar to the
previous attack in that the attacker has to again remove at least
o — T+ 1 marked tuples out of 1 tuples such that the detection al-
gorithm detects less than T matches. The probability of this attack
is same as the previous attack (random bitwise flipping attack).

A3: Sorting

If an attacker re-sorts the tuples based on any attribute, it does
not effect the detection algorithm. Since the watermark detection is
carried out of each tuple independently, any change in order does
not effect the outcome of the detection algorithm. Sorting attack
was given significant importance while deciding difference expan-
sion method to be used.

A4: Secondary watermarking

Let us consider a situation where Alice watermarks relation R
resulting in relation R, (R M R,) and distributes it for trial.
The attacker Mallory modifies R, to R}, and re-watermarks R, re-
sulting in relation R,,. RJ still contains Alice’s watermark with a
high probability p and Alice’s watermark is successfully removed
by Mallory with a probability 1 — p (According to experimental
results, p ~ 0.89 for y = 50). R, contains Mallory’s watermark
with probability 1 since it has not been modified after watermark
insertion. Let R, accidently contain Mallory’s watermark with a
negligible probability 3 (8 = 0).



The judge asks Alice and Mallory to run detection algorithm on
R, and R, respectively. Both Mallory’s and Alice’s watermarks
are successfully detected in their respective relations. Mallory’s
restored relation is R), and Alice’s restored relation is R. With a
high probability p, Alice’s watermark is detected in R/, but Mal-
lory’s watermark is detected with an extremely low probability &
in R. Thus it becomes evident that Mallory inserted the watermark
in the relation already watermarked by Alice and thereby Alice is
the rightful owner. In this way, the current watermarking scheme
defeats secondary watermarking attacks.

7. CONCLUSION

In this paper, we have proposed a reversible and blind database
watermarking model. The maximum distortion introduced to the
attributes is limited to the tolerance parameter . It is, in practice,
desirable to have distortion on the higher side since the watermark-
ing is reversible. The distorted database is available to everyone
and the accurate database can be purchased upon payment by users
by reversing the watermarking. The proposed scheme is successful
in achieving the major objective of eliminating the shortcomings of
irreversible schemes like [1] mentioned in Section 1. The capacity
of the proposed watermarking scheme is high and the attack resis-
tance probability between 89 and 98 percent. Our future research
is directed towards increasing the watermark carrying capacity and
level of attack resistance in a reversible and blind watermarking
model.
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