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Abstract. Video streaming latency is critical for service providers for
network problem diagnosing and further data analytics to provide better
user experience to end users. However, there lacks a generalized approach
for measuring end-to-end latency and corresponding quality of service
metrics in cloud-based video streaming systems. Therefore, we proposed
a new approach to measure the end-to-end latency, along with a list of
valuable metrics for streaming service providers, such as video encod-
ing/decoding latency and jitter buffer latency. Our system implements
such an approach by instrumenting the video streaming infrastructure
at both the server side and client side by labeling event identifiers and
corresponding timestamps. Compared with traditional approaches that
require manual efforts to train a deep learning model or demands ad-hoc
hardware, our system significantly reduces the overhead for involving hu-
mans in the system pipeline, and also provides comprehensive streaming-
related metrics. The evaluation results show the different kinds of metrics
contributed to the end-to-end latency, which we think helps the commu-
nity further improve their streaming systems.

1 Introduction

Streaming has assumed a pivotal role in the contemporary information age, fa-
cilitating the transmission of audio and video content via the Internet. This
technology enables real-time global information dissemination and entertain-
ment consumption, revolutionizing the means by which we access information
and amusement. It has evolved into an omnipresent digital media experience,
encompassing various forms such as cloud gaming, live broadcasts, and short
video platforms like TikTok. In the realm of streaming media, the latency in-
dicator holds immense importance, as it directly impacts the user experience.
Lower latency equates to swifter loading speeds and real-time delivery, thereby
providing a seamless viewing experience. Consequently, latency testing stands
as an indispensable task for every streaming system.

In traditional non-interactive video streaming scenarios, the primary concern
revolves around the rendering delay of the video. This delay refers to the time it
takes for the video to render from the push stream source to the pull stream des-
tination. However, as shown in Figure 1 interactive scenarios encompass more
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user interactions compared to straightforward video streaming. Consequently,
when conducting delay testing, it becomes imperative to account for the ad-
ditional delay introduced by these user interactions. Regrettably, as of now,
there is no standardized delay testing scheme specifically tailored to interac-
tive scenarios. Much of the existing research has opted to focus on controlling
the additional latency introduced by network factors [5,7,9-11]. This approach,
while common, comes with the drawback that it does not provide an exact mea-
surement of the end-to-end latency. The mainstream solution in the industry
adopts high-speed camera shooting. This approach simultaneously captures the
hand gesture and the display, allows us to determine the moment when the user
initiates the click and receive the corresponding response frame, subsequently
calculating the time difference as the end-to-end latency. However, it’s worth
noting that this method necessitates additional hardware and human interven-
tion. Moreover, it yields only a single set of time differences per test, making it
operationally challenging and data acquisition laborious. Recent advancements
in this field involve latency prediction through model training. In this setup, an
AT robot autonomously triggers interactions and identifies response frames on
the receiving screen, subsequently quantifying the latency. Although this method
offers automation, it is not entirely precise. Additionally, the model requires re-
training for each unique scenario, rendering it challenging to reuse.
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Fig. 1. Workflow of interactive video streaming scenarios

To address the challenge of lacking an end-to-end latency measurement scheme
in interactive scenarios, this system introduces a system-level approach. This
method allows for straightforward latency testing of the interactive streaming
media system by implementing a few key transformations. When a user engages
in an interaction, the system records both the interaction event’s unique identi-
fier and the initiation time. The interaction events are then transmitted to the
server. Simultaneously, the server processes the interaction event, displaying its
corresponding identifier on the screen, and subsequently sends it back to the user



along with the associated image. The client, in turn, identifies the first frame
featuring the event identifier as the response frame. By measuring the time dif-
ference between the rendering of this frame and the initiation time of the event,
the system derives the end-to-end latency.

This method eliminates the need for additional hardware, making it a more
convenient and reusable solution. Moreover, it defines a set of indicators based on
the end-to-end latency in interactive scenarios, enabling a more precise evalua-
tion of interaction quality. When applied in a real interactive streaming scenario,
this system efficiently collects and processes data in real-time. It produces com-
prehensive statistical results, encompassing traditional indicators, newly defined
metrics, and supplementary segmentation delay information, facilitating thor-
ough delay detection for various streaming applications.

The primary contributions of this work are as follows: 1) The proposal of a
system-level delay measurement scheme for interactive video streaming scenar-
ios. 2) The definition of a comprehensive set of evaluation indicators based on
end-to-end latency, allowing for a thorough assessment of the streaming system’s
interaction quality. 3) The validation of the significance of end-to-end latency
through experimental data, coupled with a concise analysis of the influence of
network and server resource factors on end-to-end latency.

2 Background and Related Work

2.1 Edge Facilitated Streaming Services

The evolution of technologies like 5G and edge computing has led to the deploy-
ment of edge data centers and the migration of cloud services closer to users. This
transition aims to offer customers services with reduced latency and enhanced
user experiences. Concurrently, the advancement of neural networks and game
engines has substantially increased the processing demands on mobile devices, el-
evating the quality of applications. In order to experience the latest applications,
users have to buy more expensive devices, or have to endure problems such as
heating of the devices and freezes of pictures. Nonetheless, this trend also opens
up opportunities for the development of cloud gaming and cloud-based mobile
services. By leveraging Cloud as a Service, users can offload resource-intensive
mobile applications onto virtual server-based devices. This approach handles
tasks such as video rendering and neural network inference, while the mobile
device functions solely as an endpoint for receiving computed results from the
server. Consequently, this enhances the overall user experience.

However, even with these advancements, existing video streaming systems
still encounter issues like freezes, jitters, and image quality degradation in re-
sponse to user interactions. These issues cannot be solely quantified and analyzed
through user sensory feedback. This gives rise to several challenges. First, it be-
comes difficult to ascertain whether the services offered by the provider meet the
required Quality of Service (QoS) standards. Second, if a high-level scheduling
system need to factor in streaming QoS for task scheduling or dynamic configu-
ration adjustments, it is currently infeasible to make real-time enhancements to



streaming quality. Finally, users lack an intuitive and effective means of identify-
ing instances of freezing and jitter in the services they use, and they lack precise
data to report these issues to the service provider.

2.2 End-to-end latency vs. Render Latency

In our system, we define end-to-end latency as the time elapsed from the moment
a user initiates an operational command until the first video frame containing
the response is received. On the other hand, render latency is defined as the
time it takes for the server to render a frame and the client to subsequently re-
ceive this frame. Traditional measurement schemes used in non-interactive video
streaming scenarios, such as WebRTC [3], predominantly rely on rendering de-
lay. However, when these schemes are applied in interactive contexts, the result-
ing measurements tend to underestimate the actual delay experienced by users.
This is because they do not account for the time required for upstream network
transmission and the processing latency associated with operational events on
the server side. To better reflect the true Quality of Service (QoS) and provide
more accurate measurements, it is advisable to employ end-to-end latency, which
aligns more closely with real-world conditions.

2.3 Measuring the Latency of Streaming Systems

Table 1. Comparison of measurement delays, measurement objects, and measurement
methods for different jobs. ’d’ in the header represents delay, 'c’ represents the client,
’s’ represents the server, ”full” represents the overall delay, and ”part” represents seg-
mentation delay.

d_s dc
reference d,fullmd,net platform delay measurement method

No end-to-end latency measurement,
control network-induced delay
Beye'l5 [4] v X X X X v" Commercial High-speed (240fps) camera recording

R No end-to-end latency measurement,
Jars’13 [10] control network-induced delay
No end-to-end latency measurement,
control network-induced delay
Training the model to determine
response frames
No end-to-end latency measurement,
control network-induced delay
Use cloud game platform external
interface, frame tracing
No end-to-end latency measurement,
control network-induced delay
System-level general solution to
accurately measure end-to-end latency

Sack’16 [11] x v x X X v Self-built

v X X X X Self-built

X

Clin’13 [5] x v X x X X Self-built
Igba’21 [8] v v o x v X v' Commercial
Graf’21 [7] X v X X X x  Commercial
Lind’20 [6] x v x x X x  Commercial
Jars’11 [9] x v X X X X Self-built

Ours v v v v v V' Self-built




As illustrated in Table 1, recent years have witnessed a plethora of studies
dedicated to examining the Quality of Service (QoS) in cloud gaming. A common
focal point in most of these studies has been the additional latency introduced
by cloud-based systems. This demonstrates the critical significance of latency
as a metric profoundly influencing the Quality of Service in cloud gaming. A
significant portion of research in this domain refrains from measuring the end-
to-end latency of cloud gaming platforms, primarily due to the absence of a
robust testing methodology. Instead, these studies often substitute the measure-
ment of end-to-end latency with the introduction of additional network delays,
thereby circumventing the challenge [5,7,9-11]. Among those that do endeavor
to measure the end-to-end latency of cloud gaming platforms, the methodolo-
gies employed differ based on the platforms’ degrees of freedom and the ease of
access to testing tools. These methodologies can broadly be categorized into the
following groups.

Screen recording. In the past, a conventional approach for measuring the
end-to-end latency of streaming systems involved using high-frequency cameras
to capture both the sender’s screen and the receiver’s screen [12]. This entailed si-
multaneously displaying the end-to-end video stream on both ends of the screens,
showing the system’s time of sending at the source, and employing high-speed
cameras at both ends to capture images. The goal was to observe the time
displayed at the receiving end and calculate the real-time difference from the
sending end to determine the screen delay. For instance, in the work by [4], a
high-speed camera operating at 240 frames per second (fps) was utilized to iden-
tify response frames and subsequently compute the end-to-end latency. However,
this method was labor-intensive and time-consuming, mainly due to the com-
plexities involved in software engineering.

Using ad-hoc hardware. An alternative approach for measuring end-to-
end latency is to utilize specialized hardware, such as the NVIDIA Reflex mon-
itor [2], equipped with a built-in latency analyzer. For instance, the NVIDIA
Reflex monitor features a distinctive port that connects to your input device
and can identify graphical changes in specific areas on the screen. It determines
end-to-end latency by measuring the time elapsed between an input event and a
change on the screen. This method offers enhanced accuracy and reliability com-
pared to using high-speed cameras. However, it comes with some limitations. It
necessitates a compatible monitor and input device and permits users to collect
only one sample at a time. Users must manually record the readings, and there
is no automated mechanism for transferring all the collected data to storage.

Deep learning-based response detection. To measure the overall ma-
nipulation delay, including factors beyond image rendering delay, DECAF [§]
employed an Al bot trained for each specific game used in the tests. This bot
played the game autonomously and identified the response frame corresponding
to its actions. Figure 2(a) illustrates the latency measurement workflow in DE-
CAF. The bot initiates an operation at time C1 and uploads it to the server.
The server then completes game rendering and transmits the game image back to
the client. Upon receiving the image, the client timestamps each accepted video



frame. The bot subsequently identifies the image associated with its operation in
the transmitted video stream, records the timestamp at time C2, and calculates
the end-to-end latency as C2-C1. However, deep learning model-based meth-
ods such as DECAF encounter several limitations: 1) To train a deep learning
model, DECAF necessitates manual construction of the training dataset, which
demands significant human effort. Additionally, the model’s prediction accuracy
may introduce errors. 2) For different games, DECAF requires retraining a bot
to adapt to each new game, which limits its adaptability. 3) DECAF refines delay
measurement in stages, addressing components like coding delay and jitter delay.
However, real cloud gaming platforms involve various potential error-introducing
links, and more dimensions could be explored in the discussion of delay.
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Fig. 2. Latency measurement workflow of DECAF [8] and our system.

User subjective evaluation. Numerous studies also place significant em-
phasis on evaluating the player’s subjective experience. Players often provide
ratings of their experiences as ”good,” ”acceptable,” or "unacceptable” concern-
ing delays [6,10]. However, in these works, subjective evaluation typically serves
as the experimental dependent variable used to examine its correlation with
objective delay.

The streaming measurement system proposed in our work primarily focuses
on end-to-end latency. Simultaneously, it incorporates the collection of data on
dimensions crucial to the Cloud gaming link, such as packet loss rate and bit
rate. Furthermore, it delves into the sub-categorization of control delay, thereby
facilitating the collection of segmented delay data across various dimensions.



Unlike DECAF, which solely offers black-box testing for commercial cloud gam-
ing systems, our system boasts the advantage of easy integration into any cloud
gaming streaming system. This flexibility makes it highly convenient for other
researchers to self-assess their streaming systems, ultimately resulting in more
precise measurement outcomes.

3 Design

3.1 Summary

In this section, we present the design of our streaming latency measurement
system. This system is constructed upon the message transmission framework
that operates between the client (e.g., mobile devices) and the cloud server. It
also establishes a set of event identification protocols, ensuring that all operation
events dispatched to the cloud server are meticulously analyzed and processed.
These data are subsequently consolidated for offline analysis, ultimately yielding
statistical results for metric collection. Compared to prior approaches such as [2,
4,12], our method offers a more generalized solution. It eliminates the need for
additional hardware, such as cameras for real-time latency capture, and does not
necessitate any alterations to either the client-side or server-side components. As
a novel messaging protocol, it seamlessly integrates into any existing end-to-end
video streaming system.

Furthermore, building upon the end-to-end latency, our system establishes
a comprehensive set of metrics within video streaming systems. These metrics
encompass, but are not limited to, end-to-end latency jitter, operation freeze
rate, and more. Such metrics serve as valuable references for both fundamental
and intricate data analysis, thereby enhancing existing video streaming infras-
tructures. In the following, we will begin by elucidating the latency measurement
method and subsequently provide an overview of the metrics incorporated in our
system.

3.2 Latency Measurement

System Workflow. Different from DECAF, our system employs a system-
level approach to correlate user operation events with response frames. This
approach not only reduces the need for human labeling and the training of deep
learning models for various game and video genres but also enhances the system’s
robustness and generality.

The specific workflow of this system is shown in Figure 2(b). Upon a user’s
initiation of an operation, the client-side system assigns a self-increasing event
id to the operation event. Subsequently, it transmits the event, along with the
event id, to the server while simultaneously storing the locally generated times-
tamp. For instance, in the case of a click operation, which comprises four distinct
events (one action-down, two action-moves, and one action-up), the respective
event ids are denoted as 141 to 144. The client records the transmission times
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Fig. 3. Response frame of Honkai: Star Rail [1] with frame id and event id.

of all four events. Upon receiving the event with an event id of 144, the server
displays the corresponding id on the screen and forwards the event for game pro-
cessing. Additionally, the server appends the current timestamp to the screen.
For instance, if the millisecond timestamp reads 1684414045941 when the event
id is 144, this timestamp is utilized as the identifier for the frame. As depicted
in Figure 3, since this is the event id 144 on the initial screen, it is recognized
as the response frame for the event with id 144. The rendered image at this
moment encompasses three components: 1) the game screen; 2) the timestamp,
equivalent to frame id 1684414045941; 3) event ids from a certain time period,
with the most recent id being 144. Subsequent to the server’s transmission of the
composite frame to the client-side, the client-side executes the final rendering
and preserves the rendered frame along with the corresponding rendering times-
tamp, enabling further processing. In the case of operation events with id 144,
it is simply a matter of iterating through the saved frames and identifying the
first frame where the event id ”144” appears, thus concluding that this frame
corresponds to the response for operation event 144. This event id identification
process can be easily automated through the use of well-established OCR, (Op-
tical Character Recognition) technology, which is currently known for its high
accuracy. It significantly surpasses the precision achieved by game robots trained
using DECAF. Once the control event and its corresponding response frame are
identified, the end-to-end control delay C2-C1 can be calculated by subtracting
the control event time C1 from the display time C2 of the response frame.

Given that both the generation of the control event and the reception of
the user’s response screen occur on the client side, where the stream is pulled,
there is no need to contend with NTP timestamp discrepancies. In a 60-frame
scene, where the expected frame interval is 16ms, utilizing the millisecond NTP
timestamp as the frame id ensures the uniqueness of each frame’s identifier.
Furthermore, as the event id employs an auto-increment ID, it is assured that
each subsequently sent event ID differs from the previous one.



3.3 Metrics Definition

In prior research on cloud gaming Quality of Service (QoS), the majority of
metrics were video stream-centric, including parameters like latency, frame rate,
and picture quality. Additionally, there were metrics rooted in data streams,
encompassing factors like bitrate and packet loss rate. Building upon operation
events, our system introduces a comprehensive set of metrics for assessing the
operational experience within current cloud gaming systems. These metrics serve
as a complement to quality evaluations performed at the video stream and data
stream levels. The specific metrics are detailed in Table 2.

For every pair consisting of an operation event and its corresponding response
frame, our system can furnish the end-to-end latency. This latency can be further
divided into sub-components, including the latency pertaining to the response
frame at the server, network, and client. This subdivision aids in identifying the
source of elevated operation latency. Additionally, the system generates statisti-
cal metrics for all operation events throughout the entire stream. Notably, while
previous research on cloud gaming may have afforded limited attention to jitter,
our system recognizes the significance of both video frame rate jitter and end-
to-end latency jitter as crucial metrics for assessing response service stability. As
a result, we have incorporated these metrics into the QoS evaluation criteria.

All the aforementioned metrics assist developers and streaming platform op-
erators in gaining a more comprehensive understanding and facilitating the swift
and straightforward diagnosis of issues.

4 Evaluation

To validate this system, we established a cloud gaming platform utilizing the
open-source real-time streaming technology, WebRTC [3], and integrated the
measurement system to analyze the actual gameplay process. As depicted in
Figure 4, the server component of the cloud gaming system is powered by the
Snapdragon 865 SoC chip, running the Android host system while initiating the
docker service. Subsequently, the Android system’s image is launched within
the docker environment, and the game ”Honkai: Star Rail” and the streaming
component are executed in this container system. On the client side, players
utilize a Huawei P40 Pro smartphone, which is equipped with the cloud gaming
client for operation, streaming, and display.

In the first experiment, we opted for the deployment of servers in two provin-
cial capital cities: one located 276 kilometers from the player, and the other po-
sitioned at a distance of 1741 kilometers. This choice was made to highlight the
measurement system’s sensitivity to network delays. In the second experiment,
we selected servers at two different resource levels: one with a single container
system running on a physical SoC, and the other with three container systems.
This choice was made to assess the system’s sensitivity to server-level system
resources.

We conducted six sets of experiments in each scenario, with each experiment
spanning 10 minutes. The reported values represent the averages. In addition



Table 2. Metrics defined in our system.

Type Metrics Description
end-to-end latency Delay from user physical operation to response
frame displayed on the client
Picture transport de- Delay from response frame captured on the
Delay lay server to response frame displayed on the client
Network round trip Delay of response frame Transmittion in net-
time work
Encode delay Delay of response frame encoding in the server
Pacer and send delay  Delay of response frame waiting in the pacer
queue in the server
Jitter buffer delay Delay of response frame waiting in the jitter
buffer in the client
Decode delay Delay of response frame decoding in the client
Render delay Delay of response frame renderinging in the
client
Operation freeze rate  In Chromium, a freeze is counted when the
Operation inter-frame delay satisfies: interFrameDelay

Operation lost

Standard deviation of
end-to-end latency

>= maz (3 * avglnterFrameDelay, avglnter-
FrameDelay + 150(ms)). Similarly, we can as-
sume that operation freeze is occured when
the end-to-end latency satisfies: E2FELatency
>= maz(3 * avgE2ELatency, avgE2FELatency
+ 220(ms))

The number of operation events lost in the sys-
tem

The fluctuation of end-to-end latency, which in-
dicates system stability

10



to end-to-end latency, we also provide data on custom operation freeze rates,
operation loss rates, standard deviations of end-to-end latency, and various seg-
mentation delays in Table 3.

System System System

Image Image Image

(Android) (Android) (Android)
[ Docker } [ Docker ]
{ Host System (Android) J [ Host System (Android) ]
{ SoC (Snapdragon 865) } [ SoC (Snapdragon 865) ]
{ SoC Cluster ]

Fig. 4. Server end experiment architecture

Table 3. Result of experiments. 'd’ in the header represents delay, ’r’ represents ren-
dering, 'e2e’ represents end-to-end, ’c’ represents client, ’s’ represents server, and 'n’
represents network.

server detail ~dr de2e ds dc dmn freeze lost o(d-e2e)

276km, single 1) 33155 51 36.93 59.70 18.05 1.67% 0.4% 17.29

container server
1741km, single

container server
276km, three

container server

123.96 187.88 37.07 71.93 40.23 3.16% 1.3% 17.61

102.87 155.21 38.96 58.44 18.17 1.90% 0.5% 18.33

Upon analyzing the results from the three sets of experiments, it becomes ev-
ident that the end-to-end latency is approximately 50% greater than the render-
ing delay. This additional delay primarily arises from client-side input processing
time, message up-stream, and server-side event processing. These components
also play a crucial role in shaping the user’s actual experience, underscoring
the importance of end-to-end latency measurement. It also indicates that the
assessment of this aspect cannot be adequately addressed by relying solely on
traditional rendering delay metrics.

The experimental results for the first experiment are presented in the first and
second rows of the table. It is evident that both rendering delay and end-to-end
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latency increase as the communication distance lengthens. Further examination
reveals that the rise in end-to-end latency is primarily attributed to the increases
in dn (network delay) and d_c (client delay). Clearly, as the communication
distance extends, the network-induced delay also grows. The escalation in client
delay is a consequence of WebRT'C’s jitter buffer policy. WebRTC relies on UDP
transmission and must independently address the issue of out-of-order packet
delivery. In situations of week network conditions, it extends the waiting time
within the jitter buffer prior to packet decoding. This waiting period allows for
the reception of preceding data and reduces the failure rate of decoding. As a
result, client-side delay increases, aligning with the experimental findings.

The experimental results for experiment B are presented in the first and third
rows of the table. It is evident that whether it is a ”single-open” or ”multi-open”
scenario, the impact on end-to-end latency is not significantly substantial. How-
ever, in the case of a ”triple-open” server, due to a lack of available resources, if all
three virtual systems reach peak utilization simultaneously, resource contention
may occur. This extreme scenario results in a slight increase in server delay,
stuttering rate, and event loss, leading to reduced end-to-end latency stability.
This demonstrates that our testing system can effectively pinpoint bottlenecks
and evaluate the server’s multi-open capacity.

5 Discussion

The paper has certain limitations. Firstly, in the system design, it overlooks the
latency inherent in the game itself and focuses more on the additional delay in-
troduced by the interactive streaming system. This approach benefits streaming
system developers by allowing them to concentrate on their systems, irrespec-
tive of specific user programs. However, the limitation lies in the fact that the
actual delay experienced by users might slightly exceed the system’s measured
value. The specific additional delay represents the inherent latency within the
user program itself.

Secondly, the system primarily focuses on measuring of end-to-end latency
and offers some degree of analysis on the causes of such freezes and jitters. Yet,
it does not propose solutions to address these QoS issues. Experienced devel-
opers could rectify problems directly based on the system’s issue identification.
However, non-professional engineers might require additional learning resources
to tackle such issues effectively.

These limitations indicate potential directions for further research:

Further investigation into game-specific latency: Consider incorporat-
ing the inherent latency within the game itself into the study. Delve deeper into
its impact on user experience and propose methods to comprehensively consider
both game-specific latency and the delay introduced by the interactive streaming
system.

Providing solutions: Explore potential solutions to address freezes and
jitters and propose suggestions or methods in the paper to assist less experienced
developers in resolving such problems.
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6 Conclusion

The system solves the following three technical challenges at the same time: 1)
through the design of the software, an automated method is used to test end-
to-end latency, avoiding the use of traditional cameras to take pictures that
consume a lot of manpower, and can easily obtain a large amount of data;
2) the end-to-end latency counts the time it takes for the user to initiate the
manipulation instruction to the first video frame that receives the response, and
uses the manipulation event as the granularity rather than the picture frame for
statistics, which solves the problem that the traditional measurement method
can only measure the picture transmission delay does not include the deviation
caused by the transmission delay of the manipulation event; 3) an interactive
quality evaluation system is defined by this system, which gives meaning to
the original data source and directly outputs valid conclusions to users and
developers.
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