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Abstract—It is proved that combination networks can
achieve unbounded network coding gain measured by the
ratio of network throughput with network coding to that
without network coding in peer-to-peer file sharing system.
On the other side, network coding allows the polluted
packet generated by a malicious node to corrupt the
packets transmission of the entire network. One polluted
packet will prevent the other nodes from correct decoding.
To settle the problem, we introduce a polluted packets
detection method based on multiple vectors orthogonal to
the universal set of vectors for the transmitted network
coding packets. The main idea of this method is to calculate
numbers of orthogonal vectors and send them to different
relay nodes and receiver nodes which use them to judge
whether the newly received packets are in the subspace
based on the source packets. This is a distributed algorithm,
without the requirement of an extra secure channel.
Through the analysis and simulation in n-layer
combination networks case, the computational complexity
of the detection algorithm is O(n), n is the packet length,
and the detection rate can be greater than 90%.
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1. INTRODUCTION

Network coding was introduced by Ahlswede, et al
of Chinese University of Hong Kong in 2000[1]. Then Li
et al proved that using linear network coding can achieve
the max-flow min-cut capacity of a general multicast
network™. In 2003, Medard, et al gave the algebraic
approach to linear network coding ... In the same year,
random linear network coding (RLNC) was introduced
by Ho et al, and its decoding rate can be higher than
99% when using RLNC.

Network coding theory shows that the multicast rate
can be increased if coding is allowed in the network
nodes. Follow the conclusion, Ngai and Yeung studied a
class of networks called combination networksm and
gave the definition of combination networks and the
network coding gain of combination networks. Figure 1

show an example of C; combination network.

Based on the theory of combination network coding,
Yang, et al proposed a deterministic linear coding[s] over
combination networks to improve the peer-to-peer file
sharing system performance in terms of throughput,
reliability and link stress.
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Fig. l.a C; combination network

As well as network coding can improve the system
performance, it also brings some new challenges. The
security aspect of network coding is a tough one and
catches the attention of many researchers!®®. Network
coding has the nature of data mixture which makes it has
both advantage and disadvantage to network security.
For a wire-tap node, it needs to tap more links to make
out the decoded packets. But when a malicious node
injects polluted packets to the network, the mixture of
data by network coding would make more and more
polluted packets, so that the receiver nodes cannot
decode.

In traditional network, hash and sign method is used
to prevent the malicious nodes pollute data. The main
idea of the method is that the source node calculates a
signature for each packet it sends and the relay nodes
and receiver nodes compare the signature and packet to
judge whether it is a correct packet that is sent by the
source node. But in the network using network coding,
this method is not suitable, since all of receiving data are
not the data sent by the source originally, and the source
cannot calculate the signature for each possible outcome.
So the network coding system needs some other methods
to detect the pollution messages.

Krohn, et al proposed a method of on-the-fly
verification of rateless erasure codes'. In this method,
source node calculates the hash value for each packet in
the network and forwards them to the other nodes. The
distribution of hash value needs secure channels from
the source to each destination node which uses the hash
value to calculate and compare with its own signature.
Gkantsidis gave a homomorphic hashing algorithm to
ensure the security of peer-to-peer file sharing system to
avoid pollution attacks!'®. In this method the hash
signatures and the secure channels are also necessary,
but the amount of them will not increase as the packet
increases any more. Li, et al introduced another
improved algorithm for the detection of pollution attack
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in network coding!"!. Source node only calculates a part
of hash signatures and delivers them along with the
packets. This method reduces the amount of hash
signatures, but may lead to the destination nodes can’t
decode. Charles, et al gave a network coding signature
algorithm build on top of expensive Weil paring
operations homomorphic hashings!'”. It has large
computational complexity and time consuming. [13][14]
gave methods to do detection of the polluted packets in
network coding systems, but they detect only at the
destination nodes, not to the intermediate nodes, so they
aren’t helpful to improve the security of the whole
network. [15][16] gave other algorithms to detect and
filter the pollution packets. But all of them need hash
signature of network coding.

Referring to the orthogonal signature scheme
proposed in [17], we introduce a polluted packets
detection algorithm based on orthogonal vectors which
does not demand any signature scheme for the polluted
packets detection with the lower computational
complexities and adopts random sample method to
reduce the transmission overhead, it’s more suitable for
the practical network coding system. In section 2 we
describe the main principle of the algorithm. Section 3
analyzes its performance and cost. Section 4 gives the
simulation results of the orthogonal vectors based
detection algorithm.

II. POLLUTION DETECTION ALGORITHM DESCRIPTION

1. System Setup

A transmission network can be represent by a
directed graph G =(V,E) . All the work is under the
assumption that the network is solvable without the
occurrence of the malicious nodes. Here are some other
assumptions as follows,

1. The target network is an n-layer combination
network.

2. The source node has 7 out-degree.

3. Most of the other nodes in the network have in-
degree m and out-degree 2 , include the malicious
node hidden in the network. m and n are equivalent.

4. All nodes know the number of direct downstream
nodes.

When the source node sends /s packets with n
symbols, the message matrix in network coding can be
presented as follows,

X L0 Y X Xy

] oo 1)

X 0 - 1T, X, = Xy

In the matrix x, ; are all symbols in F, . Message
transmitted in any edge e is the linear combination of x,
that is y(e) = Zf:l g.(e)x, . g,(e)is the global encoding

vector of network coding. So the vectors y(e) are inF, .

2. Design of Orthogonal Vector

Since vectors x,,X,,...,x, are linear independent

h

vectors in IE‘:*N , they can span a subspace X . The

vectors y(e) are all linear combination of x,,x,,...,x, ,
so they are all in the subspace X . Each of the vectors in
subspace X can be seen as a legal vector, which means
the vector is not fabricated. So we can judge whether a
vector is a legal by checking whether it is in the
subspace X . To do so, orthogonal vectors can be used.
According to the vectors x,,x,,...,x, , we can find a

_ heN : -
vector v =(,V,,...,v,, ) € F,"" satisfied the condition

that x,-v=0, i=12,..,4. It means that the vector v is

orthogonal to all x, and v is orthogonal to the subspace
X . The source node distributes the vector v to the
downstream nodes. Then the downstream nodes check
the vector y of each received packet whether it is
orthogonal to v, that is to compute whether y-v is
equal to 0. If the result is not zero, the packet is a
polluted one.

If a malicious node want to get a packet that is not in
subspace X but can pass the check without knowing the
vector v, on the assumption that it randomly choose a
vector, and this vector has a probability 1/¢ to pass the

check. In RLNC, ¢ is always chosen to be 2° or 2'°.

The probability 1/¢ is very small and negligible. But if

the malicious node knows v, the detection method will
fail, so multiple vectors are used. Each node gets
different detection vectors and uses them to check.

Since the transmission of multiple vectors will
greatly increase the transportation overhead, we use k
vectors of length h+k to detect A+k symbols in
subspace X . This s+ k symbol is randomly chosen by
source node. Because the malicious node polluted each
of the symbols with an equal probability, the detection
rate have no different whether long or short orthogonal
vectors are used.

3. Detection Algorithm of n-layer Combination
Network

As malicious nodes hidden in the network have the
same ability to get vectors from the source. The other
nodes need different vectors so that they can do
detections that the malicious node cannot generate
packages that can pass the check.

Assume the source node separately compute k&
vectors  v,,V,,..,v, , each of them contains h+k

symbols. Then the source node hash and sign them and
send them to its downstream nodes separately and as fair
as possible. Source node makes sure that each of the
downstream nodes receives at least one vector and at
most [k/r]| vectors, here r is the number of

downstream nodes from the source node.



For the relay nodes and receiver nodes in the
network, they receive detection vectors from upstream
nodes. Assume the node get m different vectors
randomly. Then the node sends the n vectors to its
downstream nodes separately. It also sends the vectors
as fair as possible.

Based on the assumption made and the vector
distribution algorithm described above, the number of
vectors each nodes (except the direct downstream nodes
of source nodes) got will be almost the same, including
the malicious nodes.

For two arbitrary nodes A and B separately receive
s and 7 vectors, the probability that node B gets at least
one vectors that unknown to A can be calculate through
the following formula:

1 t>s

r=1,. C )

In formula 2, k£ is the total number of different
vectors. Suppose node A is a malicious pollution
attacker, node B is A’s downstream nodes and will
receive polluted packets from A. The vectors B received
from A are known to A, so it is reasonable to assume
t=s—-1. For fixed s and ¢, the change of k£ will lead
to the change of probabilities that B gets vectors
unknown to A.

The probability that B will get any vectors unknown
to A is shown in figure 2, and this probability is also the
detection probability.
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Fig. 2. Relationship between detection probability
and number of vectors

In figure 2, the probability p directly shows the
detection algorithm’s ability of correctly discovering the
polluted packets. Figure 2 shows that if a detection
probability needs to be greater than 90%, k& should be
chosen to be no less than (8, 8, 9) while s is equal to (4,
5, 6) and the detection probability will goes to near 1 as
k increase.

According to the assumption we have made that in-
degree m and out-degree n of the network are equivalent,
we construct a network topology shown as figure 3 to

illustrate the detection algorithm. Figure 3 presents a 5-
layer C; combination network. In the combination

network, S is the source node, J, K and L are receiver
nodes, and the other nodes are relay nodes of both good
nodes and malicious nodes. And source S have direct
downstream nodes of A, B and C. These three nodes
have in-degree of 1 and other forwarding nodes’ in-
degree are all 3. And there out-degree are all 3. So here
in-degree and out-degree of nodes are equal. According
to the formula 2, if the detection probability wants to be
higher than 90%, the number of vectors should be
greater than 6. So source node S computes 6 different
vectors numbered from 1 to 6 and sends them to node A,
B and C. Each of nodes gets two different vectors. In
figure 3, the set of vector number the nodes receive has
been represented above the nodes. All nodes follows the
vector fairly distribution algorithm.
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Fig. 3. Orthogonal vectors based detection algorithm in 5-layer C;
combination network.

It can be seen in figure 3, some nodes receive the
same vector from different upstream nodes, such as node
I and K. In some case the relay node has only two
different vectors but it has three downstream nodes. So it
sends the same vector to two different downstream
nodes. In the process, each node uses the vector they
received to detect whether there are polluted packets. In
the distributed condition, no matter which node is
malicious, its downstream nodes have the ability to seek
out the polluted packets by received orthogonal vectors.

III. PERFORMANCE ANALYSIS OF ALGORITHM

1. Detection performance

In orthogonal vectors based polluted packets
detection method, if each node has known vectors to
each of the upstream nodes, the detection probability
would be 1-1/¢ because of the inherent characteristics

of orthogonal vectors. Since ¢ is quite large, the

probability is near to 1.

Due to vector distribution algorithm, not each of the
node will have new vectors to the upstream nodes, and
the probability of that is p less than 1. So some of the

nodes will fail in detection of the malicious nodes and be



polluted. But their downstream nodes will do detections
too. Suppose all detection probabilities are p , the

probability of polluted packages will still in the network
after passing n nodes is (1— p)". This process is shown
in figure 4.

Fig. 4. Detection probabilities after fails

2. Costs analysis

(a) Transmission overhead
The main transmission overhead is the
transmission of the detection vectors. If there are k
vectors of A+k symbols to be transmitted, the
transmission overhead of vectors is
k-(h+k)/h-(h+N) times of the total packages of

data per generation.

In general practical network coding systems, the
number of packets transmitted per generation 4 and
symbols N is much larger than &, so the proportion
of vectors overhead in the total packages is much
smaller than &/ /4, that is a quite low proportion.

(b) Computational overhead

When a new package arrives, the relay nodes
conduct the package pollution detection by point
multiplication operations. For each package check,
the relay node only needs to execute m times point
multiplication operations. In other words, the
computation complexity of pollution detection for a
node is m(h+k) times multiplication operations

and m(h+k—1) times addition operations. To the

nodes in a peer-to-peer file sharing system, the
computational overhead is negligible.
(c) Start delay

Before the algorithm start, the source node
should calculate orthogonal vectors and then
distribute them to the relay nodes. The computation
progress can be done before transmission, so it will
not generate any start delay.

IV. SIMULATION RESULTS

The simulation of polluted packets detection by
orthogonal vectors is implemented using C language.
We simulate the vector distributed progress and
calculate the detection probabilities with the varying
number of orthogonal vectors. The simulation network
topology is a 6-layer C; combination network topology,

satisfying the assumption we made in section 2, shown
as figure 5.
In 6-layer C; combination network topology, there

are one source node, four layers relay nodes and one
layer receiver nodes, each layer contains four relay

nodes. There is no link between the nodes at the same
layer, but each pair of nodes at neighbor layer has a link
between them.
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Fig. 5. A 6-layer Ci combination network topology

Through the simulation experiments in 6-layer C;

combination network, the simulation results are shown
as figure 6.

1
E
0.9}

[i:
0.8+

0.7F
i

—©S— 5 Vectors

o
0.6 \
— =/ — 6 Vectors
J —F— 7 Vectors \

0.5} /
——6—— 8 Vectors

0.4 — —3 — 9 Vectors
—4A— 10 Vectors

—FH—— 11 Vectors

. . . )

1 2 3 4 5 6
X

Fig. 6. Detection probabilities among different layer nodes in 6-layer
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C4 combination network

Figure 6 shows the detection probabilities among
different layer nodes with the varying vector number.
Y axis means the average detection probabilities p ,

X axis means detection probabilities among different
layer nodes, x=1 means detection probabilities
between layer 3 nodes and layer 2 nodes, x =2 is layer
4 and layer 3, x =3 is layer 5 and layer 4, x =4 is layer
4 to layer 2, x =5 is layer 5 to layer 3, x =6 is layer 5
to layer 2. All simulations run 10* times to get the final
results.

From the analysis of simulation results, it can be
seen that when vector number is 5, the detection
probabilities are very low. For examples, if vector
number is 5, the detection probabilities between layer 3
and layer 2 nodes are no more than 40%, and the
probabilities between layer 4 and layer 5 to layer 2
nodes are no more than 50%, so if the malicious node is



in layer 2, the pollution detection would fail with a high
probability.

As the number of vectors increases, the detection
probabilities increase. When there are 8 different vectors
in the network topology, the entire detection rate is
higher than 90% and most of them are about 95%. The
detection probabilities are approach to 1 as the vector
number increases. Both of security and transmission
overhead are under consideration, the number of vectors
should be a moderate value.

V. CONCLUSIONS AND FUTURE WORK

In this paper, we have proposed an orthogonal vector
based polluted packets detection method used in n-layer
combination networks. We have also analyzed the cost
and security aspects of the algorithm. Then simulation
analysis is done to prove detection performance of the
scheme. Through the analysis and simulation results, we
find that the orthogonal vectors based method can reach
a high detection probability to detect polluted packets
with a low extra cost.

We have only discussed pollution detection
algorithm under the combination network topology
limited by assumptions. In the future work, we will do
more research on how to implement the detection
algorithm to adapt more network topology.
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