
Hardware Assisted Protocol for Attacks
Prevention in Ad Hoc Networks

Vincent Omollo Nyangaresi(B)

Tom Mboya University College, Homabay, Kenya
vnyangaresi@tmuc.ac.ke

Abstract. The packet exchanges over open communication channels expose ad
hoc networks data to numerous security and privacy attacks. To address this issue,
many schemes have been developed based on public key infrastructure, tamper
proof devices, bilinear pairings or trusted authorities. However, these techniques
still have a number of security and privacy challenges or are inefficient in terms
of communication, computation or storage overheads. In this paper, an attack pre-
vention protocol is proposed based on elliptic curve cryptography and a combina-
tion of private keys and signatures. The results of simulations that were executed
showed that the proposed protocol had the lowest computation costs, communi-
cation overheads, energy consumption and latencies in terms of signature signing
and verification. In addition, this protocol offered non-repudiation, communica-
tion session unlinkability, mutual authentication, integrity, location privacy and
anonymity. Moreover, it was resilient against message replays and impersonation
attacks.

Keywords: Ad hoc networks · Authentication · Efficiency · Privacy · Security ·
TPD

1 Introduction

One of the most promising components of intelligent transportation system is the vehic-
ular ad-hoc network (VANET) that can improve transport conditions through collabora-
tive driving. However, message exchanges in VANETs is through dedicated short range
communication (DSRC) over open wireless channels [1]. This exposes the transmitted
packets to both security and privacy attacks such as eavesdropping, impersonation and
modifications [2]. The leakage of vehicle’s real identity can potentially expose driver’s
trajectory and locations. As such, it is critical for the messages to be authenticated by all
the communicating entities in order to uphold integrity and confidentiality. In addition,
authors in [3] explain that communication challenges such as efficiency, privacy and
security need to be addressed in these ad hoc networks. Authors in [4] identify security
and privacy as crucial issues in VANETs while message interception, tampering and
tracking have been noted in [5] as some of the most dangerous attacks in this environ-
ment. Since these attacks compromise vehicle safety and privacy of its occupants, it is
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important that they are addressed. As explained in [6], private and secure communi-
cation in VANETs enhance safety and comfort of the drivers. Authors in [7] stress on
the significance of message authentication between roadside units (RSUs) and vehicles,
while in [8] authors explain that challenges such as privacy and reliability necessitate
the enhancement of confidentiality and security of the exchanged data. Owing to the
requirements for secure communication in VANETs, authors in [9] identify implemen-
tation of integrity, non-repudiation, confidentiality and authentication as being key in
these networks. On the other hand, the importance of message authentication, integrity
and reliability among vehicles has been highlighted in [10].

During deployments, privacy, security and efficiency have been discussed in [11]
as being important for secure data exchanges. This requires that RSUs and vehicles
verify the authenticity of all received messages before processing. In addition, captured
messages over open channels may facilitate identification of real indentify of vehicles
and their subsequent route tracking. To address this, enhanced unlinkability, privacy and
anonymous communication need to be implemented in VANETs. On the other hand,
the reliance on tamper proof devices (TPDs) and space complexity of authenticating
techniques has been presented in [12] as significant challenges. One approach towards
privacy protection in VANETs is anonymous authentication [4]. For attacks prevention,
symmetric cryptography based approaches are more efficient compared to their asym-
metric cryptography based techniques. However, as explained in [12], issues such as key
management and non-repudiation still remain unresolved in symmetric cryptography.

1.1 Problem Statement

Security, privacy and efficiency during ad hoc communication are key issues and numer-
ous schemes have been developed to address these issues. The conventional techniques
either utilize bilinear pairing (BP), public key infrastructure (PKI), ideal tamper proof
devices (TPD), trusted authority (TA), certificates or group signatures. However, BP
operations and group signatures require high communication and computation over-
heads while TA may be a single point of failure during massive authentication process.
On the other hand, the conventional authentication techniques based on TPD assume
that this hardware device is highly resilient against security and privacy attacks. In
addition, PKI based techniques result in problems regarding certificate storage and man-
agement. Consequently, conventional ad hoc authentication protocols either do not offer
resilience against most of the ad hoc attacks or are inefficient in terms of communication,
computation and energy overheads.

1.2 Our Contributions

The main contributions of this paper include the following:

I. Anonymous authentication protocol employing pseudonyms is developed to offer
communication entity location and identity privacy in VANETs.

II. Realistic TPD devoid of system key pre-installation is deployed to address side-
channel attacks in conventional hardware-based authentication schemes.
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III. Intermediary ECC-based ephemerals are utilized to prevent key escrow problems
in PKI based schemes.

IV. Individual vehicle signature and group signatures are implemented to provide non-
repudiation and confidentiality.

V. We show that techniques in I–IV above rendered the proposed protocol resilient
against conventional ad hoc attacks such as impersonation and message replays.

1.3 Organization of the Paper

The rest of this paper is organized as follows: Sect. 2 discusses related work while
Sect. 3 details the system model. On the other hand, Sect. 4 presents the simulation and
evaluation results while Sect. 5 concludes the paper and gives future directions.

2 Related Work

Over the recent past, numerous schemes have been developed to facilitate secure com-
munication in vehicular networks. For instance, authors in [13] have presented a bilinear
based anonymous authentication technique. However, this scheme has high computa-
tional costs and never incorporates session unlinkability in its design. Similarly, authors
in [14–19] have developed bilinear based authentication schemes, but which have high
computational costs. The elliptic curve (EC) pseudonym based technique in [20] has
good computational efficiency but requires incorporation of trusted authority (TA) dur-
ing authentication process. This effectively increases both communication latencies and
costs, in addition to TA presenting a single point of failure [21]. Similarly, a hash func-
tion based scheme for privacy protection has been presented in [22], but which requires
involvement of TA during the verification procedures. In addition, authors in [23] and
[24] have deployed TA for the generation of authentication keys between vehicles and
RSUs, and hence have similar challenges as schemes in [20] and [22]. Authors in [25]
introduce certificate based authentication, butwhich requires high computation and space
complexity. On the other hand, the schemes presented in [26–30] are prone to attacks
and are also inefficient. In addition, the scheme in [26] results in high communication
overheads. An identity based authentication approach is presented in [2] based on ellip-
tic curve cryptography (ECC). However, this technique requires an ideal TPD for the
storage of master keys of each vehicle.

Registration lists and hash functions have been incorporated in [31] during authenti-
cationwhile hash functions andXORbased authentication algorithm has been developed
in [32]. Although the techniques in [31] and [32] enhance computational efficiency, their
reliance on TA may potentially lead to some bottlenecks within the network. The batch
authentication approach developed in [33] achieves some anonymity, but fails to offer
resilience against collusion attacks. Authors in [34] have presented an aggregate sig-
nature based scheme for privacy preservation, but requires a trusted third for message
verification. A PKI-based authentication protocol is developed in [35] but has high stor-
age requirements for the generated vehicle certificates. Authors in [36] have presented an
anonymous privacy preserving technique for vehicular networks, but has high commu-
nication costs. On the other hand, the anonymous authentication scheme in [37] requires
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maintenance of certificate revocation list (CRL) which increases its storage costs. Group
key based schemes have been presented in [10] and [38–40]. However, in most of these
group key signature based schemes, group leaders have high communication energy
and computational resources consumption. In addition, group signature verification is
computationally intensive, and the group leader can potentially become a network bot-
tleneck. Specifically, the protocol in [40] offers only one-way authentication between
TA and participating vehicles.

A conditional privacy preservation technique has been developed in [41], but has
high storage requirements. On the other hand, the batch authentication scheme in [42]
is susceptible to replay attacks and cannot withstand non-repudiation of the generated
signature. An anonymous authentication algorithm developed in [43] achieves low com-
putation overheads but fails to consider communication session unlinkability. On the
other hand, the scheme in [44] cannot withstandmodification and impersonation attacks.
Authors in [45] have combined pseudonyms with group signature for authentication.
However, this technique has high space complexity for CRL and high computation
costs for CRL verification. On the other hand, the symmetric cryptograph hash func-
tion and XOR based scheme in [46] achieves high communication and computation
overheads, but fails to consider internal attacks. Identity based VANET authentication
scheme has been presented in [47] for privacy preservation. However, these protocols are
inefficient and do not offer effective certificate revocation techniques. Similarly, identity
based techniques in [48, 49] utilize group signatures for authentication and anonymity
enhancement. However, the approach in [48] has high space and computation over-
heads, while the algorithm in [49] is vulnerable to replay and tracing attacks and cannot
offer both backward and forward key secrecy. In addition, they inherit high commu-
nication and computation overheads of group signatures. Moreover, the techniques in
[49] and [47] have ineffective certificate revocation mechanisms and do not offer mutual
authentication.

3 System Model

In this section, the design goals, mathematical preliminaries, system architecture and
the procedures of the proposed protocol are discussed.

3.1 Design Goals

In light of the security, privacy and efficiency challenges of the current ad hoc authenti-
cation and key management protocols, this paper proposes a hardware assisted protocol
for attacks prevention in ad hoc networks. The proposed protocol employs both secret
keys and group signatures for mutual authentication, while pseudonyms are deployed to
uphold anonymity of the communicating entities. The authentication process is devoid
of TA so as to alleviate single point of failure problem. In addition, the deployed TPD
is based on realistic security assumptions of it being susceptible to physical and side-
channel attacks. As such, no system keys are pre-installed in TPD and hence its failure
or capture of secrets stored in it cannot compromise the entire network. Some of the
goals pursued include unlinkability, authentication, integrity, non-repudiation, location
privacy, anonymity, and resilience against message replays and impersonation attacks.
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3.2 Mathematical Preliminaries

The proposed protocol deployed elliptic curve cryptography (ECC) which is a widely
implemented cryptographic algorithm due to its high efficiency and superb security.
It utilizes less bits than Rivest–Shamir–Adleman (RSA) algorithm for encrypting same
lengthmessage and hence has less communication, computation and storage complexity.
In addition, it requires fewer computation parameters and shorter key lengths, rendering
it ideal for resource constrained vehicle TPDs. The following definitions hold for ECC
systems:

Denoting a set of all EC points over a restricted field Fθ as ε(Fθ ) where θ > 3, then
ε : y2 = (x3 + αx + ψ)mod θ. Here, α,ψεFθ and 4α3 + 27ψ2 �= 0.

Let f and ω be two points of group ḡ. Then if f is not equal to ω, for an additive EC
group ḡ = {(x, y)εε(Fθ ) : x, yεFθ } ∪ {i} where i is a point at infinity, ḡ forms a cyclic
group under addition operation ƥ = f + ω for f, ψεḡ. Here, ƥ is the intersection of ε

and the straight line connecting θ and ϑ . If f = ω, then ƥ= f + ω, but if f = −ω, then
f + ω = 0.

Let fεḡθ and μεZ∗
ϑ for μ, in this case, scalar multiplication of ε is given by f = f

+ f + ···f.
Suppose that f and ω are two randomly generated points on ε where fεḡ generates

group ḡ with large prime order ϑ . Then in EC discrete logarithm (ECDL), given f,ωεḡ,
then the problem is to find xεZ∗

ϑ such that ω = xfεḡ.
Let f be a generator of ḡ, αf,ψfεḡ where α, ψεZ∗

ϑ are unknown. Then the EC
computational Diffie-Hellman (ECCDH) problem is to calculate αψfεḡ.

Given f, αf, ψf, γfεḡ1 where f is the generator of ḡ1 with large prime order
ϑ . Then for α,ψ, γ εZ∗

ϑ , it is computationally cumbersome to decide whether or not
γ ≡ αψ mod ϑ.

Suppose that algorithm Ѣ solves ECDL problem in ḡ within some polynomial time
with success probability Ӄ, then:

ф ф

ECDL hypothesis is defined asѢin any polynomial time and Ӄis negligible.
If ECDL or ECCDH on a group ḡ cannot be solved with non-negligible probability

ξ in time t, then ECDL or ECCDH is said to be a complex problem on EC.

3.3 System Architecture

In the proposed protocol, the system architecture consists of vehicles Vi fully equipped
with online board units (OBUs), roadside unit (RSU), the public internet and the cloud
server (CS) as shown in Fig. 1. Each OBU device incorporates a tamper proof device
(TPD) to buffer the security secrets. The CS and RSU are trusted network entities but
the Vi and internet connections are un-trusted. Whenever Vi wants some services from
the cloud server, full authentication must be executed among the CS, Vi and RSU so as
to prevent security and privacy attacks that may emanate from the internet.

Oncemutual authentication is complete, theVi need to sign eachmessage transmitted
to uphold both security and privacy.
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Fig. 1. System architecture

3.4 Proposed Protocol

The proposed protocol consisted of five major phases including initialization, pseudo-
identities generation, secret key generation, signature generation and verification. Table
1 presents the notations used in this paper and their brief description.

Table 1. Notations and their descriptions

Nota�on Descrip�on
CS Cloud server
Vi ith vehicle
RSU Roadside unit

Group signature
θ, ϑ Large prime numbers

Ellip�c curve
Ƶ CS master key
Б CS public key
ѱ RSU master key
ѯ RSU  public key
Ў Message signature
ŋi RSU nonce
Ɯi Vi pseudo-iden�ty
Ӽ1, Ӽ2, Ӽ3 Hash func�ons 
ŋi, Ʀi,Ŵi Nonces 
τi Timestamp 
Δτi Legi�mate dura�on of pseudo iden�ty
ßi Par�al private key of Vi

RegReq Vi registra�on request
ßiReq ßi request 
Ħi Vi real iden�ty 
ζi Vi secret parameter 
ϛi Vi public key
φi Vi private key

XOR opera�on

As shown in Algorithm 1, during the initialization phase, the RSU and CS agree on
θ, ϑ after which they generate ε as in step 1 where α,ψ ∈ Z∗

θ and (4α3 + ψ2) mod θ �=
0. In step 2, the CS chooses Ƶ as its private master key and utilizes it to derive its
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public master key B. Next, the RSU stochastically chooses ψ ∈ Z∗
θ as its private master

key and uses it to compute security parameter ѯ . For improved security and privacy,
Ƶand ψ are only known to CS and RSU respectively and are never shared over the
communication channels. In step 4, bothCS andV i choose hash functions for subsequent
authentication before publishing {ф Ӽ Ӽ Ӽ ѯ Б}(step 5). During Vi

registration, the registration request RegReq , together with Vi’s true identity H− i are
sent to the corresponding RSU (step 6). At the same time, the Vi obtains the published
security tokens which are then buffered in its TPD (step 7). To uphold anonymity, each
Vi randomly chooses nonce ŋi and employs it to derive its pseudo-identityƜi and other
additional security token � i for later authentication, before sending {Ɯi,1, �i} to its
RSU (step 9). To prevent impersonation and forgery attacks, the RSU re-computes Vi’s
H− i as shown in step 10. This identity is then validated in step 11 such that if it is invalid,
RegReq is immediately discarded.

Algorithm 1: Authentication and Key Management
Input: τi, Δτi

ßi,

τi
ßiReq

ßi=( ) mod 
ßi,

ßi ßiReq

ßi,
τi

τi,
Δτi τi

Δτi τi THEN: Discard 

END
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However, if it is valid, RSU computes pseudo-identityƜi,2 (step 13) before forward-
ing {Ɯi,1,Ɯi,2,τ i} to CS (step 14). Here, current timestamp τi served to thwart any packet
replays. In step 15, theVi makes a request ßiReq for assignment of its partial secret key ßi

from the CS. This secret key is deployed in subsequent signing of its messages to protect
integrity of transmitted messages. Upon the receipt of ßiReq, the CS chooses ephemeral
Ʀi which then it utilizes to derive security tokens ƥi, L·1,i and ßi for later message signing
and authentication (step 16). In step 17, the CS sends beacon {ßi, ƥi, Ɯi} to Vi, which
then validates it in step 18 such that if it is invalid, the ßiReq is discarded. However, if
it is valid, the Vi proceeds to randomly select private nonce Ŵ i that it then utilizes to
derive security token ζ i (step 19). In step 20, the Vi derives security parameters L·2,I and
ωi employed for computation of its public key ji. Next, the Vi sets ji and ϕ as its public
key and private keys respectively for payload protection (step 21). In step 22, signature
signi for authentication and integrity protection of message 
i ∈ {0, 1}∗ is derived. The
process begins by having the Vi randomly choose security token before computing
Ḡi, L·2,i, and L·3,i. Thereafter, the Vi generates signi and Ўi before sending beacon {Ɯi,
ζ i, ϼi, τ i, Ўi} to its RSU (step 23) as shown in Fig. 2.

Upon receiving this beacon, the RSU validates the timestamp τ i as well as the
permissible duration of pseudo identity Δτ i to prevent message replay attacks (step
24). If these two values are invalid, the received signature is discarded, otherwise the
RSU proceeds to re-compute security tokens L·1,i, and L·3,I (step 25) that are used to
validate the received signature signi in step 26. Here, if these security tokens are invalid,
the received signature is discarded, otherwise the RSU trusts the Vi (step 27). The
proposed protocol also supported group signature GS for authenticating a number of
Vi’s simultaneously. As evidenced in step 28, upon receiving multiple authentication
tokens {Ɯi, ji, ϼi, τ iЎi}, i ∈ {1, 2, . . . n} from Vi group with signature pairs {ϼi, Ўi}, it
amalgamates these signatures through GS and ЎG. Thereafter, the RSU sends ЎG to the
CS (step 29) where Δτ i and τ i are verified such that if they are invalid, ЎG is discarded
(step 30). However, if it is valid, the CS proceeds to compute security token (step
31) which is then verified in step 32 such that if it is invalid, resource access is denied.
However, if it is valid, the Vi group is granted access to the requested resources.

4 Results and Discussion

The proposed protocolwas simulated inNetwork Simulator 2 (NS2.35) owing to its flexi-
ble environment that facilitated evaluation of this protocolwith other related conventional
protocols. For vehicle mobility modeling, VanetMobiSim was deployed.

As shown in Table 2, Ad-hoc On-demand Distance Vector (AODV) was utilized
for routing due to its ability of operating in an environment characterized by network
challenges such as packet losses, frequent node mobility and link failures. The simula-
tions were executed on 1000 by 20 m2 coverage area with maximum vehicle and RSU
density of 50 and 6 respectively. A channel bandwidth of 5 Mpbs and slot time of 13 ms
was adopted with 1 km maximum RSU transmission range. On the other hand, the least
inter-vehicle distance was set to 30 mwith 300 mmaximum transmission range for each
vehicle. The Media Access Control (MAC) layer protocol was IEEE 802.11p which is
applicable in DSRC, and the maximum traffic lanes were 4. Thereafter, the simulations
were run for 150 s as the required data items were collected.
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Vi RSU CS

Generate , Бɛ

Select: Ӽ1, Ӽ2, Ӽ3:{0,1}* → *
θ

Publish: { }ф,θ,ϑ,ɛ,Ӽ1, Ӽ2 Ӽ3,ğ i,ѯ,Б
Generate , ѯɛ

Select: Ӽ1, Ӽ2, Ӽ3:{0,1}* → *
θ

Publish: { }ф,θ,ϑ,ɛ,Ӽ1, Ӽ2 Ӽ3,ğ i,ѯ,Б
RegReq, Ħi

Choose ŋi
Compute Ɯi,1,Ʊi Ɯi,1, Ʊi

Re-compute Ħi
Compute: Ɯi,2 Ɯi,1, Ɯi,2,τi

ßiReq

Select: Ʀi
Compute: ƥi, Ŀ1,i, ßi

ßi, ƥi, Ɯi

Select: Ŵi, ḡ
Compute: ζi, Ŀ2,I, ωi, Ḡi, Ŀ2,I, Ŀ3,i
Generate: signi, &Ўi

Ɯi, ζi, ϼi, τi, Ўi

Re-compute: Ŀ1,i, Ŀ3,i

Generate: 
Compute ЎG

ЎG

Compute: ƛ

Fig. 2. Message exchanges in the proposed protocol

4.1 Security Evaluation

To assess the security posture of the proposed protocol, Spoofing, Tampering, Repudia-
tion, Information disclosure, Denial of Service, Elevation of Privilege (STRIDE) model
was utilized. In this model, the desired security and privacy features include authenticity,
integrity, non-repudiability, confidentiality, availability, and authorization for upholding
spoofing, tampering, repudiation, information disclosure, denial of service and elevation
of privilege respectively.

Unlinkability: to prevent an adversary from associating any two messages of the same
Vi, randomly generated security parameter ḡ was incorporated in signature signi. This
offers strong anonymity to beacon {Ɯi, ζ i, ϼi, τ i, Ўi} exchanged between the Vi and
RSU.
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Table 2. Simulation parameters

Parameter Value

Routing protocol AODV

Network coverage area 1000 × 20 m2

Channel bandwidth 5 Mpbs

Slot time 13 × 10−6s

RSU density 6

RSU’s maximum transmission range 1000 m

Maximum Vehicle density 50

Simulation time 150 s

Traffic lanes 4

MAC layer protocol IEEE 802.11p

Vi maximum transmission range 300 m

Least inter - Vi distance 30 m

Authentication and Integrity: in the proposed protocol, the Vi and RSU authenticate
each other using H− i. On the other hand, the RSU and CS authenticate each other using
security parameter ßiфand {ƥi+Ŀ1,i Б}. For message integrity, the Vi signs each mes-
sage using signi, which is comprised of current timestamp τ i, Vi’s pseudo-identity Ɯ,
secret parameter ζ and private key ϕ.

Non-repudiation: since the RSU can easily associate each Vi with its actual identity H− i

and pseudo-identityƜi, it is not possible for a particular Vi to deny its message signature
signi.

Location Privacy: during the communication process, pseudo-identities are utilized
instead of the real identities of vehicles. As such, it is not possible for an attacker to
track Vi’s trajectories within the network. It is only the RSU with its master secret key
ψ that can validate Ɯi by executing the following operation: . Con-
sequently, without ψ , an adversary is unable to establish H− i and hence the proposed
protocol upholds authorization. Moreover, since ψ is never sent over the communica-
tion channel, it is infeasible for an attacker to eavesdrop it. Consequently, the proposed
protocol upholds confidentiality.

Anonymity and Privacy: To uphold anonymity of the Vi, only the RSU has the master
key ψ necessary for the derivation of real identity of the Vi, H− i. As such, other vehi-
cles have no knowledge of the real identities of their neighbours. The utilized pseudo-
identities such as Ɯi,1 and Ɯi,2 coupled with signature signi on every message ensures
that the exchanged messages are kept secret from the spying eyes of adversaries.

Resilience Against Message Replays and Impersonation Attacks: in the proposed pro-
tocol, each message sent by any Vi is signed using signi and hence it is infeasible for an
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attacker to forge this signature for possible impersonation. The usage of timestamps τ i

during the communication process, coupled with the verification of the legitimate dura-
tion of pseudo identityΔτ i thwarts any message replay attacks. As such, an adversary is
unable to launch denial of service attacks against legitimate users through impersonating
their network access credentials which might knock off these users from the network.

4.2 Performance Evaluation

The cryptographic operations in [50] executed on MIRACL software on a computer
system running on Pentium 4 processor were utilized to evaluate the proposed protocol.
Here, modular multiplication in Z∗

θ , TM takes approximately 0.2325 ms, modular expo-
nential operation TMX takes 55.2 ms, modular point addition TMA takes 0.12 ms, EC
scalar point multiplication TS takes 6.38 ms, bilinear paring TBP takes 20.01 ms, while
map to point hashing operation TH takes 6.38 ms.

Computation Costs: in this evaluation, the signing and verification overheads of indi-
vidual as well as amalgamated signature are computed. Based on Algorithm 1, signature
generation in the proposed protocol requires only one TS of approximately 6.38 ms that
is equivalent to 27.44TM operations. On the other hand, signature verification requires
three TS and two point additions. As such, the total computation overheads for signature
verification is ((3* 6.38) + (2*0.12)), yielding 19.38 ms(approximately 83.35TM ) as
shown in Table 3.

Table 3. Computation overheads comparisons

Scheme Computation overheads

Signing Verification

TM ms TM ms

[15] 140 32.55 502 116.72

[17] 97 22.55 331 76.96

[19] 110 25.58 384 89.28

[18] 137 31.85 385 89.51

[16] 187 43.48 478 111.14

[14] 113 26.27 388 90.21

Proposed 27.44 6.38 83.35 19.38

The obtained computation overheads are then compared to schemes in [14, 15, 16,
17, 18, 19] as shown in Fig. 3. As shown in Fig. 3, the scheme in [15] had the highest
signature verification overheads of 116.72 ms while the proposed protocol had the least
signature verification overheads of 19.38 ms.
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Fig. 3. Computation costs comparisons

On the other hand, the scheme in [16] had the highest signature signing costs of
43.48 ms while the proposed protocol had the least signing costs of 6.38 ms. As such,
the proposed protocol was lightweight and hence applicable in resource constrained
vehicular OBUs compared with its peers.

Signing and Verification Latencies: to evaluate the proposed protocol against the sig-
nature generation and verification latencies, the number of vehicles was varied between
10 and 50 as the values of these latencies were observed. Table 4 presents the results
that were obtained.

Table 4. Signature signing and verification latencies

Scheme Latencies (TM)

Signing Verification

10 20 30 40 50 10 20 30 40 50

[15] 1482 2921 4267 6115 7229 19935 44937 74592 91289 110937

[17] 983 1989 2376 3852 4198 21093 57026 78317 99727 120273

[19] 1128 2392 3949 4372 6061 16038 28723 41218 59022 81291

[18] 1388 2827 4164 6011 7127 18034 30781 43297 61037 82093

[16] 1923 3965 5782 7026 8893 2374 20156 23076 39092 42047

[14] 1022 2298 3845 4278 5967 2103 4315 10097 18092 20136

Proposed 756 984 1023 1793 1931 421 478 512 558 687

As shown inTable 4, therewas a general increase in signature signing and verification
latencies as the number of vehicles were increased from 10 to 50. This is attributed to
the increasing processing at the OBU, RSU and CS as the increment of vehicles implies
a surge in the number of transmitted messages. The scheme in [16] had longest signing
latencies while the proposed protocol had the shortest signing latencies for all vehicle
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densities. On the other hand, the scheme in [17] had the longest signature verification
latencies while the proposed protocol had the shortest latencies for all vehicle densities.

Transmission Costs: in the proposed protocol, the transmission costs consisted of times-
tamp τ i, pseudo-identitiesƜi, signi length, ßi, and Ŵ i. During the authentication process,
the Vi sentƜi, ζ i, Ўi= (Ḡi,signi), τ i, in which Ɯi, ζi and signi ∈ Z∗

ϑ . As such, the
total transmission cost is 184 bytes as shown in Fig. 4, which is the aggregation of the
total length of 4( ), Z∗

ϑ and τ i.

Fig. 4. Transmission costs comparisons

As shown in Fig. 4, the scheme in [15] had the highest transmission costs of 768
bytes followed by the schemes in [14, 16–19] and the proposed protocol with values
of 689 bytes, 680 bytes, 680 bytes, 660 bytes, 404 bytes and 184 bytes respectively.
Consequently, the proposed protocol had the least bandwidth requirements among its
peers. This is due to its bilinear pairing free computations based on lightweight ECC,
compared to its peers all of which are based on pairing operations. To investigate how
the communication costs were influenced by the increase in signatures, the number of
transmitted signatures was increased from 10 to 50 as shown in Fig. 5, below.

Fig. 5. Communication overheads variations



16 V. O. Nyangaresi

It is evident from Fig. 5 that as the number of signatures was increased, there was a
corresponding increase in communication overheads among all the schemes. As such,
the graphs of all schemes assumed nearly the same shape. While the scheme in [15] had
the highest communication overheads for all signature densities, the proposed protocol
had the least communication overheads for all signature densities. Basically, an increase
in the number of signatures imply surging signaling among the network entities during
signaling and verification processes, and hence the increase in bandwidth requirements.

Energy Consumption: for this evaluation, energy is obtained from the product of central
processing unit maximum power (10.88 watts) and message generation or verification.
As such, the energy consumption for the proposed protocol included message signing
and verification as shown in Table 5.

Table 5. Signature energy consumption

Scheme Energy consumption (mJ)

Signing Verification

[15] 367 1247

[17] 220 881

[19] 294 953

[18] 367 953

[16] 440 1173

[14] 293 953

Proposed 69 210

For message signing, the computation involved was: (27.44*0.2325*10.88) while
message verification computation was: (83.35*0.2325*10.88). This yielded 69 mJ for
signing and 210 mJ for verification. These results were then compared with the values of
schemes in [14, 15, 16, 17, 18, 19] as shown in Fig. 6 below. It is clear from Fig. 6 that the
protocols in [15] and [18] had the largest signature signing energy consumption of 367mJ
while the proposed protocol had the least energy consumption of 69 mJ. On the other
hand, the scheme in [15] had the largest signature verification energy consumption of
1247 mJ followed by the protocol in [16]. The proposed protocol had the least signature
verification energy consumption of 210 mJ.

The high energy consumptions for protocols in [14, 15, 16, 17, 18, 19] is due to the
computationally intensive bilinear pairing operations that have to be executed during
signature signing and verification. On the other hand, the proposed protocol requires
lightweight ECC modular multiplications and scalar point multiplication operations,
hence its lower energy consumptions. To investigate the effects of increase in number
of vehicles on energy consumptions, the number of vehicles was varied between 10 and
50 as shown in Fig. 7.
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Fig. 6. Signature energy consumption

Fig. 7. Energy consumption variations

Based on the results in Fig. 7, there is a general increase in energy consumption as
the number of vehicles is slowly incremented from 10 to 50. This is attributed to the
surge in the number of transmitted messages when vehicle density is high. Among all
these protocols, the one in [19] had the highest energy variations while the proposed
protocol had the least energy variations.

5 Conclusion and Future Work

The goal of this paper was to develop an attack prevention protocol for ad hoc networks.
To accomplish this, hardware based TPD was deployed, operating under realistic secu-
rity assumptions. For cryptographic operations, modular multiplication and scalar point
multiplication operations over ECCwas deployed, coupledwith simpleXORoperations.
The simulations results showed that this protocol had the least computation, commu-
nication, energy, and signature signing and verification costs compared with its peers.
In addition, signature signing and verification analysis showed the proposed protocol
had the lowest latencies. In terms of security, the proposed protocol offered unlinka-
bility, authentication, integrity, non-repudiation, location privacy, anonymity, and was
resilient against message replays and impersonation attacks. Future work lies in the
formal verification of the security features provided by this protocol.
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