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Abstract 

Advanced computerization and quick growth Internet of Things (IoT) System used sensors for functioning according to 
sense. The fast growth and evaluation of the IoT environment, increased security challenges and security problems of the 

system because of its wireless connectivity and centralized architectures, etc.  In the current situations, Blockchain 

technology is the most emerging and growing technology in the security area of Internet of Things applications, because of 

its Peer-to-Peer and decentralized nature.  In this paper, our goal line is to performed Systematic Literature Review with 

summarized existing problems and solution related to the securities in the Blockchain based Internet of Things and the IoT 

system. Research questions are used to declared problems in the SLR. Through the contribution of research questions and 

literature survey conclude the actual security problems on the Internet of things and mechanisms of solutions with 

Blockchain. 
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1. Introduction

In the recent era, the wireless Internet of Things (IoT) 

becomes a rich courtesy field in the smart environment. It’s 

rapidly increased the bigger number of intelligent devices in 

the system and it is effectively emerged devices and 

physical environments through the Internet and create a 

smart system. Firstly, the Internet of Things network was 

invented in 1998 and developed in 1999 by Kevin Asthon 

[1]. The market of Internet of things, will increase from 

$547 in 2018 to $841 million in 2020 according to the report 
of Gartner. Internet of Things well-defined as a framework 

or environment where intelligent devices or things are 

connected and communicating and transferring the data 

between devices at anytime and anywhere. In the IoT, 

intelligent devices have circumscribed sources of power and 

limited storage capacity in the network. Its rapid growth, 

complexity and heterogeneity of the objects of the systems 

creates more security concerns and issues related to security 

in the IoT system [2]. These objects might be sensors, RFID, 

actuators, mobile phones and other smart devices. This IoT 
system used in different applications or domains like Smart 

City, Smart Home, Smart Traffic Systems, Smart Parking 

Systems, Smart Enterprise, Smart Health Monitoring 

System, Smart Education Systems etc. [3], [4]. Security is 

the biggest concern in all the applications of the Internet of 

Things system because of its open structure and nature. 

Recently, many researchers worked on Blockchain 

Technology for curing the threats which occurred in Internet 

of Things. The Blockchain Technology perceived by Satoshi 

Nakamoto in 2008 [1], [14], [17] and it has a distributed 

immutable and public ledger of transactions. In the current 
IoT system scalability problem occurs due to its centralized 

nature where intelligent devices are identified, authenticated 

and managed centrally in the system. Hence, Blockchain 

provides the concept of distributed ledger, Peer-to-Peer 

network [23], management and authentication mechanisms 

in the system which ensure the authenticity, privacy, 

integrity as well as the security of the system. Therefore, the 
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need of Blockchain’s integrated IoT application in the 

future. 

In this Systematic Literature Review (SLR) paper, directed a 

SLR for studying about the Internet of Things, integrated 

solutions of security problem in the IoT system with 

Blockchain technology, Security Challenges and Security 

preserving methods and approaches in the atmosphere of the 

Internet of Things and used of Blockchain in IoT. 

The outline of this SLR paper is as: Section II is the research 
background in which discussed the Internet of Things 

system, Blockchain technology, Integration of Blockchain 

with Internet of things, Section III discussed related work 

about it, Security and Blockchain, Section IV, discuss 

Comparison of various solutions. In V, Section draw the 

discussion portion of Research Questions, Section VI, 

represent concluding comments and future scopes of this 

research. 

2. Research Background

Research Questions are used to identify the security 

problems of the IoT system and its solutions. Below table 

shows the Research Questions of the literature study: 

Table 2. Research Questions of SLR 

S.N. Question’s Motivations 

RQ1: What is the security 

related issues have 

been arrived within 

IoT System? 

Aim of this RQ’s are 

to find out different 

security related 

issues and challenges 

of IoT systems 

which are facing. 

RQ2: What kinds of 

security solutions 

have been discussed 

to improve the IoT 

System? 

Aims to find out the 

solution of RQ1 for 

improve the 

functioning the IoT 

system. 

RQ3: What kinds of 

Blockchain solutions 

have been presented 

to improved Security 
of IoT System? 

Aim to find out 

solution of RQ1 with 

the help of 

Blockchain. 

2.1. Internet of Things 

Every day, smart objects or devices increased in the IoT 

system. Internet of Things is the internetworking of items 

like smart vehicles, smart phones or any smart devices 

which are embedded with sensors, actuators, software, 

electronics and internet connectivity [27]. Internet 

connectivity enables the things or objects, collect the data’s 

and performed an operation accordingly. The architecture of 

the Internet of Things used different protocols for the 

purpose of routing the data’s, management the 

infrastructures, keys, intelligent devices and security threats. 

Due to the open nature of architecture of IoT, these 

architectures are vulnerable to security threats and different 

attacks. Security threats are the main concerns for its system 

[30]. Here are some reasons discussed: 

 It is not a secure environment because of the

Internet networking of objects in the IoT. There is
much possibility of executing any malware or any

threats activities.

 In its system, things are communicated with each

other in the network that’s why there is an

opportunity of hindering the privacy and integrity

of data.

 The IoT system are promoted versions of different

technologies similar to Mobile Ad-hoc Network

(MANET), VANET, Wireless Sensor Network

(WSN), 2G, 3G, 4G communication. Hence, it is

also vulnerable all threats and attacks of these
technologies.

2.1.1. Security Requirements in IoT 

Security is the main concern in its system because of its 

open nature [30]. Different Security parameters which are 

discussed in the below: 
 Integrity: Preventing the unauthorized nodes for

modifying the information’s.

 Confidentiality: Confidentiality means protecting

the information’s to unauthorized nodes from leaks.

 Availability: Availability refers that information’s

are available for accessing when it’s needed.

 Authenticity: Sensitive data’s or system should not

be accessed by any unauthorized users.

 Authorization: Authorization refers to the process

of giving permission to someone or something for

doing anything’s.

Figure 1. Security Requirement in IoT System
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2.1.2. Layered Architecture of IoT 

In Internet of Things system, according to the operations of 

devices categorized the IoT system into different layer 

architecture of the IoT system [1], [33]. There are many 

opinions for the layered architecture of its system like 3 

Layer IoT Architecture, 4 Layer IoT Architecture, 5 Layer 

IoT Architecture. However, in this literature review 

discusses 4 Layer IoT Architecture with each layer like 

Perception, Middleware, Network Layer and Application 

Layer.  

Figure 2. IoT system Architecture [1] []

1.The Sensor Layer [1]: In the IoT system sensor layer is

the top most layer because firstly data’s or information’s are

entered into the system through it. Sensor layer is also called

as “Perception Layer” of architecture. Acquisition of data

from the physical environment’s through sensor devices and

actuators is the functioning which is performed in it. For the

acquisitions of data’s different devices like RFID [1] reader,

sensors, GPS etc. used in this layer.

2.The Network Layer [33]: This Network Layer of Internet
of Thing plays the function of routing and transferring of the

data across the network. The operations of this layer like

routing, switching, internet gateway etc. performed by using

different latest technologies like 3G, 4G, Zigbee, Wi-Fi,

Bluetooth, etc.

3.The Support Layer [1]:  Support Layer in the IoT

system, is responsible to process and manipulation of data’s

in the network. The Support layer acts as the border between

the network and application layers. Middleware layer is also

called as “Middleware layer” in the IoT system.

4.The Application Layer [33]: In the IoT system,

Application layer is the furthermost significant layer. This
layer ensures the integrity, authenticity and confidentiality

of the data. The purpose of the IoT system is achieved at this

last layer purpose of the IoT system is achieved at this last 

layer. 

2.2. Blockchain Technology 

Blockchain concept is act as database which is used for 

storage in the network as decentralized manner. Blockchain 

is an arrangement of blocks, which store the complete list of 
records of transactions in the network [17]. Every block has 

one parent block and every first block is called as a genesis 

block in the Blockchain and it has no parent block. 

Blockchain Technology has peer-to-peer and distributed 

ledger concepts. This distributed ledger has three concepts 

like block, chain and transaction. The Block is the storage 

part which contains the transactions, hash values and 

records, etc. The Chain is linking part of Blockchain which 

is used for connecting the blocks and create chain. Any 

valuable information which is circulated in the network is 

called as the Transactions. Overall Blockchain concept is 

mainly defined with the four terms which are [17]: 
 Peer-to-Peer Network: Blockchain technology

removes central dependencies of all nodes from

any central party within the network.

 Distributed and Open Ledger: Each node in the

network validated individually and act as

transparent.

 Synchronization of ledgers copies: Ledger copies

shared among all nodes in the network. Hence,

synchronization of ledgers is required in the

network when the new transactions occur then

validate the new transaction and add into the
validated ledgers of transactions.

 Mining Operation: Mining operation of

Blockchain adds the transaction in the public ledger

of a past transaction.

   2.2.1: Types of Blockchain: Blockchain 

categorized on the basis of access controlling power of the 
network [38]. There are four types of network, which are:  

Figure 3. Types of Blockchain

1. Public Blockchain: For accessing purpose, In Public

Blockchain there is no restriction on the network. The Proof
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of work is the consensus algorithms of public Blockchain. 

Proof of Stake (PoS) consensus and Delegated Proof of 

Stake are also coming in this Blockchain [41]. Examples of 

Public Blockchain are Monero, Litecoin, Dash, Bitcoin, 

Ethereum. 

2. Private Blockchain: In this Blockchain there is

restriction for accessing the network. Nodes cannot join in

the network unless network administrators invited it. RAFT,

the Practical Byzantine fault tolerance (PBFT) consensus

algorithms are coming under the Private Blockchain [44].

Examples of the Private Blockchain are Multichain,
MONAX.

3. Consortium or Federated Blockchain: In this

Blockchain, the semi-decentralized concept used. Its

controlled and restricted by more than one organization.

This type of Blockchain used by mainly government

organizations like banks, etc. Examples of Consortium

Blockchain are Corda, B3i (Insurance), EWF(Energy),

R3(Bank).

4. Hybrid Blockchain:  This type of Blockchain is the

mixture of both the private and the public Blockchain. This

Blockchain used the features or characteristics of both
Blockchain.

2.2.2 Integration of Blockchain with Internet of 

Things 
In the integrated Blockchain Internet of Things applications, 

all the transactions with lots of information go through 

Blockchain network for storing immutable and persistence 

records of data. The IoT system has vulnerable to security in 

system. Blockchain technology has the features of 

decentralized, immutable, anonymity etc. which merge with 

the IoT system and become a secure Blockchain based the 

IoT system. The different authoritative features of 

Blockchain technology are [17], [41], [54]: 

 Decentralized: Blockchain technology make the

systems, decentralized, it means there is no need of

third centralized parties for validation of any

transaction in the system.

 Persistency: Persistency is the quality which
means determined to ensure or accomplish

something. Due to this quality Blockchain network

can be validated transactions quickly and find out

the invalid transaction immediately in the system.

 Anonymity: With address, any user can interact

directly with Blockchain. That’s why Blockchain

don’t give the assurance of privacy.

 Immutability: Blockchain technology offers the

concept of distributed ledger and this distributed

ledger are immutable, it means that majority of

nodes verified the data modification in the network.

Immutable distributed ledger enhances the privacy
and security of systems.

 Security: Blockchain uses the cryptographic

technologies like public key, private key and hash

concept in the system which increase the security

concern automatically.

Figure 4. Key Characteristics of Blockchain 

3. Related Work

In this segment, we will shortly present a summary of any 

works of the previous published literature related to the 

security problems of the IoT system, Blockchain 

Technology in IoT and solutions of the IoT problems using 

Blockchain. 

3.1 Security Issues in IoT System

Mikail Mohammed Salim et.al. [24], has presented a 

survey of comprehensive approach which includes general 

DDoS attack motivations and specific reasons why attackers 

prefer the IoT devices to launch DDoS attacks.  The author 

listed different types of tools that are available for attacking 

it devices to form a botnet and further tools are discussed 

which allow using it bots to launch DDoS attacks and 

presented a detailed and systematic classification of 
different types of DDoS attacks that take place on the cloud. 

Chao Li et.al. [28], has presented the study of privacy 

defense problem in the IoT system through a broad review 

of the state-of-threat by mutually considering three major 

dimensions, namely the state-of-the-art principles of privacy 

laws, the IoT system architecture and representative privacy 

enhancing technologies (PETs). 

Wei Zhou et.al. [62], has discussed “IoT Feature” 

concepts for the better recognize the necessary details of 
new IoT threats and the challenges which were focused in 

recent research. In this paper also discussed security and 

privacy effects on IoT system on the basis of different IoT 

features including the threats and different existing 

solutions. 

Lulu Liang et.al. [72], has exposed a denial of service 

attack of an Internet of Things. Different attacks tools have 

discussed in this paper for QoS attacks. Like the Quality of 

service attack tool is Kali Linux, which is launched by using 

many methods and also compare different methods. 
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Mario Frustaci et.al. [81], has tried to monitor on the IoT 

security scene and providing a taxonomical monitoring from 

the view point of main layered architecture of IoT system 

model. It has also introduced about a new model as Social 

Internet of things (SIoT) where IoT system merges with 

different social networks, which allowing devices and 

people to facilitate information and interact. 

Benz Arti et.al. [92], has presented a categorization of 

attacks from a variety of networks involved in the IoT 

system. This categorization discriminates common and 
specific attacks from each network and use several criteria 

like the congestion, security attributes, disturbance. Also, 

several existing security solutions are presented for the 

purpose to expose the security requirements to protect IoT. 

\ 

3.2 Solutions of IoT Security Problem

Laphou Lao et.al. [5], has given an overview of 

Blockchain-IoT architecture and also analyzing protocols 
and their structures. Discussed various consensus protocols 

for Blockchain IoT and compare among various consensus 

algorithms of Blockchain. In this paper also analyses the 

model for Peer to Peer traffic model. They have provided a 

traffic model for Blockchain based it system for traffic 

distribution. 

Krishna Prasad Satamraju et.al. [16], has discussed a 

model which used the concept of Blockchain to lead the 

security problem and authentication problem in the IoT 

system. They were used various factors in Blockchain and 
IoT systems which effects in the integration of both. They 

were concluded the hybrid model is more powerful across 

distributed platforms. 

Mohammad Dabbagh et.al. [25], has analyzed the 

bibliometric conference papers of Block chain’s and related 

articles, and review papers that have been indexed in WoS 

from 2013 to 2018. They have analyzed those collected 

papers against five research questions. The results revealed 

some valuable insights, including yearly publications and 

citation trends, the hottest research areas, and top-ten in 

influential papers, favorite publication venues, and most 
supportive funding bodies. 

Christy Varghese et.al. [26], has proposed system forms a 

decentralized network offering transparency and security. It 

also guarantees authentication, synchronization and data 

integrity. To overcome the limitations and issues in the IoT 

system, the author proposed IoT system using Blockchain. 

Lei Hang et.al. [38], has proposed unified platform for 

IoT with Blockchain which were focused on the integrity of 

sensitive data. There were used another layer in its 
architecture called as IoT Blockchain Service layer which 

manage the Blockchain network. Raspberry Pi devices used 

for creating IoT network, which submit the sensor data’s to 

Blockchain network. A Smart contract written in solidity 

language and this smart contract discussed the rules and 

logic of Unified IoT Blockchain platform. 

Bo Tang et.al. [39], has proposed decentralized it 

passport for trust cross-platform using Blockchain 

technology. Arbitrary trust relation established among each 

other using this Blockchain based platform. 

Mohammad Salar Arbabi et.al. [40], has proposed a 

decentralized based novel system using Blockchain 
technology. This system used smart contract concept in the 

implementation of the Internet of Things system to 

overcome the high cost and centralized problem. An 

Ethereum BC tool used in the merged platform of IoT and 

Blockchain. 

Tareq Ahram et.al. [91], has focused on break the ground for 

presenting and demonstrating the use of Blockchain in 

numerous industrial applications. A health care industry IoT 

application, Health chain its application, is formalized and 

developed on the foundation of Blockchain using IBM 
Blockchain inventiveness. 

4. Comparison of Various Solutions

Many earlier projected solutions are deliberated for the 

Internet of Things applications with the help of different 

latest types of technologies. For example, in the paper [33], 

the author proposed trust-based mechanism in smart 

manufacturing, which uses trust tax as necessary 
information on the transactions between any physical 

system, human, because the lack of confidence and 

reliability. In [38], the author worked on the integrity of the 

sensing data of its systems and for securing the integrity of 

the data they proposed the Blockchain based platform of 

Internet of Things system. For implementation scenario used 

Raspberry Pi devices and Hyperledger fabrics. In the paper 

[56], the author developed a BlendCAC scheme in which 

devices are self-controlled of resources and there is no 

centralized monitoring of the devices. This scheme is based 

on the private Blockchain.  In [58], the author investigated 
the security concern of Blockchain base its systems and 

developed a framework for dealing with privacy problems 

with Internet of Things system. In this paper, also 

discoursed some solutions for the Security of IoT using the 

Blockchain and Ethereum tool. The author in [59], assured 

the security related to the Internet of Things applications 

during the time synchronization in the system. Blockchain 

scheme used for the time verification and convenience 

synchronization of the distributed ledger in the network. In 

this paper [61], the author proposed a Home automation 

system which sends alarms to the owner for when of any 

intrude activity. This project used the micro controller TI-
CC3200 and send voice calls for alarm to the owner.  In this 

paper [89], author developed a model of Home Security 

System, which is focused on detection of intruders, 

identification and authentication of unknowns.
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Table 1. Analysis of Pervious Security Solution of Smart Home IoT

Paper Title Consensus 

Algorithms / 

Approaches 

Parameters 

Considered / 

Solution 

Blockchain 

Types 

IoT Devices Future Work 

BIFF: A Blockchain-
based IoT Forensics 

Framework with 

Identity Privacy [4] 

Modified Merkel 
Signature Scheme 

Identification and 
Privacy of Evidence 

Public Blockchain Similar Smart 
Devices 

Test the reliability 
with heterogeneous 

Devices 

A Secured and 
Authenticated 

Internet of Things 
Model using 
Blockchain 

Architecture [16] 

Binary Merkel Tree 
Scheme 

Authentication 
Problem 

Permission less or 
private Blockchain 

Smart Devices Improve Privacy 
Security 

IoT DEVICE 
MANAGEMENT 

USING 
BLOCKCHAIN [26] 

Proof of Work 
Concept 

Authentication and 
Data Integrity 

Ethereum 
Blockchain 

Smart Phone 
and Raspberry 

Pi 

Not Mention 

A Secured and 
Authenticated 

Internet of Things 
Model using 

Blockchain 
Architecture [33] 

Any Prototype of 
B.C.

Privacy and 
Authenticity 

Public Blockchain Cameras, GPS 
Sensors 

Not Mention 

Design and 
Implementation of an 

Integrated IoT 
Blockchain Platform 

for Sensing Data 

Integrity [38] 

Proof of Concept 
consensus 
algorithm 

Sensing Data Integrity Hyperledger 
Blockchain 

Raspberry Pi 
Device 

Used other consensus 
algorithms for 

improving transaction 
rate 

BlendCAC: A 
Blockchain Enabled 

Decentralized 
Capability-based 

Access Control for 
IoTs [56] 

Proof of Concept 
Prototype 

Scalable and 
lightweight Access 

Control, 

Local Private 
Blockchain 

Raspberry Pi 
Device 

Still long way 
complete 

decentralized security 
and Used in Real type 

application 

Blockchain-Based 
Solutions to Security 
and Privacy Issues in 
the Internet of Things 

[58] 

Not Discuss Scalability, 
Authentication, 

Integrity, Privacy 

Public Blockchain 
(Bitcoin, 

Ethereum) 

Smart IoT 
devices 

Used GHOST 
Protocol and DAG 
model alternative to 

Blockchain 
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Paper Title Consensus 

Algorithms / 

Approaches 

Parameters 

Considered / 

Solution 

Blockchain 

Types 

IoT Devices Future Work 

Blockchain-based 

Secure Time 
Protection Scheme in 

IoT [59] 

Practical Byzantine 

Fault Tolerance 
(PBFT) consensus 

mechanism 

Time Synchronization 

of IoT 

Public Blockchain RFID, Smart 

Home 
Appliances 

Improve accuracy of 

time, reduce offset 

IoT Based Smart 
Security and Home 
Automation System 

[61] 

Used standard IoT 
model 

Motion detection Not Used TI CC3200 
Launch Pad 

Lack in 
synchronization of 
alarm, Make more 

synchronized 

A Denial of Service 
Attack Method for an 

IoT System [72] 

Not Used Denial of Service 
Attack 

Not Used Arduino, Kali 
Linux 

More Attacks Study 

Blockchain Meets 
IoT: An Architecture 
for Scalable Access 
Management in IoT 

[85] 

PoC Prototype Generic, Scalable and 
Access Control 

Management System 

Private Blockchain Smart Sensor 
device 

Not Mention 

IoT Application 
Development: Home 
Security System [89] 

Based on 
fundamental IoT 

Architecture 

Lower Power System, 
Detection and 
Authentication 

Not Used Raspberry Pi 
Device 

Similar Concept used 
for face detection 
using ML & AI 

5. Discussion of Research Questions

RQ1: What is the security related issues have been 

arrived within IoT System? 

Overall, in the Systematic literature process identified the 

major security issues of the Internet of Things based 

applications. The main issue of the IoT systems is data 

integrity, privacy, authentication, different types of 

attacks and centralized monitoring of IoT systems. 

RQ2: What kinds of security solutions have been 

discussed to improve the IoT System? 

There are so many researchers have provided the security 
issues and solutions of that issue. The researchers have 

used many technologies (DAG, IOTA etc.), approaches 

and cryptographic algorithms (RSA, SHA, etc.) for 

solutions for the security of IoT system. 

RQ3: What kinds of Blockchain solutions have been 

presented to improved Security of IoT System? 

Most of the papers have discussed the problems of the IoT 

system and discussed solutions of the corresponding 

problems. Some researchers are given the solutions of the 

security problem with the help of Blockchain Technology. 

Some of the solutions to privacy problems and some of 

the solution to the integrity problem in general. 

Overall, most of the researchers were focused on the only 

one security issue in the research. Many researchers were 
considered any one of the security issues among privacy, 

authentication, data integrity, etc. Security solutions of the 

IoT system have projected without using the Blockchain 

technologies. There were also so many researchers which 

proposed the solutions of the Internet of Things 

applications with the support of Blockchain. Security 

problems are discussed over-all in detail and the 

researchers were approaching the advanced solution by 

using Blockchain but solutions of the problems are not 

discussed in details. 

6. Conclusion & Future Work

Goal of conduct Systematic Literature review (SLR) of 

the IoT system is to provide the analysis of the automated 

and smart Internet of Things applications. Subsequently, 

the systematic literature review analyzed that researchers 

have attentive in the security concerns of the IoT network 
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and move the latest technologies for solutions of the 

security measures on it. Firstly, main focused on the 

research solutions for the security which basically for 

privacy and integrity or attacks in the network. Secondly, 

focused on the Blockchain solutions of the researchers for 

the security problems of IoT system. Blockchain based 

platforms were used in IoT implementations, which were 

dealing anyone security parameters. Future work will be 

providing model for any IoT application with the help of 

Blockchain which will deal with the different security 

parameters.  
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