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ABSTRACT

Dynamic adaptation according to situational variety requires the
employment of planning algorithms for reactive and proactive deal -
ing with detected or predicted conditions. The complexity of large
scaled, distributed systems however prohibits planning strategies
acting on the granularity of single components because (a) a local
system view from the perspective of singular components is usu-
aly not sufficient, and (b) the synthesis (or a-priory definition) of
aglobal perspectiveisfar beyond feasibility. We therefore propose
the use of dynamic abstraction mechanisms to generate planning
models of a suitable degree of granularity. The framework of Ab-
stract Interpretation is used to define both areactive planning algo-
rithm and a pro-active prediction.

Categories and Subject Descriptors

F.1.2 [Computation by Abstract Devices|: Modes of Computa-
tion—Parallelism and concurrency, Relativized computation
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1. INTRODUCTION

Autonomic Computing [13] and Communication [20] have been
introduced as paradigms to cope with the complexity of highly dis-
tributed systems and networks where a centralized management ap-
proach is doomed to fail. A number of approaches have been pre-
sented to perform system operations on the basis of local informa-
tion, based on the vision of a set of—more or less—simple rules
associated with each system component, with the underlying idea
that useful behavioral properties“emerge’ on the system level.
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In this paper, we use a dlightly different complementary vision
of management that is to be performed using information that goes
beyond the system perception of a single component, but does not
necessarily involve global system view, leading to an approach that
performs management action on alevel that is as global as needed
and aslocal as possible.

A key element of our approach is that we assume the existence
of behavioral descriptions of system components, subsystems, and
systems, and that these models can be accessed and processed at
system runtime. This model based view opens a variety of possible
research topics on system and interaction definition and manage-
ment, thus for instance:

1. A model description of possible interaction modes (semanti-
cally annotated protocols) describing the set of services pro-
vided by a system component can be used for automatic ser-
vice composition, based e. g. on negotiation. Models become
amean of communication.

2. Moreover, interaction modes of communities of components
can be expressed as suitable combinations of the models of
the components involved. Models become a mean to under-
stand emer gent behavior.

3. Both local component behavior and emergent behavior of
communities can be compared with the model descriptions
of this behavior, leading to a autonomous self-management
approach. Models become a mean to supervise systems and
system components.

The above list defines a challenging research agenda. In this pa-
per, we are going to provide an approach towards the third topic.

Model-based System Supervision. Supervision may be defined as
the ongoing (passive) observation and assessment of the state of a
system and the active intervention if an undesired state (such as a
failure state) is encountered, and to guide the system back into a
more desirable state. Alternatively, intervention can be done pro-
actively to prevent the system from entering a problem state. Both
approaches require the availability of planning strategies. A poten-
tial supervisor needs to be able to estimate the effect of a supervi-
sion action to the overall system statein order to determine whether
or not to perform this action. Following the model based approach,
we assume that operational system models can be used to estimate
effects of system executions.

Clearly, the construction and usage of an overall system model of
suitable granularity is—even if this model comprises a finite num-
ber of states—far beyond feasibility. Moreover, since autonomic
systems are supposed to be open systems able to react on a (prob-
ably infinite) set of stimuli from their environment, the finite state



assumption is not longer valid. Thus a model based supervision
approach has either to exploit the component structure of the su-
pervised system (compositional approach) or, alternatively, has to
work with model abstractions exhibiting a smaller (or even finite)
state space, or a combination of both aternatives.

The work presented in this paper is of
mathematical nature, thus a number of sim-
plifications is imposed. The first one con-
cerns the actuation model that is used. It = %
bases on the permission of possible actions > =
(events) that the system under supervision sV |-
(SUS) is able to execute, i.e. if there is a
choice between different alternative behaviors, the supervisor (SV)
is able to control this choice. With other words, we assume that
management capabilities are already represented in the SUS, to be
used by the SV. The right hand side figure shows the proposed “ar-
chitecture” for the most simple case.

Another simplification concernsthe notion of a“system”. Weuse
deterministic labeled transition systems with probably infinite state
space as generic system “syntax”. A partial order semantics based
on partially ordered multisets [12, 21, 19] is employed to take into
account concurrency issues (and to reduce computation complexity
that occurs from the explicit representation of interleaving of con-
current actions). Pomtrees (also known as Event Sructures [18])
can be viewed as partial order decision trees. We use pomtrees to
represent finite reactive and proactive supervision plans. For the
computation of those plans, results from the Petri net theory are
exploited, namely the construction of finite prefixes of branching
processes [16].

Abstract interpretations has been introduced by Cousot & Cousot
as aframework for static program analysis [4]. We use a notion of
abstraction defined in terms of morphisms between systems and
show that the Cousot framework can be applied in this setting:
Planning for reactive and pro-active supervision is presented as so-
lutions of fixed point iterations performed in a concrete or abstract
domain.

Finally, we explain how to apply the result of this paper in the
context of hierarchically organized system models, and discuss how
planning for reactive and proactive supervision can be performed
on the most concrete (i. e. local) level of amodel hierarchy (given
aset of abstractions/embeddings).

Methodological Remark. To carry out this work, a combination
of anumber of approaches from different field has been exploited.
We therefore refrain from including the usual section on “Related
Work” which could only presented as a seemingly unconnected list
of references. We have included a number of remarks that discuss
related work in an appropriate context.

We assume that the reader is familiar with the basics of Lattice
theory (partial orders, (complete) lattices, Tarski’s fixed point the-
orem); the standard references is [2]. Moreover, the language of
commutating diagrams used in Category theory will prove as use-
ful. Deeper knowledge in this area is not required, the interested
reader is referred to [1, 14], as well as to Goldblatts excellent in-
troduction [11, Chapter 3]. Examples are presented using a process
algebra with semantics presented in a “structures operational se-
mantics (SOS)” style. Milners book on CCS [17] is probably the
best introduction into this field.

Organization of the Paper.. Section 2 summarizes the mathe-
matical notions used in this paper, including a brief discussion of
Abstract Interpretation. Section 3 introduces labeled transition sys-
tems as generic system descriptions, and defines their partial order
semantics in terms of pomsets. Moreover, pomtrees are introduced,

and computational issues are discussed. In Section 4, abstractions
and embeddings are introduced. Embeddings serve as atool to de-
scribe system composition. Supervision is addressed in Section 5.
Both reactive planning and pro-active prediction of problem situa-
tions is considered. Section 6 shows how to apply the results pre-
sented so far in the setting of hierarchical models. Finally, Section
7 summarizes the paper and gives an outlook on further works.

2. BACKGROUND

Basic Notations. For the sake of brevity we adopt the convention
that whenever a structure A = (X,Y,...) is introduced in a defi-
nition, then its components are denoted by Xa, Ya, .... Since we
make extensive use of relations, we use some non-standard nota-
tions: Let RC A x B be abinary relation. Then for somea € Awe
let R(a) =¢f {b € B|aRb}. Thisnotion applies also to order rela-
tionslike <. For C C Awe put R(C) =¢f Uacc R(@). Theinverse of
Ristherelation R"1 C B x Aand isdefined by: bRt a <4 aRb.
The identity relation ida € Ax Alisdefined asaida b<g a=Dh.
If RC Ax Aisarelation, we denote by R™ the smallest transitive
relation that contains R, and R* isR* Uida. By f : A— B we de-
note the fact that f isapartial function from Ato B (i.e. it might be
the case that for some a € A thereisno b € B such that (a,b) € f),
whileasusua f : A— Bindicatesthat f isatotal function. Func-
tional restrictionisdenoted by f [Cfor f :A— BandCC Aandis
definedas f [ C =4 fN(CxB).If f: A— Bbeapartia function,
we use as afurther shortcut equationslike f(a) = b toindicate both
that f(a) isdefined and that f yieldsb if applied to a.

N denotes the set of non-negative integers and O is the set of
finite and transfinite ordinals with first limit ordinal .

Let f : X — X be afunction. A fixed point of f issome x € X
such that f(x) = x. If X is partially ordered by C, then x is aleast
fixed point if x C y for al other fixed pointsy of f.

The following is (the first part of) the well-known fixed point
theorem of Tarski [22].

THEOREM 1. Let & = (X,<, L, T,U,M) beacompletelattice,
and @ : X — X beamonotone function, i.e. x C @(x) for all x e X.
We define:

@0 =4 idx,
%Y —y @ o @’ for successor ordinals s+ 1€ O,

@' =y | | @°forlimitordinals A € O.
S<A

Then | ], .o @* (L) istheleast fixed point of @.

Sometimes, sequences of fixed point iterations are considered,
each step taking the result of the previous step as starting point.
To make the definitions of those chains more readable, we use the
notion Ifp[@, 1] =g ||y co ®*(L).

Abstract Interpretation. In this paper, we adopt the framework of
Abstract Interpretation (Al) introduced by Cousot & Cousot [4]. Al
hasitsrootsin static program analysis (strictness analysis for func-
tional programs and ground term analysis for logic programs are
classical examples). The basic ideaisto “emulate” the execution of
aprogram not initsorigina domain of variable values but in an ab-
stract, “more simple” version of this domain. A number of variants
of the Al framework are possible [5], that mainly differ on the set
of operators for abstraction, concretization, and computation that
is used, and the consistency criteria between abstract and concrete
program executions. In this paper, we use a variant that comprises
of abstraction and concretization functions that form Galois con-
nections.



Let € = (X¢,C) and o = (Xy,C ) be partialy ordered sets.
A Galois connection between 6 and «f is a pair of mappings o :
Xig — Xgg @nd y: Xy — Xeg such that o(x) Ty y < X Ceg y(Y)
does hold. Wewrite o, y: 9 = o inthis case.

Let € = (X¢,C<¢, L, Tg,Ug,Mg) be a complete lattice,
where the domain X is interpreted as states of some computa-
tion process, and x C y expresses the fact that the state y is more
advanced that the state X, i. e. y occurs in a later stage of the com-
putation process. The computation process itself is expressed by
some monotone function @ : X¢ — X, and the initia stateisthe
bottom element L «¢. Then the complete computation processes is
expressed as

Leg, @(Leg), @2(Leg),..., D (Leg), @ Leg), ..

which, by Theorem 1, has the limit Ifp[®, L<].t

Let o,y : 9 = o be aGalois connection for complete lattices 6
and o, and let ¥ : Xy — X be amonotone function. Then we have
XCeg (yo ¥ oa)(X), i.e &(D*(Leg)) Ceg (yo ¥ oa)(@ (L)),
and Ifp[@, L] C¢ y(Ifp[¥, Lg]). Thusthe abstract computation
process

Loty (L), P2 (L)oo, PO (L), PO (L), ..

has a limit that is an over-approximation of the limit of the con-
crete computation process, and moreover, each state of the abstract
computation processis an over-approximation of its concrete coun-
terpart.

Remark 1. The approach described above can be further im-
proved by means of so-called widening and narrowing operators.
The ideais that widening is used to accelerate the stabilization of
the abstract computation process by replacing the various stages
of the process by over-approximations so that the resulting process
contains only finitely many steps. The price that is paid is that the
resulting limit my exceed the limit of the original computation pro-
cess, i.e. the now finite process reaches a limit x 7 Ifp['¥, L]. A
further element of imprecision is added. Narrowing is then used to
compute a solution y with x Jy J Ifp[¥, L] as a corrective mea-
sure. Still, the result might be an over-approximation. It is how-
ever shown in [6] that Abstract Interpretation based on widen-
ing/narrowing is more general that the Galois connection variant.

While computation sequences with widening/narrowing can be
defined in afairly generic way, the concrete definition of the these
operators seem to require a distinction between program control
structure and program data: widening is evidently used to termi-
nate program loops by “jumping” to program data that fulfil the
termination condition.

In this paper, we use labeled transition systems to describe com-
putation processes, so no particular syntactically identifiable con-
trol structure is available. It is therefore not obvious how to ap-
ply the widening/narrowing approach to the notion of systems used
in this paper. A possible direction is to exploit the fact that so-
called cut-off events (introduced in Section 3) define—in a certain
sense—articulation points of loops within sequential processes.
This however is subject of further work. [

1Usually, countable domains X are used. In this case, the computa-
tion process converges at some 1 < o.

3. SYSTEMS AND THEIR PARTIAL OR-
DER SEMANTICS

A very generic notion of theterm “systems’ bases on anotion of
the states that the system can assume, and a relation on states that
models the actions that modify states. We consider furthermore the
situation that certain actions can be executed concurrently, i. e.inno
definite order, and assume that concurrent executions are reflected
in the structure of the system (diamond properties, see below). This
section summarizes the necessary definitions and propositions on
systems that are needed throughout this paper. Proofs of lemmas
and theorems can be found in [7] if not otherwise stated.

Distributed Alphabets and Systems. Let A be a set of symbols,
called actions, and I C A x A be anirreflexive and symmetric inde-
pendence relation. Then £ = (A1) iscalled adistributed alphabet,
or, for short, a d-alphabet. By Dy =g (A x A)\ | we denote the
dependence relation associated with X. We moreover stipulate that
for eacha € A, the set D(a) isfinite.

Example 1. Consider adistributed system comprising a number
of communicating sequential processes. Each of these processes
can be assumed to run at some “location” (e.g. an Internet host, a
JAVA thread, etc.). Give a set of locations L, and an assignment | :
A— 2(L) encoding the fact that an action a € A is executed at the
locations | (a) C L, we can define a dependence relationD C Ax A
asaDb <y l(a)nl(b) # 2. Then £ = (A, D) forms a d-alphabet.
Conversely, if X is a d-alphabet, then we may define a Dx-clique
C C As in X asamaximal dependent subset, i.e. C € maxc {C' C
Ay |C' C Dy x Dy}. Let C(X) denote the set of all Dx-cliquesin
Z. Then C(X) can be used asa set of locations, and the mapping | :
Az — P(C(X))issimply givenby I(a)={C e C(X):acC}. O

A labeled transition system (Its) over a d-alphabet X is a pair
& = (S, §), where Sis a (not necessarily finite) set of states, and
8§ = {8a: S— S}aca isafamily of partial transition functions. We
usually abbreviate 84(s) by a¢ (s). ¥ = (S, 8, ¢) isaninterpretation
of X if (S§) isaltsover £ and for al s,51,5 € S and for al
a,b € Ay withaly b the following diamond properties are fulfilled
whenever the expressions displayed are defined:

ag(s)=s1& bg(s) = =bg(s1) =ag(s),
ag(bg(s)) =bg(ag(s)).

Further, ¢ C S is a state invariant. By eng(s) =¢ {a € As :
ag(s) isdefined} we denote the set of actions enabled at a state
s € S The class of interpretations of a d-alphabet X is denoted by
1(X).

Example 2. For examples, we need a concrete syntax to ex-
press distributed systems. The obvious choice is to use directed
graphs, where nodes represent states, and edges are labeled with
actions. Another choice would be some state machine syntax, prob-
ably equipped with state variables, transition conditions and tran-
sitions actions (depending on the values of the state variables), i.e.
sometype of Extended Finite State Machine. A third option (which
would make the definition of d-alphabets quite instructive) would
be a Petri-net based formalism.

Graphical formalisms however have the disadvantage that the
dynamic creation of system components and their termination re-
quires some extension to the language (e. g. graph grammar rules),
since introducing a new component means to modify the graph it-
self. To avoid concentrating too much on the explanation of the
example formalism, which already assumes a significant part of
this paper, we therefore use atext based formalism where dynamic
component creation can be defined in terms of textual replacement.
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Pi=e|aP |x—dP | X[0]0 |JcP | PP | X=gP | X<=g P | X*°V;

(a) Syntax. v € Ris a process identifier, d € D is a value of domain D, x a variable, X a process variable, and a is an action
(probably indexed with values v or variables x). e denotes the empty process.

(step) (ass)
%xx —4P&VER (recs) ﬁg(‘:x — P
o) PLiR O L, Pz;R,IO';P3;R,0' 2 PiRo. PiRo 2 PZ;R,c;P3;R,ci> PiR o
P PR o222 b || PR o PL|[PsiRo =P | PR o
PL|[P;Ro, R;Ro 5 PRo 0iRo . CPiRILR
P ||P;R o’ SicPiRo 3 PR Ru{i},c’ CIP;R o

(b) Semantics. P[x « V] is obtained by replacing the variable x in the term P by the value v, and C[P] means that the term
or state P occurs in the syntactic context C. For ¢ : V — D, o[x/d] : V — D is defined by o[x/d](y) = d, if x=y, and
ofx/d](y) =dr o(y) otherwise.

aP.Roc 3 PRo x—d.PR ¢ 3 PRo[x/d’

(rec) XXo—V;R’cy
1 Px—V|;R o

PLRo 2 PyRo

1 la !
Pi|PRoc =P | PRo

X* =4 P;

(reco)

n

syn)

(com) (choice)

. O;R o
el (5t°p1)ﬁ? (stopy)

Figure 1: Example process algebra

Figure 1 describes syntax and semantics of a process algebra
with variables (taken from a set V) over adata domain D. States of
distributed systems described in this language are tuples (P,R, o)
(written as of P;R, o) comprising aterm P of the algebra, together
with a variable state 6 : V — D, and a countable infinite set R of
unused process identifiers. This set is used to create new compo-
nents, and to keep track of the termination of existing ones. Pro-
cesses are defined by recursive equations of the form XX =4 P,
where X is a process variable and x is a process identifier vari-
able ranging over R. We alow x to be omitted, and to be tar-
get of an assignment (in this case we write X*~ ). The transi-
tion function &, is written in a relational style using arrows, i.e.
P1;R1,01 a P2; Roo2 < 8a({P1,R1,01)) = (P2, Ro,00). An ex-
ample system is defined in the following paragraphs.

System Actions and Dependencies. Let | C R be a set of user
identifiers, J be a set of scheduler identifiers, and Q be a set of
service identifiers. The action set As of adistributed alphabet X is
defined by the regular expression (?+4!)(rg,i,j + (9-+d-+p+€)qi) +
Ugi +Xq+dforqeQ,iel,and j € J, and variable symbols xq
for each service q € Q. Moreover, to define the dependence relation
Dy, weimposethe rule that actionsa and b (described by the above
syntax) are dependent if they share the same user identifier, the
same service identifer, or the same scheduler identifier.

Process Equations. Our example system consists of the follow-
ing processes, defined by a set of recursive equations:

G =g ZLJg | G
qeQ

Ua( =df Z g, ~{?gq,x~?pq.x~uq.x~!eq.x+?dq,x}~0x
jed

Ci =ar > qij{'0i-(Vq " ICj)+dqi Cj}
aeQ
Vc;( =df Xq < Xq+ 1.!pgx-%6qx-Xq < Xq — 1.0,
where for each service g the variable xq ranges over the domain
D =N.Wechose G ||[|;c;Cj;R 0 : Xq— Oasaninitial state of the
system'’s executions.

The intuition of the example is asfollow: A generator process G
initiates an arbitrary number of user processes Ucl] which in turn
contact one of the scheduler processes Cj by sending a request
Irq,,j for a service q. The scheduler decides whether to grant the
request by replying with gq i, or to deny it by sending !dy;. In the
former case, the scheduler initiates a service process Vci]. This pro-
cess increases the number of users of the service q stored in the

variable Xq, and sends a !pgi to the user i to indicate that the ser-
vice is ready to be used. User i executes the internal action Uy,
then it indicates the exit from the service usage by sending !e,; to
the service process which then decreases xg. Finally, both the user
process and the service process terminate.

Sate Invariant and Error Mode. We now assume that the num-
ber of users that are allowed to use a service g is limited by some
constant Nq. We establish the state invariant ¢ =gt {(P,R,0) : Vg €
Q.0(Xq) < Ng}.

The trouble with our example is now that the state invariant is
defined in terms that do not have an influence to the execution of
the system—-auser processwill use the service g regardless wether
Xq < Ng does hold or not. Instead of extending our process language
and the example even more, we simply impose new semantic rules:

(use)

Ug.P;R o

L o o) < N (crash)

Ug.P;R o

_ N
£ R,G[Xq/Nq ¥ 1} G(XQ) > Ng,
i.e. we*“crash” auser processthat triesto accessaservice qin case
(Xq) > Ng, blocking thisservice? [

Pomsets. A labeled partial order (Ipo) u= (E,<,A) over some
alphabet A comprises a set of events E, a partial order < CE xE
caled causal order of u, and a labeling function A : E — A. We
definee; <&y =g Veceler<e< e = (e=e Ve=e)]. We
usually write €instead of A(e), if it is clear from the context which
pomset U is meant. For subsets E C E, we put E! =g <;1(E),
and et =g {e}! for e € Ey, if confusion is not possible. By & =g
(@, @, ) we denote the empty Ipo. Moreover, if a € A, we denote
the letter ({0},@,1 :0+— a) aso by a.

A subset E C E, is called pre-closed in u if E! = E. For pre-
closed sets E we define u[E] =g (E,<uNE x E, Ay | E). The con-
currency relation of u is given by e coy & =¢ (61 <y &) &
—(ex <yep). A co-set of uisaset E C Ey such that E x E C coy.
A Ipo uiscalled finitary if E! isfinite for each finite co-set E of u.
Lposu and v areisomorphic if thereisabijection f : E, — Ey, such
that e; <yex < f(er) <y f(e) and Ayo f = Ay. By [u] we denote
the equivalence class of u and call [u] a partially ordered multiset
(pomset).

Remark 2. To get rid of the just introduced notion [u] we do not
distinguish between u and its equivalence class [u]. From a formal

2The service can actually till be used, as o(xq) can be decreased
by service processes that are active when the “ crash” happens.



point of view, thisisclearly an oversimplification. But sinceall con-
cepts that we will discuss throughout this paper are either indepen-
dent of the concrete choice of a representative v € [u], or—if not—
can be “corrected” by the right choice of v, no harmisdone. [

Let X be a d-alphabet and u be a pomset. Assume & Dy & =
e; <y e Ve e does hold. Then uis called a pomset over X.
By Ps(Z) we denote the class of pomsets over 2. Throughout this
paper, we assume that all pomsetsu € Ps(X) arefinitary, and more-
over, that E, isa countable set.

LEMMA 1. Ifue Ps(X) isfinitary, thenu=\/{ve Ps(XZ):v<
uand visfinite}.

An example where blurring up representatives and equivalence
classes requires the right choice of a representative is the follow-
ing: Define u < v if there is some injection f : E, — Ey such that
f (e!) = f(e)l and Ao f = 2y. If u< vholds, thenuiscalled apre-
fix of v. Furthermore, put u < vif thereissomebijection f : E;, — Ey
suchthat f (el) C f(e)! and, asbefore, Ao f = Ay. Thenuiscalled
weaker than v.

For some u € Ps(X), we define (u) 5 =g (Eu, R*, Au), witheg R
€ <d 1 <y & & & Dy &. (u)5 is caled the weakening of u
w.r.t. . We define Ps"(X) =g {(u)5 : u€ Ps(X)}

LEMMA 2. For u,ve Ps(X), (a) (U)s € PS(Z), (D) v (U)s =
v={(Us (Qusv= (W= (V5 ) ((Us)s = (U)s.

Furthermore, let us assume Ey, N E, = @ for appropriate repre-
sentatives of u,v € PS(X). Wedefineuoy v =g (Ey UEy, R", Ay, Av),
withey Rey=grer <ueVer<ver V(e € Ey& ep € Ey& & Dy
&). uoy v is caled the weak sequential composition of u and v
w.r.t X,

LEMMA 3. For all u,v,w € Ps¥(X), (a) uogz v e Ps¥(X), (b)
(Wxox(v)x=(UoxV)y; (C) eoxu=u=uoxe; (d) Uox (Vos W) =
(UOZ V) oy W.

Semantics. By virtue of the operator oy, the transition function
&4 of asystem .$ € 1(Z) can be extended to a partial mapping §; :
Sy — Sy for ue Ps"(X) asfollows: & =g ids,, Suoya =df 8.5.a°
&y for finite u. We say that 6u(s) is defined even for infinite u if
Sv(s) isdefined for al finite v with v < u. As before, we abbreviate
3v(S) =df Vg (S). By L g(S) =gf {veE PS"(X) : vg(s) isdefined} we
denote the pomset language of .¥ at s € Sg.

Example 3. Consider the system from Example 2 and suppose
for simplicity J = {c}, and Q = {q}. Thefirst steps of an example
execution are shown in Fig. 2. Note that the resulting pomset forms
achain asin the example execution no concurrent computations are
performed.

Pomsets are more readable if drawn as directed acyclic graphs
(without transitive edges). Fig. 3 shows a pomset representing an
execution of our example system where two users try to access a
service q, the first one succeeds while the second onefails. [

'rq.1,6—g1c—!9q,1— g1 =X —!Pg1— g 1—Ug1—'€q1—P6q1—Xg
~
I1q,2,c—q,2,c—"!dg2— g 2
(% (xg) abbreviates xq — Xq+1 (Xq < Xq— 1))

Figure 3: Example execution (pomset).

Mg 1c—Xq1c—1901— g1 =X —!Pg1— g1 Ug1— e 1— %1%

T2 Ag2.c—!dg2— g2
I
I /N

19g.2—70q.2

Figure4: A pomtree.

Pomtrees. The trouble with pomsets is that they do not form a
complete lattice which is required to apply the Al framework of
Cousot & Cousot, because uV v might not be a pomset over X. We
therefore extend the definition of pomsets to incorporate a notion
of “conflict” or “branching behavior”:3

Let X be ad-alphabet. A pomtree over X isapomset { isapom-
set over Ay together with a conflict relation # C E; x E; defined
to be the smallest irreflexive and symmetric relation satisfying: (a)
& Dr&&ecosex=e ey, and(b)ertex& e < e3=e3fe.
By Pt(X) we denote the class of pomtrees over X.

Example 4. Fig. 4 shows an example of apomtree that expresses
two different executions of the system described in Example 2. The
conflict relation is represented by adashed line. [

A configuration of a pomtree ¢ isa prefix u < ¢ of ¢ such that
u e Ps"(X). By Cf(¢) we denote the class of configurations of ¢.
Further, define Cf () =g max< Cf({)

LEMMA 4. Let £ € Pt(Z) and let E C E; a pre-closed set of
event. If E x EN, = &, then ¢ [E] € Cf({).

LEMMA 5. For all ¢,& € Pt(X), ¢ V& isdefined and isa least
upper bound of ¢ and & w.r.t. <. Moreover, { =\/Cf(¢).

Obviously, Cf(¢) is prefix closed, in particular, e € Cf(¢). Fur-
thermore, note that ¢ is uniquely defined by ¢ and X. Thus each
pomset u € Ps(Ay) can be viewed as a pomtree over X with gener-
ated conflict relation fiy,= &). We therefore alow expressions like
uvv for u,v e Ps¥(X), even if uvv ¢ Ps¥(X), since (using the
implicit construction rule for fiyv) UVV € Pt(X).

THEOREM 2. Let ¥ € I(X) and s € Sg. Define T g(S) =g
{V{u:3ve Xuu<v}: X CL g4(s)} to be the pomtree language
of ¢ at s. Then the structure (T ¢(s),<,¢,V T 4(9),V,A) forms a
complete lattice.

Remark 3. We occasiondly use the notion (§ oy &
for some ¢,& € Pt(X) to denote one of the pomtrees
V ({uogv:ve Cfy(&)}UCH(()\{u}) for u e Cf(¢). Clearly,
applied to pomtrees, the operation oy is not longer well-defined
(it depends on the choice of u). Thus we restrict the usage of
expressions of this form to those cases where the concrete result
does not matter.

Finite Representations of Pomtrees. Let ¢ € 1 (X) be an interpre-
tation of £ and let s€ Sg. In thisparagraph, wewill show that if the
set of states reachable from sif finite that there is a finite pomtree
¢ which is complete in the sense that each state reachable from sis
represented in ¢.

Letse Sy andlet { € T g(s). We call an event e € E; a cut-off
event if there is another event € € E; with € <, eand ¢[e}] 4(s) =

SAlternatively, one can work with sets of pomsets pre-closed under
<, see Theorem 2.



G|CRXq=0 Frecs Ug | Gl CeiRxq =0

Frec, Irq1,0-{?0q1-2Pq 1-Uq 1! €1+ g 1}.01 || G H?"q,l,C-{!gq,l-(V;hl | Cc)+!dg1.Cc}iR\ {1}, %4 =0

Irg1.c0x Mg 1c
asym
+oxlgg105 g1
choice,asyn,

{0 Mg Ug.1-leq1+q1}.01 || G| {1gq.1. (V6" || Co)+1dg.1.Ce}iR\ {1}, %q = O

Mg1Uq1-'€q1.01 | GIIVG | CeiR\ {1}, %q = 0

Frec; g,1-Ug 1110 | Gl X Xg +1.!Pg.1. %1% % — LO[| CeiR\ {1},%q =0

-oXqe—Xq+1
_—

ass

q,1.Uq1.1€4.1.01 || G [['Pq1- %1% < Xg — 1.0 [ CeiR\ {1}, %q = 1

Figure 2: Example execution.

¢l l} ¢(s). With other words, the state that is reached after execut-
ing e has aready been reached by the execution of smaller event €,
i.e isaready represented in the history of e. A pomtree { € T ¢(s)
iscalled locally complete at sif

LCy. each event e € maxg, E; is either a cut-off event or for all
ac Ay itholdsthat {[etgosa¢ L 4(s), and

LC,. if e€ E; is not a cut-off event and ¢{[el] oy a € L 4(s) for
somea € Ay, then {[e}]ox a< ¢.

The pomtree ¢ is called globally complete at s if for each state
s € Sy we have: If thereissomew € L 4(s) such that wg(s) =,
then there is some configuration v € Cf(¢) withvg(s) =<.

We now show that local completeness implies global complete-
ness.

THEOREM 3. Let ¥ €1(X),se Sy andlet { € T 4(s). Assume
that the set Rs =¢; {S € Sy : Fu € L 4(5).§ = ug(s)} if finite. If ¢
islocally complete at sthan it isglobally complete at s.

PROOF. (Sketch) Suppose some state S € R that is not repre-
sented in ¢, i.e. ug(s) # ¢ for dl configurations u € Cf(¢). Since
s € R, thereissomewe L 4 (s) suchthat wg(s) =s. Letve Cf({)
be a maximum pomset with v < w. Then there is a cut-off event
ecEy,i.e thereissome & < esuchthat ¢[e!] 4(s) = e .4(9).
Furthermore, we have w = ¢[e}] o5 u for some pomset u. If follows
that C[e/l] oyu€ L g(s).Butsince ¢ isloca complete, there must
be non-empty up, U’ such u=u; oy U and C[e”} oyU; < ¢ Letug
be the maximum pomset with this property. Again, u; must contain
a cut-off event. Thus we can repeat the above construction until the
part of u that does not belong to ¢ reducestoe. [

THEOREM 4. Let $ €1(X),se Sgandlet{ € T g(s). Assume
that the set Rs =gt {S € S¢ : JuE€ L 4(S).S = ug(s)} if finite, more-
over, assume that eng(s) is finite for each s € Rs. Then thereisa
finite locally complete pomtree ¢ at s.

PROOF. (Sketch) Since R if finite, thereis no infinite sequence
of pomtrees {p < {1 < -+ < § < --- without replicating the states
that are represented in &. The finiteness of eng(s) ensures that ¢
does not contain an infinite co-set. [

The following theorem explains how to compute locally (and
thus globally) complete pomtrees as result of a fixed point itera-
tion. Since the result of each step of this iteration depends on the
actual choice of an action a € Ay, the step function &s is defined
on sets of pomtrees rather than on pomtrees.

THEOREM 5. With the assumptions of Theorem 4, a locally
complete finite pomtree can be effectively computed as the least

fixed point of the function @ : 2(Pt(X)) — P (Pt(X)):
Ds(X) =g {CozaiacAs& ozacTy(s)&
c()N<ial®) =2FUX (1)

where we assume that E; .4 = E; U {€a}, and ea ¢ E; (i.€. €3 iS
the event that is added to ¢ if composed with a), and c(¢) denotes
the set of cut-off events of {. More precisely, there issomen < o
such that @' ({e}) = Ifp[®s, {e}] = {&}, and & islocal complete at
s.

Since the result of the iteration process is unique, we write
¢ = Ifp[®s, €]. Fig. 5 shows an agorithm which computes a local
complete pomtree according to Theorem 5.

Remark 4. Local completeness has been elaborated in the con-
text of safe Petri nets by McMillan [16]. McMillan uses a more
efficient definition of cut-off events that replaces the ordering <
that is used to relate a cut-off event to its predecessor. In [9] it has
been shown that McMillans ordering can be further improved, and
that the ordering we use is most inefficient (in terms of the size of
the resulting complete pomtree) in ahierarchy of orderings. We use
this ordering for the sake of simplicity; the results of [9] can easily
be applied in the context of our work. [

4. MORPHISMS

Effective planning for large scaled distributed systems requires
(@) an abstraction mechanism that prevents from taking into account
an overwhelming amount of details, and (b) a notion of system
composition or, more genera, the embedding of subsystems into
composite systems.

Proofs of lemmas and theorems of this section (and Section 6)
can befound in [8], if not stated otherwise?

Abstractions. Let X and X, be distributed alphabets, and ¥4 €
1(X1), $2 € 1(X) An abstraction from $1 to ¥, is apair of map-
pings o : Ay, — Az, and B : Sy, — Sy, such that (a) a(a) I,
a(b) = alg, b; (b) if ag, (s1) = s then if a(a) is defined then
a(a)g,(B(s1)) = B(s2) and if a(a) is not defined then B(s;) =
B(s2), and (c) ¢4, C B(¢.5,) We denote the fact that o, f form an
abstraction by [, 8] : $1 — F>.

Remark 5. One can show that the pair of identity mappings on
Ay and Sy is an abstraction, and that the component-wise compo-
sition of abstraction is again an abstraction. Thus, the class of in-
terpretations of d-alphabets together with abstraction arrows forms
acategory. [

4Actually, [8] uses a dlightly different version of the notions pre-
sented here. These differences do however not jeopardize the re-
sults presented here.



Example 5. To obtain an abstraction for our running Exam-
ple 2, use abstract states of the form (P,R K), with the abstrac-
tion mapping B : (PR, 0) — <P, R, o, maXgeq cr(xq)>. We further-
more have to redefine the state invariant to ¢ =g {(PR,o,n) :
n < mingeqNg}. We suppose that the concrete and the abstract d-
aphabet X coincides, and put o =g ida, .

The reader may ask whether the set of abstract states is indeed
more “simple” than that of concrete states. The idea here is that
we use the state component n as a“quality indicator” to assess the
suitability of a state. We furthermore encode the “ correlation pro-
cess’ of n (i.e. n = maxgeq o(Xq)) directly into the abstract states
by keeping the variable state ¢, because the abstract version of an
interpretation based on quality indicators needsto have away to es-
timate the effect of a particular (abstract) system action to the val-
ues of these indicators. The resulting complicatedness of abstract
states is thus due to the simplicity of the running example. [

Let [a,B] : 1 — F> be an abstraction for interpretations ¥1 €
1(Z1), 92 € 1(Xp). A refinement o, B] 1 : Fp — ¢ for § € 1(Zy)
is defined by: (8) Sy =g {B~(S) : S€ Sy, & B(5) # @}, (b)
ag (B Y(s1)) = BH(s2) o F& € a Y(a).dy,(5) =, and ()
og =d {B 1) :S€ 05}

LEMMA 6. Let [a,fB] : F1 — F2 i
be an abstraction and let [o, 8] : !
F, — 93 be the associated refine- }

|
|
|
|
x

ment. Then (a) there is an abstrac- =
tion [&,f] : $1 — J3; and moreover, =
(b) if [o1,B1] : 91— § and [0z, o] :

¥ — 9> be abstractions, then there is

a unique abstraction [&,3] : 93 — ¢ T3
that makesthe diagramdisplayed right

commute.

PROOF. Put & =gt ida,, | o (Ay,) and B(s) =t B~(9). Itis
an easy exercise to show the required properties. [J

Thus the refined system 5 is more abstract than the origina
system ¢4, but it is nevertheless the “most concrete” system that
can be obtained by any refinement process.

We now are going to investigate the relationship between ab-
stractions and pomset |anguages of interpretations. For that, wefirst
have to explain how a mapping on action sets of distributed alpha-
bets can be extended to pomsets over these a phabets.

algorithm GENERATE(Y,9) is

1 input $el(X),5 € Sy;

2 output alocaly complete pomtree{ € T g(s) a's;
3 («—¢gs—sCc— T A—eng(s):

4 whileA# @

5 dosdect ac A

6 if<;l.(enc=2

7 then { «— { oy a;

8 selectue Cf (¢):

9 dbeAs.uosbe L ¢(so)\ Cf (¢);
10 on failure output ¢;

1 S Ug(S0); A eng(s);

12 ifexec(f)

13 then c—cuU{ex};

14 edse A—A\{a};

15 output ¢.

Figure5: Pomset generation procedure

Let X, be distributed alphabets such that o : Ay, — Ay, is
a mapping. Then « is inductively extended to a mapping o* :
Ps(X1) — Ps(X,) asfollows:

o'(e) =d &
¥ _ a*(u)oyx, a(a), if a(a) isdefined;
o (Uox, @) = { @ (), otherwise;
for finite u;
of(u) =g \/{o*(v):v<ué& visfinite} for infiniteu.

for al ue Ps(X;) and a € Ay, .

The following lemma justifies the relationship of the notions of
refinement and abstraction on distributed alphabets and interpreta-
tions by means of the pomset languages of interpretations.

LEMMA 7. Assume [o,f] : $1 — F2 is an abstraction. Then
a*(Lg, (s) CLg,(B(s) for all se Sy, .

Embedding. The embedding operation provides uswith ageneric
notion on how to understand a system component as part of alarger
system, or the relationship of a system and its environment. Note
that the composition of a number of system components can be un-
derstood as the embedding of each of these components into the
composed system. Therefore, embeddings give us a generic notion
of composition without assuming any specific composition opera-
tion such as synchronous or asynchronous communication.

Let $1 €1(X1) and Fo € 1(Xp) and let f tAs, — As, beanin-
jective mapping and g : S¢, — Sg, be a surjective mappings such
that for al a,b € Az, (a) f(a) Iz, f(b) = als, b, (b) f(a).4,(s1) =
S2 = ag,(9(s1)) = 9(s2), and moreover (c) oy, C B(og,). We
write (f,g) : $1 — S inthiscase.

Remark 6. Sinceida, and ids, form an embedding of % € I(X)
into itself, and moreover the component-wise composition of em-
beddings forms an embedding, the class of interpretations of d-
alphabets together with embeddings as arrowsis a category. [

Example 6. In our example process algebra, f =ida, and g:
(U PR o) — (U,R o) form an embedding, whereU refersto al
the terms *“ derivable” from U§ (compare Figure 2). [

5. SUPERVISION

Supervision is based on observing the processing of some sys-
tem, and on interacting if the system enters an undesired state
(which could be an error state, a performance bottleneck, etc.). In-
teraction is done by restricting the possible behaviors of the system
under supervision to those alternatives that will lead the system
back into a desired state. Restricting behavioral alternatives bases
on the disabling of actions of the system under supervision. But of
course, not al actions can be controlled in thisway. System actions
like interrupts, timeouts, are beyond the control of a supervisor. If
we consider a component of a larger environment, then from the
point of the component, actions of the environment are not control-
lable (this may different if the environment is considered).

Hence, if X is a d-alphabet, we partition its alphabet set Ax
into two digoint sets Ay . and As ¢ of controllable and un-
controllable actions, respectively. Furthermore, we put X =g
<A):,c> IxNAsc X A):,c>v and Xyc =f <A):,u07 Iz NAs e X A}S,uc>-

Example 7. In our example, actions !gsj, !ds;, !psi are control-
lable. The behavior of the user processes are not controllable, as
well receiving events of messages from user processes. [



Our approach is similar to that of Supervisory Control Theory
(SCT) [23], with the difference that we do not assume *“strong”
control in the sense that a supervisor is active al the time, i. e. the
the supervised system is not able to exhibit undesired alternatives
a all. SCT has originally been presented using finite state machines
as underlying system models. Recently, extensions to infinite state
systems have been considered [3, 15, 10].

Controllability. A pomset w € Ps”(X) is called controllable if
{&:ecming Ew}NAs c # @. Notethat if wis controllable, then
it might have a suffix (i. e. some v such that th ereisan u withw =
uoy V) that is not controllable. On the other hand, uncontrollable
pomsets may have controllable suffices.

Runs. A pomset w € Ps¥(X) iscalled arun of some ¢ € I (X) at
somes e Sy if we L 4(s) and either it isinfinite or it is finite and
moreover, (wWoy a) ¢(S) isundefined for all a € As.

Reactive Supervision Problem. Suppose some state s of asystem
S € 1(X) that violates the state invariant ¢ 4. The reactive supervi-
sion problem consists of the computation of maximum a pomtree
¢ comprising of configurations u that, if executed by ¢, will lead
the system back into some state § € ¢ 4, and moreovey, if thereisa
pomset that is also executable at s but does not belong to the con-
figurations of ¢ (i. e. does not lead the system back into a desired
state), then its execution can be prohibited by a supervisor.

More formally: Let se Sg suchthat s¢ ¢ . A reactive plan for
sisafinite pomtree { € T ¢(s) such that

R1. ug(s) € g g foral ue Cfy(¢);
Ro. ug(s) € o forall ue Cf(¢)\ Cfy(¢), and moreover,

Rs. for all ue Cf(¢)\ Cfy(¢) it holds: If there is some pomset
v e Lg(ug(s)) such that uoy v ¢ Cf(¢), then v is control-
lable.

A valid plan ¢ is called most permissive at sif for each valid plan
EeTg(s)wehavel <E=(=¢.

Example 8. In order to make the system of Example 2 “super-
visable” we have to add some “management functions’: We re-
define the following equations:

Uc); =df Z Irgx,j- {?gq.x~ (?pq.x-uq.x-!eq.x+?dq,x)+?dq.x} .Ox
jed

VY =dt Xq—Xq+L(!pgx-Pegx+!dgx) Xq — Xq— 1.0,
LetJ={c},Q={q},Ng=1,and

U =g {?pgi-us,i~!es,i+?d&i}-oi and

Vi =g ('Psi-?esi+!dsi) X Xs— 1.0

for i = 1,23, Consider the
(P;R\ {1,2,3},xq — 3) with

concrete state s =

3 3
P = ||ull||vlcelG
i=1 i=1

We have B(s) = (P,R\ {1,2,3},%q — 3,3) ¢ ¢. A most permissive
valid plan at (s) is

i i#

\/ (!ds,i ox Xq  Xq— Loy \/(!dsyj ox Xq qu1)>

fori,j=1,23. O

Pro-active Supervision Problem. Dually, we can define the pro-
active supervision problem as the problem to determining al finite
behavioral aternatives that lead to a state violating the state invari-
ant and that cannot be prohibited by a supervisor. If forma terms:
Let se Sy suchthat s€ gg. A violation prediction for sis afinite
pomtree { € T g4 (s) such that

P1. ug(s) € gy foral ue Cfy($);
Ps. ug(s) € g for al ue Cf(¢)\ Cfy(¢), and moreover,

Ps. for dl u e Cf(¢) \ Cfy(¢): If there is some pomset v €
L 4(ug(s)) such that uos v ¢ Cf(¢), then vis controllable.

A violation prediction ¢ is called complete at sif for each violation
prediction & € T g(s) wehave{ < &= =&.

Solutions. To meet the assumptions of Theorem 5 assume that
for agiven state sthe set Rs =gt { € ¥ : Jue L g(s).ug(s) =S}
isfinite, and moreover eng(s') isfinitefor al s€ Rs.

We now define—in addition to the functional @s given by Equa-
tion (1)—anumber of functionals acting on finite pomtrees:

Psx(¢) =a VA{uEu\<u(E)]:
acAs & ueCfy(f) & uogadg Cfy({)},
where E =g rrlaxku‘l(Dz(a))

u

O5s(8)  =d \/m<in{u € Cf(¢) 1vg(s) € S}
Qrg(s) =d Oss(Ifp[Psz.Ifp[@s.¢]])

THEOREM 6. Ifse Sy \ ¢4 for some S € 1(X), the Qs o, ()
isa most permissive reactive plan for s.

PROOF. To see that Q5,_,, (S) is a reactive plan, recal from
Theorem 4 that { = Ifp[ds,¢] is globaly complete. Y5 ()
deletes all maximum uncontrollable events e from ¢ including all
immediate predecessors of e. Thus a situation in which e is exe-
cuted cannot longer occur. ThusIfp['¥s 5, , ¢] fulfills property (Rs).
Thefinal application of B, ensures properties (Ry) and (Ry).

To prove maximum permissiveness of { = Qs (s) assume
there is a valid plan & such that ¢ < €. Since Ifp[®s, €] is state
complete, we can assume that £ < Ifp [®s, €] istrue. Then we have
a configuration u € Cfy, (&) such that one of the following is true:
(a) There is some a € Ay such that uoy a € Cf(&). This however
violates property (Ry), and & is not areactive plan. (b) So assume
uoy a ¢ Cf(&). Then there is some pomset v such that there are
ee ming, (Ey), € € Ey, €= a, and e<y €, such that both a and
& are controllable. But in this case a (more precisely, the event
corresponding to a) would not have been removed from Ifp[dx, €]
in the computation process of Ifp [Ws 5. Ifp [@s,¢]]. O

THEOREM 7. Ifs€ ¢4 for some J € 1(Z), the Q5, 5\, (5) iS
a complete violation prediction for s.

PrRoOOF. Dualizethe proof of Theorem 6. [

6. PLANNING WITH ZOOMS

A Galois Connection. In order to employ the the Cousot &
Cousot framework of Al, we need to find an appropriate Galois
connection:

THEOREM 8. Let [, ] : $1 — F2 be an abstraction. Then
a*,y: P(Lg,(9) = P(Lg,(B(s))) isaGalois connection, where



v:Lg,(B(s) = P(L g (), and y(u) is defined to be the smallest
set satisfying the following conditions:

e €y(e)
ue y(v) & ac [d]y = Uoyx, ac y(vog, &) for finite u,v;

\/ C € y(v) for infinite u;
CeMc(X)

where X =g U{y(w) : w < v& wisfinite}, and Mc(X) denotes the
set of all maximum chainsin X, that is the set of all maximum sub-
setsCC X suchthatu,veC=u<vvv<u

PROOF. Assume a*(X) CY. By Lemma6 we have y(o* (X)) C
L (o, p)1(5,) (B(S)), hence X C y(o" (X)) € ¥(Y). Assume X C y(Y).
Then o*(X) CY by Lemma7. [

Remark 7. Theorem 8 is formulated in terms of chains because
y(v) yields a set of possible concretization of v that are not neces-
sarily comparable by <. Thus in “jumping” from finite to infinite
pomsets, the sets to build infinite joins need to be made explicit.

Zooms. We now consider the following situation. Let (f,Q) :
F1 — J2 be an embedding and let [8, ] : $3 — F1 be an abstrac-
tion. The question arises whether we can use the embedding pro-
cess (described by (f,g)) aso to embed the refined version of %,
into (arefined version) of .$»? Such an operation would provide us
with a magnifying glass, a notion of local refinement or zooming.
Of course, we are not looking for an arbitrary zooming operation
but for auniversal onein the sense that the resulting refined system
isthe most abstract one that embeds the interpretation 3.

THEOREM 9. Let % € (%) in- g (f.9) g
terpretations for i = 1,2, 3 such that ! 2
(f,g) : $1 — F, isan embedding and = =
[o,B] : F3 — F1 is an abstraction. 2 &
Then there is an interpretation %4 € (f.9)
1(Z4), an embedding (f,§) : 93 — 94, I3 ez
and an abstraction [&,] : .94 — 9o (
such that for all interpretations %5 and 9)

all embedings (f',d) : $3 — 95 and
abstractions [, B'] : 95 — ¥, thereis
a uniquely defined abstraction [&,B] 1 95 — F4. In other words,
[&,fi} is the only abstraction arrow that makes the diagram dis-
played right commute.

The following theorem states that zooms can be composed.

(f1,01) (f2,02) THEOREM 10. Consider the

e 92 " 93 diagram show left. If the inner
5 & g Squares form two zooms, then
g 8 & the outer rectangle is also a

(f3,03) (f4,04) zoom. If the right hand side in-

Ja Is I ner sguares and the outer rectan-

gle are zooms, then the left hand
side inner square is also.

Planning with zooms. To prepare the results presented in this
paragraph, we have to ensure that controllability remains invariant
under abstractions and embeddings. Therefore, if [o, 8] : 91 — F2
is an abstraction for $1 € 1(X1) and 92 € 1(Xp), than we stipu-
late that or(As, uc) € As, uc does hold, since a more concrete event
which in not controllable cannot made controllable by abstrac-
tion. If (f,g) : $1 — F>. is an embedding, we have to assume

1. If astate s¢ Sg is detected, compute a most permissive
valid plan & for s.

2. Stop if step (1) does not yield aresult.

3. For each localized environment &, compute a prefix
& < y(&) such that § € Tg,(s), where § € B~(s) is
the state that is detected on the level of &;. Note that
s & ¢g,. We know that ug, (') € ¢g, for each configu-
ration u € Cfy (&), but & is not necessarily avalid plan,
or most permissive.

4. Stop if step (3) does not yield aresult.

Figure 6: Planning algorithm

f(As, ¢) € As, ¢, Since actions that are controllable in .9, are not
necessarily controllablein 4.

Consider again the zoom diagram displayed in Theorem 9. Let
{ € T.4,(s) be afinite pomiree for some state s € Sy,. Since the
converse of Lemma 7 does not hold, y%(¢) is not necessary an el-
ement of T 4,(S) (where y isthe adjoint in the Galois connection
&'y Lg,(s) =Ly, (s)ands € [s])- We however have:

THEOREM 11. Assumethenotions of Theorem9. Letsc Sy, be
astatesuch that s¢ ¢g, and let { € T g,(s) be a most permissive
valid plan for s. If £ € T g, (B(s)) is a most permissive valid plan
for B(s), then &*(¢) < €.

The proof of the theorem israther tedious, also the theorem itself
is rather obvious. It bases on the idea that if ¢ resolves a problem
on aconcrete level (i. e. in 4), than the problem on aabstract level
(i.e.in ¥5). But since & ismost permissive we obtain &*(¢) < €.

In practice, we will apply zooms on
anumber of embedded components, i. e. €
we will use a families {[oj, 8] : % — A
Fitier and {(fi,gi) : $i — &}icl, Ob- J2 J2
taining families of completions { (&, ;] : b
& — &}ier and {(f,G) : i — &}iel Y2 S
(compare figure right). In this case, we , 4 [,
cal the interpretation & a global envi- Ji Ja
ronment, and the interpretations &; lo- (;, ;,
calizations of &. This situation can be 1 2
iterated forming a tree structure of interpretations that are increas-
ingly more concrete—and more localized—towards the leaves of
the tree by letting each of the interpretations % the environment of
another set of zoom diagrams.

Theorem 11 provides us now (indirectly) with a planning algo-
rithm utilizing zooms as shown in Figure 6. Again, an algorithm
for violation prediction with zooms can be obtained by dualizing.

Planning with zooms is done top-down, which has the following
implications: The choice of the abstractions {[o;, 8] : Ji — fi}iel
is very sensible. Choosing a version of % that is “too abstract”
might render to many abstract action as uncontrollable because
some of their concrete counterparts are not controllable, leading
to the situation that a valid plan cannot be computed at all. On the
other hand, using abstractions that are “to concrete”’ leads to com-
plexity problems and to non-feasible planning algorithms.

What happens if the execution of the algorithm is terminated in
Step (2) because of the fact that too many uncontrollable events
exist? If & isin fact the root of out model tree, we have to conclude
that we cannot resolve the problem situation. But an action that is
uncontrollable in one component may be controllable in another



one. Thus if there is a model level available above §—say & —
we can try to repeat the planning algorithm on this level. Since &
embeds other components besides &, controllable actions of these
components are available to resolve the problem situation on the
higher level.

We conclude that a hierarchical structure of the system models
that are used for supervision allows to resolve problems on alevel
that isaslocal as possible.

For pro-active planing, the situation is similar. Suppose there is
a complete violation prediction ¢ for some state s € . Again,
we have to “concretize” ¢ into the localized environments & to
determine whether { can be executed locally. We omit the details.

7. SUMMARY AND FURTHER WORK

In this paper, we have presented an approach to perform reac-
tive as well as pro-active planning for distributed autonomic sys-
tems comprising components that exhibit operational models of
themselves. Using the embedding and abstraction morphisms, it
had been shown that there is a “most abstract” concretization of
an abstracted system component under the embedding into some
environment, or—using a more colorful language—it is possible
to use component abstractions as “magnification glasses’ to zoom
into models without inventing details.

Reactive supervision has been defined as the problem to lead a
system from an undesired state back into adesired one under the as-
sumption of partial controllability. Pro-active supervision is about
the prediction of problem states that cannot be prevented because
of the lack of controllability.

We presented algorithms based on the Cousot & Cousot frame-
work of Abstract Interpretation to solve both problems. We further-
more elaborated how these solutions can be applied in the context
of a hierarchical system model leading to an iterative planning al-
gorithm that uses the most local view to the system that is possible
(under a given set of abstractions/embeddings).

A number of open questions remain, the most immanent are:

1. How to incorporate widening/narrowing operators for Ab-
stract Interpretation (Remark 1)?

2. How to define suitable abstractions (embeddings are usually
given by the structure of the SUS)? Isthere away to “adjust”
abstractions that are to coarse or fine gained?

3. Predictionsthat incorporate additional probabilities (express-
ing how likely it is that an uncontrollable actions occurs)
would be much more useful.
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