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Abstract. With the development of Software-Defined Networking
(SDN), privacy and security issues have become an urgent problem to be
solved. Although there are many ways to solve these problems, the exist-
ing technology represented by encryption cannot effectively deal with
traffic analysis attacks, and there are also key management problems.
For this reason, we propose a privacy protection method for SDN data
transmission based on multipath, including path searching procedure for
searching for all paths between the sender and the receiver, and path
filtering procedure for filtering out paths to reduce path correlation,
and path selection procedure for randomly selecting one path to dis-
turbed the traffic similarity between multiple transmission. The exper-
iment results show that our method is more effective, less similarity of
traffic compared with Multipath-Floyd method and single-path method,
respectively. Moreover, it is difficult for attackers to capture the traffic
feature and do not need key management, which reduces the cost of the
controller.
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1 Introduction

Software-Defined Network (SDN) is defined as a novel network architecture,
which consists of application layer, physical layer, and especially control layer.
SDN has the ability to decouple data plane and control plane, and it gives the
opportunity to solve the control limitations of other infrastructures. In SDN,
network resources can be effectively utilized by using the centralized controller
for different business requirements [11]. Moreover, it provides an overview of
whole underlying network, allowing more flexible and complex management.
Recently, SDN architecture has been applied in various scenarios such as data
centers and enterprise.
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With the development of SDN, privacy and security issues have become an
urgent problem to be solved. Especially, network programmability and control
logical centralization introduce new privacy threats and attack planes. Recently,
considerable researchers pay attention to these problems. Kreutz, D. et al. ana-
lyzed the potential threat vectors and presented the information about its speci-
ficity for SDN [6]. Some of them are specific to SDN as they arise from a
new entity introduced subsequently-the centralized controller. And the impact
of threats presented in traditional networks may be potentially augmented or
expressed differently [13]. Focusing on the security and privacy preservation, the
solutions have already been presented in [9,12,13]. Sha et al. [12] designed a
method to measure the sensitivity-degree of information and detected the sensi-
tive information covert channel based on the OpenFlow in SDN. There are also
some methods [14] using the encryption to solve information disclosure prob-
lem. Attackers can still obtain traffic features by traffic analysis attack. At the
same time, the security of encryption method highly depends on the secure and
reliable key management system.

Multipath has been used to solve privacy and security problems, especially in
Mobile Ad-hoc Networks (MANET) [8,10]. In the proposed multipath protocol,
messages are split into multiple pieces that sent out via multiple independent
paths. Attackers have to collect all pieces of the message. To enhance the com-
munication efficiency, [5,7,15,16] researched the topology-hiding to obscure the
traffic features. Multipath transmission is a useful method to improve network
service performance, especially in SDN. [1,2,4,11] support routing flows through
different paths to overcome the traffic congestion and physical impairment. But
there are few studies that use multipath to implement SDN privacy protection.

Compared with the purpose of multipath in the above literature, the method
we proposed uses multipath filtering to instead of data partition, which ran-
domly select one trusted paths for data transmission. This avoids traffic analysis
attacks that exploit the similarity between multiple transmissions in SDN. Our
contributions are as follows.

— We proposed a privacy protection method for SDN data transmission. In
the proposed method, the optimal transmission path can be computed and
selected by the SDN controller, which resists traffic analysis attack effectively.

— We set constraints and established a novel model to filter multiple paths.
Based on this model, we discussed the tradeoff between privacy protection
and path correlation degree.

— Experimental results show that numerical results of path correlation degree
can be obtained from the tradeoff model. Our method reduces similarity of
traffic compared with single-path scenario.

The rest of this paper is organized as follows: In the next section, we introduce
the system architecture and attack assumption. Description of method is pre-
sented in Sect. 3. In Sect. 4, we discuss the performance and experiment results.
Finally, we conclude this paper in the last section.
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2 System Description and Assumption

In this section, we introduce the system architecture, network model and attack
assumption.

As shown in Fig. 1, the system consists of four entities, i.e., SDN controller,
hosts, switches and attacker. Multiple switches are included in underlying net-
work, wherein the switches connected to Host1 and Host2 are sender and receiver,
respectively. In SDN controller, the global overview is provided in order to com-
pute the different paths between Host1 and Host2.

SDN Controller

AE/J Host 2

T3:SDN Switch

Fig. 1. Architecture, which consist of SDN controller, hosts, switches and attacker.

We formalize our target network problem. Given a graph G = (V,E),
where V is set of nodes in the network and E is the set of links. Each
v; € V, and each link e = (v;,v;) € E. A path is defined as a list of node
path; = (v1,va,v3...0N),Vi,1 < i < N, where N is the number of nodes. The set
of multiple paths is defined as Path = (pathy,paths...pathys), where M is the
number of paths. Denoted the source node as vs, and the destination node as
V-

In our network model, we assume that:

— Attackers launch traffic analysis attacks by eavesdropping nodes. Attackers
can attack on vulnerabilities in controller or switches. But cost of proac-
tive attack is higher than that of reactive attack. Therefore, we assume that
attacker is more inclined to reactive attack.

— SDN controller is trusted. If the controller, as the core of the whole network,
conspire with the attacker, the whole network will be threatened. So, we
assume that SDN controller will not disclose the path information or sensitive
data to the attacker.

— The source and destination nodes are both reliable. Others are honest that
not expose flow table to attacker.
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If sensitive information is transmitted through a single path, attacker can
break any switch in the path to cause link failure, or eavesdrop switch to analyze
traffic features. While in a multipath scenario, multiple disjoint paths are allowed
to be established between source node and destination node and one disjoint
path is randomly selected for each transmission. If attackers want to analyze the
traffic features by eavesdropping, he must simultaneously listen on all of paths.
The question is how to find the multiple disjoint paths in SDN. However, fully
disjoint paths are not possible, finding maximally disjoint paths are preferred,
wherein it is allowed for paths to share common edges or nodes, as long as the
number is minimum [4].

SDN Controller
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m Transmission
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LLDP OpenFlow Flow Table

A

Hostl1 Vs
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Physical layer

Fig. 2. Proposed method for multipath, where SDN controller focuses on obtaining
transmission path and physical layer concentrates on data transmission.

3 Proposed Privacy Protection Method

The idea behind our method is to decrease the correlation between paths then
randomly choose one path. Then, we exploit the randomization of multiple trans-
mission paths to resist traffic analysis attack. Even if an attack succeeds to eaves-
drop one path, the probability that the next transmission path can be analyzed
is low. As shown in Fig.2, the method is divided into three steps: (1) Path
Searching, (2) Path Filtering and (3) Path Selection.

3.1 Path Searching

Based on the idea of Depth-First, SDN controller searches for all paths between
the sender vs and the receiver vy. Path Searching is implemented in adjacent
matrix.
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We use a simple topology to describe the searching method as shown in Fig. 3.
Let source and destination node be v; and vy, respectively.

We search the first neighbor of vy, i.e., vo as shown in Fig.4(a), and put
v1 into the stack. Then, we do the same procedure from vy. Until we come
to the destination node, the first path, i.e., pathy = (v, vs,v4,vg,v7,v9) can
be obtained. Before the second path, we put out the node vy at the top of
the stack. We start with the node v; as shown in Fig. 4(b), repeat the searching
method. The whole searching process will be terminated until the stack is empty.
Algorithm 1 describes the Path Searching process, which complexity is O(n?).

Fig. 3. A network topology with 10 nodes, where vy is the source node and vg is the

destination node.

Vil

(a) The node in
first searching

Fig. 4.

3.2 Path Filtering
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(b) The node in stack on
second searching

Nodes in the stack during path searching

All paths computed in the previous process need to be filtered to decrease the
correlation between paths. And the paths satisfied the conditions are defined as
the trusted paths. Detailed filtering conditions as follows:
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Algorithm 1. Depth-First Path Searching.
Input: Adjacent matrix M (Ndimensionality), Start of path Vg, Destination of path
Vp.
Output: Set of path list S.
1: while destinationofS; # Vp do
2:  set start of S;: tmp

3:  foriin [tmp+1: n] do

4: if M[tmp][i] # 0 then

5: tmp =i

6: Add M[tmp][i] to weight of S;
T Add i to path of S;

8: end if

9: return S;

10:  end for

11: end while

(1) Path Correlation Degree. We use the number of joint nodes to evaluate
path correlation degree (d(path;)).

=~

d(path;) = Z ﬁ +
i=1,j<n,i#n

- (1)

T

=

K3

where J;, is the number of joint nodes between path; and path,., whose num-
ber of nodes are N; and N,. The threshold of path correlation degree is
denoted as maxD that d(path;) of trusted path should less than maxD.

(2) Path Cost. To reduce the consumption of network resources, the cost of a
single path must be smaller than the average path costs, which is denoted as
c(pathy;).

N
c(path;) = Z & (2)
i=1
where ¢; presents the cost of one node when transmitting a packet. So, the
average of link costs is

N
. _ > imq c(pathy) 3)
average n
(3) Path Weight. After being filtered by the above conditions, if the number of
paths is still large, we select the first K paths in ascending order of weights.
The link weight represents delay and is denoted by w, so a path weight is

N

w(path) = " w(vi, vi1) (4)

i=1
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3.3 Path Selection

SDN controller randomly selects one path from the set of trusted paths by gen-
erating random numbers, whose range is [1, W], where

K
W = Z w(path;) (5)

=1

Algorithm 2 describes the Path Selection process, which complexity is O(n?).
This process guarantees that each transmission path is randomized and different.
Therefore the similarity between multiple transmission is effectively disturbed.

Algorithm 2. Path Random Selection.

Input: Path weight T'(path;), Sum of path weight W, Account of path K.
Output: The path list L.

1: while i < K do

2:  Set the random number interval[l,W]
3:  for ¢ in range (len(7T") do

4: if W-TT[i] < 0 then

5: Set the current path 4

6: Add i to L

T if current path = previous path then
8: 1++

9: end if

10: return L

11: end if

12:  end for

13: end while

3.4 Tradeoff Model Between Privacy and maxD

In our scenario, the probability of path-attacked represents privacy protection
performance, which related to the change of maxD. Therefore, we take some
considerations: (1) enough number of paths to ensure random selection. (2) less
number of joint nodes to reduce the correlation of multiple paths. (3) the more
paths, the more joint nodes.

Let the probability of joint nodes and disjoint nodes being attacked be p, and
Db, Pb<Pa, excluding the source and destination. If one node is compromised, the
link is attacked. We assume that there are K trusted path, whose probability is
denoted as

p(path;) =1 — (1 —pa)? (1 —py)°~ @ (6)
then,

plpathi) = 1= (1= pp)(=22)° 7
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1- DPa
= <1 (8)
where the intermediate nodes number of path; is S, and the joint number
excepted the source and destination is Q.
Under the constraints of paths weight and cost, the total number of nodes
S in each path has little difference. So, the number of joint nodes will affect
p(path;) from Egs. (7) and (8).
The average probability of k paths is

_ Y plpathy) 0
Paverage = T ( )

We note that the less pgyerage iS, the more security paths we use to trans-
mit sensitive information. When we set maxzD in Path Selection larger, the K
increases, which results the correlation of filtered paths d(path;) increases. How-
ever, if the max D decreases, correlation of each path decreases, the performance
degrades in terms of privacy protection.

In order to minimize pgyerage, We propose a tradeoff model as a flowchart
illustrated in Fig.5, which can obtain the optimal threshold maxzD. First, the
po and pp are given, and maxD is set the minimum initially. Then, we filter
paths that be searched in Path Searching process and calculate the paverage. If
the payerage decreases as threshold max D increases, the step is repeated. Finally,
mazxD is determined and the tradeoff is balanced.

Input paths number 7,
maxD=0, pa, pp

| Filter K path with maxD |

’ Calculate the payerage ‘ maxD++

’ Output maxD, and K ‘

End

Fig. 5. Tradeoff model between maxD and paverage

4 FEvaluation and Result

In this section, we show the numerical results to discuss the performance of our
method. We tested the implementation on mininet that deployed topologies with
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different number of nodes; RYU as the SDN controller. The experiments were
conducted using the virtual machine running 64-bit Ubuntu 14.04, with 4 Gb of
RAM. And we configured networks at 200, 300, 400, 500 nodes, with a random
topologies.

We evaluated performance of the proposed method from two aspects: (1) the
probability of path being attacked pyyeragw When threshold mazD increases. (2)
performance of multipath method with the optimal threshold mazD.

4.1 Tradeoff Results

Figure 6 indicates the effect of threshold mazD on the number of paths and the
probability of path being attacked under different scale network. We assumed p,
and p, mentioned in Sect. 3.4 is 0.8 and 0.2, respectively. The trend we observed
in Fig. 6(a) is, as the mazD is strictly limited, the path number K become large.
But the probability payerage can be minimized when mazD takes the appropriate
value in Fig. 6(b). Combining both figures, we observed the optimal mazD and
K that the path are trust. For example, when we set maxD 6, the probability
Daverage 1S Minimum in the network size of 500 nodes and the average number
of paths is 8.3.
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Fig. 6. Tradeoff model of mazD with different number of nodes

4.2 Performance of Multipath

We confirmed the effect of our proposed method by comparing it with the exist-
ing method Multipath-Floyd [3]. Figure7 shows an average of the number of
paths. As the size of network increases, the number of paths in our method
are greater than Multipath-Floyd. Meanwhile, the correlation between multiple
paths decrease relatively. We allow paths to share nodes or edges, while fully
disjoint paths are obtained in Multipath-Floyd.
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Fig. 7. Comparison between Multipath-Floyd and our method

We also discussed ability to resist traffic analysis attacks. We simulated the
a communication between hosts in the different scenarios. Dijkstra algorithm
are used to calculate path in single path scenario. From Fig. 8, traffic of single
path transmission exhibits high similarity, while the correlation between multiple
traffic has been disturbed by our method. Therefore, it is difficult for an attacker
to analyze the real path of sensitive data based on traffic similarity.

25}

| —&— Proposed Method —#— Single Path I
b

Throughout(Mbit/s)

0 10 20 30 40 50 60 70 80
Time(s)

Fig. 8. Comparison between single path and proposed method

5 Conclusion

In this paper, we presented a multipath filtering method to enhance privacy of
SDN data transmission, which has the ability to effectively resist traffic attack.
First, Depth-First path searching algorithm was adopted to compute each path
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from the transmitter to the receiver. Then, we set conditions to filter all paths to
obtain the set of trusted paths. Moreover, we established a novel model to discuss
privacy protection and maxD. The experiments results show that our method
obtained optimal maz D, which reduces the correlation of paths. Compared with
single path scenario, privacy protection can be improved in proposed method.
The situation that the probability of nodes being attacked is a variable will be
an open topic. We will pay more attention in the future.
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