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Abstract. 1oT is an important part of the new generation of information
technologies and the next big thing in the IT industry after the computer and the
internet. The 10T has great development potential and a wide range of possible
applications, especially commercial applications. And information security of
the IoT is the key to the long-term development of the whole industry.
Currently, the two most significant factors in the development of the IoT are user
identity authentication and privacy protection. This paper contains an analysis
on the current picture of inter-device user identity authentication in the IoT and
proposes an inter-device biometric authentication solution for the IoT that’s
designed to work with larger devices, addressing the shortcomings of the
traditional user identity authentication technologies including security and
efficiency problems. A strategy for further solution optimization is also included.
This paper elaborates on the specific process of user identity authentication
carried out by users on devices and between devices making use of fingerprints.
We’ll demonstrate the security of this solution against existing attack methods
and in the last part, we enumerate various possible applications of this solution
in smart homes.

Keywords: IoT technologies - User identity authentication - Biometrics -
Fingerprint recognition - Information security

1 Introduction

IoT is an important part of the new generation of information technologies and the next
big thing in the IT industry after the computer and the internet. The definition of the IoT
is simply an Internet network connected to objects. It refers to the connection with
devices, users, systems, information resources and intelligent services, and information
exchange and communication through the Internet to achieve intelligent identification,
control, and intelligent services that are managed or monitored. The IoT can be
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integrated with the Internet through various wired and wireless networks, integrating a
large number of sensors, intelligent processing terminals, global positioning systems,
etc., to achieve inter-devices and human-and-devices connectivity anytime, anywhere,
to achieve intelligent management and control [1].

The IoT technology is widely used in all aspects of our lives, from smart home,
smart medical to intelligent transportation, smart city, the IoT is everywhere [20]. At
present, the IoT technology is in the stage of rapid development, and it will have a
wider impact and change our lives in the future. It is worth noting that while we enjoy
the convenience of IoT technology for our lives, the development of the IoT is also
faced with various challenges such as market fragmentation, lacking uniform access
standards and inadequate equipment security [15]. Especially in terms of safety, this
can directly harm the user’s personal safety when a security problem occurs [8].
Therefore, reliable and effective security is the prerequisite for the continuous and
stable operation of the IoT system [9]. User identity authentication and data privacy
disclosure of IoT devices are the two main factors that constrain the rapid development
of the IoT [19].

In smart home scenarios, smart door locks, smart cameras, and other devices all
have strong user identity authentication security requirements, involving users in the
life cycle of binding devices, using devices, and unbinding devices [7]. Currently,
various authentication operations for these devices are usually based on account system
services provided by the device manufacturer (for example, access to log in the mobile
APP, the operating authority is obtained after the cloud user identity authentication).
Due to the limitations of the username/password authentication method, the diversity of
smart home device manufacturers, and the security of the produced devices, there are
some security risks in the process of user identity authentication in some scenarios.

The hierarchical structure of the IoT system can be divided into three layers from
bottom to top, namely the sensing layer, the network layer, and the application layer.
The sensing layer is mainly composed of sensors, cameras, and other devices. Its main
task is to collect and to identify static and dynamic information of objects by means of
different types of sensors. The network layer mainly plays the role of transmitting and
processing information about the IoT. The application layer is mainly responsible for
the intelligent management and control of devices in the IoT.

Combined with the architecture of the IoT, scholars have proposed dynamic
cryptography and static cryptography in authentication technology. Ke [2] proposed to
solve the user identity authentication problem by using USB cryptography in the
literature; Lin proposed to use the static cryptography to achieve Internet authentication
in the literature [3]. However, the use of static passwords in the IoT environment can
easily lead to low security of the system. In addition, as the main authentication
method, digital certificates will increase the delay and reduce efficiency [4]. In order to
solve the above problems, we propose a fingerprint-based inter-device biometric
authentication solution for the IoT. At present, the fingerprint-based biometric
authentication solution has been widely used for user identity authentication by users
on devices [11], but it is rarely used in user identity authentication between devices.
This article will focus on the research and application of fingerprint recognition in user
identity authentication between devices.
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2 Two Fingerprint-Based Inter-device Biometric
Authentication Systems for the IoT

2.1 The Proposed Basic System

When we study the fingerprint-based inter-device biometric authentication solution for
the IoT, we assume that all IoT devices have fingerprint information collection modules
and the communication links are secure and reliable. Simultaneously, it is assumed that
the communication key M1 between devices is secure and can’t be stolen. Based on the
schematic diagram of the IoT device user identity authentication process shown in
Fig. 1, we develop a method based on fingerprint identification with IoT device identity
authentication.

Device
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Fig. 1. IoT device identity authentication process map

Stepl. The user logs in to the device configuration interface through the initial
configuration account password of Device A and modifies the device management
password. The device-related information is configured to enable the device to connect
to the IoT security gateway. The fingerprint collection module enters fingerprint
information and sets the device-to-device communication key M1 (Device B operates
as above).

Step2. After Device A collects the fingerprint information of the user, Device A
randomly generates a key Ma and uses a symmetric encryption algorithm to encrypt
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and store the fingerprint information to ensure the security of the collected fingerprint
information. At the same time, the device communication key M1 and the key is saved.
Communication key M1 acts as a public key to encryption and decryption between
devices (Device B operates as above).

Step3. Device A decrypts the stored fingerprint information with the secret key Ma
firstly, When Device A wants to authenticate with Device B. After the fingerprint
information is decrypted, Device A randomly cuts the fingerprint image to get a fin-
gerprint slice P1 and ensures that the area of the slice P1 is not less than o % of the
original fingerprint area.

Step4. Device A uses a symmetric encryption algorithm, uses the communication
key M1 as an encryption key, encrypts slice P1, and transmits the encrypted data packet
to Device B through trusted network channels.

StepS. After receiving the data packet sent by the Device A, the Device B decrypts
the received data packet by using the stored communication key M1, and restores the
plaintext information about the slice P1, and simultaneously decrypts the encrypted
stored fingerprint information by using the secret key Mb to obtain the plaintext
information of the fingerprint.

Step6. Device B matches the slice P1 with the original fingerprint information.
When the similarity reaches f5, the matching is successful, and the user identity of the
sending method is confirmed. When the matching result does not meet the requirement,
the user identity authentication fails. At the same time, the decrypted fingerprint is
encrypted back.

Step7. When Device B matches successfully, the return value of the successful
authentication is sent to Device A. When the match fails, the return value of the
authentication failure is sent to Device A.

Step8. After Device A successfully receives the matching value of Device B and
confirms the user identity of the sender of the return value, the user identity authen-
tication process is completed, and subsequent operations such as communication,
management, control or data sharing between devices can be performed. When device
A receives the message of authentication failure, it will return to the step3-8 to restart
authentication.

The participants in this system are: user, Device A, and Device B. The functional
tasks for each participant are as follows:

Users: (1) Configure the device to connect the IoT security gateway normally and
set the communication key of devices. (2) Input the fingerprint.

Device A: (1) Save the user-configured communication key. (2) Randomly generate
the key Ma, encrypt and store the collected fingerprint information. (3) Decrypt the
fingerprint information and randomly cut the fingerprint picture to obtain the fingerprint
slice P1. (4) Encrypt fingerprint slice P1 with communication key M1 and send it to
Device B. (5) Receive the return result of Device B for subsequent communication.

Device B: (1) Save the user-configured communication key M1. (2) Randomly
generate the secret key Mb to encrypt and store the collected fingerprint information.
(3) Receive the encrypted data packet sent by Device A. (4) Decrypt the data packet to
obtain the slice P1. (5) Decrypt the original fingerprint information to get the complete
fingerprint. (6) The fingerprint slice is matched with the original fingerprint informa-
tion. (7) The matching result is returned to Device A.
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The specific information interaction process is shown in Fig. 2.

>

Device A Device B

Decrypt packet
Image matching

Fig. 2. Information exchange in the basic inter-device biometric authentication system

2.2 The Improved System

In the above solution, the premise of our research is that each IoT device has a module
for collecting fingerprint information of the user. Considering the actual situation and
equipment production cost, some devices may not have a fingerprint collection module.
In order to solve this problem and optimize user experience, we further improved the
solution. We also assume that the communication link is secure and trustworthy and
that the communication key M1 between the devices is secure and cannot be stolen.

In the improved system, we design the task of fingerprint collection and encryption
by the IoT security gateway. The specific steps are as follows:

Stepl. The user logs in the device configuration interface through the initial con-
figuration account and password of the IoT security gateway, and modifies the device
management password; configures device related information; inputs the fingerprint
through the fingerprint collection module, and sets the communication key M1 among
devices.

Step2. The IoT security gateway stores the communication key M1 and uses M1 to
encrypt the collected fingerprint information. When the user completes the first con-
figuration, the password and fingerprint matching is needed for the second configu-
ration modification to enter the gateway configuration interface and modify the
gateway configuration. This will prevent an attacker from a malicious attack on the
security gateway device.

Step3. When a new Device A needs to join the network, the user logs in to the
device configuration interface through the initial configuration account password of
Device A, and modifies the device management password; configures device-related
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information to enable the device to connect to the IoT security gateway normally and
set the communication key M1 between devices.

Step4. After the gateway detects that the new device is normally connected to the
network, the intelligent gateway first encrypts a string of characters with the com-
munication key Mland sends it to the Device A. After Device A receives the data
packet of the gateway, it uses the communication key M1 to unlock the data packet.
And send the unwrapped string to the intelligent gateway.

StepS. After the smart gateway receives the decrypted information of Device A, it
compares with the string sent by the smart gateway. After the comparison is successful,
the smart gateway will send the fingerprint information encrypted by the communi-
cation key M1 to Device A, so that Device A can receive the encrypted fingerprint
information.

Similarly, when Device B needs to join the network, the above steps will also be
performed to obtain the encrypted fingerprint information. When Device A and
Device B are authenticated, the subsequent authentication process will be the same as
that of step3—step8 in the 2.1 basic solutions, except that in step 3 and step 5, the secret
key Ma and Mb are no longer needed to decrypt the fingerprint information and only
the communication key M1 is needed to decrypt fingerprint information.

Of course, for some devices with fingerprint collection module, we can manually
select whether the input of fingerprint information needs to be obtained from the
intelligent gateway in the configuration interface. If necessary, the fingerprint collection
will be sent from the gateway to the device. If not, the above steps will not be
performed.

The participants in this solution are: user, intelligent gateway, Device A and
Device B. The tasks that participants need to accomplish are as follows:

User: (1) Configure the device communication key M1. (2) Enter the fingerprint
and complete the fingerprint collection.

Intelligent gateway: (1) Save the user-configured communication key MI.
(2) Encrypt and store fingerprint information. (3) Use the communication key M1 to
encrypt random string to verify Device A. (4) After receiving the correct return value of
Device A, send the encrypted fingerprint information to Device A.

Device A: (1) Save the user-configured communication key M1. (2) Receive and
decrypt the encrypted data packets sent by the intelligent gateway and result to the
intelligent gateway. (3) Receive and store the fingerprint information encrypted data
packets sent by the intelligent gateway. (4) Decrypt the fingerprint information and
randomly cut fingerprint pictures to get the fingerprint slice P1. (5) Encrypt fingerprint
slice P1 with the communication key M1 and send it to Device B (6) receive the return
result of Device B for subsequent communication.

Devices B: (1) Save the user-configured communication key. (2) Receive and
decrypt the encrypted data packet sent by the intelligent gateway and return the result to
the intelligent gateway. (3) Receive and store the encrypted data packets sent by the
intelligent gateway. (4) Receive the encrypted data packets from Device A and decrypt
the data packets to get slice P1. (5) Decrypt the original fingerprint information and get
the complete fingerprint. (6) Match the fingerprint slice with the original fingerprint
information. (7) Return the matching result to Device A. The specific information
interaction process is shown in Fig. 3.
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Fig. 3. Information exchange in the improved inter-device biometric authentication system

3 Performance Analysis of the Fingerprint-Based Inter-
device Biometric Authentication Solution for the IoT

IoT technology integrates the Internet, mobile Internet, wireless communication
network and various wireless sensor network technologies [14]. The complex structure
and rich application scenarios make IoT security more serious than traditional network
security [16]. Specifically, on the issue of user identity authentication, the challenge of
user identity authentication faced by the IoT is far greater than that of traditional
networks.

In order to consider the feasibility and security of fingerprint-based inter-device
biometric authentication solution for the IoT comprehensively, we will analyze and
demonstrate this solution form the following aspects.

3.1 Feasibility Analysis of the Fingerprint-Based Inter-device Biometric
Authentication Solution for the IoT

Fingerprints have become a synonym of biometric recognition because of its lifetime
invariance, uniqueness and convenience [17]. At present, fingerprint recognition is
quite mature as an identification technology and has a solid market backing [13].
Fingerprint recognition technology can extract the feature values extracted from fin-
gerprints by analyzing the global features of fingerprints and local feature points such
as ridge, valley and end points, bifurcation points or divergence points, so as to reliably
identify a user’s identity through fingerprints [18]. On average, each fingerprint has
several unique and measurable feature points, each feature point has about seven
features, and our ten fingers produce a minimum of 4,900 independently measurable
features, which is sufficient to prove that fingerprint recognition is a more reliable
identification method [5].
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At present, the mainstream of the market is to apply fingerprint identification with
the user identity authentication by users on devices. Our solution further promotes
fingerprint identification with the user identity authentication between devices. And the
reliability of the user identity authentication method can be subjectively controlled by
the user, and the user only needs to input more finger fingerprints, which can greatly
improve the security of user identity authentication between devices.

3.2 Comparison of Fingerprint-Based Inter-device Biometric
Authentication Solution for the IoT and How Current User Identity
Authentication on IoT Devices Works

At present, the methods of user identity authentication on IoT devices mainly include:
based on user knowledge such as user name and password, dynamic password [12] and
other software and hardware devices such as smart cards owned by users [10]. The
solution adopts a two-factor authentication method combining password and fingerprint
in the user identity authentication between the user and the device, which is more
secure than the single-factor or two-factor authentication methods of the traditional
password and the dynamic password. Similarly, compared with smart cards and other
authentication methods, this solution is more convenient and fast, and the fingerprint
recognition is extended to the user identity authentication between devices. Due to the
unique and complex characteristics of fingerprints, the security of the solution is
guaranteed in user identity authentication between devices.

3.3 Performance Comparisons Between the Basic and Improved Systems

The main difference between the basic system and the improved system is that the basic
system requires each device to have a fingerprint collection function, and the improved
system only requires the intelligent gateway to have a fingerprint collection function.
Compared with the basic system, the improved system has the following advantages:
(1) it does not need the fingerprint acquisition module on each device to reduce the cost
of equipment production. (2) The user does not need to perform fingerprint collection
of each device, thereby reducing user intervention. The operation is more convenient.
(3) It is difficult to ensure that the collected information is consistent because each
fingerprint is collected, so the success rate is higher when the fingerprint is matched.

3.4 Security Analysis of the Fingerprint-Based Inter-device Biometric
Authentication Solution for the IoT

The main security threats currently faced by IoT authentication included user identity-
based forgery, eavesdropping-based attacks, user identity-based forgery, and eaves-
dropping combined attacks, data manipulation-based attacks, and service availability
attacks [6].

In order to prevent attackers from illegally registering Device And stealing the
communication key M1 and user fingerprinted information between the devices, the
solution adopts this method: in the basic system, we assume that each device has a
fingerprint collection function, after completing the first configuration, users need to



A Biometric-Based IoT Device Identity Authentication Scheme 147

use double authentication of account password and fingerprint to log in normally in the
second time you log in again. When viewing or modifying important parameters
(such as communication keys), the current device needs to verify the fingerprint
information again and requires the smart gateway to authorize the changes. For the
collected fingerprint information, the smart device randomly generates a key for
encrypted storage and ensures that the stored fingerprint information is secure again. In
the improved system, we do not require each IoT device to have a fingerprint acqui-
sition module. However, in order to ensure the security of the device, you need to log in
to other devices to view the configuration information after you log in to the smart
gateway for the second time. Also, when viewing or modifying important parameters
(such as communication keys), you need to verify the fingerprint information on the
smart gateway, and you can view the changes after authorization.

In the solution, we assume that the communication key to devices is not stolen, and
the transmission channel is safe and reliable. In order to prevent the attacker from
intercepting the intercepted fingerprint information about the transmission, we take the
form of fingerprint random cutting (Random cutting means that the shape of the slice is
arbitrary, and the ratio of the cut area is larger than the programmed value « %). Only
randomly cut fingerprint slices are transmitted during each verification process, and the
slices are encrypted using a symmetric encryption algorithm. This ensures that even if
the packet is intercepted, the attacker cannot obtain the complete fingerprint
information.

4 Application Scenarios of Fingerprint-Based Inter-device
Biometric Authentication Solution for the IoT

In the fingerprint-based inter-device biometric authentication solution for the IoT, the
device needs to perform image encryption and decryption, image segmentation and
image comparison, which have certain requirements on the performance and computing
processing capability of the device. At present, we only consider the system to be
applied to an inter-device biometric authentication system with a relatively large device
size and relatively strong computing processing capability. We will use this program to
do application scenario analysis in a smart home.

Suppose Andy ends his busy day’s work and prepares to go home. He plans to go
home and have a hot bath. Andy opens the IoT device client installed on the mobile
phone. After successful login through fingerprint matching, the mobile phone client
randomly encrypts the fingerprint information and sends it to the smart water heater at
home. The smart water heater decrypts the fingerprint slice sent by the mobile phone to
perform fingerprint image matching. After the matching is successful, the device is in a
controlled state, and Andy remotely turns on the smart water heater, and the water will
be heated to a suitable temperature. At the same time, after the smart gateway com-
municates with the mobile APP, the APP will obtain the location of Andy, and estimate
the time required for Andy to arrive at the smart gateway through the cloud service.
When it is calculated that Andy will arrive home after about 20 min, the intelligent
gateway will perform device authentication with the air conditioner, encrypt the ran-
domly segmented fingerprint slice and send it to the smart air conditioner. After the
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smart air conditioner receives the information and decrypts it successfully, the air
conditioner controls the air conditioner according to the temperature sensor. To the
temperature data, the automatic opening adjusts the indoor temperature to a comfort-
able range. After Andy arrives at the door of the house, the door is opened by the
fingerprint lock. At the same time, after the fingerprint lock receives the door opening
command from Andy, the command to automatically turn on the light is sent to the
smart light fixture. The smart light fixture automatically determines whether the light
needs to be turned on according to the data of the light sensor. When Andy arrives
home, the Bluetooth speaker will play Andy’s favorite songs according to Andy’s daily
hobbies, so Andy can soak in a hot bath in a comfortable room.

5 Conclusions

This paper presents a fingerprint-based authentication solution for IoT devices. This
solution not only applies fingerprint recognition by users on devices but also extends it
to devices. Through a series of steps such as random cutting of fingerprints, encrypted
transmission of slices, decryption and image matching, the process of user identity
authentication between devices through fingerprints is completed. And for the possible
existence of IoT identity authentication attacks, corresponding solutions are proposed,
which greatly improves the security and reliability of user identity authentication
between devices as well as users and devices. It is also noteworthy that this solution
requires that the device must be able to perform image segmentation, encryption and
decryption, image matching and other operations, so it has certain requirements for the
operating performance of the device, and is more suitable for the relatively large
equipment, relatively strong computing capacity, and relatively centralized equipment
distribution scenarios. At the same time, how to continue to optimize the solution so
that it can be applied to more relatively small computing capacity of relatively weak
equipment is the direction of future research.
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