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Abstract. This paper proposes a transmission scheme to ensure the
maritime communication security, which includes access rules, routing
selection scheme, and power allocation mechanisms. The access rules and
the routing selection utilize the automatic identification system (AIS)
information to choose the secure access points and routing links to pre-
vent eavesdropping, and the power allocation limits the leaked informa-
tion by means of reducing the received signal power of the eavesdrop-
pers. The simulation results show that the intercept probability of the
proposed scheme decreases by about ten to the negative two power com-
pared with that of the contrastive scheme, and the recovering proportion
for eavesdropper is less than 0.2. In addition to above, the secrecy capac-
ity of the proposed scheme achieves about 6.8% improvement compared
with the baseline scheme.

Keywords: Security - Access rules - Routing -
Maritime Communication Network + Cooperative communication

1 Introduction

With the increase of maritime economic activities, the security of maritime com-
munication network (MCN) is becoming increasingly important. Nowadays, the
MCN mainly depends on the satellite and shore-based station, which cannot sat-
isfy the increasing communication need. There have been some researches about
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the high-speed and long-distance MCN, which mostly depend on the relay net-
works [1-3]. However, these schemes cannot effectively prevent the eavesdrop-
ping. Therefore, an effective transmission scheme for the maritime scenario is in
urge need.

In the MCN, all the ships are mandatory to install AIS. Therefore, the loca-
tion information of the ships is easy to obtain for the operators via the AIS. In
the MCN, the shipborne base stations are used to provide access points for the
user ships. In addition, the device-to-device (D2D) communication is enabled
among the users in the scenario [4], which constitutes a flexible relay network.
The physical layer security (PLS) enhances the secrecy of wireless communica-
tions by the characteristics of wireless channels, without using complex encryp-
tion/decryption algorithms [5]. Therefore, the relay-aided PLS is suited for MCN.
In [6], the authors used relay selection technique to enhance the communication
security and the formula of the intercept probability of the multi-relay network
was derived. In [7], the technique of fountain code and relay-aided PLS were
used in the wireless sensor networks. Also, the secrecy outage probability (SOP)
of the DF relay network with joint multiple users and full-duplex (FD) relays
was examined in [8]. In the literature [9], the author considered PLS of D2D
communications and developed a Stackelberg game framework to analyze the
communication rate of cellular users and secrecy rate of D2D links.

In this paper, we present a location information assisted secure access and
routing scheme in the MCN, the MCN ensures the security by means of select-
ing the access point and the routing. To compensate high path loss in maritime
network, the technique of directional antennas, narrow beam and LDPC code
[10,11] are employed. With the aid of location information, the shipborne base
stations can provide the secure wideband access for the user ships. If intercepting
by the eavesdropper is unavoidable, the user ship can send a random sequence
to shipborne base stations by D2D communication. And then, the shipborne
base station uses these random sequences as the keys to encrypt original data
by means of simple XOR, operation. After the shipborne base station encoding
the original data, the encoded data are transmitted back to the user ship. With
the aid of location information and D2D communications, the eavesdropper can
hardly intercept sufficient data to recover the original data. In addition to the
aforementioned method, the proposed scheme can also limit the received infor-
mation of eavesdroppers by power optimization, which reduces the amount of
the received data packets of eavesdroppers.

The rest of this paper is organized as follows. In Sect. 2, the system model
and the problem formulation are presented. Section 3 introduces the proposed
transmission scheme as well as the resource allocation process in detail. Then
Sect. 4 presents the simulation setup and simulation results among the proposed
scheme. Finally, conclusions are drawn in Sect. 5.
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Fig. 1. Maritime Communications Network (MCN) Architecture

2 System Model and Problem Formulation

2.1 System Model

As shown in Fig. 1, the proposed scenario includes one high-tower base station
(HBS), shipborne base stations (SBSs), user ships (USs) and eavesdropper ships
(ESs). The HBS provides down-link transmission for the SBS. In maritime, the
maritime satellite can provide the backhaul for the SBS and is connected to the
HBS, so the SBSs can connect to the HBS through the satellite. The satellite
backhaul can transmit the secret key to ensure security of the down-link data.
Therefore, we assume that the down-link is secure. If two USs are close enough,
they can communicate with each other by D2D communication. All the ESs are
close to the USs. The SBS is denoted as B = {B;]i = 1,2,3..., I} and is equipped
with N directional antennas to forward data to user ships. The USs denoted as
U ={U;lj =1,2,3...,J} are equipped with one directional antenna. The ESs
denoted as F = {E;|s = 1,2,3...,S} are equipped with one omnidirectional
antenna. The SBSs and USs can accurately receive the signal by directional
antenna with the help of the AIS location information. Therefore, we assume
that the interference is not considered in this paper. In this paper, we assume
that the ES and the US have same antenna gain.

In the MCN scenario, the large-scale fading caused by the two-ray reflection
model is modeled as [12]

2\ orh;h;
L. . = 243 20Ty . 1
I (47Tdi,j> { Sm< Ad; ﬂ o

where A is the carrier frequency wavelength, h; and h; represent the heights
of transmitter and receiver, and d; ; is the distance between transmitter and
receiver. Besides, the channel coefficients of small-scale fading remain constant
during one data packet and change independently among different data packet.
The channel coefficient is a circularly symmetric complex Gaussian random vari-
able, namely CN (0, 1). Therefore, the received signal can be written as:

Yij = V/PijLijhijske +ni;. (2)
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where n; ; is the additive white Gaussian noise (AWGN); sy, is the k th data sym-
bol of stream and p; ; is the power of transmitter; The h; ; is channel coefficient.
Then the signal noise ratio (SNR) of received is given by:

SNR; ; = Lui=hd, (3)

Oni,;
where H; j = L; ;j|h; j|>. In addition to this, the security capacity is given by:

Oi,j = 1092(1 + SNRZ'J) — lOgg(l + SNRZ79) (4)

2.2 Problem Formulation

The problem formulation can be divided into two parts: the user ships access
(USsA) phase and the User ships backhaul (USsB) phase. In the USsA phase,
the user association and power allocation are related to the channel gain and the
security capacity. In addition, we define some threshold values to determine the
security of USsA link. If the USsA link cannot ensure security, we will encode the
data of the SBS in the USsB phase. The optimization problems are formulated
as:

USsA(P1) Jnax ZZ:CW i (5)

7IJ1 151

J J
P1C1: Zmi’jpi’j S PB’t}“Vi, P1C2: Z(Ei’j S N7VZ',
j=1 j=1

I
i i
PI1C3:Y x;; <1,Vj,  P1C4: (P J <m) Vi, g,

i=1 iy

P1C5 . ;vi’j(C” = Cth) Vi, 7, P1C6 : Tij; € {0, 1},Vi,j, P1CT7: PI’J > 0.

where P1C1 is the maximum transmission power constraint for the SBS. P1C2
represents the maximum downlink data stream constraint for SBS; P1C3 means
that the users can access no more than one SBS; P1C4 presents maximum SNR of
ES, where 77 is maximum SNR for Eve; P1C5 is the minimum security capacity
constraint for the SBS; P1C6 and P1C7 constrain the value of variables, where
x;,; = 1 means that the user ship (U;) selects BS (B;) as the access point.

I J

USsB(P2): _ max Z Z Qm,i (6)

X,Pj P ©
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Qm,i = min {xm,iCm,i; xm,iCj,m} . (7)
I J I J
P2C1: Z Z Tm,iDjm < Putn, P2C2: Z Z Tm,iPm,i < Puth,
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m#j m#j

I J
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m # j

P2C5 : meC’m’i Z QmJ»Vm,i, P2C6 : xm,icj,m Z QmNm,i,
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< ’ygl> , Vi, m, P2C8 : x5 (1)7

P207 S Tm,i ( : S 751) 7Vi7m7

nj,s Nm,s

P2C9:xm7i€{0,1}Vm,i, P2010:PJ7MZO,PM7]ZO.

where P2C1 and P2C2 are the maximum transmission power constraint for the
user ship; P2C3 and P2C4 mean that the users can select no more than one user
ship to backhaul; P2C5 and P2C6 are the minimum security capacity constraint
for the D2D link; P2C7 and P2C8 present maximum SNR of ES, where v/ is
maximum SNR for Eve; P2C9 and P2C10 constrain the value of variables.

3 Algorithm Development

In the previous section, we know that the problem (5) and (6) are non-convex.
Therefore, We should transform the non-convex problem into a series of con-
vex subproblems with logarithmic approximation [13], and then we use the
Lagrangian dual method to solve. Finally, we can get the original problem solu-
tion by the successive convex approximation (SCA) approach proposed in [14].
We will make use of the following lower bound:

0logy(SNR) + 3 > logy(1 4+ SNR). (8)
that is tight at SNR = SN R when the approximation constants are chosen as

SNR

1+SNR ©)

B=In(1+SNR) - In (SNR) . (10)

1+SNR
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By applying the logarithmic approximation and changing the variables by
P]J = lnP] I PJM = IHPJ]\/[, PM] = IHPM] The lower bound of the
objective function is obtained as follows:

Ciyj > Cij = — (05 (SNRij) + (i) — logy (1 + ;) - (11)

T In2
Qm,i Z Qm,i = min {xm,icm,ia xm,icj,m} . (12)

For solving the aforementioned questions, we introduce the Lagrangian dual
method. The Lagrangian functions are given as

LPl(elsI'J’XnU’v R, nga T)

I J I J
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where the parameters u,d,(,w, T, A\, 1, €, p, p, ¢, &, 0 are the Lagrangian multipli-

: AL p,y 3LP1 _ 9L po OL pa OLpy __
ers. By solving ety = =0, et 0, St = =0, By =0, s = 0, we can

obtain the optimal solutions as

+
0 i (1 + 7i5)

Dij = L
1ﬂ2(ui+w§;7Hw)

ni,.

(15)
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Tij = 1 i,j:max‘ri,jéi,j' (16)
r +
! O iPm.iTm.i
m,i¥Pm,iLm,i
Pim=|> T : (17)
i=1 In2 (A + J Hj, )
L njs
- +
O i i
T e e I (18)
In2 (1] + s "”)
Tm,i = 1‘m,i:maxmin{cpj)méj,m,d)n%iém,i . (19)

Where (z1) is min {0,2}. Note that the user ships tend to access the SBS
and select user ship with the largest security link rate. While the USsB phase
should consider two links of security rate. Finally, we calculate the Lagrange
multipliers using the subgradient method.

+
pilt+1] = | i [t] = 6, [t + 1] | Pon — Y @i €P
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Di, ‘Hi,s
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+
p',mH’,s
Emalt+1 [ e 4 1] s (%’i - ity

m sz s *
Omi[t+1] = [am,i [t] = da,,.; [t + 1] {zm. <7£ — pg) }} . (20)
In the Algorithm 1, we defined a threshold value (CM™). If the security
capacity of SBS link is less than threshold value, the SBS link is not security.
Therefore, we use Algorithm 2 to replan route. And then, the Algorithm 1 will be
performed based on the access scheme of algorithm 2 until the results converge.
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Algorithm 1

1: Input: the user set U

2: while U is not empty do

3:  Initialize: t =1,60,; =1,0:; =0,pi; = 1,Vi,j. p,w, 7 >0

4:  while z; j,p;,; converge and C; ; > cMim vi, 5 do
5: Update z; ;, H; s calculated by (16) and Algorithm 2
6: while p; ; converge,Vi, j do
T fori=1to I do
8: for j =1to J do
9: Update p; ; calculated by (15)
10: end for
11: end for
12: Update p,w, T calculated by (20) and t =t + 1
13: end while
14: fori=1to I do
15: for j =1to J do
16: Update 6, ;, 8;,; calculated by (9) and (10)
17: end for
18: end for
19: Update C; ; calculated by (4)
20: if C;; < C)'™ then
21: Loading the Algorithm 2
22: end if

23: end while
24:  Set: U=U-Uj
25: end while

4 Performance Evaluation

In this section, the simulation setup and simulation results are presented for
evaluating the performance of proposed scheme. We choose the DFbORS scheme
in [6] as the compared scheme, and the power of SBS is equal allocated. The
carrier frequency is set as 2 GHz and the available bandwidth B is 10 MHz. The
AWGN power is defined as o, = BNy, where Ny is the AWGN spectral efficiency,
and Nyg = —174dBm/Hz. We set Pg, = 43dBm and Py, = 40dBm. The
heights of SBS antennas, user ship antennas and ES antennas are 30m, 15m
and 15m respectively. The maximum data streams of SBS number N is set
to 6. The number of user ships is also a variable which ranges from 20 to 80.
The number of ESs is set to 3. We emulate the transmission for 10° times.
Moreover, the total number of data packets is denoted as K, which is assumed
to be 128. If the eavesdropper are successfully recovering 80% of original data
in one transmission time, the total confidential file is successfully intercepted by
ES. The packet error rate (PER) can be defined as [15]:

1, if 0 <y < pn;

. (21)
anexp(—gn7y), iy > Ypn-

FER,(v) = {
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Algorithm 2

1: Initialize: ¢ = 1,0;m = Omi = 1,Bjm = Bmi = 0,0jm = Dm; =

1,Vm,i. \,n,¢,6,£,0 >0

2: while Zm i, pj,m, Pm,; converge, Vi, j do
3 Update z,,,; calculated by (19)

4: while p; m, pm,: converge,vm,i,j do
5: for m=1to J do
6.
7
8

Update p;, calculated by (17)
fori=1to I do
: Update pn,,; calculated by (18)
9: end for

10: end for
11: Update \,n,p,$,&,0 and t =t + 1 calculated by (20)

12: end while
13: for m =1 to J do

14: Update 6}, 3jm calculated by (9) and (10)
15: for i=1to I do

16: Update 6,5, Om,i calculated by (9) and (10)
17: end for

18:  end for

19: end while
20: Update z;; =1 and H; s =0

~@- Proposed scheme: 16 S=3
A DFbORS scheme: 1=6 S=3
== Proposed scheme: 1=10 S=3
9 DFbORS scheme: 1=10 =3

Intercept probability

I I |
0 40 60 80
Number of user ships

Fig. 2. Comparison of intercept probability between the proposed scheme and the
baseline scheme, where the number of user ships varies from 20 to 80.

Where ~ is received SNR and n denotes mode index. The fitting parameters
of different transmission modes can be found in [16]. The fitting parameters are
listed as follows [16]:

an = 50.1222,
gn = 0.6644,
Yo = 7.7021. (22)

In the simulation, we set a situation, namely different number of SBSs.
In Fig.2, the intercept probabilities of the proposed scheme decline with the
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o

= =
H= = =@~ Proposed scheme: 1=6 5=3
=A DFbORS scheme: |
== Proposed scheme
=9 DFbORS scheme: 1=10 S=3

o

o

o

o

Recovering proportion for ES

oS

.
40 60 80
Number of user ships

Fig. 3. Comparison of recovering proportion for Eve between the proposed scheme and
the baseline scheme, where the number of user ships varies from 20 to 80.

16

=@~ Proposed scheme: 1=6 S=3
=A DFbORS scheme: I=6 S=3
== Proposed scheme: =10 S=3
=9 DFbORS scheme: |=10 =3

o
o

o

Secrecy capacity for US (bps\Hz)
=
o

125 L L !
20 40 60 80
Number of user ships

Fig. 4. Comparison of secrecy capacity for user ship between the proposed scheme and
the baseline scheme, where the number of user ships varies from 20 to 80.

increase of the number of user ships, while the intercept probabilities of the
DFbORS scheme are increasing. In this situation (namely, I = 10,5 = 3), the
intercept probability of the proposed scheme is less than ten to the negative five
power if the number of user ships is more than 60. With the increase of the
number of user ships, the proposed scheme can be more flexible to select rout-
ing with D2D communication. While, the contrastive scheme is opposite. The
intercept probability of the proposed scheme at least decreases by about ten to
the negative two power compared with that of the DFbORS scheme. Hence, the
proposed scheme achieves a better communication security than the DFbORS
scheme. From Fig. 3, the recovering probability of the proposed scheme is lower
than the baseline scheme. The recovering probability for EB is less than 0.2,
because the eavesdropper can receive sufficient original data and the random
sequences. In Fig. 4, the secrecy capacity of the proposed scheme achieves about
6.8% improvement compared with the baseline scheme. Namely, the proposed
scheme can securely transmit more data in one transmission process.
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5 Conclusions

This paper proposes an access and routing transmission scheme in the maritime
communication networks. According to the location information from AIS, the
scheme can select access point and routing flexibly to avoid eavesdropping. In
addition, the power allocation can limit the leaked information by means of
reducing the received signal power of the eavesdroppers. The simulation results
show that the proposed scheme achieves a better performance in security. The
proposed scheme can at least decrease intercept probability by about ten to the
negative two power compared with the contrastive scheme, and the recovering
proportion for EB is less than 0.2. The secrecy capacity of the proposed scheme
achieves about 6.8% improvement compared with the baseline scheme. Namely,
the proposed scheme can securely transmit more data in one transmission pro-
cess. In conclusion, the proposed scheme can securely transmit more data in one
transmission process.
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