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With the rapid development of Internet services, traffic types become diverse. In
the complex network environment, traffic analysis is regarded as an important
approach to ensure the security of network. It can effectively deal with many
security issues, such as intrusion detection [3]. Moreover, network traffic analysis
also plays an important role in modern network management systems, such as
quality of service (QoS) [26]. Accurate identification of network traffic types is
the basis for providing better services. By executing accurate traffic analysis,
service providers can monitor the operation of the entire network. By analyzing
users’ traffic, service providers can realize their behaviors, which can provide the
personalized services. Therefore, how to provide accurate traffic classification
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Abstract. Current traffic analysis methods are executed on the cloud,
which need to upload the traffic data and consume precious bandwidth
resources. Edge computing is a more promising way to save the band-
width resources and improve users’ privacy by offloading these tasks to
the edge node. However, traffic analysis methods based on traditional
machine learning need to retrain all traffic data when updating the
trained model, which are not suitable for edge computing due to the
poor computing power and low storage capacity of edge nodes. In this
paper, we propose a novel edge computing based traffic analysis system
using broad learning. For one thing, edge computing can provide a dis-
tributed architecture for saving the bandwidth resources and protecting
users’ privacy. For another, we use broad learning to incrementally train
the traffic data, which is more suitable for edge computing because it
can support incremental updates of models on the edge nodes without
retraining all data. We implement our system on the Raspberry Pi, and
experimental results show that we have 98% probability to accurately
identify these traffic data. Moreover, our method has the faster training
speed compared with Convolutional Neural Network (CNN).
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Current classification methods for traffic types are executed on the cloud,
which need to upload all users’ traffic to the cloud [19]. However, many appli-
cations, such as video applications, can generate large amounts of traffic in a
short amount of time, and it will consume a lot of precious bandwidth resources
if all traffic data is uploaded to the server [5]. Therefore, current cloud-based
traffic analysis system does not apply to traffic-intensive applications. Moreover,
service providers only need the classification results for monitoring the network
operation and providing better services, rather than all traffic data. Therefore, it
is better to propose a novel distributed traffic analysis architecture, which only
needs to upload the classification results to the cloud.

Edge computing is a promising way to achieve the distributed traffic analysis
architecture by offloading this task to the edge node close to user devices [2,9,17].
We can deploy the traffic classification models on the edge node, such as WiFi
access points. In one hand, this method only needs to send the classification
results to the cloud, rather than uploading all traffic data, which can analyze
users’ traffic in real time and save the precious bandwidth resources. In the other
hand, users’ traffic may contain many private information, such as location,
gender, or education background, which can be inferred by the malicious service
providers [22]. Compared with the cloud based traffic analysis architecture, edge
computing can better protect the privacy of users.

Current traffic classification models are mainly based on traditional machine
learning, including SVM, random forest and decision tree. However, these tradi-
tional methods cannot be directly used at edge computing based traffic analysis
architecture due to the low computing and storage capabilities of edge nodes. In
order to maintain the classification accuracy, it is better to regularly update the
trained model. Traditional methods require retraining all data when perform-
ing model updates, which consume large amounts of computing power. Usually,
the edge node has these characteristics: poor computing power and low storage
capacity [20], which cannot support frequent retraining of all data. To address
the above challenges, we use a novel and lightweight neural network structure,
broad learning system (BLS) [4], which has the faster training speed due to its
flat network structure. More importantly, BLS can use incremental learning to
constantly update the trained model when new data enters, and no retraining
process is needed.

In this paper, we propose a novel edge computing based traffic analysis system
using broad learning. The proposed system is composed of two major modules:
basic training on the cloud and incremental training (model updating) on the
edge node. Firstly, we use some traffic data to train a basic model and send the
basic model to the edge node. Secondly, when the accuracy of the trained model
is not enough to provide better services, model updating will be executed on
the edge node by the incremental way. We implement the edge computing based
traffic analysis system on the Raspberry Pi, and the experimental results show
that our method has the faster training speed compared with Convolutional
Neural Network (CNN).
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The main contributions of this paper are summarized as follows:

— We propose a distributed traffic analysis architecture, edge computing based
traffic analysis system, which can save the bandwidth resources and protect
users’ privacy from being inferred by malicious service providers.

— In order to solve the problem of poor computing power and low storage capac-
ities of edge nodes, we use a novel and lightweight neural network structure
(broad learning system) to analyze traffic data, which has fast training speed
and can support incremental learning.

— We implement our system on the Raspberry Pi and perform comprehensive
experiments using real-world dataset to validate its performance.

The rest of this paper is organized as follows. Related work about the traffic
analysis and the edge computing is introduced in Sect. 2. We briefly introduce the
broad learning system in Sect. 3. Section 4 presents the proposed edge computing
based traffic analysis system. We discuss the experimental evaluation in Sect. 5.
We conclude this paper in Sect. 6.

2 Related Work

In this section, we will introduce the existing works with respect to the traffic
analysis and explain their disadvantages under the environment with diverse
traffic-intensive applications in detail.

2.1 Traffic Analysis

Traffic analysis plays an important role in providing better services by service
providers. Nowadays, traffic analysis has received wide attention from both the
academia and the industry [10,15]. Researchers have proposed many methods for
traffic classification, which can be classified as follows: port-based identification,
deep packet inspection, and machine learning. With the rapid development of
Internet services, the first two technologies have strong limitations, which has the
low accuracy when identifying varied traffic types. Therefore, machine learning
based methods have been widely used by the academia and the industry.

Machine learning based traffic classification methods [14] have a wide range of
applications in different fields. In [11], the authors proposed a traffic classification
method based on semi-supervised support vector machine (S-SVM) to accurately
identify a variety of network traffic. In [24], random forest was used to identify
smartphone apps by fingerprinting the network traffic. Besides, many machine
learning based methods are available for traffic classification. For instance, in [1],
the authors used six common algorithms, such as Linear Regression, Decision
Tree, and Multi-layer Perceptron, for malware traffic classification and compared
their performances when confronted with real network data.

However, these methods are executed on the cloud, which need to upload all
traffic to the server and consume large amounts of precious bandwidth resources.
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In addition to wasting resources, uploading traffic to the cloud will also cause the
leakage of users’ privacy. In [7], the authors pointed out that users’ privacy can
be inferred by executing traffic analysis even in the case of encryption. Therefore,
in this paper, we propose a novel distributed architecture with the help of edge
computing to ensure that traffic data is analyzed at the edge node which is
trustworthy to users. Furthermore, edge node always has the poor computing
power and low storage capacity, which cannot directly deploy traditional machine
learning based methods because these methods need to retrain all data when
model updating. Deep learning based traffic analysis methods [23] can save and
update the trained model in an incremental way. However, due to the complexity
of the deep structure, it costs more time. Therefore, we use a lightweight neural
network structure, broad learning system, to train the traffic data on the edge
node in this paper.

2.2 Edge Computing

As users have higher requirements for lower latency, lower bandwidth consump-
tion, and higher security and privacy, cloud services cannot meet their require-
ments. Therefore, edge computing is proposed as a promising way to assist cloud
to achieve these requirements [13,20,25]. Generally speaking, edge computing
means offloading some tasks that are previously carried out on the cloud to the
devices that are close to the user side [21]. In some classic edge computing sce-
narios, such as Vehicular Network, Smart Home, Body Things, and other IoT
scenarios, the edge nodes refer to the Road Side Unit (RSU), Hub (Gateway),
smartphone, and WiFi access point, which always have little computing and
storage capacities. By combining edge computing and cloud computing, service
providers not only can meet the requirements of large-scale data processing, but
also meet the needs of real-time [12].

The classic edge computing based architecture is comprised of the following
three layers [8]: Cloud layer, Edge layer, and User layer. In this architecture,
the users send the data to the edge node, rather than the cloud. And the edge
node performs data processing tasks, which can provide the real-time services
and reduce the burden of the server. After completing the data processing, the
edge node sends the results to the cloud.

3 Preliminary Knowledge

In order to meet the characteristics of the poor computing power and low storage
capacity of the edge node, we utilize broad learning system [4], a novel and
lightweight neural network structure, which has fast training speed and does not
need to retrain all data when regularly updating the trained model.

Broad learning system (BLS) is developed with fewer parameters and the
training speed can be faster due to its flat network structure, which is com-
posed of input layer, feature nodes/enhancement nodes, and output layer. The
standard structure of BLS is shown in Fig. 1: Firstly, the mapped features are
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Fig. 1. The architecture of the broad learning system

extracted from the original data to generate the feature nodes. Then through
the activation functions which can be either nonlinear or linear, the feature
nodes are enhanced into enhancement nodes. The connections of all the feature
nodes and the enhancement nodes are used to generate the output through the
pseudoinverse.

We set Iy and K% as the m groups of feature mapping nodes and n groups
of enhancement nodes of the initial network respectively, where X represents the
initial input. These nodes can be generated by the following way:

IF = [p(X Act +0e1), oy 9(X Acr + )] (1)
K% = [X(UI% Ap1 + 0n1), s X(T% Anin + Onn)] 2)

where Ag;,0qi, ¢ are the random weights, bias and activation function of fea-
ture nodes, and Ay;, 0y;, x are corresponding parameters of enhancement nodes.
According to these generated nodes, we can compute the weights W " =
(IP|K%)"TY, where (I'?|K'%)" is the pseudoinverse of the matrix (/¢|K%) and
Y is the label of the input data.

In traffic analysis scenarios, we need to update traffic classification model fre-
quently. BLS with incremental learning can meet this requirement in a resource-
saving way. Introducing incremental learning into BLS is a good option which
can avoid retaining all traffic data. When new traffic data comes into the trained
model, the output-layer weights of the network can be updated without retrain-
ing the network model. What’s more, how to update the network model is illus-
trated as follows.
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Fig. 2. Edge computing based traffic analysis system

When new data Z inputs, the corresponding feature nodes /7' and enhance-
ment nodes K% can be calculated using the same way as the Egs. (1) and (2).
The new weights of the BLS model can be updated by the dynamic stepwise
updating algorithm based on the previous weights W,*:

wir = Wi+ B(Y: — (IZ 1K) W) (3)
where Y, is the label of the new data Z. Note that,

g @O if C #0
~\UBIER)*D(I+DTD)", i C = 0

where CT = (Ig|K3) — DT(I|K%), and DT = (Ig|K3)(I2|K%)".

4 System Design and Implementation

In this section, we will introduce the proposed edge computing based traffic
analysis system from the perspective of its architecture and the concrete training
process.

4.1 System Design

To thwart the problems that cannot be solved by the cloud computing (saving
bandwidth resources) and protect users’ data privacy, we propose a distributed
traffic analysis system with the help of edge computing and use a novel and
lightweight network structure to train the traffic data, which can better fit the
edge computing based architecture. As shown in Fig. 2, the proposed edge com-
puting based traffic analysis system is mainly composed of two stages: basic
classification model training on the cloud and the model updating on the edge
node, which are designed to reduce the bandwidth resources and protect users’
privacy from being inferred by malicious service providers without affecting the
classification results.
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Algorithm 1. Basic Model Training

Input: Traffic Data X, Label Y, ., maptimes t1, enhencetimes ts, Batchsize g
Output: Trained Basic Model M

X' — PCA (X); X, , — Z-score (X');

// Feature Nodes I

for each i € [1,t1] do
Ap,g,0 — Random ();
Ik, — @(X;l,bAb,g + 0); //p is activation function
Injm — Add I, 43 // m=t1xg

end

// Enhancement Nodes K

for each i € [1,t2] do

A;%g,H/ — Random ();
K, — X(Ia,mA;n,g +6');//x is activation function
Ko — Add K, 4; // n=taxg

end

// Updating weight W

Pryyn,a — Pseuedoinverse (Io,m, Ka,n);

Wm+n,c — Pm+n,aYa,c§

M «— Save the Model (Wiin e, Pmtn,as Lam, Kan)

return M

Basic Model Training on the Cloud. Considering that the edge node usually
has poor computing power and low storage capacity, it is impossible to process
large amounts of traffic data for basic model training. Therefore, we use the
cloud to perform this task, which is the same as the current architecture. After
the basic model training, the cloud sends the basic model to the edge node, and
the edge node updates the trained model using the incremental learning, which
does not need to interact with the cloud.

In order to make broad learning system more suitable for the proposed archi-
tecture, we modify the basic broad learning algorithm. In our system, the cloud
performs the following two steps as shown in Algorithm 1: (1) Analyzing the
existing traffic data and generating the basic model. Our approach is not to
completely abandon the previous architecture, but to further optimize on the
basis of the existing architecture. Since the cloud has collected many traffic
data, we can reuse these data for basic model training instead of recollecting the
data, which can further save the bandwidth resources. Firstly, we use data reduc-
tion method, principal component analysis (PCA), to process these traffic data
and extract the important feature data (input data). Then feature nodes and
enhancement nodes can be generated based on the input data, random weights
and bias, and the activation function. By computing the pseudoinverse of the
feature nodes and enhancement nodes, we can obtain the final weights, which
constitute the trained model. (2) Saving the trained model and distributing it
to the edge nodes. In order to obtain the trained model which has a certain pre-
cision, the cloud can set the checkpoint. When the training accuracy reaches a
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threshold (the checkpoint), the training process is over. Then this model will be
distributed to the edge nodes. Note that, the training process on the cloud only
needs to be done once in an offline way when the traffic types do not change.
If the traffic types increase, the basic model needs to be retrained on the cloud.
However, the traffic types will not change for a long time and the retraining
process can be completed in an offline way, which has a negligible impact on the
system’s performance.

Algorithm 2. Incremental Learning on the Edge Node
Input: Basic Model M, New Traffic Z, Label Y.,
Output: The Updated Model M’

Win+tn,es Pm+n,as La,m, Ka,n < Load Basic Model M
7' — PCA (2); 2, « Z-score (2');

// Feature Nodes I’

I;, ., < Use the same method as Algorithm 1

// Enhancement Nodes K’

K;, ,, < Use the same method as Algorithm 1

// Calculate B

DY = (L K ) Prinas

Clh i = Ly VKL )= DY (Iaim| Kaon);

a ,m+n

,C

if C, ., . !=0then
‘ B, . < Pseuedoinverse (CaT,’ern);
end
else
| Boina — PrinaD, o (DL D, o+ diag(a)).D)
end

// Updating weight W
Wm+n,c — Wm+n,c + Bm+n,a/( ,a/,c /YH)ijtn,c);

Pm+n,a+a/ — ((Pern,a - Bm+n,a/ ‘Dzﬂ',a”Bm-&-n,a/ )’
return M’

- (Il/l/ m |K/

a

Model Updating on the Edge Node. To save the precious bandwidth
resources and protect users’ data privacy, we change the current system and
adopt the edge computing based traffic analysis system. In our system, the edge
nodes refer to the devices between the user side and the cloud, which are close
to the users’ device and can be controlled by the users instead of the service
providers. In our scenario, the common edge nodes refer to the WiFi access
point, router, hub, and switch devices. Usually, the edge nodes have poor com-
puting power and lower storage capacity. Therefore, it is reasonable to deploy
the lightweight machine learning on the edge node.

After receiving the trained model from the cloud, the edge node loads this
model and continues to train the model by the way of incremental learning.
The concrete algorithm is shown in Algorithm 2. The edge node does not need
to process previous data, and it only needs to generate additional feature nodes
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and enhancement nodes for the new input data. Data preprocessing is completed
by principal component analysis and the generated method of the additional
feature nodes and enhancement nodes is the same as the Algorithm 1. These
newly generated nodes will be used to update the BLS model by the dynamic
stepwise updating algorithm. Through incremental learning, we can constantly
update the model and maintain the accuracy of the trained model.

Moreover, we use a specific scenario to show the operational process: The
network operator wants to block some types of traffic (e.g., video traffic) going
through their networks. Firstly, they construct the classification model based on
the broad learning algorithm on the server (Step 1: Basic model training on the
cloud). Then this model will be distributed to the edge nodes (such as gateway
in this scenario), which can be used to continue training on the edge node based
on the real-time incoming data (Step 2: Model updating on the edge node).
This model can be deployed on the edge nodes, and special types of data will
be blocked when they go through these edge nodes based on the classification
results.

4.2 Principal Component Analysis for Data Reduction

Although broad learning system can efficiently reduce the training time due to its
simple network structure, it is difficult to directly deploy the broad learning algo-
rithm on the devices with the limited performance. Fortunately, it can be realized
with the following step: Since the input data always has higher dimension, it will
inevitably take up a lot of training time if we directly input high-dimensional
data into the training algorithm. Therefore, instead of inputting all traffic data
into the training algorithm, we use data reduction method to process these traf-
fic data and extract the important features. Principal component analysis is a
common method for data reduction. It uses an orthogonal transformation to
convert the high-dimensional data, which can convert the correlated variables
into a set of linearly uncorrelated variables. We can set the suitable parameters
for principal component analysis, which will have a negligible influence to the
classification accuracy.

5 Evaluation

To evaluate the performance of the edge computing based traffic analysis system,
we implement our system on the classic devices, Raspberry Pi, and compare its
performance with other machine learning based method. In this paper, we use a
similar metric to other works on traffic analysis to evaluate the performance of
our system, which selects several classic traffic types [11]. We use massive data
packets which mainly contain the following traffic: Twitter, Youtube, Gmail,
Http, Instagram, Samba, and so on. The traffic data used in this paper is col-
lected by Wireshark, a classic network packet capture, which is saved as the
packet capture (pcap) file and can be analyzed by the standard libpcap library.
The pcap file is consist of the pcap header, a series of the packet header and the
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corresponding packet data. Especially, the packet header contains some meta-
data about the packet, including the packet length, timestamp, and a 32-bit link
layer type field, which needs to be removed when preprocessing data [10]. Note
that we only use the packet data for traffic classification.

In our experiment, we use 40% of traffic data for training the basic model
on the cloud. After the basic training, the trained model will be distributed to
the edge node for further training. Moreover, 40% of traffic data is used for
incremental learning on the edge node. In the process of incremental training,
we will assign these data to four training steps to evaluate the effectiveness of
the incremental learning. The model will be saved when each training step is
completed. Finally, the remaining 20% of the data is the test set.
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5.1 Prototype

For evaluating the effectiveness/efficiency of our proposed scheme, we have
deployed our scheme on the Raspberry Pi 3 Model B with a 64-bit quad-core
ARM-v8 CPU at 1.2 GHz and 1 GB of ARM memory. As a classic device, Rasp-
berry Pi has the similar computing and storage capabilities with the edge node
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that is defined in the paper [6,16,18]. Therefore, it is reasonable to evaluate the
proposed edge computing based traffic analysis system using this device.

The performance metrics in the experiments include training accuracy and
training time, which can be affected by the number of feature/enhancement
nodes. In our experiment, we evaluate the effect of the number of feature nodes
and the enhancement nodes by varying their numbers from 100 to 1500. For
comparison with other methods, we fix the number of feature nodes and the
enhancement nodes at 1000. The activation function is the commonly used func-
tions in machine learning, including sigmoid, tanh, relu, and orth.

5.2 Classification Performance

We deploy the proposed broad learning system model on the edge nodes, Rasp-
berry Pi 3 Model B, to evaluate its performance. Firstly, we will use the classi-
fication accuracy as the evaluation parameter. The number of the feature nodes
and enhancement nodes are the important factors affecting the classification
accuracy, which can be adjusted for obtaining accurate results. Note that, the
training time will grow with the increase of the number of these nodes. There-
fore, we should find a tradeoff between the training time and the accuracy by
choosing suitable number of nodes. Figure 3(a) shows the classification accuracy
of the basic model and the incremental model under different number of nodes.
From this figure, we can see that the accuracy of the trained model is signifi-
cantly improved on the basis of the basic model by incremental training of new
data.

In our experiment, we evaluate the effect of the number of feature nodes and
the enhancement nodes by varying their numbers from 100 to 1500. When we
set the value of both the feature nodes and the enhancement nodes to 1000,
the classification accuracy of the basic model and the incremental model are
85.5% and 98%. We can see that with the increase of the number of nodes,
the classification accuracy of the basic model and the incremental model will
significantly grow when these nodes are small. However, in the later stage, even
if the nodes continue to increase, the grow of the classification accuracy is limited.
That is, when the classification accuracy reaches a threshold, the increase of the
nodes does not work. Moreover, the increase of the nodes means the training
time will grow, as shown in Fig.3(b). As shown in this figure, although basic
model training takes a short time, the training time of the incremental learning
will significantly increase with the grow of the number of feature nodes/the
enhancement nodes. Therefore, we need set a reasonable parameter (such as
1000 or 1100) instead of increasing these nodes as many as possible.

5.3 Performance Comparison with Deep Learning

We compare the broad learning system based traffic classification model with
the deep learning based model, which is the most popular machine learning
method. Note that, in this paper we use the classic deep structure, Convolutional
Neural Network, which includes multiple convolutional layers and full-connected
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layers. Like the Broad learning system, CNN can also save the trained model
and continue to train the model by the way of incremental learning. Therefore,
we can use the same dataset and set the same parameters as the broad learning
system, which can provide a consistent environment for performance comparison.

In our setting, we construct a CNN model which contains four convolutional
layers and two full-connected layers. Data pre-processing uses the same steps as
the broad learning system, including the data visualization (38 x 38). When the
accuracy of the basic CNN model is consistent with the basic model of the broad
learning system, the basic CNN model is distributed to the same Raspberry
Pi for incremental learning. The training results are shown in Fig.4(a), where
1 =1,2,3,4 represents each incremental stage. This figure shows that these two
models have the similar training accuracy in each incremental stage. Then we
evaluate the training time of each incremental stage, and the results are shown
in Fig.4(b). From this figure we can see that our scheme only needs about 70%
of the training time of the CNN model, which can show the superiority of the
proposed model.

6 Conclusion

We propose a novel edge computing based traffic analysis system using broad
learning. In one hand, edge computing can provide a distributed architecture,
which can save the precious bandwidth resources and provide the safer service
environment. In the other hand, we use broad learning system to incrementally
train the traffic data, which is more suitable for the edge computing because it
can support incremental updates of models on the edge nodes without retraining
all data. We implement the edge computing based traffic analysis system on the
Raspberry Pi, and the experimental results show that our method has the faster
training speed compared with other neural network architecture.
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