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Abstract. This paper presents a novel methodology to detect the steganogra-
phy on the fixed codebook (FCB) of adaptive multi-rate (AMR) speech stream.
We have found that correlations of pulses are influenced by the steganographic
operation. Based on this, two categories of features are proposed to characterize
the pulse correlations, namely subframe-level pulse correlation based on self-
information and track-level pulse correlation based on mutual-information,
whose feature dimension is only 1/5 of the state of the art. The proposed method
employs the support vector machine as the classifier and is evaluated with a
large quantity of AMR speech samples. The experimental results demonstrate
that the propose method is effective and has a better detection performance than
the state of the arts.
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1 Introduction

Steganography is the art of covert communication by hiding secret information in
digital media, such as image [1, 2], text [3, 4], audio [5, 6] and video [7, 8]. To prevent
threats and damages caused by illegal uses of steganography, steganalysis, the coun-
termeasure of steganography, has attracted increasing attention from researchers, which
aims to detect the existence of secret information in digital media [9]. In recent years, as
the fast development of the Internet, Voice over Internet Protocol (VoIP) has become a
popular communication service over the Internet and mobile software, which drives
researches on the VolP-based steganography [10]. Compared with traditional carriers,
there are many advantages of VolP-based carriers, such as high steganographic band-
width, instantaneity and flexible steganographic length [11].

In VoIP service, speech signals are encoded by VoIP codecs into digital infor-
mation, which are then packetized, and transmission occurs as IP packets over the
Internet [12]. In general, there are three types of VoIP codecs: waveform codec, such as
ITU G.711; parametric codec, such as LPC-10; hybrid codec, such as adaptive multi-
rate (AMR) codec. Because the hybrid codec has a high compression ratio while
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keeping an acceptable speech quality, it is widely applied in VoIP scenarios. Moreover,
AMR is a popular format of spoken audio, which has a widespread application in
mobile devices. Therefore, AMR speech has become a hot spot of the VolP-based
steganography. To confront the challenges of the AMR-based steganography, the
steganalysis of AMR speech streams is conducted in this paper.

For AMR codec, there are three suitable embedding domains including linear
predictive coefficient (LPC) [13, 14], adaptive codebook (ACB) [15, 16], fixed code-
book (FCB) [17, 18]. Compared with LPC and ACB, FCB accounts for a larger
proportion in each frame, for example, the total bits of each frame for AMR narrow
bandwidth (AMR-NB) with 12.2 kbit/s mode are 244 bits, while the total bits of FCB
are 140 bits [19], which are more than a half. Furthermore, in AMR encoding process,
the structure of FCB is based on the interleaved single-pulse permutation (ISPP) design
and the search procedure of FCB is the depth-first tree. All the characteristics indicate
that the steganography on FCB can be high-capacity and slightly perceptible. Based on
this, there have been some steganographic methods on FCB, for example, Geiser and
Vary [17] proposed a steganography by confining the second pulse position in the same
track during the FCB search to create a covert channel, which can reach up to 2 kbit/s
bandwidth with AMR-NB at 12.2 kbit/s mode. Miao et al. [18] presented an adaptive
suboptimal pulse combination constrained method to embed secret information during
FCB search, which further introduced a steganographic factor to control the embedding
capacity.

In recent years, there have been some effective steganalysis methods to detect the
above steganographic algorithms, for example, Miao et al. [20] proposed two methods
to detect FCB-based steganography. One calculated the Markov transition probabilities
of pulse positions in the same track as steganalysis features. The other utilized the joint
entropy and conditional entropy to detect secret information. The experimental results
show that both methods can detect the Geiser’s [17] and Miao’s [18] steganography
methods, but the detection accuracy are not satisfied. Later, Ren et al. [21] studied the
FCB search strategy of steganography and found that there exists a difference of
the probability of the same pulse position between cover and steganographic samples.
The probabilities of the same pulse position in each track are applied as steganalysis
features whose dimension is only 7-dimension. Experiments show that Ren’s [21]
method outperforms Miao’s [20] method. Recently, Tian et al. [22] proposed another
effective detection method which has a better detection performance than Ren’s [21]
while the feature dimension is 498-dimension. In Tian’s method [22], the Markov
transition matrix of the pulse pairs in the same subframe and the joint probabilities of
the pulse pairs in different subframe are calculated as steganalysis features. Thought
Ren’s method [21] has a low feature dimension, the detection accuracy is not satisfied;
while Tian’s method [22] is better, the feature is relatively high. To cover the shortages
existing in the state of the arts [21, 22], we present a more accurate detection method
based on the support vector machine by employing the correlation of pulses to fully
capture the influence caused by steganography on FCB as the steganalysis features,
namely subframe-level pulse correlation based on self-information and track-level
pulse correlation based on mutual-information. The experimental results show that the
proposed method is able to detect the steganography methods on the FCB and
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outperforms the state of the arts. The main contributions of this paper can be concluded
as follow:

(1) This paper proposed two effective categories of steganalysis features. The pro-
posed features are only 100 dimensional, which is 1/5 of that of the state of the art;

(2) A support vector machine based steganalysis scheme is presented;

(3) The proposed steganalysis scheme outperforms the state of the arts.

The rest of this paper is organized as follows. Section 2 introduces the standard
encoding principle of the AMR codec, the steganography conducted AMR speech
streams and the state of arts for steganalysis. The proposed features are described in
Sect. 3. Section 4 presents the support vector machine based steganalysis method.
Experiments and analysis are shown in Sect. 5. Finally, concluding remarks are given
in Sect. 6.

2 Background and Related Work

This section first introduces the standard encoding principle of AMR codec, then
reviews the steganography methods [17, 18] conducted on the FCB, finally, presents
the state of the arts for steganalysis [21, 22].

2.1 Standard Encoding Principle of AMR Codec

The AMR codec [19] is a multi-mode codec which supports 8 narrow band encoding
modes with bit rates ranging from 4.75 kbit/s to 12.2 kbit/s and 9 wide band encoding
modes with bit rates between 6.6 kbit/s and 23.85 kbit/s. The encoding algorithm of
the AMR codec is algebraic code-excited linear prediction whose main functions can
be divided into three parts: LPC analysis, pitch delay search and FCB search. Because
this paper concentrates on the steganography for FCB, only the search strategy of FCB
is illuminated, which takes AMR-NB with 12.2 kbit/s mode as the example.

There are 10 non-zeros pulses in the innovation vector, where all the pulses have
two amplitudes +1 or —1. In each subframe, there are 40 positions, which are divided
into 5 tracks and each track locates two pulses as shown in Table 1. The FCB search
aims at minimizing the mean square error between the weighted input speech and the
weighted synthesized speech. Let b(n) be the presetting amplitudes which is the sum of
the normalized d(n) vector and normalized long-term prediction residual res; 7p(n):

Table 1. The FCB structure of AMR-NB with 12.2 kbit/s.

Track | Pulse | Position

0 io, is |0, 5, 10, 15, 20, 25, 30, 35
1 i, ig | 1,6, 11, 16, 21, 26, 31, 36
2 i, i7 |2,7,12, 17, 22, 27, 32, 37
3 is, ig |3, 8, 13, 18, 23, 28, 33, 38
4 is, 9 | 4,9, 14, 19, 24, 29, 34, 39
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The pulse positions with the maximum absolute values of b(n) are searched firstly
for five tracks, then the global maximum value for all pulse positions is selected as the
position of the first pulse i,. Next, four iterations are conducted. The position of pulse i; is
set to the local maximum of each track in each iteration. The pulse pairs {i5, i3}, {is, is},
{i¢, 17} and {ig, iy} are searched by sequentially searching in the nested loops. All the pulse
starting positions except iy are cyclically shifted in each iteration. Therefore, the pulse
pairs are altered, and the pulse 7, is located a local maximum of a different track. The
remain pulses are searched for the other positions in the tracks. There exists at least one
pulse in the position corresponding to the global maximum and one pulse in position
corresponding to one of the 4 local maxima.

b(n) (1)

2.2 AMR-Based Steganography

Due to the FCB search is based on the depth-first tree, only a small subset of suitable
positions is searched, which leads to a suboptimal codebook. Therefore, it is possible to
modify the pulse position with an imperceptible degradation on speech quality to
hiding information. The AMR-based steganographic algorithms [17, 18] embed secret
information by modifying the FCB search strategy based on the above characteristics.

Geiser and Vary [17] proposed a steganography which restricted the admissible
position of the second pulse in each track of AMR-NB with 12.2 kbit/s mode. In
Geiser’s method, 2 bits secret information is embedding in each track and the pules
positions of is, ..., iy are selected two out of 8 possible values. Denote i, and i,,5 as the
first and the second pulse position in the same track respectively and (m);; as the bits at
position i and j of the secret information m in binary representation. The restricted rule
of can be expressed as

g (g(L%J) & (m)Zt,2l+l) S+t

4 ; )
g (g(LZEIJ) ® (M) 241 +4) 5+t
where g and g~ are Gray encoding and decoding by table lookup; “@®” is the bitwise
exclusive disjunction (XOR); |x| is the round down function. At the receiver end, the
secret information is extracted by

= () e

Miao et al. [18] present another steganography to embed secret information in
AMR speech by searching a suboptimal codevector to replace the cover one. Assume
m, as the secret information to be embedded and p;; is the i-th pulse in the #-th track.
The restricted rule of Miao’s method is defined as follow
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where g is Gray encoding by table lookup; N is the number of tracks; L, is the number
of non-zero pulses in track t; # is the embedding factor to control the embedding bits.
Particularly, for AMR-NB with 12.2 kbit/s mode, # is usually set as 1, 2, 4. At the
receiver end, the secret information is extracted by calculating Eq. (4) again.

2.3 The State of the Arts for AMR-Based Steganalysis

There have been some effective steganalysis methods to detect steganography on
FCB of AMR speech streams. In this section, two of the best detection methods are
introduced.

Ren et al. [21] presented a low dimension steganalysis based on the probabilities of
same pulse positions. In the work, Ren et al. analyzed the impact of steganography on
the pulse conditional probability in the #-th track (PCP;), which is calculated by

Ny

PCP,(i.j) Z (alf 1) = i, 1) =), (5)

=1

where i, j are the possible positions and follow 0 < 7,j < N, — 1; N, is the number of
subframes; f is the label of subframe and follows 0 < f < Ng; i, and i}, are the first
and the second non-zero pulse position respectively. 6(R) is defined as

1, Ristrue

o(R) = {0, elsie ’ (6)

It is observed that PCP, (i, i), the probabilities of two pulses in the same position, are
distinguishing between steganographic samples and cover samples. Therefore, in Ren’s
method, the average of PCP, (i, i) in all tracks are employed as steganalysis features.

However, if the steganography avoids modifying the pulse in the same positions,
Ren’s method [21] will be invalid. Motivated by the shortcoming of Ren’s method,
Tian et al. [22] proposed more complete features including long-term features of pulse
pairs (LTFS), short-term features of pulse pairs (STFS) and track to track correlation
features (TTFES). The LTFS is the probability distributions of the pulse pairs, which is
given by

vaol (5(171‘,1‘ =X5Dij+T = )’) | 5(Pi,j =VDPij+T = x))

P p—
(x,y) . ,

(7)

where Nj is the same as Eq. (5); (p;;, pij+7) is the pulse pair for the j-th track in the i-th
subframe. The STFS is the Markov transition matrix (MTM) of the pulse pairs of a
track in the same subframe. Let p (@, b) | (¢, d)) be the probability that the pulse pair
(c, d) is followed by (a, b), so the MTM in the i-th track is described below
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where R is the number of all potential pulse-position pairs for i-th track.
The TTES is the joint probability matrix of pulse pairs, which can be written as

P(uio,uip)  Pluio,uin) -+ Pluig—1,uig—1)
P(uiy, u;
Ji,j — (Mz,b ul,O) ) (9)
P(uig—1,ui0) e o P(uig—1,uig-1)

Although Tian’s method [22] has a better detection performance, the feature dimension
is quite high (498-dimensional). Given the shortcomings of the-state-of-the-art ste-
ganalysis methods, we present a high accurate detection method with a reasonable
feature dimension.

3 The Proposed Steganalysis Features

In this section, we will introduce the proposed steganalysis features which include two
categories: the subframe-level pulse correlation (SPC) based on self-information and
the track-level pulse correlation (TPC) based on mutual information.

3.1 The Subframe-Pulses Features Based on Self-information

For AMR-NB with 12.2 kbit/s mode, each frame is divided into four subframes and in
each subframe, there are 10 pulses. For the standard principle, the pulse pairs search
order in a same subframe is: {iy, i1}, {i2, i3}, {i4, i5}, {is, i7} and {ig, i} as the blue line
in Fig. 1 while for steganography, the search order is: {iy, is}, {i1, ic}, {i2, i7}, {i3, ig}
and {i4, i} as the red line in Fig. 1.

The steganography modifies the search strategy of the pulse pairs in the subframe,
and the encoding process is successive which means the latter pulse is related to the
former pulse. Thus, the short-term stability of speech is destroyed by the stegano-
graphic operation. Therefore, the correlation among the pulses in the same subframe is
affected by steganography. To describe the correlation of pulses in the same subframe,
the SPC is calculated as steganalysis feature by the following equation:

S (00 = 1) & 6l = v)) || (50 = ¥) & 6 (s =X)))>
c? ’

H(x’y) = —10g2<

(10)
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Fig. 1. The search strategy of pulse pairs between standard and steganographic principle. (Color
figure online)

where L is the total of the pulse in a subframe; /; is the i-th pulse in the subframe; x,
y are the pulse positions. For AMR-NB 12.2 kbit/s mode, L = 10 and x, y € [0, 7]. In
steganalysis, the average SPC of all the subframe are applied as the steganalysis feature
whose dimension is 36-D.

The comparison of SPC value between cover and steganographic sample is shown
in Fig. 2. From Fig. 2 we can learn that (1) for both cover and steganographic sample,
the SPC values are larger in different pulse positions than those in the same pulse
positions; (2) the SPC values are influenced by steganography and the changes of SPC
values in different pulse positions are more significant than those in the same pulse
position.

- Cover
N stego

SPC

SN O =N OIS NN TGN TNSH TN S NS\ o

eSS S S S S N NN N A N e e e o o < F <F F U0 S ST

Pulse Pairs

Fig. 2. The comparison of SPC between cover sample and steganographic sample at embedding
rate of 100%

3.2 The Track-Pulses Features Based on Mutual Information

The SPC indicates the correlation of all the pulses in the subframe, while the
steganography algorithms are implemented by modifying the second pulse position in
the same track. To get the more precise correlation of the pulse pair in the same track,
the TPC are proposed to capture the influence on the pulse pair in the same track.
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Mutual information [23] or transformation can measure the amount of information
from one variable by observing another variable. Because the second pulse in the same
track is modified to embed the secret information, the mutual information between the
pulse pair in the same track will be influenced. The TPC is given by the following
equation:

I(x.3) = p(x,3) log, (p%) (1)

where x, y are the first pulse position and the second pulse position in the same track;
p(x), p(y) are the marginal probability distribution of x, y respectively; p(x, y) is the

0.01

0.005

TPC

-0.005

(a) TPC of cover sample

0.01

0.005

TPC

-0.005

(b) TPC of steganographic sample

Fig. 3. The comparison of TPC between cover samples and steganographic sample at
embedding rate of 100%.
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joint probability distribution of x and y. Similarly, the average of TPC of all track is
employed in steganalysis whose dimension is 64.

The comparison of TPC between cover sample and steganographic sample is
shown in Fig. 3, from which it can be concluded that the distribution of TPC of
steganographic sample is more even than that of cover sample.

Thus, the proposed features include SPC with 36-dimensional and TPC with
64-dimensional, whose feature dimension is 100-dimensional. The proposed feature
dimension is only 1/5 of Tian’s feature dimension.

4 Steganalysis Scheme Based on Support Vector Machine

In this section, we present a steganalysis model based on support vector machine
[24] (SVM), which contains a training process and detection process. Specifically, the
training process consists of the following three steps:

Step 1: Samples preparation. Collect a quantity of speech samples and encoded
them with the AMR codec and conduct steganography on them at different
embedding rates.

Step 2: Features extraction. Extract the proposed features in Sect. 3 from both
cover samples and steganographic samples.

Step 3: Model training. Train the SVM model with the features extracted in Step 2.

Similarly, the detection process includes two steps:

Step 1: Feature extraction. Extract the proposed features from the samples to be
detected.

Step 2: Detection. Input the extracted features into the trained SVM and make
detection decision according to the output of the model.

5 Experiments and Analysis

5.1 Experimental Setup

To evaluate the experimental without loss generality, we collect 4000 speech samples
with length of ten second as the dataset, and all the samples are encoded with AMR-NB
12.2 kbit/s mode. There are four steganography methods are detected in the ste-
ganalysis experiments, including Geiser’s method [17] and Miao’s methods with = 1,
2, 4 [18]. All the detection methods are implemented on Python 3.6 with sklearn.svm
[25]. Moreover, accuracy (ACC), false positive rate (FPR) and false negative rate
(FNR) are employed as the metrics in the steganalysis experiment.

5.2 Detection Performance and Analysis

The steganalysis experiments for ten second samples at different rates (from 0.1 to 1.0)
are conducted in this section, and we compare the proposed method with the state of
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the arts [21, 22]. In each steganalysis experiment, half samples are used to trained the
model and the remained samples are employed as the test set to evaluate the detection
performance for each steganography. The experimental results are listed from Table 2,
3,4 and 5.

Table 2. Detection performance for Geiser’s method [17].

Embedding rate | Ren’s method [21] Tian’s method [22] The proposed method
ACC |FPR |FNR |ACC |FPR |FNR |ACC |FPR |FNR
10% 0.5690 | 0.4460 | 0.4160 | 0.5703 | 0.4585 | 0.4010 | 0.6212 | 0.3775 | 0.3800
20% 0.6623 | 0.3805 | 0.2950 | 0.7120 | 0.3055 | 0.2705 | 0.7302 | 0.2650 | 0.2745
30% 0.737810.3115 | 0.2130 | 0.8260 | 0.1820 | 0.1660 | 0.8455 | 0.1420 | 0.1670
40% 0.8103 | 0.2260 | 0.1535 | 0.9020 | 0.1050 | 0.0910 | 0.9137 | 0.0750 | 0.0975
50% 0.8692 | 0.1480 | 0.1135 | 0.9523 | 0.0425 [ 0.0530 | 0.9550 | 0.0415 | 0.0485
60% 0.9035{0.1105 | 0.0825 | 0.9762 | 0.0245 | 0.0230 | 0.9722 | 0.0250 | 0.0305
70% 0.9340 | 0.0820 | 0.0500 | 0.9850 | 0.0145 [ 0.0155 | 0.9858 | 0.0140 | 0.0145
80% 0.9453 | 0.0600 | 0.0495 | 0.9942 | 0.0065 | 0.0050 | 0.9935 | 0.0045 | 0.0085
90% 0.9553{0.0500 | 0.0395 | 0.9958 | 0.0040 | 0.0045 | 0.9968 | 0.0030 | 0.0035
100% 0.9655 | 0.0405 | 0.0285 | 0.9972 | 0.0025 | 0.0030 | 0.9988 | 0.0015 | 0.0010

Table 3. Detection performance for Miao’s method with n = 1 [18].

Embedding rate | Ren’s method [21] Tian’s method [22] The proposed method
ACC |FPR |FNR |ACC ' FPR |FNR |ACC |FPR |ENR
10% 0.528810.5070 | 0.4355 | 0.5350 | 0.4645 | 0.4655 | 0.5537 | 0.4590 | 0.4335
20% 0.5715|0.4700 | 0.3870 | 0.5998 | 0.4010 | 0.3995 | 0.6415 | 0.3580 | 0.3590
30% 0.5887{0.4130 | 0.4095 | 0.6937 | 0.3125 [ 0.3000 | 0.7208 | 0.2860 | 0.2725
40% 0.644510.3955 | 0.3155 | 0.7520 | 0.2440 | 0.2520 | 0.7947 | 0.2045 | 0.2060
50% 0.683510.3515 | 0.2815 1 0.8193 | 0.1820 | 0.1795 | 0.8472 | 0.1515 | 0.1540
60% 0.7228 | 0.3220 | 0.2325 | 0.8748 | 0.1295 | 0.1210 | 0.8965 | 0.0975 | 0.1095
70% 0.7515]0.2730 | 0.2240 1 0.9115 | 0.0890 | 0.0880 | 0.9325 | 0.0640 | 0.0710
80% 0.7967 | 0.2335 [ 0.1730 | 0.9440 | 0.0515 | 0.0605 | 0.9540 | 0.0415 | 0.0505
90% 0.8263 | 0.2000 | 0.1475 | 0.9647 | 0.0350 | 0.0355 | 0.9720 | 0.0215 | 0.0345
100% 0.8538{0.1740 | 0.1185 1 0.9792 | 0.0225 [ 0.0190 | 0.9782 | 0.0175 | 0.0260

From the above tables, we can reach the following conclusions. Firstly, for each
detection method, the detect accuracy is proportionate to the embedding rate while the
FPR and FNR decrease according to the rise of embedding rate. Secondly, the detection
performances for Miao’s method n = 4 are better than the others, while detection
performances for Miao’s method # = 1 are the worst, which may be that the Miao’s
method # = 4 modifies the most pulse position and Miao’s method # = 1 modifies the
least pulse position. Thirdly, the proposed method outperforms the state of the arts
especially at the low embedding rates. For Geiser’s method, the proposed method
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Table 4. Detection performance for Miao’s method with n = 2 [18].

Embedding rate | Ren’s method [21] Tian’s method [22] The proposed method
ACC |FPR |FNR |ACC |FPR |FNR |ACC |FPR |FNR
10% 0.5735|0.4545 |1 0.3985 | 0.5805 | 0.4360 | 0.4030 | 0.6155 | 0.3895 | 0.3795
20% 0.6583]0.3865 | 0.2970 | 0.7175 | 0.2975 | 0.2675 | 0.7458 | 0.2410 | 0.2675
30% 0.7418{0.3060 | 0.2105 | 0.8220 | 0.1785 [ 0.1775 | 0.8470 | 0.1445 | 0.1615
40% 0.8103 | 0.2230 | 0.1565 | 0.9055 | 0.0920 | 0.0970 | 0.9150 | 0.0830 | 0.0870
50% 0.8705|0.1460 | 0.1130 1 0.9525 | 0.0540 | 0.0410 | 0.9510 | 0.0420 | 0.0560
60% 0.9077 | 0.0995 | 0.0850 | 0.9755 | 0.0240 | 0.0250 | 0.9725 | 0.0220 | 0.0330
70% 0.9380{0.0720 | 0.0520 | 0.9868 | 0.0125 [ 0.0140 | 0.9872 | 0.0110 | 0.0145
80% 0.9470 | 0.0590 | 0.0470 | 0.9930 | 0.0060 | 0.0080 | 0.9918 | 0.0085 | 0.0080
90% 0.9515{0.0535 | 0.0435 | 0.9952 | 0.0030 | 0.0065 | 0.9968 | 0.0030 | 0.0035
100% 0.9643 | 0.0395 | 0.0320 | 0.9978 | 0.0020 | 0.0025 | 0.9988 | 0.0020 | 0.0005

Table 5. Detection performance for Miao’s method with n = 4 [18].

Embedding rate | Ren’s method [21] Tian’s method [22] The proposed method
ACC |FPR |FNR |ACC |FPR |FNR |ACC |FPR |FNR
10% 0.6262 | 0.4130 | 0.3345 | 0.6470 | 0.3575 | 0.3485 | 0.6847 | 0.3240 | 0.3065
20% 0.7610{0.2890 | 0.1890 | 0.8270 | 0.1890 | 0.1570 | 0.8353 | 0.1665 | 0.1630
30% 0.8672|0.1480 | 0.1175 1 0.9240 | 0.0770 | 0.0750 | 0.9253 | 0.0705 | 0.0790
40% 0.9300 | 0.0820 | 0.0580 | 0.9725 | 0.0250 | 0.0300 | 0.9722 | 0.0255 | 0.0300
50% 0.9600 | 0.0460 | 0.0340 | 0.9880 | 0.0130 | 0.0110 | 0.9882 | 0.0105 | 0.0130
60% 0.9673 | 0.0330 | 0.0325 1 0.9938 | 0.0070 | 0.0055 | 0.9950 | 0.0050 | 0.0050
70% 0.9792 | 0.0225 | 0.0190 | 0.9960 | 0.0035 | 0.0045 | 0.9980 | 0.0015 | 0.0025
80% 0.9852{0.0150 | 0.0145 1 0.9988 | 0.0020 | 0.0005 | 0.9982 | 0.0015 | 0.0020
90% 0.9900 | 0.0120 | 0.0080 | 0.9992 | 0.0005 | 0.0010 | 0.9995 | 0.0005 | 0.0005
100% 0.9930 | 0.0075 | 0.0065 | 1.0000 | 0.0000 | 0.0000 | 1.0000 | 0.0000 | 0.0000

reaches over 60% accuracy when the embedding rate is only 10%, nearly the accuracy
achieves more than 70% for Miao’s method # = 4 at the same embedding rates, which
indicates that although the proposed method has a low feature dimension the ste-
ganalysis is more effective than that of the state of the art.

6 Conclusion and Future Work

In this paper, the detection of AMR-based steganography on FCB is researched. The
correlations among the pulse positions in the same subframe and in the same track are
explored firstly and the self-information of the pulse-pair combinations in the same
subframe and the mutual information of the two pulse in the same track are proposed
to describe the correlation of pulse-position difference completely. Then, the two
kind of features are applied as steganalysis features, whose feature dimension is only
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100-dimensional. We proposed an SVM-based steganalysis scheme with the proposed
features. The experimental results show that the detection performance of the proposed
method is better than the state-of-the-art methods. In the future, we will try to employed
some strategies to enhance the detection performance at low embedding rates.
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