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Abstract. Various services of Internet of Things (IoT) require flexible network
deployment to guarantee different quality of services (QoS). Aiming at the
problem of service function chain deployment, in this paper, we propose the
combination of NFV and SDN to optimize resources. Considering forwarding
cost and traffic load balance, a joint optimization model of virtual network
function (VNF) placement and service function chain routing is given and is
proved to be NP-Hard. In order to solve this model, we propose two heuristic
algorithms. One is the service function chain deployment algorithm of First
Routing Then Placing (FRTP) and the other is the Placing Followed by Routing
(PFBR) based on node priority. Simulation results show that the former can
reduce forwarding times and bandwidth consumption than the latter. And PFBR
algorithm outperforms in balancing network traffic load and improving the
acceptance ratio of the chain requests compared with other algorithms.

Keywords: IoT - VNF - Service function chain deployment - Node priority -
Load balance

1 Introduction

With the development of the Internet of Things, the demands of various services are
increasingly diversified [1]. For example, the ideal latency for Internet of Vehicles is
almost zero; it is necessary to control the lowest packet loss and ultra-low latency in
industrial manufacturing; the mobile video surveillance networks need higher
bandwidth.

To satisfy those distinct QoS requirements simultaneously, Software Defined
Networking (SDN) could offer smart routing and scheduling solutions. Network
Function Virtualization (NFV) uses virtualization to eliminate dependencies on
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dedicated hardware and consolidates different types of network devices onto industry-
standard and high-capacity servers, switches or storage [2], which reduces costs of
network equipment meanwhile enhancing the sharing capacity of network resources
and quality of service. And virtualization in the form of network slicing could be used
to isolate IoT use-cases with conflicting requirements.

Although the combination of SDN and NFV is expected to meet the diversified
demands of services of the Internet of Things, NFV abstracts and finely decomposes
network services, making its components more complex. The service function chain
(Service Function Chain, SFC) deployment is the key challenge. Due to its large size of
services and high dynamic network load, the complex service-driven dynamic network
construction mechanism of Internet of Things is a challenge for both the current and
future network. The existing dedicated network faces severe defects such as stiff net-
work architecture, unreasonable function plane partitioning and difficulty in network
upgrades and maintenance, which makes it hard to cope with the ever-changing
requirements of the Internet of Things.

For the resource allocation of NFV, the authors of [3] propose a comprehensive
cost model to meet the needs of users and achieve the lowest cost. Moens et al. consider
the scenario where physical network functions and virtual network functions coexist
[4], then decide what kind of the functions to be placed to make full use of the physical
and virtual resources. Reference [5] uses graph theory to solve the problem of resource
allocation in NFV, where network functions and servers (with multiple virtual
machines) are regarded as two disjoint subsets in a bipartite graph. The resource
utilization and the bandwidth utilization are weighed with the coefficients so as to
achieve load balancing in the network [6]. Nam et al. [7] introduce the NFV to the radio
access network. It is possible to allocate nearby base stations to obtain a lower latency
experience. NFV is extended to the radio access section [8], and the main drawback is
that each function can only be deployed once, and be placed on different nodes, which,
to some extent, introduces link latency. Reference [9] locates the scene in the enterprise
network, and it is committed to reducing the total cost of deploying virtual network
functions. In order to implement service chain deployment, [10] considers sharing
virtual network functions among service chains (SCs) and avoiding bandwidth con-
sumption by deploying adjacent VNFs in one node. Reference [11] aims at minimizing
NFV nodes as an optimization target for the VNFs sharing of multiple SFCs.

Although an increasing number of the researches on NFV resource allocation and
SDN routing strategies, there are still many areas need to be improved. For example, in
most researches, VNFs required by service function chains merely occupy a single kind
of resource, and almost do not consider the case where multi-dimensional resources
such as computation and storage are needed at the same time. In addition, some papers
focus on one aspect of NFV resource allocation or SDN routing strategies, resulting in
local optimal solution. How to coordinate the relationship between them deserves
further study.

In this context, this paper studies the resource allocation method of NFV and SDN
in dynamic service network. According to the dynamic changes of network status and
service characteristics, a joint optimization model is proposed to determine the resource
allocation and routing strategies of service-driven optimal transmission performance. In
order to facilitate the optimization model, we propose two heuristic algorithms



A Novel Resource Optimization Algorithm for Dynamic Networks 285

according to the order of VNFs placement and service flow routing. One is the service
function chain deployment algorithm of First Routing Then Placing (FRTP) and the
other is the Placing Followed by Routing (PFBR) based on node priority. The former is
more focused on reducing forwarding times and bandwidth consumption than the latter.
And PFBR algorithm outperforms in balancing network traffic load and improving the
acceptance ratio of the chain requests compared with other algorithms.

The rest of this paper is organized as follows. Section 2 describes the problem of
deployment of service function chain. In Sect. 3, a joint optimization model of virtual
network function placement and service function chain routing is given. We present our
solutions in Sect. 4. In Sect. 5, we validate the algorithms and discuss the results.
Section 6 concludes the paper.

2 System Description

In this paper we assume that the service function chain deployment involves two
aspects. In one aspect, we place a series of virtual network functions on the NFV
enabled nodes to meet user-customized network services. And the other is that, the
paths are selected according to the demands of service function chain until a complete
end-to-end service path is formed.

In order to perform the resource allocation of the service function chains, we model
the physical network as a undirected graph denoted by G = (V,E), where V =
{vuln =1,2,...,N} represents the set of nodes and E is the set of the links. Resource
capacity of each node is C’ and is associated with its type ¢ € T (e.g., computing,
storage and so on). To be noted that if C!, > 0,7 € T, the node v, can host different
VNFs unless its capacity is less than the demand of VNFs. Otherwise, the node v, only
be able to forward packets. Each link e € E is associated with a bandwidth capacity B,.

There are many kinds of VNFs, f; represents the x_th kind in the VNF set
F={f]x=1,2,...,X}. The resource demands of f, is C%,r € T. Service function
chain is composed by a series of VNFs and need to be traversed in particular order.
Suppose there are a total of K service function chains in a period of time, the set of
which can be expressed as S = {S¥|k = 1,2,...,K}. For S, it contains source node,
destination node and a series of VNFs and can be expressed as N* = {s fk £& . K|
fn’j €F,df }, where m = 0 and m = M + 1 represents the source and destination node
respectively. Then, the set of neighbor nodes of ,f‘l are represented as n*(m), which
indicates the adjacent virtual functions of f%.

And EF = {(s5,£5), (FK,£5), o (FK 1 f8), (FK, @)} describes the logical link set.
Suppose that the QoS of S* can be represented by r*, the demand of bandwidth. In
addition, ¢* . € {0,1} is introduced in our model. It implies whether the kind of £* in

S* is f. and hence its resource requirement is indicated as > q’fnx CiteT, T=
xeX

{computing, storage,...}.

As shown in Fig. 1, the service function chain requires five VNFs. On the one
hand, five virtual network functions are assigned at physical node 1, 2, 3, 4, 3. On the
other hand, the computed path by the controller is (s,1)—(1,2)—(2,3)—(3,5)—(5.4)—
(4,3)—(3.t). Both of the two aspects represent resource allocation and link mapping in
one service function chain.
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Fig. 1. Resource allocation and link mapping in one service function chain

As a consequence, we define several sets of variables to indicate above process.
The first is a’fn (n), and it equals 1 if f,’,‘l in S¥ is placed on node v, and 0 otherwise. The
next is [ (n1,ny), and it equals 1 when the logical link (m;,m,) € E* of S* is routed
by the path p from node n; to ny, where p € P(ny,ny) and P(n;,n,) is the link set
between node n; and n,. The last is q)k € {0, 1}, it equals 1 if the Sk is accepted, and 0

otherwise. Furthermore, if ¢*=0, then > @ (n)=0and Y. K2 (n1,np)=0.

myny
neN pEP(n1,n2)

3 Service Function Chain Deployment

The service function chain is regard as a form of service. From the user’s point of view,
the key is real-time response. But from long-term of network operation, it is essential to
improve resource utilization. Accordingly, the optimization goal of this paper consists
of two aspects. One is to minimize the total forwarding costs of service function chains
as (1). It is related to forwarding times and bandwidth requirements. And the other is to
balance the traffic load as much as possible. We use the degree of load balancing to
measure the maximum link utilization in the network and they are represented as (2)
and (3) respectively. The lower degree of load balancing is, the more balanceable the
traffic loads are.

It should be noted that if the request is not deployed, the total forwarding cost and
the link utilization are lower. However, which cannot satisfy their needs. Penalty
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functions are introduced when SFCs are rejected, and they are expressed as (4) and (5).
Therefore, the overall objective is formulated as (6), where coefficients and indicate the

weight of the two different aspects.

C«f""w"”’:z Z Z Z 52, (n,my) - |pl

SkeS (my,my)€E* ni,n2EN peP(ny,ny)

dipad = max R./B. x 100%
ec

R. = Z Z Z Z lfrfmz (n17 n2) . rk

SkES (my,my)€EX n1,m€N peP(ny ny)

Corenalty = (l—wk)rk~ max |p|
penaty Skzgs peP(skd¥)

dpenalry = Z (1 - QDk)rk min B,
skes eck

min o - (Cforwurd + Cpenalty) + ﬁ . (dload + dpenalty)

Za’,‘"(n)g 1, VmeNk skes

neN

SN din)=¢t (N -2), vses

fkesk neN
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ny,n2€N peP(ny ;)
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Lo (i, my) + 07 (ng,my) <1
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SO (nm)= Y B (ng,m) = df, (m) - b, (m)

neN neN
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(11)
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¥ <min(B, —R.), e € P(nl,nz),llrj;fmz(nl,ng) =1

(14)
Vni,ny € N,¥S* € S

Constraint (7) indicates that any VNFs other than the source and destination of the
SFCs, at most selects one physical node to be placed; the constraint (8) indicates
whether S is accepted, if it is, the required VNFs must be allocated one physical node
to host them. Constraints (9) indicate that the resources required by the VNFs cannot

exceed the resources available on the nodes. af, (n1) x al, (n2) of constraints (10)

k
m

represents the adjacent VNFs f,f“ and f,, in S are placed on n; and n, respectively, and
one path between them should be routed. Constraint (11) represents each logical link in
one SFC cannot be mapped to a bi-directional link; the constraint (12) indicates that the
aggregation bandwidth on the physical link cannot exceed the link bandwidth; Con-
straints (13) ensures that the logical links of S* map to a continuous path of the physical
topology, and constraints (14) guarantee quality of service.

The resource optimization problem of combination of NFV and SDN studied in this
paper is a NP-hard problem [10]. If all the nodes are guaranteed to have the same
available resources, the node can be regarded as a fixed-capacity packet and the
requested VNFs are objects in different sizes. It is converted to a normal problem called
binary-knapsack. Suppose that B, is infinite, which means that the routing is not
important, the problem becomes a pure VNF placement, which has been proved to be
NP-hard. Therefore, the resource optimization problem of combination of NFV and
SDN studied in this paper is proved to be an NP-hard problem.

4 Heuristic Algorithms

In order to solve above NP-hard problem in reasonable time, we propose two heuristic
algorithms according to the order of VNFs placement and traffic flow routing. First
Routing Then Placing (FRTP) algorithm is to choose paths for SFCs firstly, and then
place the required VNFs orderly along the chosen paths. Another Placing Followed by
Routing (PFBR) algorithm is just the opposite. Firstly, the VNFs required by SFCs are
assigned to some nodes whose priorities are relatively high. Then, the source node, the
intermediate node and the destination node are connected together into a complete path.
During the placement phase of PFBR algorithm, the priority of nodes is given as (15).

hop,, rec,

wiv) = (1 _maneN(hOPj)> . <maxjezv(r€c,f)> 13

The priority of a node is determined by the available resources of the node and the
number of hops introduced by the node, where, indicates the number of forwarding
hops introduced by the node, represents the total amount of available resources of the
node, indicates the maximum number of forwarding hops and implies the maximum
amount of available resources.
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Algorithm 1. First Routing Then Placing algorithm

1: function FRTP (S, F, G=(V,E))

2: order SFC€order SFCs by 7" in decreasing order
3: cost=0; Accept=0; p,, paths={0};7,, 7 =0;

4: VS eS':

5:if 7* > A then

6: p < Shortest_path(G, s*,¢*)

7. DS CLVIET ggr <min(B ~R) then

~ cep
8: VifeN v ep:

9: place f to v, ;

10: m<n Uv, p < pUp;
11: cost=cost+7*+| p, | ; Accept++;

12:  update C,, B,;

13: else
14: Remove p, in G; continue;
15: endif

16: else p <—K_Shortest_path(G, s*,¢);
17: repeat 9-20;

18: end if

19: Add 7, to 7; p, to paths ;

20: end function

Both of the FRTP and PFBR algorithm proposed in this paper decide different paths
for requests with different bandwidth requirements. Once the request arrives, we judge
whether the demand of bandwidth exceeds the threshold A. If it exceeds, the request is
regarded as a high bandwidth service request, we try to guide traffic to the shortest path
so as to reduce forward times and bandwidth consumption. Otherwise, we try to search
a path which has more available link resources, which can balance the network traffic
load. Algorithms 1 and 2 give the pseudocode of the heuristic solutions respectively.
Both of them take as input a set of SFC requests S, and a set of VNFs annotated with
the network topology graph. In initial step, we order SFCs by r* in decreasing order.
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Besides, the outputs include 7, a set of nodes which host the required VNFs, routing

paths and etc.
Algorithm 2. Placing Followed by Routing algorithm

1: function PFBR (S, F, G=(V,E) )

2: order SFC&order SFCs by /* in decreasing order
3: cost=0; Accept=0; p~, p,, paths={0};x 7 =0;
4: VSt eS:

hop, rec,

i

5: calculate W(v,) = (1- );
(rec,)

max _, (hop, )) . (maijN
6: orderv, € order v, by w(v,) in decreasing order
7: VffeS*, v, < orderv,:

8:if D, <C.,Vt €T then

9: place f tov,;

10 7w, «m, Uv,;

11: if /" > 1 then

12: V(s 7). (7, ,t):

13: pt < Shortest_path(G, s*,7,);

14:  if 7 SMIN(B.~R) then

15: Add Add pl’c top,;

16: cost=cost+ 7"+ | p, | ;Accept++;
17: update C., B,;

18: else Remove p, in G; continue;
19: end if

20: else

21: pl < K _Shortest path(G, s*, 7,);
22: repeat 17-19;

23: endif

24: else

25: Remove v, in G; continue;

26: end if
27: Add z, to 7; p, to paths

28: end function
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5 Experiment Result

In order to evaluate the algorithms proposed in this paper, we verify the feasibility of
the proposed model and the effectiveness of the proposed algorithm. In terms of total
forwarding costs and degree of load balancing coupled with the acceptance ratio of
requests, the proposed heuristic algorithms are compared with Routing before Place-
ment (RBP) algorithm proposed in [12]. During the routing phase, RBP algorithm is
always searching shortest path for each demand unless resource constraints are vio-
lated. Then, VNFs are placed on the path greedily. If no such path satisfies all resource
constraints, the demand is rejected.

5.1 Experimental Environment and Settings

In simulation experiment, we use Matlab2015a for program simulation and run them on
the Windows 10 with Intel Core 17-6900, 3.40 GHz CPU and 8 GB RAM.

Our experiment adopts random network topology with 20 to 100 nodes. Each node
has three resource types. The total amount of resources follows a uniform distribution
with an average of 100 and a variance of 30, and the average link capability is about
200. There are 10 types of VNFs in the VNFs set. And 3 to 6 kinds of which are
required of a SFC. Each type of resource is required by one VNF is 0.4 to 1 unit. The
bandwidth demand #* of each SFC varies from 1 to 5 units, and 2 is the average of
overall bandwidth requirements. In our experiment, the number of SFCs is increased
from 200 to 1000.

5.2 Performance Analysis

Figure 2 demonstrates that total forwarding cost increases with the number of SFCs.
When the nodes in the network is fixed as 50, the total forwarding cost of FRTP
algorithm is lower than that of PFBR based on node priority, and the results of them are
higher than RBP algorithm. However, only consider the cost of forwarding is not
comprehensive, because it is related with the forward times and bandwidth demands of
SFCs. Figure 3 shows the degree of load balancing as the number of SFCs increases. In
the aspect of load balancing, FRTP algorithm is inferior to that of PFBR algorithm
based on node priority, and it shows stronger advantages than the RBP algorithm
without load balancing.
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Fig. 2. Total bandwidth occupation of the number of SFCs

When the network size gradually increases, the total forwarding costs do not vary
greatly. This is due to the fact that the average distances generated by random networks
are about the same. RBP algorithm holds a slight advantage in forwarding cost, while
FRTP and PFBR algorithm show little difference. Figure 4 shows the degree of load
balancing when the network size gradually increases. Generally, PFBR algorithm
outperforms than FRTP algorithm in load balancing, and RBP algorithm is inferior to
the algorithms proposed in this paper. The average running time of the algorithms
increases with the increasing of the number of SFCs and nodes. As shown in Figs. 5
and 6, the average running time of FRTP algorithm is lower than that of PFBR
algorithm, because the latter takes more time to calculate the node priority. RBP
algorithm takes least time in the traffic routing phase without load balancing.

Furthermore, a set of experiments are carried out with 20 nodes to verify the
requests acceptance ratio. Figure 7 shows the acceptance ratio of various algorithms
under different number of SFCs. Obviously, PFBR algorithm can balance the traffic
load better than other algorithms, and can make greater use of resources. As a result,
the acceptance ratio of requests is obviously improved compared with other algorithms.
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To sum up, compared with RBP algorithm, the two algorithms proposed in this
paper can more remarkably balance the traffic load and improve the requests acceptance
ratio at the expense of slightly high forwarding cost. However, compared with PFBR
algorithm, FRTP algorithm focuses more on reducing the total forwarding cost and
enables a large number of traffic to be rapidly forwarded in the network. It can also be
used as an online algorithm to deployment real-time service function chains. On the
other hand, PFBR algorithm can effectively balance the network traffic load and
improve the overall link utilization in the network even the number of SFCs or nodes
are large.
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Fig. 6. Average running time versus the number of nodes in the network
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6 Conclusion

In this paper, we propose a joint optimization model of service function chain place-
ment and routing algorithm. Then two heuristic algorithms are proposed according to
the order of VNFs placement and traffic flow routing. The simulation results show that
FRTP can make a large number of data packets be rapidly forwarded, which can reduce
service function chaining time and improve user experience to a certain extent.
Although PFBR algorithm is slightly inferior in reducing the total forwarding cost, the
advantage in load balancing is prominent, which improves the request acceptance ratio
of requests. The beneficial combination of the two algorithms enables more flexible
deployment of the service function chains. However, given the traffic load balancing in
the network, the time overhead of proposed two algorithms increases rapidly when the
scale of network and the number of service function chains get larger. Therefore, in the
future work, we expect to study more optimized methods such machine learning to
balance the load and improve the ratio of acceptance of requests while reducing the
time overhead as much as possible.
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