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Abstract. Secondary users in cognitive radio system use spectrum sensing
technology to detect the primary users in the frequency band and use spectrum
holes to communicate. Spectrum prediction technology is based on the existing
spectrum sensing results to predict the future channel occupancy, so as to reduce
the blocking rate, avoid malicious dynamic interference and other purposes. In
this paper, a spectrum prediction method based on convolution neural network is
proposed and some applications of this method in practical communication
systems are given. This method can be trained in real time and has a certain
adaptability to the dynamic environment. Using this method, the predicted
results can be used to allocate resources reasonably, and the spectrum resource
utilization rate is high. In addition, the time-consuming of broadband spectrum
sensing can be shortened by combining the spectrum prediction method based
on convolution neural network. At the end of this paper, the simulation results of
spectrum prediction method based on convolution neural network are given and
the efficiency of the algorithm is discussed.
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1 Introduction

In recent years, the number of mobile wireless communication devices continues to
grow, and the types of services are complex and diversified, which has led to a surge in
demand for spectrum resources. On the other hand, there is a lot of waste in the existing
spectrum resource allocation schemes. Cognitive radio (CR) is an important technology
to solve the contradiction between the shortage of spectrum resources and the low
utilization of spectrum resources. Using this technology, unauthorized secondary user
(SU) can sense the spectrum environment and access the idle frequency band that the
authorized primary user (PU) does not use temporarily, effectively improve the uti-
lization of spectrum resources, to a certain extent, solve the problem of spectrum
resource shortage.

However, in current CR technology, it is common for SU to sense the idle channel
in the frequency band and occupy it for data transmission, and continuously sense the
current channel while communicating, stop the transmission immediately when the PU
reactivate signal is received, and then re-select other idle channels. However, when the
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number of PUs is large and they frequently access/leave the channel or have dynamic
malicious interference in the available frequency band, SU needs to frequently re-
sensing the spectrum environment, re-select the channel and retransmit the data. This
will result in the waste of SU resources, the increase of communication delay, the
increase of packet loss rate and the decrease of throughput. Moreover, this problem is
particularly serious when the frequency band of the system is wide and the spectrum
sensing time is long.

Spectrum prediction technology is an effective way to solve the above problems. Its
basic principle is to predict whether the channel will remain idle in the future by some
method, so as to select a good channel to access. At present, there are some related
researches, such as spectrum prediction based on hidden Markov model [1-3] de,
spectrum prediction based on BP neural network [4] and many improved methods based
on it [5, 6], spectrum prediction based on Q-learning [7], etc. The spectrum prediction
based on Markov model needs to know some prior information about the spectrum
environment in advance, which is often difficult to obtain. BP neural network needs to
train a fully connected neural network. Generally, the weight of this network is very
large and needs a large number of training samples. In addition, most of the above
spectrum prediction methods are not easy to change after the model is determined,
cannot adapt to the dynamic environment, and can only output an optimal channel.
Q-learning and spectrum waterfall model are used to deal with dynamic interference [§],
but the relationship between the algorithm and spectrum prediction is not discussed.

To solve above problems, this paper presents a spectrum prediction technique based
on convolution neural network (CNN) classification model, and gives its application in
practical communication system. The main features are as follows:

1. After completing the model training, we can continue to train in real time and have
better dynamic environment adaptability.

2. It can output more than one good channel with long idle time in the future, so as to
allocate resources reasonably to SU in the future.

3. By sharing spectrum prediction and spectrum sensing information, spectrum
sensing aided spectrum prediction is realized, and spectrum prediction guides
spectrum sensing, thus saving overall time consumption.

4. Using relay cooperative spectrum sensing and data fusion center, SU resources are
allocated reasonably to improve resource utilization efficiency.

2 System Model and Problem Description

It is assumed that there are multiple PU using frequency bands F = [fi,f;] to com-
municate in one area. At the same time, some SU want to use the same frequency band
F for communication. These SUs do not have spectrum sensing capabilities, and all
spectrum sensing tasks are handed over to a cognitive data fusion center (DFC) in the
region [9]. DFC continuously senses frequency band F by periodic 7, and divides F
into N channels according to the communication bandwidth requirement of SU, which
are cy, ¢y, - - - cy. At time ¢, the DFC senses the spectrum of the current environment,
and then decides whether there is a PU in the channel ¢,,(n = 1,2, - -, N) according to
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energy detection [10]. The binary detection model for the detection of PUs in the
AWGN channel can be written as:

=0 : r(t) = n(r)
{cn = :or(t) =x(t) +n(r) (1)

Where x(¢) is the PU signal in the current detection channel, and n(r) is the
Gaussian white noise with the double-band power spectral density Ny. Take the test
statistic as:

V() = = / P 2)

No =T

After setting the threshold with a certain false alarm probability, it is possible to
detect whether there is a PU in the ¢, with a certain detection probability. If there is no
PU in ¢, at ¢ time, that is, channel ¢, can be called as ¢, = 0, otherwise it is called
cn = 1. And all channel occupancy conditions at time ¢ are defined as the channel
environment state vector s, at time ¢. The element in this 1 X N vector is only O or 1.
All the environment state vectors from time ¢ — (m — 1)7T to time ¢ are defined as the
channel environment state matrix S; = {st,l, Sty -st,N} in chronological order.
Obviously, S; is a matrix of m x N, of which elements are only O or 1. In addition, C; ;,
is defined as the longest idle channel number after 7. Define C,,, whose value is equal
to the channel number of second long idle time after ¢ time. And so on.

If the current time is recorded as 7.. Our problem is how to predict
Ci.1,Ci2,Cp 3+ in the case of known S; , S; 7,8, —or - - . These predicted results are
used to allocate resources reasonably, so as to reduce the collision between SU and PU
as much as possible, avoid waste of resources, and ultimately improve the overall
performance of the system. Using CNN based spectrum prediction technology can
accomplish this task.

3 CNN-Based Spectrum Prediction Technology

Enlightened by the good performance of CNN in image classification and recognition,
this idea can be applied to spectrum prediction. When using CNN to classify and
recognize images, a certain number of pictures and labels which can correspondingly
represent the content of each picture are needed to make a data set, and then the data set
is used to train a well-designed CNN structure. After getting a trained CNN, the new
picture can be input into the CNN to determine the category of the picture with high
accuracy [11]. Based on the similarity between picture and channel environment state
matrix, label and channel number, a spectrum prediction technique based on CNN is
proposed.

As shown in Fig. 1, for simplicity, the principle of spectrum prediction based on
CNN is illustrated by predicting the optimal channel C,_; at the current time, (similarly
Ci.2,Cr 3.
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Fig. 1. Schematic diagram of spectrum prediction technology based on CNN.

The first is the training session. At the time #;, DFC can obtain channel environment
state matrix S;, and optimal channel C;, |, abbreviated as S; and C; by spectrum sensing.
The channel environment state matrix S;, + 7 and the optimal channel C;, ; 7,1, which are
abbreviated as S;+ ; and C; | respectively, can be obtained from the DFC at the time of
t;+ T by spectrum sensing. Many pairs of spectrum state, optimal channel pairs
(Si,Ci), (Si+1,Cis1),(Si+2,Ci+2), - can be obtained by many times of spectrum
sensing. Use them as data and labels to input CNN as a training set and train CNN
accordingly.

Then the prediction session. At time f,, the channel environment state matrix S;,
can be obtained by DFC through spectrum sensing, and the optimal channel C;, | can
be obtained by inputting S;, into the trained CNN.

The CNN-based spectrum prediction technique has the following two features
worthy of explanation.

Training a CNN requires data and data corresponding labels. Generally speaking,
when a trained CNN is in use, only data is input into the network, and it is impossible
to determine whether the network output is correct or not. This has led to the inability
to adjust network parameters after the training is over. For the spectrum prediction
technology based on CNN, the label is the future idle channel number. Therefore, in
actual applications, not only data can be obtained, but also a label corresponding to the
data can be obtained after a short delay. That is to say, new training data sets can be
obtained during use. These new data sets can be used to fine-tune existing network
parameters in real time if necessary. Thereby further improving the prediction accuracy
and enabling the system to obtain a certain dynamic environment adaptability.

Generally speaking, a CNN contains many parameters, and forward propagation
takes a long time. However, spectrum prediction technology based on CNN can solve
this problem by using the characteristics of channel environment state matrix. The
value and arrangement of most data in the channel environment state matrix at the
adjacent time are exactly the same. For example, at time ¢, S; = {s,Al, S04 -s,AN}, at

the adjacent time 47T ,S; 7 = {s,+r71,st+r72, - -s,+T7N}, there is

Stk = Si+1j—-1,(k=2,3,---,N) (3)
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Sitr = {st+T,17st+T,27 T 7St+T,N—175r+T,N} = {Sr,2751,2; s 7st,N7St+T,N} (4)

S; . 7 can be viewed as a result of translation and additions and deletions of S,. Because
of the principle of data forward propagation in CNN [11], when the adjacent data is
highly repeatable, most of the data in the convolution layer and pool layer of CNN need
not be recalculated in the two forward propagation calculations at adjacent times.
Although the fully connected layer does not have this property, in most cases the
computational complexity of the fully connected layer is much less than that of other
hidden layers. In practical application, the corresponding intermediate results of the
previous time operation can be saved, and then the changed data are calculated and
combined with the saved data in the next calculation. This can greatly reduce the time
of forward propagation.

Based on the same principle, training multiple different CNN can predict
C.2,C 3 respectively. When several SUs have service requirements, DFC can
reasonably allocate channel resources according to the demand of SU for channel idle
time. Avoid waste of resources and improve resource utilization.

In addition, when there is malicious dynamic interference in the environment, the
interference signal will be directly regarded by the SU as a PU. Therefore, based on the
same principle, this method can also be applied to avoid malicious dynamic
interference.

4 Combination of Spectrum Prediction and Spectrum
Sensing

In addition to the channel selection for SU based on the spectrum prediction results
mentioned above, spectrum prediction can also be used to speed up spectrum sensing.

When the available frequency band is wider, the longer spectrum sensing time will
reduce the overall performance of the system. The traditional idea is to use compressed
sensing algorithm or other solutions to solve this problem [12]. The application of
spectrum prediction technology can solve this problem from another angle.

As shown in Fig. 2, suppose the system works in a relatively wide bandwidth
environment. Firstly, data fusion center A performs full-band spectrum sensing for a
period of time, and trains CNN with the sensing results. The trained CNN is used to
predict several channels {C;, Cy, Cs - - -}, which will remain idle for some time in the
future, through the current channel environment state matrix S. At this point, the full-
band spectrum sensing is no longer carried out, but narrow-band spectrum sensing is
carried out for several bands where {Cy, C2, C5 - - -} are located. After a period of time,
the full band spectrum sensing is resumed to cope with environmental changes. After
that, repeat the above process. In summary, spectrum sensing results are used to
complete the spectrum prediction, and then the spectrum prediction results are used to
guide the next period of spectrum sensing. With this method, SU can be accessed more
quickly when the service requirement of SU occurs in the partial spectrum sensing
stage. This method reduces the overall system delay from reducing the average time of
spectrum sensing.
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Fig. 2. The process of combining spectrum sensing with spectrum prediction.

5 Numerical Results and Discussion

In this paper, a simple CNN is designed, which contains two convolution layers and a
full connection layer. The activation functions use tanh function, and the output data of
convolution layer is pooled by 2 x 2 average. The output layer function uses the
softmax function.

First, the idle channel prediction capability of CNN-based spectrum prediction
technology is simulated. The simulation parameters are set such that the PU number
obeys the Poisson distribution with the parameter 4 at each perception. The size of the
channel state matrix S; is set to 200 x 9. In order to assess the performance of the
proposed algorithm, the blocking rate of the proposed spectrum prediction algorithm is
compared with the blocking rate based on BP neural network spectrum prediction. The
parameter for assessment is the reduction rate of blocking rate relative to accessing by a
random selection of all idle channels.

AR=1"" (5)

1o

Where AR means the reduction rate of blocking rate, » means the blocking rate of
using spectrum prediction algorithms, ry means the blocking rate of accessing by a
random selection of idle channels. Obviously, higher AR means better performance of
the algorithm. The AR of various spectrum prediction algorithms change with training
times under different 4 settings are shown in Fig. 3. In Fig. 3, the red solid line
represents using CNN-based spectrum prediction, the black dotted line represents using
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BP neural network spectrum prediction, and the blue dotted line represents a random
selection of idle channels.
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Fig. 3. Relationship among AR, train steps, idle channel selection strategies and 4 (Color figure
online)

After the training results have stabilized. It can be seen that when 4 = 1,2, 3,4 the
AR of CNN-based spectrum prediction is approximately equal to 40%, 25%, 20% and
15%. But the AR of BP neural network spectrum prediction is always lower than 10%.
The performance of CNN-based spectrum prediction is always better than BP neural
network spectrum prediction under various user densities.

After that, the CNN-based spectrum prediction technology was simulated to avoid
malicious interference. The interference type is set to sweep interference with an
unknown frequency hopping interval. The interference power is set to be much higher
than the user’s signal power. The user can hop frequency once every 10 spectrum
sensing periods at the fastest.

In Fig. 4, the yellow strip indicates the channel on which the frequency sweep
interferes at each moment. The green block is the channel that the user selects through
spectrum prediction. It can be seen that the user avoids malicious interference under the
support of spectrum prediction technology. From the results, when the interference
mode is relatively fixed, it only takes dozens of rounds of training to complete the task
of avoiding interference.
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Fig. 4. Users avoid malicious interference through spectrum prediction (Color figure online)

6 Conclusion and Outlook

This paper proposes a new spectrum prediction technology for the problems faced by
SU in the existing CR. This technique is applied to reduce blocking rate, avoid
malicious dynamic interference, spectrum resource allocation and wideband spectrum
sensing. And have a good application effect. However, the method has high require-
ments on the computing power of the device, and the energy consumption in the actual
application is also high. This is a common problem of artificial neural networks. The
focus of future research should be on how to reduce the amount of system computation
as much as possible while continuing to maintain a high probability of accurate pre-
diction. Thereby reducing system hardware requirements.
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