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Abstract. In this paper, the feasibility of applying blind source separa-
tion (BSS) to satellite communication (SatCom) anti-jamming is stud-
ied. And an EASI-based BSS method is introduced for anti-jamming
processing for SatCom system. This method achieves the elimination
of jamming signal by separation. Meanwhile, the anti-jamming ability
of this method is completely dissected herein. Experimental simulations
are conducted to demonstrate the availability of the EASI-based anti-
jamming processing method. Simulation results show that the EASI-
based method can effectively separate the jamming signal. And, after
EASI-based anti-jamming processing, the signal-to-jamming-plus-noise
ratio nearly approximates the signal-to-noise ratio and the available
transmission rate of SatCom system approaches the theory rate.
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1 Introduction

Contrasted to conventional ground communication, satellite communication (Sat-
Com) [1-3] can cover larger area and connect longer distance due to its inherent
height advantage. Especially, in some rough terrains (e.g., high mountain, canyon
and ocean, etc.) that can’t build the base station for ground communication, the
function of SatCom is irreplaceable. Therefore, not surprisingly, SatCom plays a
very important role in both of civilian and military communication fields. For mod-
ern warfare, military SatCom even serves as a multiplier role for the winning of
warfare, as it can significantly enhance the capacity of cross-regional command,
control and cooperation, e.g., in the C*ISR systems [4, 5].

However, as communication satellite exposes in the space and its orbit is
relatively stationary (e.g., the geostationary orbit), it is easy to be jammed by
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hostile jammer no matter in uplink or downlink. There are many jamming styles,
including single or multi-tone jamming, barrage or full band jamming [6], etc.
When communication satellite is jammed, the quality of communication signal
will be badly deteriorated that leads to the degradation of communication quality
even communication outage. It would be fatal for the communication parties in
the warfare, if without effective anti-jamming countermeasures. To cope with
jamming signal, many methods can be employed, e.g., spread spectrum, adaptive
antenna, and post anti-jamming signal processing [7], etc. Among these, post
anti-jamming signal processing method is preferred, as it has lower complexity
and higher transferability. It can be flexibly implemented in uplink or downlink.

Blind source separation (BSS) [8,9] is viewed as a powerful anti-jamming or
interference cancellation method, due to its capacity of separating mixture of
signals that are non-Gaussian and mutually statistically independent. Because
the preconditions are easy to be satisfied, BSS can cope with various jamming
or interference patterns. As in [10], a BSS-based radar anti-jamming approach
is proposed to improve the tracking ability of radar systems. In [11], BSS is
employed to cancel the jamming signal in frequency hopping communication
system. In [12] and [13], BSS is used to deal with the self-interference problem
for full-duplex communication systems. For BSS-based SatCom anti-jamming,
there are also many literatures. As in [7], BSS is applied to eliminate the jamming
signal encountering in the uplink of satellite communication systems. In [14], an
adjacent satellite interference cancellation method based on BSS is introduced. A
satellite communication system that removes unwanted in-band interference by
BSS technology is investigated in [15]. Although, many literatures have studied
the application of BSS to SatCom anti-jamming. However, they only concen-
trate on the separation of communication signal and jamming signal and lack
comprehensive analysis of the anti-jamming ability of BSS-based method.

In this paper, we will fully analyze the anti-jamming ability of BSS-based
method, and an EASI-based anti-jamming processing method is correspondingly
introduced. In addition, experimental simulations are conducted to verify the
analysis, including the anti-jamming ability and available transmission rate of
the EASI-based method are evaluated.

2 System Model

Assume that there are deployed with two receiving antennas in the communica-
tion satellite or ground receiver, then the baseband received signal model under
jammed environment at a sampling time can be formulated as

x=Hs+n (1)

where x = [z1, z2]” denotes the received signal vector, s = [s, s2]” represents
the transmitted signal vector with s; being the communication signal and sg
being the jamming signal, H € C2*2 is the channel coefficient matrix and is
assumed to be flat fading, and n € C?*! is the additive white Gaussian noise
vector with zero mean and o2 variance.
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The jamming signal so badly deteriorates the quality of communication signal
s1. And signal-to-jamming-plus-noise ratio (SJNR) is used to measure the quality
of communication signal, that is

|hivsi|”

SINR; = —“+— i=1,2 (2)
|hi282| +O’721

where h;; is the (4, j) th element of H. Without effective jamming elimination or
suppression, the SJNR condition would be very low as jamming signal usually
has stronger power level than communication signal, which leads to the degra-
dation of communication quality (i.e., symbol error ratio (SER) increasing) even
communication outage when SER increasing to an intolerable level. For military
communication, it would be fatal. Therefore, it is vital to resort to correspond-
ing anti-jamming processing method to deal with possible encountered jamming
signal.

3 BSS for Anti-jamming

As communication signal and jamming signal come from different transmitters,
naturally, they can be treated as mutually statistically independent source sig-
nals. Meanwhile, they are also non-Gaussian. These make it feasible to utilize
BSS [8,9] to separate the mixture of communication signal and jamming signal.

BSS can estimate a separating matrix W € C2*? to separate the received
signal vector x (i.e., the mixture of communication signal and jamming signal)
and then make the elements among the separated signal vector y (defined as
y = Wx) be mutually statistically independent signals. In fact, BSS procedure
renders the product of separating matrix W and channel matrix H be equivalent
to a generalized permutation matrix (i.e., there is only one non-zero element in
each row and column). In that case, the separated signal vector y is a valid
estimation of the transmitted signal vector s. There are up to an ambiguity of
order and scaling (amplitude and phase), and some noise disturbance between
the two signal vectors. That is

y=Wx=WHs+Wn=Gs+n (3)

where G denotes the generalized permutation matrix, and n = Wn is the noise
disturbance. In other words, communication signal and jamming signal are no
longer mixed together in the separated signal vector y. The negative effect of jam-
ming signal on communication signal is eliminated, and then the anti-jamming
purpose is achieved.

3.1 EASI-Based Anti-jamming Processing Method

Many effective BSS algorithms can be employed to implement the separation
of communication signal and jamming signal for the target of SatCom anti-
jamming, including EASI [16], JADE [17] and FastICA [18]. In this paper, we
will primarily introduce an EASI-based anti-jamming processing method.
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The iterative equation of separating matrix W of EASI algorithm is formu-
lated as

Wik + 1] = WK — 0 (y[Kly [k — T+ o (v []) 7 [k] — y [kl (y[K]) WK

(4)

where k denotes the sampling time index, p € (0,1] represents the step size,

@(y) = [oy(11), ¢y(12),- -,y (yn)]" with ©,(y;) being the nonlinear kernel

function (NKF) of the ith element y; of y and N being the number of source

signals, superscript 7 is the conjugate transpose operator, and I € RV*¥ is the

identity matrix.

For the stability of algorithm, there is a normalized version, that is

ylkly" [k -1 | @ (y[k]) y"[F] — y[kle" (y[k])
1+ pyH [k]y[k] L+ plyH K] (y[k])]

Wik+1] :wm—u< )W[k]

()

After separating matrix W is well estimated, the anti-jamming processing

can be implemented as in (3). Certainly, subsequent extraction and phase recov-

ery for the communication signal are necessary, however, we don’t intend to
elaborate as these are out the scope of this paper.

And the SINR after EASI-based anti-jamming processing can be expressed

m?X {\9i181|2}
(6)
\gizs2|” + 02 |[w]|®

where g;; denotes the (7,7)th entry of G, and w; is the ith row of W. As G
is equivalent to a generalized permutation matrix, g;2 =~ 0, the jamming item
|giosa |2 approaches zero. In addition, the noise power may be enhanced, however,
its effect is little or negligible. Then, the SJNR is improved.

as

SJNRgast =

3.2 Anti-jamming Ability Analysis

As only requiring source signals to be mutually statistically independent, EASI
algorithm can adapt to various jamming patterns, including single or multi tone
jamming, barrage or full band jamming, etc. And, not constrained in SatCom
anti-jamming, EAST algorithm can also be applied to unintentional interference
cancellation, e.g., co-channel interference cancellation in MIMO system, and self-
interference cancellation in full-duplex communication system [12,13].

In addition, EASI algorithm is capable of countering strong jamming signal.
Essentially, when the iteration of separating matrix W arrives a stationary point,
the update term in (4) would be zero, that is

E{yy" - I+ oy)y” —ye(y)} =0 (7)

where E {-} denotes the expectation operator, and 0 represents the zero matrix.
And Eq.(7) can be decomposed into symmetric and skew-symmetric parts,
namely

E{yy" -1} =0 (8)
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E{oy)y" —ye"(y)} =0 (9)

Equation (8) ensures the separated signal vector y being spatially white, and (9)
guarantees the components among the separated signal vector y being mutually
statistically independent. Seemingly, there are nothing special. However, in the
anti-jamming context, these characteristics make a big difference. The mutually
statistically independent condition makes the communication signal and jam-
ming signal no longer be mixed together, then the negative effect of jamming
signal on communication signal is eliminated. And the spatially white condition
makes the separated communication signal and jamming signal be unit variance.
What it means? The separated jamming signal would be suppressed to the same
power level as communication signal no matter how strong the emitted jam-
ming signal is, which makes EASI algorithm be capable of countering strong
jamming signal. Therefore, we can conclude that EASI algorithm is a powerful
anti-jamming processing method.

4 Experimental Simulations

In this section, EASI algorithm is experimentally employed to perform the anti-
jamming processing for SatCom system in the downlink. In the simulations, we
assume that quadrature amplitude modulation (QAM) is adopted as the modu-
lation scheme for communication signal, and the jamming pattern is single tone
jamming. The channel is assumed to be block flat, its coefficients are randomly
generated complex variables with absolute value belonging to (0,1), and the
length of symbol block is set to 1000. In addition, the symbol rate is set to 2.4
kHz, the roll-off factor of shaping filter is set to 0.35, the jamming frequency
point in baseband is set to 800 Hz, and the baseband signal sampling frequency
Fs is set to 19.2 kHz. For EASI algorithm, the step size u is set to 0.002, and
the NKF is set to ¢, (y;) = inyi|2

4.1 Anti-jamming Ability

First, we evaluate the anti-jamming ability of EASI algorithm. The waveform
(only the real part) and spectrum of the communication signal (4QAM), jam-
ming signal, and received signal are illustrated in Fig. 1. The signal-to-noise ratio
(SNR) is 20 dB, and the jamming-to-signal ratio (JSR) equals 50 dB. And in
Fig. 2, the waveform and spectrum of the separated communication signal and
jamming signal are plotted. Although the jamming signal is overwhelming to the
communication signal in the received signal as shown in Fig. 1, we can note that
the communication signal and jamming signal are effectively separated both in
waveform and spectrum from Fig. 2. And, the separated jamming signal nearly
has the same power level as the separated communication signal. These prove
the separation and suppression abilities of EASI algorithm to strong jamming
signal.
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Fig. 1. Waveform and spectrum of the communication signal, jamming signal, and
received signal. SNR =20 dB, and JSR =50 dB.
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Fig. 2. Waveform and spectrum of the separated communication signal and jamming
signal.

In Fig. 3, the constellations of the received signals, separated communication
signal and separated jamming signal are shown. We can observe that the com-
munication signal is submerged by the strong jamming signal in the received
signals. However, after BSS-based anti-jamming processing, the constellation of
communication signal is effectively recovered. And there is a phase offset due to
the inherent ambiguity of BSS procedure.
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Fig. 3. Constellations of the received signals, separated communication signal and
separated jamming signal.

In Fig. 4, the symbol SINR curves in different JSR conditions are shown. The
SINR_NJC means the no jamming cancellation case (NJC), and the STNR_EASI
means the EASI-based anti-jamming processing case. We can note that the sym-
bol SINR curve with EASI-based anti-jamming processing almost approximates
the SNR condition and is unaffected by the JSR condition. It also demonstrates
the strong anti-jamming ability of EASI algorithm.

4.2 Available Transmission Rate

Secondly, we theoretically assess the available transmission rate for the SatCom
system with EASI-based anti-jamming processing. And the transmission rate is
calculated as [19]

R =log,(M) * (1 — SER(M, SJNR)) [bps/Hz] (10)
with
2
e I O R (= |

where M denotes the modulation order, SER(-) is the symbol error ratio func-
tion, and erfc(+) is the complementary error function.

From Fig.5, we can know that the available transmission rates with EASI-
based anti-jamming processing approximate the theory value in different mod-
ulation order, and the NJC cases drop fast when JSR increasing. It indicates
that the quality of communication can be effectively ensured with EASI-based
anti-jamming processing.
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Fig. 5. Transmission rate versus JSR.

5 Conclusions

In this paper, the issue that employing BSS to SatCom anti-jamming is inves-
tigated, and an EASI-based anti-jamming processing method is introduced. By
separating the received signal basing on the independence between communi-
cation signal and jamming signal, this method is capable of eliminating the
negative effect of jamming signal on communication signal. Meanwhile, from the
perspective of algorithm, the anti-jamming ability of this method is fully ana-
lyzed herein. Experimental simulations are carried out to prove the availability
of the EASI-based anti-jamming processing method. The simulation results show
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that the EASI-based method can effectively separate the mixture of communica-
tion signal and jamming signal. And, with EASI-based anti-jamming processing,
the SINR nearly approximates the SNR condition and the available transmission
rate approaches the theory rate.
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