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Abstract. Unmanned aerial vehicle (UAV) communication has attracted
increasing attention recently, benefiting from its high mobility. However,
most existing studies concentrate on a perfect scenario, without consid-
ering the unintentional interference/intentional jamming and uncertain
channel/location information. In addition, the UAV-to-UAV (U2U) com-
munication scenario has not been widely investigated as the UAV-to-
Ground case. To fill this gap, this paper investigates the robust U2U com-
munications in the presence of jamming, where the U2U communication
channel and jammer location are considered to be uncertain, i.e., only hav-
ing partial information. For the non-convex optimization with the aim of
minimizing the flight time, we propose a successive convex approximation
method by introducing S-procedure and slack variables. The inner opti-
mization is transformed into a semidefinite programming problem, which
can be optimally solved by standard convex techniques. Simulation results
validate the proposed path planning method in the presence of jamming.

Keywords: Unmanned aerial vehicle - Jamming - Path planning -
Robust optimization

1 Introduction

The high-data rate and low-delay requirements for wireless communications pose
a critical threat to the existing terrestrial communication system with limited
network resource. To this end, many aerial/space communication platforms, such
as unmanned aerial vehicles (UAVs) and satellites, have been leveraged to pro-
vide better service for terrestrial users, which forms a widely known Space-Air-
Ground Integrated Network (SAGIN).

UAV, as one of critical elements in SAGIN, has been attracted increasing
attentions in wireless communications due to its wide applications [1-3], such
as aerial base station [4-6], relay [7-10], energy source [11,12], etc. Specifically,
authors in [1] proposes a surveillance system for amateur UAVs based on cog-
nitive internet of things. UAV’ potentials in wireless communications versus
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traditional fixed infrastructure based communications have been studied in [2].
Furthermore, authors in [3] show its advantages in communications, caching, and
energy transfer. As aerial base stations [4—6], they embody a three-dimensional
(3D) characteristic, where the UAV altitude has an important impact on the
system performance. The reason is that, in general, increasing the UAV altitude
results in a higher path-loss, but it also improves the probability of having line-
of-sight (LoS) link. The optimal altitude for both static and mobile UAVs as
relays has been investigated in [7]. In [8], a joint 3D location and transmit power
optimization problem in a UAV relaying network with multiple mobile users is
studied. On the other hand, authors in [8-10] utilized the UAV horizontal mobil-
ity to improve the terrestrial network performance. In addition, UAV-enabled
wireless power transfer has been investigated in [11,12] for mobile case and static
case, respectively.

The aforementioned studies focus on a perfect scenario, i.e., no interference
and jamming signals. In practice, UAV communications may experience jam-
ming, however, with few researches. In this paper, we study the robust UAV-
to-UAV (U2U) communications in the presence of jamming. Specifically, the
contributions of this paper are summarized as follows:

— We formulate a path planning problem for U2U communications in the pres-
ence of jamming, which considers the air-to-air channel uncertainty, jam-
mer location uncertainty, UAV maximum flight speed, and the signal-to-
interference-plus-noise-ratio (SINR) requirement. The aim is to minimize the
flight time via designing the UAV path.

— We develop a path planning algorithm with the aid of S-procedure, succes-
sive convex approximation (SCA), and semidefinite programming (SDP). In
particular, the probability constraint is firstly transformed into a tractable
equivalence by introducing the slack variables and S-procedure. Then, the
SCA is leveraged to tackle the determined optimization problem, where SDP
is embedded.

The rest of this paper is organized as follows. In Sect. 2, we illustrate the
investigated scenario and formulate the optimization problem. Then, we design
a path planning method in Sect.3 by leveraging the SCA and SDP. Simulation
results are presented to verify the effectiveness of the proposed approach in
Sect. 4. Finally, we conclude this paper in Sect. 5.

2 System Model and Problem Formulation

2.1 System Model

Consider two UAVs cooperatively perform a series of tasks and exchange infor-
mation while flying in the air. As an example, two mobile UAVs aim to share
the transport and surveillance information collected by the ground sensors in
vehicle networks. Meanwhile, a set of terrestrial jammers, denoted as the set
M, attacks the UAV communications, as shown in Fig.1. To enable efficient
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communications, UAVs maintain a small distance during the flight. Since the
distance between UAVs is much smaller than the space of interest and the dis-
tances between UAVs and jammers, their positions (w; and wy) are approxi-
mated by the coordinate w = {z,y, H}, measured in meters. The term {z,y}
represents the UAV horizontal position, whereas H indicates the UAV altitude.
The UAV positions for performing current and next tasks are denoted as the
start and end locations, respectively, represented by w**®* and we*d. Let T
denote the time length which UAVs speed flying away to the end location from
the start location. At any time instant ¢ € [0, T], the UAV location is given as
w(t) = {z(¢),y(t), H}. The total time length is discretized into N time slot,
with each of T' [n] length [13]. The UAV location is w [n] = {z[n],y[n],H} at
the n-th time slot. Thus, the UAV path {W[ ]}n:év is discretized into N line
segment, and w[0] = W“‘m,w[N ] = wd, To ensure an almost continuous
path, the length of each line segment is limited by Ay ax:

[wn] —wn—1]|| < Amax, Y1, (1)

where A ax is the maximum length of line segment.
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Fig. 1. Considered UAV-to-UAV communication scenario in the presence of jammers.

Based on the network state information, a ground node is responsible of
planning UAVs behaviors, including altitude, velocity, etc. However, only partial
information can be mastered by the ground node. Specifically, the UAVs parame-
ters have been acquired. Due to the lack of cooperation between ground node and
jammers, jammers locations cannot be acquired accurately. The errors between
the exact location w;, = {z;,,y;,,0} and estimated location w;}, = {z;,, 7,0}
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of m-th jammer is Aw;/) =w/ —w/ = {Ax;il, Ay 0}7 and Aw, is given by

Awy, € U = {(Ax])" + (4y7)" < (L)} (2)

Therefore, for a terrestrial jammer, it locates in a circular region with the esti-
mated location W/, as center and L,, as radius. Notably, the uncertain region
may be irregular, but there is always a circle containing the irregular region.
Thus, the studied uncertain region actually provides a conservative estimation
for other irregular form.

The U2U (air-to-air) channel power gain g, is modeled by average channel
power gain along with a random variable accounting for the fading component,

ie.,

Gu = 50d;a£7 (3)

where [y is the channel power gain at the reference distance dy, d,, is the distance
between UAVs of interest, a is the path loss exponent, and £ represents the
fading and small scale effect. Since the air-to-air channel consists of dominant
LoS link and non-dominant NLoS link, respectively, the Rice distribution is used
to account for the small scale effect £ and is given as [14,15]

£ £ +p’ £
Felon = Sew (<555 ) 0 (%)), (@

with & > 0, where Iy (z) is the modified Bessel function of the first kind
with order zero, and p and p reflecting the strength of the scattered (non-
dominant) and dominant paths. It can be observed that Rice channel model
reduces to a Rayleigh model when there is no dominant signal p = 0, i.e.,
F(&lp) = Sexp(—5n).

The channel of the interference link from the m-th jammer to the UAV is
dominated by LoS transmission [9],

g2 [n) = Bo||w [n] — wiL || = Bo||w[n] — %), — Aw || ", VmeM, (5)

at the n-th line segment, where ||a|| provides the Euclidean norm for vector a.
Notably, g [n] is not perfectly known since we only have partial information
on Aw; . It can be observed that the location uncertainty is finally mapped
to the channel state. Thus, the studied location uncertainty can be understood
from different perspectives. On one hand, it initially characterizes the location
uncertainty. Besides, it can be also regarded as the CSI uncertainty, which results
from the random small scale fading or estimation errors.

2.2 Problem Formulation
The received SINR at the n-th line segment is given by

Pugu

SINR[n] = —57 y . 5
Zm:l Pm [n] gm [n] + a
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where P, is the transmit power of UAV-Tx, P is the jammer power of m-th
jammer, o2 is the noise power, and unit bandwidth is considered. Since future
jammer power P [n] cannot be acquired accurately, average jammer power is
used in this paper and considered to be known. Then, the received SINR in the
worst case is

P,g.

i .
{gl‘?;}j} Zm:l P7£ [n] gr{a [n] + 02

min SINR|[n] = 7
(nin [n] (7)

To ensure the U2U communication, the outage probability in the worst case
is limited as follows:

Pr| min SINR|n] < <e,Vn, 8

(Aw] } [n] < yn| < (8)

where Pr[A] represents the occurrence probability of an event A, v, is the

required SINR, ¢ is maximum allowable outage probability, and “min” makes it
still work in the worst case since the jammers locations are uncertain.

In addition to the communication constraint, there is maximum flight speed
on UAV. UAV path is limited by UAV maximum flight speed, i.e.,

[w [n] = w [n—1]| < ViaxT [n] , V1, (9)

where Viax is the maximum speed.

The aim of this paper is to minimize the completion time T, i.e., flying toward
the end location as soon as possible, by designing UAV path. The problem can
be formulated as follows:

N

P1l): min Tn
(P1) {W[n],fl”[n]}Z n]

n=1

s.t. Cl:Pr [ min SINR[n] <y | < e,Vn,

{Aw].}
C2:||win] —win —1]|| < Anax, V1,
C3:|lwn] —wn—1]|| < VimaxT [n],Vn, (10)

where C'1 is outage probability constraint, C2 and C'3 are the path constraints.

3 Time Minimization Algorithm for Robust UAV
Communications

In (P1), the probability constraints C1 is non-convex although there is a linear
objective, and thus (P1) cannot be efficiently solved by existing standard convex
optimization methods.

Denote

= 2
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Algorithm 1. One-dimensional search for obtaining parameter b

1: Initialize the parameters b°, Ab, and set s =0
2: Repeat

3 Update b° «— b° + Ab

4: Update s «+— s+1

5: Until Q1 (a,b’) < e

6: Output b°

Then, the constraint in C'1 can be rewritten as follows:
I [n] dSyp,
Pr {5 < [n] u’Yt}:l < c.vn. (12)
Pu 0

Since random variable ¢ follows Rice distribution, its cumulative distribution
function (CDF) is given as standard Marcum Q-function @ (a,b)

Q1 (a,b) = /OC Z exp ( v ;La2> Iy (azx)dz. (13)
b
Then, there is
I[n] dg%h} L (,u 1. In ]da%h)
br {5 = Pufo 1= p’p Pufo =< (14)

The standard Marcum Q-function @1 (a,b) is nondecreasing with respect to a
and non-increasing with respect to b. Thus, given parameter a and probability
€, the parameter b can be obtained via one-dimensional search, denoted as b =
Q7" (a,¢) [16]. Algorithm 1 provides the procedure for obtaining b with a given
a and probability €.

Now, the constraint in (14) can be rewritten as

I [n]dyven dgen < B )
P60 Ql o 1—¢),Vn, (15)

or the following intractable form:

I[n]dgyen < pBoQy " (1/p,1 =€) Pu, V. (16)

Since the interference from each jammer is independent, there is

1= s, S0 Rl = |
M
Py [n ]ﬁ

min |lw [n] —

m

m=1 m
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Introducing additional variable {U,, [n]}, the constraint in (16) can be replaced
with

(Z By [n] BoUp ™" [n] + 2) doyin < pBo@yt (1/p,1 =€) Puy¥n,  (18)

U [n] < min HW —w! - Aw! 2,Vm,n (19)

min mll

The Eq. (19) can be rewritten as
(Azl)® + (Ayl)* < 12,Ym e M, (20)
Up [0 < (z[n] — 2, — Az?)* + (y[n] — 92, — Ayl)* + H?, ¥Vm € M,n, (21)

The constraints in (20) and (21) are intractable to be addressed since there
is infinite number of parameters {Aa:;;,Ay,Jn}. To this end, we resort to the
S-Procedure defined as follows [17]:

S-Procedure: Denote F;, g;, and h; as the n X n symmetric matrix, n dimensional
column vector, and real number, respectively. Then, the implication

xTF1x 4 2gTx +h; <0 = xTFox +2glx + hy <0, (22)
holds if and only if there is a A > 0 such that

Fr g Fig
<A 23
[ng hJ [g?hl] (23)
provided there exists a point X with X7 F1% + 2g7 % + hy < 0.
In the sequel, we address the constraints (20) and (21). It can be observed
that (Az,)* + (Ayl)* — L2, < 0 with (Az,, Ayl) = (0,0). Based on the

m

S-Procedure, (20) implies (21) if and only if

I'(x[n],y[n],Unn], An[n]) =0,Ym € M, n, (24)
where
Am ] +1 0 T —xn)
I'(z[n],yn],Un[n], Am [n]) = 0 Am H+1 i —y (1] (25)
T — a0 g —y ] om(n]
with

om 1] = =Am M) L2 + (2 [n] = 20)" + (y[n] = §h)° = Up [n] + H>. (26)

However, it is intractable to be addressed with the form in Eq. (24) since it
results in a non-convex feasible region. Considering the fact that z2 is convex,
there is

—(z* [n])* + 22° [n] z [n],
—(y* [n])* +2y° [n] y [n]. (27)

&
[NV}
=
IV

<
[V}

=

Y4
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Algorithm 2. Path planning for U2U communications with jamming

1: Initialize the parameters P° = {w[n],T [n],Unm [n], Am [n]}, and set s =0

2: Repeat

3:  Solve the SDP problem in (P2) with a feasible point P° and find optimal solution
P*

4 Update P® < P~

5:  Update s «— s+ 1

6: Until the terminal condition is met

7: Output the path P* = {w[n],T [n]}

Therefore, Eq. (24) is lower bounded by the following linear matrix inequality
(LMI):

with

B (0] = —Am 0] L2, — (2 [0])? + 22° [n] 2 [n] — (y° [n))?
+2y° [n] y[n] — 2@2 [n] — 25y [n] + ()" + () = Up [n] + H?.

(29)
We should iteratively solve the following problems:
N
P2 min T n
(P2): {w[n],T[n],Um[n], /\m[n]}z;1 %
Sy P [n] BoUn®? [n] < A, n,
s.t. Cl: [‘(x[n},y[n},U [n], A [])>0an
Am [n] = 0,Ym, n,
2: ||W [n] - W [TL - 1]” < Amaxavna
3:|lwn] —wn—1]|| < ViaxT[n],¥n, (30)

1
where A = 25091 d(fétp;l_s)P“ —02. The P2 is a semidefinite programming (SDP)

and can be solved by convex optimization techniques.
Finally, the algorithm to solve (P1) is summarized in Algorithm 2.

4 Simulations and Discussions

In this section, we illustrate the UAV behavior in the presence of jamming, and
demonstrate the effectiveness of the proposed algorithm by conducting in-depth
simulations. Consider a horizontal 1000 x 1000 m? scenario with two terres-
trial jammers located at (300, 300) and (700, 700), respectively. Unless otherwise
specified, the main simulation parameters are set as that listed in Table 1.
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Table 1. Key parameters used in simulations.

Parameter | Value Comments
P’ 0.5W Jammer power
Bo —60dB Channel power gain at the reference distance dg
0, 1 1.347, 6.469 | The strength of the scattered and dominant paths
€ 0.1 Outage probability
P, 0.1W UAV transmit power
dy 20 m Distance between UAVs
« -3 The path loss exponent
Yih 1 The required SINR
o? —110dBm | Noise power
Amax 100 m The maximum length of line segment
Vinax 20m/s The UAV maximum flight speed
H 100 m The UAV altitude
Lo 40 m The uncertain radius
10001

—&6— Initial path

—+—v,=-10dB

800+ =
—A— Y= 0 dB

Jammer

600

400

Y (m)

Jammer

200

1 1 1 1 1 J
0 200 400 600 800 1000 1200
X (m)

Fig. 2. UAV path in the presence of jammers with different considerations.

Wy ”

Figure 2 illustrates the UAV path in different considerations, where “x” and
“o” represent the UAV start (end) location, jammer location, respectively. The
initial path for start our algorithm has also been given in Fig.2. It can be first

observed that, in the presence of jamming, the UAV is intentionally far away
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Fig. 3. UAV flight speed versus the time length.

from the jammer during the flight. Moreover, with higher SINR requirement,
longer distance is required to avoid jamming.

To make the UAV path more intuitive, Fig. 3 presents the UAV speed versus
the flight time, where the maximum flight speed is set to be 20m/s. It can be
found from Fig. 3 that the UAV passes through the jammer region at a maximum
speed in all cases. This is expected since higher speed can save the flight time,
without other considerations, such as the energy consumption.

The convergence behavior of the proposed path planning algorithm is plotted
in Fig. 4. The time length consumed goes to a stable value after some iterations.
Furthermore, it can be known from Fig.2 that the initial path in the case of
v = 0dB is not a feasible point. However, the proposed path planning algorithm
can also achieve a feasible and high-performance solution, which is expected and
proves the robustness of the algorithm.

Figure 5 plots the time length comparison versus the uncertain region with
different SINR requirements. As expected, high uncertainty results in greater
flight costs for the UAV. This is because the UAV must fly a longer distance to
be away from jammers.
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Fig. 4. The convergence behavior of the proposed path planning algorithm.
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Fig. 5. Time length comparison versus the uncertain region with different SINR
requirements.
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5 Conclusions

UAVs have been attracted increasing attentions in wireless communications. In
this paper, we studied the robust UAV communications in the presence of jam-
ming. First, we formulated a path planning problem for U2U communications
in the presence of jamming, which considered the air-to-air channel uncertainty,
jammer location uncertainty, UAV maximum flight speed, and the SINR require-
ment. Then, we developed a path planning algorithm with the aid of S-procedure,
successive convex approximation (SCA), and semidefinite programming (SDP).
Simulation results validate the effectiveness of the proposed algorithm.
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