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Abstract. The efficiency of abiometric system is identified by the detection error
tradeoff (DET) curve, which is a visual characterization of the trade-off between
the False Acceptance Rate (FAR) and the False Rejection Rate (FRR). A DET
curve is a plot of FAR against FRR for various threshold values, ¢. FRR refers to
the expected probability that two mate samples (samples of the same biometric
trait obtained from the same user) will be falsely declared as a non-match whereas
FAR is the expected probability that two non-mate samples will be incorrectly
recognized as a match. The threshold ¢ defines how much the biometric charac-
teristics must be similar, in order to make a positive comparison, so it measures
the correspondence between characteristic to check and template stored in the
database. By elevating the threshold, the risk that not authorized users can fool
the system diminishes, but, on the other hand, it is more probable that some
authorized users can sometimes be refused. In this work, we present the results
for SpeechXRays multi-modal biometric system that uses audio-visual charac-
teristics for user authentication in an eHealth platform for osteoarthritis manage-
ment. Using the privacy and security mechanism provided by SpeechXrays based
on audio and video biometrics medical personnel is able to be verified and subse-
quently identified to the eHealth application for osteoarthritis.
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1 Introduction

Personal health systems and E-Health platforms aim on improving the interaction among
health care professionals with their patients [1-6] and provide the means for secure
access to sensitive medical information to people regarding their health status and
disease management [7, 8]. To this respect, there is a tremendous need for secure and
stratified access to health information [9] by adopting the use of modern ICT technology.
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Today, biometric authentication, is gaining as the leading technological achievement
for the verification of a person’s identity using a physical trait or behavioral characteristic
in order to accept the identity of the person and verify him/her as an authorized user [10,
11]. These systems mainly rely on models derived from pattern recognition, where
several characteristics from a person (e.g. voice, facial expression, etc.) are first trans-
formed into one (unimodal) or many features (multimodal) and then are processed to
accept or reject the verification and identification of a user [12]. A major prerequisite in
this process is the so called training phase of the model composed of a pipeline process
in which (a) captured biometric characteristics from specific users are stored in a data-
base, and (b) used for training the model on the basis of that known content. Once training
has been performed accurately, the biometric system can be applied for verification and
identification.

SpeechXRays' is aiming to develop and test in real-life environments (i.e. medical
units) a user recognition platform based on voice acoustics analysis and audio-visual
identity verification. SpeechXRays provides a state of the art, accurate and user-friendly
solution allowing storage and analysis of biometric data for authentication. The e-Health
pilot of SpeechXrays will involve more than 400 medical personnel who through
SpeechXrays will gain access to hospital’s medical image/radiology archiving system
as well as a personal health application designed for the management of osteoarthritis
(OA) [6]. Recently an evaluation survey and preliminary results regarding acceptability
of the approach its functionality, efficiency and user friendly environment were
presented along with the acceptance of using the biometric system proposed from
SpeechXRays for user authentication [9]. The aim of this work is to present and evaluate
the verification rates from various decision thresholds that must be defined and adapted
based on the level of security required by the SpeechXRays platform and the confiden-
tiality of the data that the user is attempting to access.

1.1 Biometric System Errors

A biometric verification system usually makes two types of errors: (i) mistaking
biometric measurements from two different persons to be from the same person (false
match), and (ii) mistaking two biometric measurements from the same person to be from
two different persons (false non-match). These two types of errors are often termed as
false accept and false reject, respectively [13] and most commonly are described by
FMR (false match rate)/FAR (false acceptance rate), FNMR (false non-match rate)/FRR
(false rejection rate, Failure to capture (FTC) and Failure to enroll (FTE). It is possible
to reduce the errors by trying to record more biometric characteristics for every user so
that, in case of variations on a template, the other can be used. On the other hand, there
are natural variations to biometric characteristics which may not be erased but that could
be minimized through the appropriate equipment. Another possibility is to act on the
threshold of the system. This threshold defines how much the biometric characteristics
must be similar, in order to make a positive comparison, so it measures the correspond-
ence between the characteristic to check and the template stored in database. By
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elevating the threshold, the risk that not authorized users can fool the system drops (FAR
is reduced), but, on the other hand, it is more probable that some authorized users can
sometimes be refused (FRR increases). Biometric system errors can occur due to various
reasons such as: Sampling (imperfect imaging conditions); Changes in characteristics
(i.e. bruises or voice changes due to illness); Ambient conditions (temperature
humidity); User interaction with the sensor (i.e. distance) and Sensors (different smart-
phones).

1.2 Efficiency of Biometric System and Application in SpeechXRays Data

The efficiency of any biometric system can be described by a visual characterization of
the trade-off between the FAR and the FRR. The most basic and robust method is the
calculation of the receiver operating characteristic (ROC) curve. To assess a biometric
system performance, detection error tradeoff (DET) curve which is similar to the ROC
curve analysis is followed to discriminate between two states that usually overlap such
as genuine and impostor users. A DET curve is a plotted as FMR against FNMR for
various thresholds, ¢. Similarly, EER can be also estimated by the Receiver Operator
Characteristic (ROC) curve. A specific threshold ¢ can be calculated automatically based
on the Error Rate curve of the FAR and FRR. This threshold is the value where FAR
and FRR are equal (i.e., where FAR = FRR), and is called Equal Error Rate (EER)
(intersection point of FAR & FRR) [10, 13, 14]. Additionally, the more the EER is near
to 0% better is the performance of the target system.. In this light, EER is a performance
metric with FAR and FRR used as performance criteria simultaneously, since EER is
defined by both metrics with the constraint that they are equal.

2 Methodology

The performance of the SpeechXRays biometric system in its implementation will be
assessed using experimental protocols based on both unimodal and multimodal data.
Data will be randomly separated into enrolment data and data used at the verification
level in order to simulate a real case scenario. However, the estimation of the system
performance can be influenced by the selection of data used for enrolment and verifi-
cation, affecting a good generalization in performance. SpeechXRays biometric system
will be applied to health domain applications [18, 19], thus such model needs to demon-
strate at first adequate verification capability on the data used for designing the system.

In SpeechXRays audio and voice data will be first partitioned into k equally (or nearly
equally) sized folds following a k-fold cross-validation method for assessing the gener-
alization performance of the system. Subsequently k iterations of enrolment and verifi-
cation will be performed such that, within iterations, a different fold of the data is held-
out for verification purposes while the remaining k-1 folds will be used as data for the
enrolment phase. Finally, k-fold cross-validation will run several times, increasing the
number of estimates, where data from the experimental protocol will be reshuffied and
re-stratified before each run.
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Security requirements such as confidentiality, integrity, authenticity, non-repudia-
tion and availability are essential for computer and network based systems. Following
steps were performed by the SpeechXRays biometric system to enrol the person by
acquiring and storing the appropriate data, verify by comparing the captured data against
the database, and authenticating or revoking access based on the comparison/classifi-
cation of the biometric trait.

In the context of SpeechXRays, the following phases are studied in a pipeline process
for enrolment, verification, authentication, and revocation through the biometric context
dependent detection system. Enrolment Phase: Medical personnel will provide speech
and facial imaging data under different times, environment conditions (i.e. noisy back-
ground, low light, etc.), and facial expressions. This multimodal information will be
extracted using feature extraction techniques for voice and face data, and stored indi-
vidually as a biometric template to a database. This template will be linked to a specific
token (i.e. ID, name, etc.) related to each medical personnel. Once the information gath-
ering is finished, two separate unimodal biometric systems will be applied to the data in
order to construct SpeechXRays biometric system. Through enrolment of the system,
appropriate thresholds will be estimated and assigned specifically to the medical data
with different levels of security/sensitivity. Verification Phase: At the verification level,
a medical specialist requires access to medical data classified with a specific security
level degree. The user presents a token, facial and speech data, and the biometric feature
template associated with the user is retrieved from the database. The system processes
the given data, extracts the facial and speech features and compares them with the
features stored at the database at the enrolment phase. Authentication Phase: if
matching, secure session is opened between two parties and if not, the access is denied
and Revocation Phases —revoke access based on security risk such as template leakage,
spoofing attempts, etc. The user can then proceed again to the verification process and
depending on the security levels assigned to the medical data a number of attempts can
be made.

2.1 Demonstration of the Context Dependent Tuning Framework
of SpeechXRays

SpeechXRays unimodal system - Experimental Protocol

According to the SpeechXRays developing procedure, individual unimodal biometric
systems will be first applied to both speech and face data. The derived matching scores
will be afterwards fused to conclude to the final decision at the verification phase. For
that reason, a unimodal biometric system was implemented first using publicly available
data from the ORL database?, composed of 400 facial images of size 112x92. Ten
different images of each of 40 distinct subjects-persons were captured in different times,
lightning, facial expressions (i.e. open/closed eyes, smiling/not smiling) and details (i.e.
glasses/no glasses). All images were acquired against a dark homogeneous background
with faces in an upright position in frontal view, with a tolerance for some side move-
ment. Facial features were exported using the methodology described in [15]. Following

: www.cl.cam.ac.uk/research/dtg/attarchive/facedatabase.html.
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an iterative process to assess the verification accuracy of the SpeechXRays biometric
system, the entire data of each of the 40 distinct subjects was randomly partitioned into
subsets act as enrolment and verification data respectively. Particularly, 80% of the
images of each subject contributed to the enrolment phase of the biometric system, while
the remaining 20% served as the set for verification. A 5-fold cross-validation was
applied to the subset simulating the enrolment phase, to estimate the generalization
performance of the system. Linear Discriminant Analysis (LDA) was applied during the
enrolment phase to reduce feature dimensionality and construct linear combinations of
the available features. Matching score calculations were performed using a nearest
neighbour classifier and impostor and genuine distributions were calculated using the
Euclidean distance measure.

SpeechXRays bimodal system - Experimental Protocol

Face and speech information in SpeechXRays were integrated according to the matching
score fusion process from the post-classification techniques. To follow this approach,
matching scores from face and speech were first calculated from individual unimodal
systems and then normalized using min-max normalization to produce scores varying
from O to 1. The data used for building the bimodal biometric system relied on the
MOBIO database composed of 152 people with speech and facial data [16]. At last,
fusion was achieved using linear regression techniques [17]. Genuine and impostor
distributions were calculated and presented in the results.

3 Results

3.1 SpeechXRays Unimodal System

The resulted distributions at the training phase and for each fold are presented in Fig. 1.
At the cross-validation phase, verification accept rates were plotted against the associ-
ated false accept rates (Fig. 2A). DET curve analysis based on the relationship between
the FAR and FRR measurements is shown in Fig. 2B.
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Fig. 1. Genuine and impostor distributions for Fig. 2. Curves based on: (A) verification

each fold accept rate vs FAR and (B) relationship
between FAR and FRR. (C) Error rates of FAR
and FRR for different folds used

The error graphs of FAR and FRR are shown in Fig. 2C. In any given subset through
the cross-validation procedure, the intersection point of these two graphs resulted to the
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EER. The calculated value for EER was used to give automatically the threshold of the
biometric system. Lower EER results to better system’s performance, as the total error
rate (sum of the FAR and the FRR at the point of the EER) decreases. A quantitative
representation of the identification accuracy of the biometric system is given in the
following table for indicative points in the DET curves (Table 1). All folds at the cross-
validation process contributed equivalently to the estimation of the performance and an
average value was calculated. The measures presented in Table 1 correspond to verifi-
cation rate of 1%, 0.1, and 0.01 FAR to 82.60%, 72.27%, and 0.25% respectively.

Table 1. Verification rates based on different EER representing different levels of security for
ORL dataset in SpeechXRays

Threshold 0% success 50% success 100% success
EER 13/40 subjects | 14/40 subjects | 13/40 subjects
EER - 10% EER (more strict) 18/40 subjects | 11/40 subjects | 11/40 subjects
EER - 20% EER (more strict) 19/40 subjects | 13/40 subjects | 8/40 subjects

EER + 10% EER (less strict) 11/40 subjects | 13/40 subjects | 16/40 subjects
EER +20% EER (less strict) 9/40 subjects | 11/40 subjects | 20/40 subjects
Threshold 0% success 50% success 100% success

3.2 SpeechXRays Bimodal System

The data used for building the bimodal biometric system relied on the MOBIO database
[16] and fusion was achieved using linear regression techniques and genuine and
impostor distributions were calculated and presented in the Fig. 3. The evaluation of the
bimodal SpeechXRays biometric system is also displayed in a quantitative way using
specific points at the DET curve according to the Table 2.
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Fig. 3. Genuine and impostor distributions for Fig. 4. Curves based on: (A) verification Rate

MOBIO dataset vs FAR and (B) relationship between FAR and
FRR. (C) Error rates of FAR and FRR using
MOBIO bimodal data
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Table2. FAR and FRR rates based on different thresholds for bimodal operation in SpeechXRays
for MOBIO dataset

Threshold FAR FRR

EER 8.33% 8.33%
EER - 10% EER | 32.56% 1.98%
EER -20% EER | 73.12% 0.07%
EER + 10% EER | 0.87% 22.18%
EER +20% EER | 0.03% 59.68%
EER 8.33% 8.33%

DET curve analysis were performed at the enrolment phase in which: (a) verification
acceptrates were plotted against the associated FAR, and (b) FAR against FRR are given
inFig. 4. The error graphs of FAR and FRR, (Fig. 4C) were also defined as the probability
that an unauthorized user is accepted as authorized, and that an authorized user is rejected
as unauthorized. According to the normalized integrated data, the calculated EER was
measured with a threshold of 1.3109 and provided as an indicative threshold in the
system. Access to the medical data will be given related to the sensitivity of the data in
terms of their security levels. For high security the EER will be increased thus making
a more secure environment for the user but inconvenient at the same time. On the
contrary, medical data that are assigned, as “less secure” information can be accessed
using SpeechXRays system with a threshold equal to the EER or less (Table 2). The
measures presented in Table 2 correspond to verification rate of 1%, 0.1, and 0.01 FAR
to 78.73%, 55.63%, and 29.44% respectively.

4 Discussion

Detection error trade off (DET) curves are used to assess the performance of a biometric
system as a trade-off between the False Acceptance Rate (FAR) and the False Rejection
Rate (FRR). A DET curve is a plot of FAR against FRR for various threshold values, £. In
this work the evaluation on verifying medical personnel’s authentication through DET
curve analysis for the multimodal biometric system of SpeechXRays was presented. Based
on unimodal and multimodal datasets a demonstration of the context dependent tuning
framework through DET curve analysis was described in order to test the verification rates
based on different thresholds. Through this approach it was evaluated the user acceptance
and the various matching thresholds that must be defined and adapted based on the level
of security required by the service and the sensitivity of the medical data that the user is
attempting to access. SpeexhRays’ scope is to bring superior anti-spoofing capabilities and
integrate them into an existing healthcare service. Upcoming updates of the SpeechXRays
biometric system will include more advanced pattern recognition models for calculating the
matching scores (i.e. Support Vector Machines).
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