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ABSTRACT

This paper proposes an approach to evaluate the reliability of
cloud rendering system. After the requirement analysis, the
rendering system was divided into three modules: preparing files,
requesting resources, and rendering task execution. Each module
may have an exception that will reduce reliability, and has the
ability to recover it. To expose these details, the discrete-time
Markov chain (DTMC) is improved to formalize the cloud
rendering system. The model contains an abnormal state set
representing exceptions and errors such as file corruption and
failure to rendering subtasks. Then, a series of formal properties
are defined to describe reliability in detail. The proposed method
gives full consideration to the processes of rendering tasks.
Finally, the properties are verified by performing PRISM in a
quantitative way. The experiment shows that our method is
effective to evaluate the reliability of the cloud rendering system.

CCS Concepts

*Software and its engineering — Software verification;
Software reliability;
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1. INTRODUCTION

Rendering is the relatively important step in the production of
film and television cartoons. Cloud rendering [20,21,23] is a
popular method used by filmmakers to perform rendering tasks
to reduce time and save money. To ensure quality of service
(QoS) [24,25], the service provider usually proavides a service
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level agreement to clarify the QoS parameters and
responsibilities to be carried out. There are various definitions of
QoS attributes [1,2,9]. Software reliability is the most
commonly mentioned attribute. However, it is not perceivable
by the client. Service providers need to test their system and
verify reliability by themselves.

There are two ways to evaluate software reliability: the
black-box method and the white-box method [23]. The black-
box method uses a mathematical statistics method but does not
consider the system internal structure and operational processes.
It makes the reliability definition general, and the evaluation is
not detailed. The cloud rendering system is complex, and it is
not sufficient to define and verify reliability from only a holistic
perspective. However, the white-box approach is based on the
path and state of the system model and uses model checking for
a quantitative analysis. It takes full account of the details.

In this paper, we use a white-box approach, and improved a
model to evaluate the reliability of cloud rendering systems.
Compared to other models, this model is useful for presenting
more detailed reliability attributes. Based on the approach, the
reliability checking results will become more specific and more
useful for analyzing the reliability of cloud rendering systems.
Our work is divided into the following points. First, an extended
discrete-time Markov chain (DTMC) model is proposed. In the
proposed model, the states are divided into two categories:
normal and abnormal. The set of abnormal states contains some
error states describing the cause of failure. Then, nine reliability
properties are defined from three aspects, including success rate,
exception rate and recovery rate. Where the success rate aspect
analyzes mainly the running results of the entire system, the
other two are aimed at analyzing specific function modules.
Finally, these properties are verified by using PRISM [6,7]. The
experimental results are used to evaluate the reliability of the
three aforementioned aspects. Experiments show that the
proposed method can describe the reliability of a cloud
rendering system in more detail and guarantee the validity of the
reliability check.

The rest of this paper is structured as follows: Section 2
describes the related works. Section 3 proposes an extended
DTMC to model the cloud rendering system. Section 4 defines a
set of reliability properties and corresponding formulas in
PRISM. Section 5 verifies the effectiveness of the proposed
method by experiment. Section 6 summarizes the research
contents of this paper and suggests a future research direction.



2. RELATED WORKS

The rendering task is computing and data intensive.
Traditional stand-alone rendering methods are inefficient and
unreliable. Some remote rendering systems [3,4,10] solve the
rendering problem, but those systems are not useful for large-
scale rendering tasks. One proposal for a large rendering system
was based on Hadoop [14]. It stores every frame of the scene on
HDFS and uses the MapReduce programming model to
complete job scheduling, parallelization, etc. For ultra-large-
scale cloud rendering, Weini Zhou et al. [15] proposed a five-
level software architecture, including the infrastructure, platform
service, and application service layers, service management, and
an access interface. The architecture of the cloud rendering
system is complex, and it is difficult to define and verify its
reliability.

Software reliability is the most commonly mentioned factor
in QoS, and there are two ways to evaluate it: the black-box
method and the white-box method. For the black-box method,
Ali Hamlili [16] proposed an efficient reliability evaluation by
several black-box models of reliability growth. Youngjun Choe
et al. [17] developed a new approach, called stochastic
importance sampling (SIS), which efficiently uses stochastic
simulations with unknown output distribution. However, the
black-box approach is not suitable for evaluating complex
systems, because it disregards system details. In contrast, the
white-box method evaluates the reliability of the individual
components according to the system details. Nagarajan
Padmavathy et al. [18] proposed a Monte Carlo Simulation
based evaluation of mobile ad hoc network reliability which
considers different mobility models along with the effect of
different scenario metrics and different values of tuning
parameter. Young Myoung Ko et al. [19] propose a new
methodology that allows us to overcome difficulties in analyzing
large-scale system dynamics, and devise analytical methods for
finding the multivariate distribution of the dynamically changing
system condition. Models in these approaches are all based on
the internal structure of the software. However, the definition of
the reliability property is not detailed. In this study, we proposed
a property model by using the white-box approach to obtain
more reliability properties.

Probability model checking [28] is used to validate a class of
system models with Markovian properties. That stochastic
process was proposed by the Russian mathematician Andrey
Markov in 1907, mainly in the following categories: the DTMC,
the continuous-time Markov chain (CTMC) [27], and the
Markov decision process (MDP) [5]. The properties of the
model are described by the property specification, which mainly
includes probabilistic computation tree logic (PCTL) [11], linear
temporal logic (LTL) [12], and continuous stochastic logic (CSL)
[13]. There are many tools to verify the properties. The Markov
reward model checker [8] is a command line probabilistic model
test tool. It uses coefficient-matrix-based data structures and
algorithms and supports accurate on-the-fly steady-state checks.
It is more efficient for a small-scale stochastic system model.
PRISM was developed in Java / C++. It is a graphical stochastic
model checking tool that can be run on a variety of mainstream
operating systems, such as Windows, Linux, MacOS, and so on.

PRISM can verify DTMC, CTMC, MDP, and other models, and
supports PCTL, CSL, and other property specification languages.
Therefore, in this study we used PRISM to check the reliability
properties of the rendering system in the experiment.

3. PROBABILITY MODEL

The cloud rendering system is based on cloud computing
technology, which has the following characteristics: a need for
large storage nodes to save rendered files, a need for powerful
CPUs and GPUs to accommodate the large number of rendering
calculations, and a need for excellent task scheduling to ensure
that the rendering task is executed in a timely manner. With
these characteristics, the operation of the cloud rendering system
is divided into several steps: checking rendered files, requesting
cloud computing resources, assigning rendering tasks,
performing subtasks, merging results, etc. Fig. 1 details the
implementation process.

At the beginning of the rendering task, files are checked. If
some files are damaged, the system calls a repair program to fix
them. For the request resources step, it is important to note that
cloud computing resources do include computing nodes and
storage nodes, however those resources are limited, and until
they are sufficient, the current task must wait. Another problem
is that the rendering subtasks are not always performed
successfully. A variety of hardware or software errors is likely
to lead to failure. So at the end of the task, the system must
check whether all subtasks were executed successfully. If some
of the executions failed, the system must assign failed subtasks
to re-execute. When all rendering subtasks have been executed
successfully, the system combines the results.
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Figure 1: Implementation process



3.1 Extended DTMC

To help verify reliability properties, the DTMC model is
extended by dividing the state set into a normal set and an
abnormal set. The execution step corresponds to the state. The
extended DTMC is defined as

M = (S ot Satmormar> Snies P> L) M

where Snormat is a set of finite nonempty states that contains all
normal states, the initial state, and the success state. Sabnormar 1S
also a set of finite nonempty states, but contains all the
exception states and error states. i is the initial state of the

system and s, € S L:S — 2%" is a label function, which

init normal *
is the mapping of the atomic proposition set. 4P is the atomic
proposition set, which marks implementation steps and the

errors system. P : SxS — [0,1] is a state transition function,

expressed as a matrix, which is used to indicate the probability
that a state will transfer to another state.

3.2 Rules of Model Transformation

e Sequential execution means that state transitions have no
branches, so the probability of the transition is 1. The
conversion rules are shown in Fig. 2.
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Figure 2: Sequential execution

e In the conditional judgments, there are two branches to
perform different operations. Fig. 3 shows that two paths
can be used to represent the conditional branches, and the
sum of the transition probabilities is 1.
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Figure 3: Condition branch

e If a branch in the conditional judgment returns to the
previous step, the branch forms a loop. In the model, the

loop can be described by a self loop. The sum of the
probabilities is also 1. Fig. 4 shows the relationship.
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Figure 4: Cycle operation

3.3 Modeling the Cloud Rendering System

After the analysis of the running process of the cloud
rendering system, the system is divided into three function
modules: preparing files, requesting cloud computing resources,
and performing rendering tasks. They are similar to the running
process; that is, the system will take measures to return to a
normal state when it enters an abnormal state. Therefore, we can
use the modeling rules as a basis for building the model for each
function module.

Before the modeling, some states are defined as follows: Ssucc
is a success state, swir 1s a failure state, and other states are
represented by s(a,b), where a is the serial number of the
function module and b is the serial number of the execution step
or error state. Table 1 shows detailed definitions of states in the
cloud rendering system.

Table 1: State Definitions

No. Module State Name s(a,b)
Check File (normal) s(L,1)
P
1 repare Repair File (abnormal) s(1,2)
File
Invalid File (error) s(1,3)
Request Resources (normal) s(2,1)
Request
5 Cloud Wait for Resources (abnormal) 5(2,2)
Computing  Get Resources (normal) s(2,3)
Resources
Lack of Resources (error) s(2,4)
Assign Rendering Subtasks (normal) s(3,1)
Perform Rendering Subtasks (normal)  s(3,2)
Save Intermediate Results (normal) s(3,3)
Perform the
3 rendering Delete Invalid Results (abnormal) s(3,4)
task
Reassign Subtasks (abnormal) s(3,5)

Merge Intermediate Results (normal) 5(3,6)

Task Execution Failed (error) s(3,7)




The following is an explanation of the operation process and
the corresponding model of each functional module.
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(a)The implementation process of Module 1 (b)The probability model of Module 1

Figure 5: Model build process for function module 1

Function module 1 is mainly to verify file integrity and repair
damaged files. In Fig. 5, there are two execution steps in the
process, which correspond to s(1,1) and s(1,2). However, an
exception may occur in the file checking step. So the system
must perform a fix operation to return to the normal state. If the
operation fails, the cloud rendering system cannot continue to
run and enters the failure state sui. Before jumping to sy, an
error state s(1,3) is added to explain that the failure was caused
by file corruption.

Function module 2 mainly requests cloud computing
resources. Fig. 6 shows the modeling process. Function module
2 consists of three steps: request, wait, and get resources, which
correspond to s(2,1), 5(2,2), s(2,3). The system will go into a
waiting state when some resources are occupied by other
rendering tasks and there are not enough resources to be
allocated. If the waiting time exceeds the maximum limit, the
system reports an error and the operation fails. So s(2,4) is
added before the failure state sui to explain that the cloud
computing resource is insufficient.
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Figure 6: Model build process for function module 2

Function module 3 is the implementation of rendering. Fig. 7
shows the modeling process. Function module 3 includes the
following steps: assign rendering tasks, execute subtasks, save
intermediate results, merge rendering results, etc. These steps
correspond to s(3,1), s(3,2), s(3,3), s(3,4), 5(3,5), and s(3,6).
However, the computing nodes are unable to perform the
assigned rendering subtasks successfully every time, because of
some compatibility issues. Even if the subtask is executed

without error, there is no guarantee that the results are correct.
So the system will attempt to reassign the failed rendering
subtasks to the computing nodes. If the number of attempts
exceeds the maximum allowed, the system enters state s(3,6) to
merge only correct intermediate results. That is, only part of the
intermediate results are merged. This is also considered a failure,
so state 5(3,0) still has some probability of migrating to the error
state s(3,7).
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Figure 7: Model build process for function module 3

According to the above model of each function module, the
combined model is shown in Fig. 8, which represents the entire
cloud rendering system.
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Figure 8: Probability model of cloud rendering system

Then the combined model is formalized by using the
extended DTMC model proposed before. The definitions of its
parameters are shown as
Snormal = {s0,5(1,1),5(2,1),5(2,3),5(3,1) ,5(3,2) ,5(3,3) ,5(3,6),Ssucc}
Sabnormat = {s(1,2),5(1,3),5(2,2),5(2,4) ,5(3,4) ,5(3,5) ,5(3,7),Ssait}
Sinit = S0



L(s(1,1))= { Check File }

L(s(1,2))= { Repair File }

L(s(1,3)) = { Invalid File }

L(s(2,1))= { Request Resources }
L(s(2,2))= { Wait for Resources }
L(s(2,3)) = { Get Resources }

L(s(2,4))= { Lack of Resources }
L(s(3,1)) = { Assign Rendering Subtasks }
L(s(3,2)) = { Perform Rendering Subtasks }
L(s(3,3)) = { Save Intermediate Results }
L(s(3,4)) = { Delete Invalid Results }
L(s(3,5)) = { Reassign Rendering Subtasks }
L(s(3,6))= { Merge Intermediate Results }
L(s(3,7)) = { Task Execution Failed }
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4. RELIABILITY PROPERTIES

4.1 Reachability

In our paper, the reliability description is based on
reachability [30]. Reachability refers to the ease with which a
node arrives at another node in the model. It can be described by
PCTL formula [26]. PCTL is a probabilistic branch temporal
logic that can be used to qualitatively describe the property of
the Kripke structure model. More convenient, the PCTL formula
can be checked in the supporting tool PRISM.

Next, we will present a series of reliability properties and
convert them into PCTL formulas into PRISM. In this way, the
PRISM tool is employed to check the proposed properties in the
experiment.

4.2 Success Rate

If the cloud rendering system runs successfully, it means all
subtasks have been completed and produced valid results.
However, two cases can cause system failure. One case is that a
system error causes the program to terminate early. Another is
that only a portion of the subtasks are completed in the end,
which is called part-complete. Therefore, according to the
running result, the properties that follow are proposed.

Property 1: The probability of success is greater than 95%.

Property 2: The probability of failure is less than 1%.
Property 3: The probability of part-complete is less than 1%.
In PRISM, properties 1-3 are represented by (2)-(4).

P =?][F <= step (exception <= upper & (2)
all _complete = true) ]

P =?][F <= step (exception <=upper & s =15& (3)
part _complete = false) ]

P =7][F <= step (exception <=upper & (4)
part _complete = true) ]

where step is the number of steps that the state of the system
migrated, exception indicates the total number of times the
system entered an abnormal state, upper is the maximum
number of times the system was allowed to enter the abnormal
state, all complete indicates whether the system completed all
rendering subtasks, and part complete indicates whether the
system only partially completed subtasks.

4.3 Exception Rate

From the perspective of the exception rate, three cases lead
the system into the abnormal state:

1) The file may be corrupted during the transfer and storage
process. If the file is damaged, the system goes into an abnormal
state and tries to repair the file.

2) When many cloud computing resources are occupied by
other tasks, the current task is suspended and waits for a long
time. This means that the system has entered an abnormal state.

3) The compute node cannot guarantee that all subtasks are
executed successfully because the performance of the node is
different. If some subtasks fail, the system goes into an
abnormal state and tries to reassign those subtasks.

Through the analysis of the above problems, the following
three reliability properties are proposed.

Property 4: The probability that the file is damaged is less
than 1%.

Property 5: The probability that the resources are
insufficient is less than 1%.

Property 6: The probability that the subtask fails to execute
is less than 1%.

In PRISM, properties 4-6 are represented by (5)-(7).

P =7 [ F <= step (repair _ file > 0 & exception > 0) ] %)
P =7 [F <=step (wait_resources >0 & exception >0) ] (6)

P =7 [F <= step (rerendering > 0 & exception > 0) ] 7

where step and exception are defined as they were previously,
repair_file is the number of times the system has repaired the
file, wait_resources is the number of times the system waited for
resources, and rerendering is the number of times the system re-
executed the failed subtasks.

4.4 Recovery Rate

The recovery rate is the ability of the system to transfer from
an abnormal state to a normal state; this represents the reliability.



The properties that follow describe the recovery ability for the
cloud rendering system.

Property 7: When the rendered file is corrupted, the
probability that the system fixes the file is greater than 95%.

Property 8: When a task is waiting for computing resources
for a long time, the probability that the system timely allocates
resources to the specific task is greater than 95%.

Property 9: When the node fails to execute the subtask, the
probability that the system re-executes failed subtasks and
eventually succeeds is greater than 95%.

In PRISM, properties 7-8 are represented by (8)-(10).

P =7 [ F <= step (file_ok =true & repair _ file > 0) ]

®
P =?[F (repair _ file >0 & exception > 0) ]
P =?[F <=step (wait _resources >0 & resources _ok =true) ] (9)
P =?[F (wait _resources >0 & exception >0) ]
P =?[F <= step (rerendering >0 & all _complete = true) ] (10)

P =? [ F(rerendering > 0 & exception > 0) ]

where file ok indicates whether the file is damaged or ready to
use, resources_ok indicates whether the current task has enough
cloud computing resources to perform rendering tasks, and other
parameters are defined as they were previously.

5. EXPERIMENT AND ANALYSIS

The proposed model is versatile that most cloud rendering
systems can use it to verify reliability. For real cloud rendering
system, it should be necessary to determine the state in the
program and record the number of state branch jumps. In the
experiment, the cloud rendering system consisted of 20
computers, and the probability parameters were obtained from
system logs. They are formalized in PRISM as shown in Fig. 9.

const double p11=0.9858;
const double p21=0.9892;
const double p23=0.9537;
const double p22=0.0173;
const double p31=0.9776;
const double p32=0.9858;
const double p12=0.0189;
const double p33=0.0143;
const double p34=0.9889;
0  const double p35=0.9829;
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Figure 9: Probability parameters in PRISM

Fig. 10 shows the results of the checking on property 1. The
probability that the system would run successfully without any
exceptions was less than 95%. However, the probability was
greater than 95% when only one exception was allowed to occur
and was close to 97% when more than two exceptions were
allowed to occur. Therefore, the higher the allowed number of
exceptions, the higher the probability of success. That
probability is because the system had the ability to recover from
exceptions. So the system satisfied property 1, meaning the
probability of success was greater than 95%.
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Figure 10: Results of checking on property 1

Fig. 11 shows the results of the checking on property 2.
There was a small probability that failure would occur within six
steps. After that, the probability was markedly higher. On the
other hand, as the allowed number of exceptions increased, the
failure rate was raised because the recovery operations may have
failed. For the current system, if the allowed number of
exceptions exceeded three, the probability of failure would be
close to 1.5%. Therefore, the system did not meet property 2;
that is, the failure rate was not less than 1%.
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Figure 11: Results of checking on property 2

Fig. 12 shows the results of the checking on property 3. As
can be seen from the figure, the probability of part-completed
increased with the migrations of the state. If the system allowed
only one exception to occur, the probability of part-complete
exceeded 1.6%. When the allowed number of exceptions was
greater than two, the probability still rose slightly because the
cloud rendering system had more opportunities to re-execute the
failed rendering subtasks and was more prone to part-complete.
In any case, the system did not meet property 3. The probability
of part-complete was greater than 1%.
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Figure 12: Results of checking on property 3



Fig. 13 shows the results of the checking on properties 4-6.
Obviously, the file corruption exception appeared earlier, and
the rendering exception occurred later. That sequence was
related to the order in which they were executed. The probability
of an exception caused by lack of cloud computing resources
was low at less than 0.25%. However, the probability of a
rendering exception and a file exception was greater at more
than 1.25%. So the system satisfied property 5, but did not meet
properties 4 and 6, which means that the probabilities of a file
exception and a rendering exception were not less than 1%.
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Figure 13: Results of checking on properties 4—6

Fig. 14 shows the results of the checking on properties 7-9.
The file exception could be fixed at the earliest, and the
rendering exception was fixed at the latest. That sequence was
also consistent with the order of operations. However, the
probability of successful recovery for the file exception was
greater than 97% and for the other two exceptions was also close
to 97%. So the cloud rendering system satisfied properties 7-9.
That is, the success rate of the exception recovery was greater
than 95%.

1.000

0975
0950 /'/

/
0,825 T/ / P

0.900 f = wat
- rerendering

Result

0.875
0.850

5.0 75 100 125 150 175 200
Step

Figure 14: Results of checking on properties 7-9

In conclusion, the experimental cloud rendering system
satisfied five properties. The evaluation and improvements
follows.

1) From the perspective of the results, the success rate was
94% when the system performed rendering tasks without any
exceptions occurring. However, as the allowed number of
exceptions increased, the success rate became higher. The
probability of success was close to 97% when the maximum
number of exceptions was greater than two. On the other hand,
the more exceptions that occurred, the worse the stability of the
system. So to ensure the success rate and stability of the system,
it was necessary to adjust the maximum number of exceptions to
two.

2) From the perspective of the exception rate, the probability
of a file corruption exception was relatively high. That
probability shows that there may have been loopholes in the file
transfer or file access program module. It is also possible that
the quality of the storage node was not up to standard. For file
exceptions, this lack of quality required upgrading the
configuration of storage nodes and improving the file transfer
and access programs. In addition, the probability of a rendering
exception was as high as that of a file exception. That
probability may have been due to an incompatibility of the
rendering engine or the poor calculating ability of the CPU. It is
effective to use a more compatible rendering engine or to
replace inefficient computing nodes with higher performance
computers. The probability of an exception caused by lack of
cloud computing resources was low. That probability shows that
the system had sufficient computing nodes and storage nodes to
meet the needs of tasks.

3) From the perspective of the recovery rate, when a file was
damaged, the file would be fixed by the system with a high
probability. That repair indicates that the system functioned well
in file backup and repair. When the current task waited for cloud
computing resources, the probability that the system would
assign the resources timely was also high, because the system
was excellent at scheduling resources. Similarly, the probability
of recovery of rendering exceptions was high due to the efficient
strategy of task scheduling. In general, the system had a strong
ability to return from the abnormal state to the normal state. In
this experimental environment, this aspect did not need to be
improved.

6. CONCLUSION AND FUTURE WORK

This paper proposes a method to evaluate the reliability of a
cloud rendering system by using a probability model. The
extended DTMC is proposed, and the probability model of a
cloud rendering system was constructed. Then a series of
reliability properties are defined from three aspects. In the
experiment, we built a cloud rendering system with 20
computers and used PRISM to check the reliability properties.
Finally, the reliability of the cloud rendering system is evaluated
according to the experimental results. These results show that
our method is effective to evaluate the reliability of the cloud
rendering system.

Future work entails obtaining more accurate experimental
results by increasing the number of computing nodes and
rendering tasks. However, it is difficult to evaluate and improve
the reliability of the cloud rendering system by artificial means.
How to calculate reliability properties by the system itself, and
how to use it to implement self-evaluation and self-optimization
will be studied in the future.
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