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ABSTRACT
While second factor authentication (2FA) is now widely available,

user adoption is still very low, as most of 2FA implementations re-

quire signi�cant interaction from the user. In this paper, we present

a novel 2FA system, called Wi-Auth that requires minimal partici-

pation from the user. A user a�er con�rming her credentials with

an online service, simply has to place a pre-registered secondary

device in close proximity (< 2.5 inches) of the primary device from

which the login a�empt is being made. Wi-Auth detects the prox-

imity of these two devices by comparing the �ne-grained Channel

State Information (CSI) of the ambient WiFi signals measured at the

two devices. �e logic being that two devices that are in such close

proximity will exhibit very similar CSI characteristics. Wi-Auth

uses a lightweight two-step matching algorithm to compare the two

CSI measurements. We also address (for the �rst time in literature)

the issue of targeted a�acks where an a�acker may be co-located

with the victim. We implement Wi-Auth using commodity o�-the-

shelf 802.11n devices and evaluate its performance in three di�erent

practical se�ings including an open o�ce, an apartment and a large

meeting space. Our experiments performed at 90 di�erent location

reveal that Wi-Auth can on average achieve 94% authentication

accuracy with 5% false positives and 6% false negatives. Moreover,

Wi-Auth is very robust in preventing co-located a�acks with a 95%

a�ack detection accuracy.
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1 INTRODUCTION

U
ser authentication is critical to numerous online services. Over

the past few decades, passwords have been widely used for

verifying the legitimacy of user trying to access any online service.

However, vulnerabilities of this approach are well documented in

literature [19] [26]. An average Internet user has over 118 online
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accounts [1]. It is very di�cult for a user to cra� a unique and

strong password for each of these accounts. As such, users o�en

tend to use naive passwords such as ‘12345’which are easy to guess

[2]. Alternately, many users reuse a strong password across mul-

tiple accounts. �e problem with this approach is that, if one of

the service providers is hacked (which is not uncommon, for exam-

ple, recently 500 million Yahoo accounts [25] were reported to be

compromised), then all other accounts are susceptible. In order to

mitigate these issues, many online services are increasingly o�ering

two factor authentication (referred as 2FA in the rest of the paper)

for protecting user accounts. 2FA mechanisms a�empt to con�rm

the user's claimed identity by combining any two of following three

factors : (i) Some thing you know (e.g., Password). (ii) Some thing

you have (e.g., Phone for receiving one time code). (iii) Some thing

you are (e.g., biometrics such as �ngerprints). �ere are various

implementations of 2FA. For example, [5] [6] are hardware token

based 2FA mechanisms, where the user is given a dedicated piece

of hardware (e.g. keyfob) that generates a one-time code (OTC) to

serve as the second factor. However, these solutions require users

to carry additional hardware, which not only incurs an additional

cost for the service provider but is also easy to misplace. A cheaper

alternative is to use so�ware token based 2FA. Examples include,

Duo Push [20], Encap Security [21] and Google’s two-step veri�ca-

tion, wherein the OTC is sent to the user's registered mobile device

following a successful login a�empt. Even though 2FA provides

signi�cantly improved security, user adoption rates are still very

low. For example, Petsas et al. [3] found that only 6% of 100K

Gmail accounts are 2FA enabled. �e main reason behind the low

adoption rate is that, these mechanisms require user to physically

interact with either the hardware token or the device that receives

the so�ware token [22] [23].

Several recent works have a�empted to develop 2FA mechanisms

that reduce the user interaction by exploiting the fact that most

of us carry multiple devices (e.g. laptops and smartphones) and

that these devices are o�en in close proximity of each other. For

example, [4] presented a 2FA mechanism capable of performing

the user authentication by comparing the ambient sound recorded

by mobile phone and computer from which login a�empt is being

made. Similarly, [7] and [8] reduce the interaction needed for 2FA

by leveraging the direct communication (via Bluetooth) between

user's mobile phone and computer. While these systems reduce

the interaction required to perform 2FA, but they have not consid-

ered the robustness of their solution in the face of targeted a�acks,

situations where an adversary who has compromised a victim’s

password then a�empts to hijack the 2FA mechanism by placing

his device close to the victim’s registered device.

In this paper we set out not only to improve the usability of 2FA

by signi�cantly reducing the e�ort exerted by the user, but also

e�ectively address the issue of close adversaries. We propose Wi-
Auth, a 2FA mechanism, that leverages the close proximity of user's

secondary device (e.g. Phone) to the primary device (e.g. Laptop)

from which log-in a�empt is being made as a second factor for
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authentication. For establishing this proximity, Wi-Auth relies on

WiFi signals which are ubiquitous in our environment. �e main

idea behind Wi-Auth is that if the two devices are in close proximity,

then the WiFi signals received by both devices will be very similar.

Wi-Auth triggers both devices to measure �ne-grained Channel

State Information (CSI) of the received wireless signals. If the CSI

data is similar then it can be inferred that the two devices are close

and thus serve as the second factor for authentication. Our prelim-

inary experiments revealed that in the 2.4GHz WiFi spectrum, if

two devices are within 0.5λ (aprox. 2.5 inches) of each other, then

their CSI waveforms are similar in shape and amplitude. As such,

Wi-Auth requires the user to place the secondary device adjacent

to the primary device to ensure a strong match. �is is the only

active interaction required by Wi-Auth from the user. Moreover,

CSI quickly de-correlates as the distance between the two devices

increases. �us, Wi-Auth can readily identify any potential a�ack

from a close adversary, since realistically an adversary (assuming

he has compromised the user credentials) can only place his device

(primary) several inches (or even feet) away from the secondary

pre-registered device without being noticed by the victim. It is

important to highlight that the distance over which Wi-Auth can

accurately authenticate a device is signi�cantly smaller (2.5 inches)

as compared to some of the other proximity based 2FA systems

which use acoustics (several feet) or Bluetooth (several meters).

�ese others schemes are thus susceptible to co-located a�acks

unlike Wi-Auth.

�e main contributions of this paper are:

• We propose Wi-Auth, a novel 2FA mechanism that utilizes

WiFi signals for establishing the close proximity between

user's secondary device and device from which log in at-

tempt is being made. We use this proximity as a second

factor of authentication while requiring very limited in-

teraction form the user (the user simply has to place the

secondary device adjacent to the primary device).

• We propose a lightweight two layer approach for compar-

ing the CSI data measured by the two devices and show that

this approach works e�ectively in di�erent environments.

• Our CSI comparison algorithm also addresses the issue

of targeted a�acks in which a�acker and victim are co-

located and show that Wi-Auth can successfully detect

these a�acks. To the best of our knowledge, this issue has

not been addressed before in context of 2FA.

• We implemented Wi-Auth on o�-the-shelf WiFi 80211n

devices and conducted extensive experiments in three dif-

ferent and practical se�ings (open o�ce, apartment, large

meeting space). Our evaluations revealed that Wi-Auth

can achieve 94% authentication accuracy while maintain-

ing very low (5-6%) false positives and negatives. Wi-Auth

can also successfully detect a vast majority (95%) of co-

located a�acks launched by placing the adversary device

at di�erent distances from the primary device.

�e rest of paper is organized as follows. Section 2 presents an

overview of the Wi-Auth system. Section 3 encompasses prelimi-

naries and feasibility of using CSI for achieving our goals. Section

4 expands on the CSI comparison algorithm employed by Wi-Auth.

Our extensive experimental evaluations are discussed in Section 5.

Related work is presented in Section 6, and �nally the concluding

remarks appear in Section 7.

2 WI-AUTH SYSTEM OVERVIEW
We consider the situation in which user a�empts to authenticate

himself to a web-server for accessing some online service. �e

device, from which log in a�empt is being made, is referred to

as the primary device. Without loss of generality we depict this

device to be a laptop in Figure 1, but it could very well be any other

personal device such as a tablet or smart phone. �e primary device

will have a Wi-Auth so�ware module installed on it (e.g. as an App).

Once the user's credentials (i.e. something the user knows, e.g., user

name and password) are veri�ed by the web server, Wi-Auth module

on web server will be invoked for con�rming 2FA. While we have

assumed that the Wi-Auth so�ware module needs to be installed

on the web server, it may be possible to implement this as a stand-

alone third party service and provide APIs for existing web servers

to interface with this service in order to eliminate the overhead

involved in modifying the existing web-servers. We assume that the

user has registered a secondary device with Wi-Auth which is used

to verify 2FA. A Wi-Auth so�ware module (e.g. an app) is installed

on this device and it is assumed that this app is associated to the

user's account using any existing technique for enrolling so�ware

token. Without loss of generality, Figure 1 depicts a mobile phone

as the secondary device, but one could envision other possibilities

such as a smart watch. We also assume that at the end of the

enrollment procedure, the server obtains the unique public key of

the application installed on the secondary device and associates

that key to the user account. Following the veri�cation of the

user credentials (Step 1 in Figure 1), the user is prompted to place

the secondary device in close proximity (i.e. within 2.5 inches, as

discussed in Section 3) of the primary device (Step 2 in Figure 1).

�e server sends the public key of user's secondary device to the

primary device and instructs the Wi-Auth module on both devices

to commence the CSI measurement process (Step 3 in Figure 1).

Both devices send n ping packets to the connected AP and record

the CSI data for then ping responses received (An investigation into

a suitable value for n is conducted in Section 5). Upon completion

of CSI measurements, the primary device send its CSI samples

encrypted with secondary device's public key to the server (Step

4 in Figure 1). Server in turn sends these samples to secondary

device (Step 5 in Figure 1), which uses the methods outlined in

Section 4 to compare the two CSI data sets (Step 6 in Figure 1)

and informs the server about the outcome (Step 7 in Figure 1). We

favor CSI comparison to be done on secondary device instead of

web-server, as a typical web-server handles thousands of access

requests at a particular time and this additional comparison step

can a�ect the server response time. If Wi-Auth ascertains that

the two CSI measurements are similar, then it can be interpreted

that these two devices are in close proximity, which can only be

the case if the secondary device was placed there by the user (thus

verifying the second factor - something you have). We would like to

highlight that apart from the initialization process which involves

downloading and installing the Wi-Auth so�ware module on the

primary and secondary device, the only interaction required from

the user is to place the secondary device in close proximity of the

primary device. It is worth noting that in this paper we have not

implemented the entire end-to-end solution but rather focused on

the more challenging issue of developing a robust algorithm for

e�ectively comparing the CSI measurements and demonstrate the

e�cacy of CSI as second factor of authentication.
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Figure 1: Wi-Auth System Overview

Threat Model: We consider the practical and realistic situation

in which an adversary has obtained the victim’s credentials (user

name and password). Adversaries can easily gain access to this

information either by phishing [24] or through various leaked pass-

word databases that are increasingly appearing on the Internet. We

consider an a�ack to be successful, if the adversary successfully

proves that the device from which he is a�empting log-in and user's

secondary device have similar CSI measurements, thereby deceiv-

ing Wi-Auth to grant access to the online service. We assume that

adversary cannot gain access to victim’s secondary device as in

such a case every 2FA mechanism will fail. Similarly, we also do

not consider Man-In-�e-Middle a�acks (MiTMA) in this piece of

work. We consider two types of a�ackers: those that are located

in close vicinity of the the legitimate user and those that are a bit

farther from the user. �e a�ack scenarios are illustrated in Figures

11, 12 and 13.

3 PRELIMINARIES AND FEASIBILITY STUDY
In this section, we �rst present an overview about CSI. Next, we

present some results from our feasibility study to demonstrate that

CSI has good potential to be used as an indicator of proximity

between devices and thus serve as a means to achieve our goals.

3.1 Channel State Information
�e current iterations of the WiFi standard such as 802.11n/ac sup-

port multiple antennas for MIMO communications and employ

OFDM at the physical layer. In OFDM, a single channel is divided

into multiple orthogonal sub carriers for improved performance.

For example a 20MHz 802.11 channel is divided into 56 sub-carriers.

Frequency response of each of these sub-carriers can be monitored

by WiFi NICs, which is collectively referred to as the Channel State

Information (CSI). CSI captures the e�ects of various impairments

such as sca�ering, fading and multipath that are experienced by

the radio signal as it propagates from the transmi�er to receiver.

�e CSI information is used by the NIC to improve the quality of

the WiFi link [11].

Lets assume that we have TA transmi�ing and RA receiving an-

tennas, constituting a TA × RA MIMO System. If we represent the

transmi�ed and received signals by X and Y respectively, then we

can write;

Y = H.X + η (1)

where H represents CSI and η represents additive white Gaussain

Noise. For every received packet, H will be a complex matrix of

order NS ×TA×RA, where NS represents number of sub-carriers. In

this paper, we consider a single TA × RA antenna pair (See Section

4.1 for details). For ith sub-carrier, CSI will be Hi = |Hi |exp{j∠Hi },
where |Hi | represents amplitude and ∠Hi represents phase response

of the ith sub-carrier [12]. In this paper, we rely on CSI amplitude

for establishing the proximity between primary and secondary

device.

�ere are many commercial devices that provide open access to CSI

using customized drivers. Examples include Intel WiFi Link 5300

[18], Atheros 9390 [28] and Atheros 9580 [29]. In our study, we

used Intel 5300 NIC, which reports CSI corresponding to NS = 30

OFDM sub-carriers for every received packet.

3.2 Feasibility Study
For CSI to work as an e�cient mean of second factor of authentica-

tion in lines with our goals, it must exhibit two essential properties.

(i) �e CSI measured by two devices in close proximity should be

similar. (ii) �e CSI recorded by the two devices should be di�erent

if they are further apart.

For visualizing the existence of these properties, we collected CSI

from two devices equipped with Intel WiFi Link 5300 NICs. For

analyzing �rst property, we placed two devices in de�ned close

proximity i.e. < 2.5 inches, or in other words ≤0.5λ for WiFi oper-

ating at 2.4GHz. Once the two devices are separated by a distance

greater than 0.5λ the two devices experience di�erent multipath

e�ects and consequently their CSI data is no longer similar. Figure

2 shows the mean amplitude of the CSI measured over 20 packets

for each of the 30 sub-carriers for both devices. One can readily

observe the high similarity in these two data sets. Next we repeated

the experiment, except that we increased the distance between the

two devices to 12 inches. One can observe from Figure 3 that the

CSI data exhibits low correlation. We repeated our experiments

at number of di�erent locations and concluded that two devices

in close proximity result in unique and correlated CSI measure-

ments. Our numerous experiments also revealed that CSI quickly

de-correlates with the distance (i.e. low correlation was observed if

two devices are kept at a distance greater than 2.5 inches). �ese

properties are essential for achieving the goals set out for Wi-Auth

and provide the basis for considering the use of CSI as a mean to

establish the second factor for authentication.
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Figure 2: CSI measured by 2 devices in close proximity

4 CSI COMPARISON ALGORITHM
Figure 4 illustrates the work �ow of proposed algorithm. We employ

a two layer similarity analysis approach to enhance the robustness

of overall authentication mechanism. Each step is discussed in the

detail in following sub-sections.
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Figure 3: CSI measured by 2 devices separated by 12 Inches
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Figure 4: Wi-Auth Work Flow for Authentication

4.1 CSI Measurement
As noted in Section 2, the server Wi-Auth module instructs the

primary and secondary device to record CSI for a sequence of n
packets. �ese devices can be synchronized using existing Time

Synchronization Function. It should be noted that precise time

synchronization is not essential since in our experiments we ob-

served that the mean of CSI data (for each sub-carrier, expressed

as a vector) for a sequence of n packets from two closely located

devices will match up even if their clocks are slightly misaligned. A

similar observation was noted in [15]. Current commodity 802.11n

devices are equipped with 3 antennas. Although we expect our

system to work as desired with multiple antennas interfaced with

each device, however, instead of a 3 x 3 MIMO system, we consider

a 1 x 1 SISO system. �is reduces the size of our data matrix from

30 × 3 × 3 to 30 × 1 × 1 for every received packet, which helps

in reducing the computational complexity of Wi-Auth. �ere are

two main reasons for considering a SISO system. First, having a

single antenna pair enables us to position two devices very close to

each other (i.e. within 2.5 inches of each other). Having multiple

antennas would complicate the setup. Second, it allows us to verify

that our approach would also work in a se�ing where a device

only has a single antenna, which o�en is the case with wearable

devices. �erefore, we obtain CSI data of order n×30 from each

device, where 30 represents number of reported sub-carriers.�e

CSI data sets for the primary and secondary devices are represented

by Cp and Cs respectively. Each row of CP and CS represents CSI
amplitudes measured at each sub-carrier for one particular received

packet.

4.2 Data Pre-Processing
In our feasibility study (outlined in Section 3), we observed that the

CSI amplitudes for a sequence of back-to-back packets varies ever

so slightly. Figure 5(a) shows the CSI amplitude of 30 sub carriers

for a a sequence of 50 packets. Each line in the Figure 5(a) denotes

a di�erent packet. While the amplitudes vary slightly, the shape

of the curves are similar. We a�ribute these slight di�erences to

variable interference [13]. If we use the ‘raw’CSI data (as depicted

in Fig 5(a)) to determine the similarity between the two data sets,

then we observed an increase in the False Negative Rate (FNR). To

reduce this e�ect, we �rst subtract the mean CSI of each packet

from the CSI of each individual sub-carrier for that packet. �is is a

standard normalization procedure which is widely used in literature

(e.g. [13]). Mathematically it can be denoted as:

´CP (i ) = CP (i ) − 11×30{
1

30

30∑
k=1

CP (i ) (k )} (2)

´CS (i ) = CS (i ) − 11×30{
1

30

30∑
k=1

CS (i ) (k )} (3)

CP (i ) and CS (i ) represents ith rows of CP and CS respectively and

11×30 is a vector of all ones. �is process e�ectively adjusts the

mean of every packet to zero and reduces the overall variance which

is illustrated in Figure 5(b).

4.3 Similarity Analysis
�e output of data pre-processing module are two matrices ĆP and

ĆS each of order n × 30 with ith row computed in accordance with

equations 2 and 3 respectively. For similarity analysis, we �rst

compute the mean of each column of ĆP and ĆS which represents

the mean of CSI amplitudes corresponding to an individual sub-

carrier for n packets and represent the �nal CSI data as vectors

dp and ds each of order 1 × 30, corresponding to the primary and

secondary device respectively. For simplicity, we represent dp and

ds as;

dp = [hp1 hp2 hp3 hp4 hp5 · · ·hp30] (4)

ds = [hs1 hs2 hs3 hs4 hs5 · · ·hs30] (5)

Where hpi and hsi represents the mean of ith column of ĆP or ĆS
respectively.

For checking the similarity between two CSI measurements (i.e. dp
and ds ), we �rst calculate the Pearson’s Product moment Correlation
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Figure 5: E�ect of Data Pre-processing on CSI (Colored Lines Indicate Individual Packets )

(PPMC) in accordance with equation;

r =

∑
30

i=1
(dp (i ) − dp ) (ds (i ) − ds )√∑

30

i=1
(dp (i ) − dp )

√∑
30

i=1
(ds (i ) − ds )

(6)

ds and dp represents the mean value of two data sets. �e value

of r varies from -1 to 1, with a value close to 1 indicating a strong

positive association between two data sets. �e intuition behind

using PPMC is that, it provides a quick way to ascertain if the two

data sets dp and ds exhibit a similar trend or not [30]. However,

PPMC by itself is not su�cient to determine similarity. While PPMC

can ascertain if the trend (i.e. shape) of the two data sets is similar,

it does not consider the amplitude of the signals. To demonstrate

this we illustrate the CSI data collected from two devices which are

separated by 5f t in Figure 6. Observe that while the shape of the

two data sets are similar, their amplitudes are vastly di�erent. �e

PPMC as computed by Eq.6 for this example is 0.9, suggesting a

strong positive association. Hence, we propose to use a second level

similarity check which compares the amplitudes of the two data sets.

�is helps us in reducing the False Positive Rate (FPR) of overall

authentication system. However, this second layer similarity check

is only invoked if r is greater than certain threshold ε (explained

in Sec. 5) , so that we can bypass the additional computations if

there is no strong positive association observed between two CSI

measurements. �is helps in reducing the overall processing time

when there is no strong positive association between two data sets.
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Figure 6: CSI of two devices not in Close-Proximity

Our second layer similarity check computes the magnitude of

di�erence between two CSI measurements dp and ds . One would

anticipate that amplitude of the CSI data for two devices in close

proximity should be equal. However, our observations revealed that,

there are some slight di�erences in the amplitudes as demonstrated

in Figure 7, which shows the mean CSI data for 20 packets a�er

pre-processing (as per Section 4.2) for devices in close proximity.

�ese di�erence are due to noises and manufacturing variations in

di�erent devices. It is important that these variations are minimized
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Figure 7: Di�erence in CSI amplitudes measured by two devices in
close proximity

to reduce the chance of false negatives. We suggest that these

di�erences can be reduced using Singular Value Decomposition

(SVD). SVD is a powerful technique that can be applied to any

matrix, regardless of whether it is rectangular or square, unlike

other decomposition techniques [14]. For any matrix M of order

m × n, SVD will produce,

Mm×n = U
∑

VT
(7)

where as U and V are orthogonal matrices of orderm ×m and n ×n
respectively, while

∑
is a rectangular matrix (with only diagonal

non-zero entries) with same order as that of M [14]. �e diagonal

entries (i.e. positive values) of

∑
are arranged in descending or-

der and referred as singular values. Typically, the large singular

values point to important and interesting information , while the re-

maining (which are generally very small as compared with top few

singular values) can be assumed to be due to noise [16]. Hence, the

singular values contained in a diagonal matrix

∑
are represented as

σ1,σ2, ...,σn (form ×n matrix with n ≤ m). Out of these n singular

values, top ń values represent the actual useful information, while

rest of (n− ń) values represent noise components. De-noised matrix

Ḿ can be wri�en as;

Ḿ = U1σ1VT
1
+U2σ2VT

2
+ · · · +UńσńV

T
ń (8)

For applying SVD on our data vector dp and ds , �rst of all we

construct a matrix Mi of order m × n from each data vector dp
and ds , where i = 1 for primary device and i = 2 for secondary

device. We refer this matrix as CSI Image (as SVD is extensively

utilized to eliminate imperfections in images due to noise) with

m = 6 and n = 5 (i.e. keeping n < m). CSI image formulation is

shown below;
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Data vector dp y
hp1 hp2 hp3 hp hp5 hp6 hp7 · · · hp30

From this data vector, six consecutive CSI values (e.g. CSI amplitude

h1 · · ·h6) are grouped to form a column of CSI image matrix M1

and so on as depicted below,

(hp1 · · ·hp6)︸         ︷︷         ︸
column1

,

column2︷          ︸︸          ︷
(hp7 · · ·hp12),

column3︷            ︸︸            ︷
(hp13 · · ·hp18) · · · (hp25 · · ·hp30)︸            ︷︷            ︸

column5

�e �nal CSI image matrixM1 looks like;

M1 =




hp1 hp7 . . hp25

hp2 hp8 . . hp26

. . . . .

. . . . .

hp6 hp12 . . hp30




hpi in this matrix represents mean CSI amplitude of ith sub-carrier,

while ith column contains values corresponding to sub-carriers

{((i × 6) − 6) + 1}:{i × 6}. Similarly we compute the CSI matrix M2

using the data vector ds corresponding to secondary device. Once

the CSI images (matrices) are formulated, we apply SVD on each CSI

matrix to �nd Mi (6×5) = U6×6

∑
6×5

VT
5×5

, where i = 1 for primary

device and i = 2 for secondary device. We form a row vector

Sv containing the 5 singular values corresponding to each device

i.e. Sv = [σ1,σ2,σ3,σ4,σ5]. Out of these �ve values, we consider

the �rst two values (which are the largest), as our empirical study

reveal that these singular values correspond to the most useful

information in the CSI measurements, while other three singular

values refer to noise components. We represent each de-noised

matrix as Ḿi (6×5) = u1σ1v
T
1
+ u2σ2v

T
2

. �is method e�ectively

reduces the noise power PN by a factor of

∑
5

i=3
(σωi )2, where PN =∑

5

i=1
(σωi )2 represents the corresponding noise matrix for our CSI

matrix, while σωi represents ith singular value of noise matrix .

�e �nal result of applying SVD gives us two matrices Ḿ1 and Ḿ2

corresponding to primary and secondary device respectively.

A�er applying SVD, we calculate the di�erence between Ḿ1 and

Ḿ2 and represent the di�erence matrix as ∆F . Next, we calculate

the magnitude of di�erence matrix using the simple form of matrix

norm i.e. Frobenius norm. �e intuition behind using Frobenius

norm is that, it is simple to calculate and generally pre�ered for real

time computations [27]. Frobenius norm (some times also referred

as Euclidean or Hilbert-Schmidt or Schur norm) is de�ned as square

root of sum of squared individual elements [17]. For any di�erence

matrix ∆F , Frobenius norm can be expressed mathematically as;

| |∆F | |F =

√√√√
6∑
i=1

5∑
j=1

|mi j |2 (9)

where mi j represents an individual entry contained in ith row and

jth column of matrix ∆F . As with PPMC, if the magnitude of di�er-

ence is less than the threshold δ (i.e. | |∆F | |F < δ ) (See Section 5 for

threshold value), we treat two measurements as similar and declare

two devices in close proximity which results in successful authen-

tication. On the other hand, if the magnitude of the di�erence is

greater than the threshold (i.e. | |∆| |F > δ ), then the two devices

are deemed to not be in close proximity and thus authentication is

denied .

5 EXPERIMENTAL EVALUATION
In this section, we present the evaluation setup, experimental

methodology and performance of Wi-Auth. We also investigate

the impact of various factors on the performance of Wi-Auth. As

discussed in Section 2, we focus on evaluating the most challeng-

ing aspect of the system, which is the CSI comparison algorithm.

We will implement the complete end-to-end system as part of our

future work.

5.1 Evaluation Setup
All of our experiments are conducted using two HP 6930P laptops as

the primary and secondary device
1
. Both the laptops are equipped

with Intel 5300 NIC and run Ubuntu 12.04 with Kernel 3.13.0. �ese

laptops are connected to a 802.11n WiFi AP operating in the 2.4GHz

band. We used another HP 6930P laptop equipped with Intel 5300

NIC as an AP. �is is because currently available CSI tool works

reliably if both transmi�er and receiver are equipped with Intel

5300 NIC [18]. We connected the WiFi NICs of the primary and

secondary laptops to external antennas so that we could easily

maintain a distance of less than 2.5 inches between the two devices.

Additionally we only used a single antenna from the three available

on the Intel 5300 NIC of both primary and secondary device (the

motivation for using a SISO system is outlined in Section 4.1).

Experimental Methodology: We conduct extensive experiments

in three di�erent indoor environments. Our �rst test scenario is

an open o�ce area which consists of a number of cubicles. Layout

of this scenario is shown in Figure 11. Second scenario is a typical

apartment. Figure 12 presents layout of this scenario. While the

third scenario is a large meeting area used for student interaction

containing a number of chairs and desks. Figure 13 depicts the lay-

out of this scenario. We selected these scenarios as they represent

practical se�ings in which a 2FA system such as Wi-Auth could be

used. In each scenario we conducted two types of experiments. �e

�rst set of experiments test whether Wi-Auth performs as expected

in a typical usage scenario. In these experiments the primary and

secondary devices are placed in close proximity of each other (i.e.

< 2.5 inches apart) and at a distance of 1m from the AP. We have

evaluated the e�ect of varying the distance from the AP in Sec-

tion 5.3. �e AP broadcasts 20 packets and both devices record

the CSI corresponding to these packets. We expect that WiAuth

should achieve a positive match between the two CSI data sets for

each iteration of this experiment. �e second set of experiments

evaluates the e�ectiveness of WiAuth in preventing a�acks. Here

we assume the primary device to be the victim. We assume that

an adversary has obtained the credentials for the victim in some

manner (as discussed in Section 2). �e adversary is now aiming

to falsely complete the second factor authentication employed by

Wi-Auth. �e adversary won’t be able to place his device (referred

to as the a�acker) in close proximity (i.e. within 2.5 inches) of

the victim without being noticed. However, the a�acker could be

placed out of sight of the victim but still in the vicinity of the victim

(e.g, in a neighboring cubicle in our �rst scenario or outside a room

in our second scenario or an adjacent table in our third scenario).

We consider two types of a�ack scenarios. In the �rst instance,

the a�acker is placed at a distance of approximately 5-7 feet from

the victim (referred to as ‘relatively close’in the results). In the

1
We used laptops in our implementation as the CSI tool [18] that we used for recording

the CSI only works with the Intel WiFi link 5300 NIC. However, we anticipate that our

solution could readily work with other devices provided we have access to the CSI

data.
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Figure 8: Wi-Auth Performance in
Scenario 1

0

0.2

0.4

0.6

0.8

1

Accurracy F-Measure Attack Detection

P
e

rf
o

rm
a

n
ce

 %

Figure 9: Wi-Auth Performance in
Scenario 2

0

0.2

0.4

0.6

0.8

1

Accurracy F-Measure Attack Detection

P
e

rf
o

rm
an

ce
 (%

)

Figure 10: Wi-Auth Performance in
Scenario 3

21m

 8
.5

m

Figure 11: Layout of Scenario 1

7
m

6m

Figure 12: Layout of Scenario 2

8m

15
m

3.5m

Figure 13: Layout of Scenario 3

second instance the a�acker and victim are separated by over 25

feet (referred to as ‘far’in the results). �is allows us to study the

e�ect of both close and remote adversaries (as discussed in the

threat model in Section 2). For the a�ack experiment, the AP is

located at a distance of 1m from the victim and a sequence of 20

packets is used to measure the CSI. Figure 14 depicts the se�ing for

the various experiments.

In each scenario, we conducted a total of 30 experiments. 10 ex-

periments were conducted to test the accuracy of Wi-Auth with

the primary and secondary device in close proximity. �e red dots

in Figures 11, 12 and 13 depict the locations at which each experi-

ment was conducted (a single dot represents both the primary and

secondary device as they are co-located). �e next 10 experiments

consider the relatively close a�ack scenario with the victim and

a�acker separated by approx 5-7 feet. Brown dots in Figures 11,

12 and 13 represent locations of these experiments (the brown dot

represent location of an a�acker, while victim is represented by

green dot). Finally, the last 10 experiments considers the far a�ack

scenario where the victim and a�acker are separated by 25 feet or

greater. Blue dots in Figures 11, 12 and 13 represent locations of

these experiments (blue dot represent location of an a�acker, while

victim is represented by green dot).

Performance Evaluation: We use the following metrics to evaluate

the performance of Wi-Auth:

Accuracy: Accuracy of Wi-Auth is de�ned as;

A =
ntp + ntn

n̆
(10)

where ntp and ntn represents the number of true positives and

negatives respectively, while n̆ represents total number of tests. A

true positive refers to the instance where Wi-Auth declares that

two CSI measurements are similar when the primary and secondary

device are placed in close proximity (i.e. < 2.5 inches apart). A true

negative is when Wi-Auth declares two CSI measurements to be

1m
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Figure 14: Experimental Methodology Overview

dissimilar when the primary and secondary device are not in close

proximity (i.e. > 2.5 inches apart). A ranges from 0 to 1, with a

value of 1 implying 100% accuracy.

F-measure: For combining the precision and recall rate of Wi-
Auth, we present F-measure, which is de�ned as;

F = {2 ∗
Precision ∗ Recall

Precision + Recall
} (11)

where precision = ntp
ntp+nf p

, while recall = ntp
ntp+nf n

. nf p ,nf n

represents number of false positives and negatives respectively. F
ranges between 0 and 1, with a value of 1 implying that no false

positive or negative decisions were made during the experiments.

On the other hand, a value of 0 suggests that Wi-Auth cannot make

any true positive decisions.

A�ack Detection Ratio: With this we evaluate if Wi-Auth can

successfully detect that the secondary device trying to verify the

second factor is not in close proximity of the primary device (i.e.

victim) and thus an a�acker. �e ratio measures the fraction of

a�acks that are successfully detected.
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5.2 Evaluation Results
Threshold Values: For se�ing the threshold values of PPMC and

Frobenius Norm, we conducted a total of 30 experiments (10 in

each scenario) by placing primary and secondary device in close

proximity. �reshold value of PPMC (ε) was set using the expression

µp − nσp , where µp is mean value of PPMC in all experiments, σp
represents standard deviation of PPMC, while n represents the a

constant multiplier. Similarly, the threshold value of norm (δ ) is set

in accordance with expression µn +mσn , where µn is mean value of

norm, σn is standard deviation of norm, whilem represents constant

multiplier. Based upon our experiments, we set n = 1 for PPMC

and m = 1.5 for Norm. �ese parameters compute ε ≈ 0.75 and

δ ≈ 10.5. For successful authentication, PPMC should be greater

than ε while norm should be less than δ . We also analyzed the trade

o� between FP and FN by varying the di�erent threshold values

for ε and δ . Figures 15 & 16 show that the selected threshold values

return the lowest FP and FN rates.

Scenario 1: In �rst scenario, Wi-Auth achieves 96% accuracy,

F-measure of 95% and a�ack detection ratio of 95% as depicted in

Figure 8. Calculated similarity indexes are shown in Table. 1. It is

evident that the values for PPMC and Norm for almost all experi-

ments meet the threshold criteria (i.e. for successful authentication,

r > 0.75 and | |∆F | |F < 10.5). �e results highlighted in blue show

the validity of our two-step approach. Consider the experiment for

the relatively close a�ack referenced by index 4. Here the PPMC

is 0.9 (which is greater than the threshold of 0.75) and thus the

algorithm would progress to the second level check. However, the

Norm (24.5) is much greater than the corresponding threshold (10.5)

which correctly prevents a successful authentication. �e result

highlighted in red depicts the only experiment with a false posi-

tive decision. In summary, for 29 out of 30 experiments, Wi-Auth

worked as expected; it correctly identi�ed the device when in close

proximity with 100% accuracy, and detected 19 out of 20 a�acks.

Index Close Proximity Relatively Close (5-7 �) Far (25 �)
PPMC Norm PPMC Norm PPMC Norm

1 0.91 6.44 0.18 26.9 0.34 35.61

2 0.95 4.3 -0.59 20.3 0.44 21.81

3 0.78 7.5 -0.42 16.18 -0.63 32.05

4 0.79 8.1 0.9 24.5 0.43 44.48

5 0.91 9.6 -0.52 8.98 0.72 27.4

6 0.92 8.2 0.27 12.44 0.66 43.3

7 0.83 8.1 0.27 13.5 0.69 71.5

8 0.94 8.35 -0.44 77.07 0.83 38.6

9 0.84 7.4 0.83 10.3 -0.54 72

10 0.77 6.9 0.38 19 0.63 43.9

Table 1: Evaluation Results in Scenario 1

Scenario 2: As depicted in Figure 9, Wi-Auth achieves 90% ac-

curacy, a F-measure of 85% and a�ack detection ratio of 90% in

scenario 2. Detailed values of similarity indexes are shown in Table.

2. �ese results depict that, in 90% of all experiments conducted in

this scenario, Wi-Auth established the correct proximity between

two devices. Highlighted results in red color show the false nega-

tive and positive decisions of Wi-Auth in this scenario, while those

highlighted results in blue color represent the e�ectiveness of two

layer similarity approach as described in section 4.

Scenario 3: Figure 10 illustrates the performance of Wi-Auth in

scenario 3, depicting 96% accuracy, 95% F-measure and 100% a�ack

detection. Detailed values of results of these experiments are shown

in Table 3. �ese results show that Wi-Auth made only one false

negative decision in this test scenario, which is highlighted in red

color in Table 3. While in all other experiments, Wi-Auth correctly

Index Close Same Room (5-7 �) Outside room
PPMC Norm PPMC Norm PPMC Norm

1 0.94 2.98 0.58 10.98 -0.53 29.6

2 0.75 10.1 -0.15 35.15 0.48 69.2

3 0.97 8.1 -0.6 61 0.87 27.15

4 0.9 9.6 0.86 5.63 -0.45 44.96

5 0.78 8.6 -0.54 11.25 -0.0009 23.13

6 0.7 11.4 0.06 13.44 0.8 13.6

7 0.74 7.8 0.43 12.89 0.62 8.71

8 0.99 1.75 0.94 4.98 0.06 23.2

9 0.86 10.4 0.35 10.15 -0.65 15.9

10 0.97 7.11 0.83 16.2 0.45 8.82

Table 2: Evaluation Results in Scenario 2

established the true proximity between primary and secondary

device. Results highlighted in blue color in Table 3 show the validity

of our two layer similarity approach in this scenario.

Index Close Proximity Relatively Close (5-7 �) Far (25 �)
PPMC Norm PPMC Norm PPMC Norm

1 0.75 7.55 0.61 13.35 -0.72 42.12

2 0.97 2.39 0.35 15.5 -0.77 48.4

3 0.71 7.86 0.0663 10.35 -0.49 37.6

4 0.76 6.41 0.72 13.1 0.62 46.6

5 0.86 5.5 0.65 17.2 -0.52 26.3

6 0.77 6.75 0.41 9.52 0.8 30.6

7 0.82 9.4 -0.52 28.6 -0.44 31.8

8 0.97 3.22 -0.16 36.4 -0.19 24.9

9 0.97 4.1 -0.27 13.3 -0.48 39.9

10 0.93 7.62 -0.39 24.9 0.92 18.6

Table 3: Evaluation Results in Scenario 3

Overall Performance of Wi-Auth: To summarize, we tested Wi-

Auth at 90 di�erent locations in three di�erent environments and

obtained the average accuracy of 94%, F-measure of 91.6% and a�ack

detection of 95%. Overall False Positive Rate (FPR) of Wi-Auth is

5%, while False Negative Rate (FNR) is 6.67%. Higher accuracy and

low values of FPR and FNR indicate that Wi-Auth is very e�ective

in a variety of environments.

5.3 Analysis and Discussion
5.3.1 Impact of Distance between AP and primary and secondary

devices. An important factor that can a�ect the performance of Wi-

Auth is the distance between AP and the primary and secondary

devices that measure the CSI, as an increase in distance can in-

troduce di�erent mutipaths which may a�ect CSI. We analyzed

the e�ect of this distance by conducting a set of experiments in

Scenario 2. We placed the primary and secondary devices in close

proximity and varied the distance between the AP and these two

devices from 0.7m to 5m (in multiples of 0.7m). �is environment

also had a wall at a distance of about 2.8m from the two devices.

As such, the �nal 3 experiments (where the distance from the AP

was 3.5, 4.2 and 4.9 m respectively) were conducted with a wall

between the AP and two devices. Figure 17 show the variations of

PPMC and Norm for di�erent distances. �ese results show that

for di�erent distance, although PPMC stays relatively constant, the

norm �uctuates signi�cantly in same environment. However, an

important point to note here is that, both of these values stay within

the de�ned thresholds for all experiments, even those containing

an intermediate wall. �is shows that Wi-Auth can achieve good

accuracy irrespective of the distance of the devices from the AP

although there are variations in norm with distance.

5.3.2 Impact of varying the mounting height of the AP. �e

position where an AP is installed can vary in many practical se�ings.

As such, we investigate the e�ect of varying the mounting height

of the AP on the performance of Wi-Auth. We should point out that

in all our previous experiments the AP and primary and secondary

devices were placed at the same height. We test the impact of
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Figure 15: FP vs FN tradeo� at di�erent PPMC thresholds Figure 16: FP vs FN tradeo� at di�erent F-Norm thresholds

di�erent mounting heights by conducting experiments in Scenario

2, where the AP is placed at a distance of 1m from the primary

and secondary devices which are in close proximity of each other.

We vary the relative height between the devices and the AP from

0� to 5� (in increments of 1 �). Results shown in Figure 18 reveal

that, while Norm values �uctuates, both PPMC and Norm stay

within the de�ned threshold for di�erent heights. �is portrays the

e�cacy of Wi-Auth for di�erent practical scenarios where AP may

be mounted in di�erent places (e.g. on the ceiling in an o�ce, on

top of a table in a home, etc.).

5.3.3 Impact of Number of Packets. For analyzing the impact of

number of packets used for the CSI measurements, we conducted

experiments in Scenario 2 where the two devices were placed in

close proximity with the AP placed at a distance of 1m. We varied

the number of packets from 20 to 200 (in increments of 20). Results

depicted in Figure 19 show that, there is no de�nite trend in Norm

values with number of injected packets, while PPMC stays relatively

same. However, for di�erent packets injected, both PPMC and norm

stays within the de�ned threshold. �erefore, we choose, 20 packets

for most of our experiments to reduce both the time for conducting

CSI measurements and the overall processing time.

5.3.4 Practical Considerations: Recall from Section 2, that in Wi-

Auth, the CSI data recorded by the primary device has to be �rst

transmi�ed to the server which then forwards it to the secondary

device. We observed that the CSI measurements collected for 20

packets only take up 3KB. �e overheads of transmi�ing this are

thus very low. One of the reasons for the small size of the CSI data

is that we use a SISO system which reduces the order of the CSI

data from 30 x 3 x 3 to 30 x 1 x 1 for each packet. Additionally, Wi-

Auth employs a fairly e�cient two step algorithm (as described in

Section 4) for comparing the two data sets. �erefore, we anticipate

that the run time complexity of Wi-Auth to be relatively low, even

on mobile devices.

6 RELATEDWORK
As described in Section 1, traditional 2FA mechanisms utilize either

hardware or so�ware tokens. Hardware tokens like [5] [6] requires

user to carry a dedicated hardware and also they incur additional

manufacturing cost. As a result, they are not very widely used.

Instead, a so�ware based approach is preferred where a one time

token is dispatched to a registered mobile device of the user if the

�rst step of the authentication is successful. One popular example

of a so�ware token based 2FA is Google’s two-step veri�cation.

However, adoption rate for these systems is quite low due to the

non-trivial interaction required by the user (i.e. entering the one

time code every time a user authenticates). Number of recent works

have tried to reduce the interaction associated with the typical so�-

ware tokens based 2FA mechanisms. For example, [4] presented

a 2FA mechanism referred as sound-proof. Sound-proof relies on

ambient sound recorded by the microphones of primary and sec-

ondary device for establishing the proximity between two devices.

Devices are considered to be in close vicinity, if sound recorded by

two devices show high similarity index. �is solution e�ectively

reduce the user interaction required in traditional 2FA mechanisms.

However, there are two main problems associated with this solution.

First one is that, this solution requires user to generate some sound

(e.g. clearing throat) in situations under which no ambient sound

is present. Note that, it is not uncommon that the ambient sound

in a typical o�ce se�ing is very low. Another problem associated

with this approach is that, sound-proof does not consider a�acks

under which adversary and victim are co-located. Similarly, few

works like [7],[8] and [9] have used Bluetooth for direct communi-

cation between user phone and device from which log-in a�empt

is made. �is solution can also be considered e�ective for reduc-

ing the interaction required for proving the possession of second

factor of authentication. However, co-located adversaries can not

be thwarted out (as discussed in Section 1) in this mechanism as

well. SlickLogin [10] is another solution that can e�ectively reduce

the user interaction. �is mechanism requires user to place his

smart phone just few inches away from the device from which user

is a�empting log-in. In this solution, a uniquely generated sound

(in-audible to human ear) is played by the speakers and an App on

the user's smart phone records it by utilizing its microphone. Once

the sound signature is veri�ed by the phone, it requests server to

allow access to the user a�empting to log-in. While this solution is

promising, it may fail if noise is present in the surrounding. Also,

sounds generated in these frequencies may be disruptive to pets

and younger individuals who can hear sound in these frequencies.

7 CONCLUSION
In this paper we presented a novel 2FA system called Wi-Auth

wherein the user has to simply place a previously registered sec-

ondary device in close proximity of the primary device from which

the user is logging in to an online service. Wi-Auth detects the close

proximity of the two devices by comparing the CSI of the WiFi

signals recorded at both devices to complete the second factor of

authentication. We designed a lightweight and robust two step al-

gorithm for comparing the CSI measurements from the two devices.

Our extensive evaluations in three practical se�ings demonstrated

that our system can achieve an average accuracy of 94%. More-

over, we tested the robustness of our system to co-located a�acks
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Figure 17: Impact of Distance between AP
and CSI Measuring Devices

Figure 18: Impact of Height between AP
and CSI Measuring Devices

Figure 19: Impact of Number of Packets

and found that Wi-Auth can prevent 95% of a�acks. �is paper is

primarily focused on the most challenging aspect of the system,

i.e., the CSI matching algorithm. In our future work, we plan to

implement and evaluate the complete end-to-end system and also

undertake an extensive usability study.
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