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Abstract. Based on existing cloud storage services and remote file synchro-
nization algorithm analysis, a secure cloud storage integration solution is pro-
posed. Its design makes the realization of a cloud-storage-based personal
encryption file synchronization and backup system possible. Users can simul-
taneously manage multiple cloud storage accounts, so that they can synchronize
multiple folders and backup at any time. The system can correctly synchronize
and backup personal data according to users’ needs. Taking advantage of the
MD5 algorithm to make encrypted backup file safer, the new mode can prevent
the illegal change and disclosure of personal files after synchronization, thus
integrity protection of data is achieved, and it becomes easier to manage cloud
storage accounts with different servers. Experiments prove the validity and
reliability of the system.
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1 Introduction

Cloud computing can conveniently provide users with available resources such as
network storage, applications, services and so on. Of them, cloud storage technology
offers users a certain capacity of storage space, so that users can upload their data files to
the cloud, and they can check, download or sync these files on other terminals or mobile
terminals [1, 2]. In recent years, Cloud storage technology has achieved rapid devel-
opment. To make it easier for users to manage cloud storage accounts of different
servers, some cloud storage management platforms have emerged, for example,
CarotDAV, Otixo, MultCloud, ZipShare, etc. These cloud storage management soft-
wares provide convenience for users to take full advantage of cloud storage resources.
However, data security of cloud storage system has always been a most concerned
problem for cloud storage users [3, 4]. Though the cloud storage technology of transfer
encryption and storage encryption or other measures have been taken by SSL and AES,
etc., data loss, illegal change and other safety problems still exist in cloud storage [5, 6].
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These problems have not been satisfactorily resolved by the above-mentioned cloud
storage management platforms. Therefore, how can security backup files optionally as
required is one of the most pressing problem for cloud storage management platforms.
At present, researchers have proposed a variety of solutions to integrity verification of
the backup files in cloud [7–10]. However, these fail to meet the actual security needs.

Based on the deficiencies of existing personal cloud storage services, a cloud
storage integration solution is presented. That is, users can freely add any personal
cloud storage accounts to the system, and can also simultaneously manage several
cloud storage accounts of different servers. A backup model combined with com-
pression and MD5 encryption is proposed, which adopts technologies like single or
bidirectional selective backup, timing and cycle synchronization. MD5 algorithms are
used to generate digital fingerprints of files to identify their tiny changes. Thus, data
integrity protection is achieved, the problem of files storage security in cloud com-
puting is better solved.

The paper is organized as follows: The structure and function design of the system
are discussed in Sect. 2. The Technology of encryption and Process for backup files are
put forward in Sect. 3. The results of simulation and analysis are presented in Sect. 4.
Section 5 includes conclusion and further study.

2 System Design

The cloud-storage-based personal encryption file synchronization and backup system is
located between open programming interfaces of cloud storage and data access layer.

2.1 System Function Design

The system contains an account database and a client that can run on multiple plat-
forms, mainly including the following functions.

(1) File synchronization: to analyze similarities and differences in local folders and
cloud ones, and keep files in the two folders consistent without missing any files.

(2) Account management: users control their multiple cloud storage accounts. They
can login, unbind and complete additions and deletions operation of multiple
cloud storage services, and get account information of that service. The integra-
tion of cloud storage services is achieved by the management of multiple cloud
storage accounts.

(3) File backup: to create backup files by compression and MD5 encryption, and
simultaneously record this backup time point that could be used as a search point
to restore files when needed. The current version of folders is stored in cloud, and
the version of the backup file can be retrieved and decrypted through encryption
keys so that the model can solve the problem of no backup restore points. By
generating digital fingerprints through applying the MD5 algorithm to all files,
you can detect whether any changes have been made to this version of the backup
files.

Research on Integrity Protection of Data for Multi-server 521



(4) Log: the complete log records and content change records are established,
including time, file names and type of change.

(5) Common settings: network and system settings, including network proxy settings,
bandwidth settings, HTTPS secure transmission mode start using and whether
startup.

2.2 System Process Flow

The system implementation process is as shown in Fig. 1. Firstly, users select a cloud
storage services platform, login account management module, and create a cloud
storage client. Then the system and network parameters of cloud storage client are set
in common settings module, and API (Application Programming Interface) control
module is called through file synchronization module and simultaneously update local
files and cloud files so as to achieve automatic storage and synchronization on multiple
cloud storage service platforms. Secondly, file backup module periodically carries on
compression, encryption and retrieval for local folder to be backed up, meanwhile
checks whether the backup file has been changed. Finally, the performance of API
control module is real-time recorded by log module, thereby realizing the security
protection for backup files stored in the cloud.
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Fig. 1. The system implementation process
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3 Encryption Technology and Process

Nowadays, as information security is regarded as an important problem by the society,
Cryptography is paying more and more attention. Cryptography is always compan-
ioned with Hash functions, which is a kernel of modern Cryptography.

3.1 MD5 Encryption

The full name of MD5 is Message-Digest Algorithm 5 [11], evolving from multiple
algorithms, such as, MD2, MD3 and MD4.

The one-way hash function is also called the Hash function [12], which is the core
of the MD5 algorithm. Hash function is an important branch of cryptography. It is a
non-reversible and one-way cryptosystem which transforms the input of arbitrary
length into fixed-length output. Let M be a message with arbitrary length, h = H(M)
means the evaluation of M with a one-way hash function, a fixed length value of h is
obtained, where h is called the hash value of M. If M is divided into L packets, it is
expressed as M0, M1, … ML−1, the length of each packet is m bit, and if the length of
the last packet is not enough, it needs to be padded with zeros. A compression function
f is reused in the algorithm. It has two inputs, one is the n-bit output hi−1 of the previous
round and the other is the m-bit input packet Mi−1, the output of the compression
function f is n bit hi, and it is the next round of input too. At the beginning of the
algorithm, you need to specify an initial input value of n bits IV. The output value with
the fixed length in the last round is the final hash value of the entire message. The
whole algorithm can be expressed as follows:

h0 ¼ IV ð1Þ

hi ¼ f hi�1;Mi�1ð Þ; 1� i�L ð2Þ

H Mð Þ ¼ hL ð3Þ

As Hash is a one-way function, that is we can very easily calculate H from M, while
it is difficult to calculate M from the known H. Therefore, it can be only used to encrypt
data, yet there is no way to decrypt the encrypted data. MD5 is one of the most widely
used Hash algorithm currently, which can convert an arbitrary length byte into a
fixed-length string of 128 large integer (message digest), namely H = hash(M), where
H is called M’s hash value. It is typically applied in two aspects, one is to encrypt
user’s password by taking advantage of its irreversibility, so as to maintain the security
of the system, and the other is to verify the integrity of information. Namely, MD5
takes the entire file as a large text message, generating a unique MD5 message digest.
In the process of this document transmission, as long as the contents of the file occur
any form of change, and message digest will also change through MD5 computing of
that document, thus it can be determined that the received file is not the original one.
This design mainly uses the latter. Read reference for a complete description of the
MD5 [11].
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3.2 System Implementation Steps

Assume that a user has an account of N (N � 1) cloud storage service platform, and
file backup module in the system adopts MD5 encryption method to encrypt files and
generate Message-Digest, uses zip file encryption method to compress files, and uses a
MySQL as an account database. System implementation process is as follows:

Step 1. Among N cloud storage service platforms, users can choose any one to
login account management module by using his account information in the cloud
storage services platform. A cloud storage client is created, and the account
information selected in the cloud storage services platforms is stored in the account
database.
Step 2. Users make use of common setting module to set the parameters of system
and network of the cloud storage client. After the completion of setting the
parameters of system and network of the cloud storage client, the system calls the
file synchronization module.
Step 3. The methods and directories to be synchronized are selected from both local
folders and the cloud in files synchronization module, the local files and cloud files
are synchronous updated by the API control module, as shown in Fig. 2:

Step 4. The local files folder to be synchronized in step (3) are periodically carried
on compression, encrypted and accessed, and checked the integrity of the files by
file backup module.
Step 5. The performances of API control module from step (1) to (4) are real-time
recorded by log module.
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Fig. 2. Files backup flowchart
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4 System Tests and Analysis

The correct BibTeX entries for the Lecture Notes in Computer Science volumes can
System test platform for PC, and the cloud storage service API of Kanbox is accessed
through the campus network. Testing machine configuration is: Intel (R) Core (TM) i7
CPU, 2.80 GHz frequency, 4.00 GB RAM, Windows 7 Home operating system.

4.1 Test on Backup Files

First, the backup efficiency of commonly used files is tested with the same type but
different sizes. According to practical experience of backup files, generally speaking,
the text file is the most frequently used file type in everyday. For example, the size of
txt file is generally ranged 100 KB to 100 MB. Since backup time for less than 1M of
file is mostly within 200 ms, so we select a series of files gradually increased from 1M
to 100 MB. Those txt files make up data sets that will be used for system performance
tests. Figure 3 shows the time of backup system spending on the same type of with
different sizes.

As we can see from Fig. 3, as the file size increases, the longer time it takes to
backup system files. Mainly because of larger size, it takes more time for compress and
upload larger files, but the backup time of frequently used files between 100 KB–
100 MB is within tolerable range.

We distinguish backup files of different types and sizes. Frequently used file types
are txt, doc, ppt, pdf, mp3, jpg, etc., A series of files of different types, whose range of
size gradually increased from 1M to100 MB, are selected to make data sets that will be
used for system performance tests. Specific file sizes and types are as shown in Table 1.

Test file sets that are selected in Table 1 have certain representativeness. Files
larger than 1 GB (rmvb files and other multimedia files) are less used at present, so they
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Fig. 3. Backup efficiency of text files

Research on Integrity Protection of Data for Multi-server 525



will not be included in system tests. Figure 4 shows minimum, maximum and average
time that system takes to backup files of different sizes and different types.

Experimental results show that with the increase of file sizes, file system backup
time of different types of files presents the overall trend of gradually increase. To
backup the same size files in different types, the time it takes fluctuation within a fixed
range. That is mainly because it takes different time to compress different file types.
Through the analysis of test results, we can see that system backup function is normal.

4.2 Synchronization Performance Comparison on Storage Services

We use resource monitor for network monitoring on Kanbox. The time comparison of
certain operation is completed through Kanbox client and the system client respec-
tively, then the performance of the system can be evaluated.

First of all, compare the first round of synchronization, namely initialization,
including upload and download. Select 100 synchronize folders, and each one is about
60 MB and contains multi-level files and folders. Followed by adding and deleting file
operation, select 100 operating objects, and all of which are about 20 MB files in size.

Table 1. Test sets of different types of files

File size (M) File types

1 .txt .ppt .doc .jpg .rar
5 .txt .mp3 .doc .jpg .pdf
10 .txt .pdf .doc .jpg .wmv
50 .txt .ppt .doc .jpg .rmvb
100 .txt .ppt .doc .jpg .rar
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Fig. 4. Backup efficiency of different types of files
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Finally, select 100 operating objects, all of which are 5 MB files in size to test update
operation (Table 2). The average time spent on each operation test is gotten, com-
parison results are shown as in Fig. 5.

The test results show that basic operation time of this system and Kanbox are much
the same, but the system has a large performance advantage in initialization, namely the
first round of synchronized strategy.

5 Conclusions

According to currently existing problems of cloud storage management products, the
paper proposed a secure cloud storage integration solution. Its design makes the
realization of a cloud storage-based personal encryption file with digital fingerprints
synchronization and backup system possible. The system can correctly synchronize and
backup personal data as needed, and ensure the safety of files. Through an open API
control for cloud storage services, it allows users to simultaneously manage multiple
cloud storage accounts and carry on multiple folder reliable synchronization and
backup at anytime. The new backup mode uses MD5 algorithm to generate digital
fingerprints for backup files, which can effectively prevent changes and tampering of
personal files, thus integrity protection of the backup files are achieved. Experimental

Table 2. Comparison of the performance of different operations

Client Initialization Add file Delete file Update file

Design model 45346 ms 14124 ms 975 ms 2618 ms
Kanbox 52000 ms 13000 ms 1000 ms 2000 ms
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Fig. 5. Comparison of synchronization performance
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results show that the system enables users to achieve multiple cloud storage account
integration simultaneously and the purpose of synchronizing storage and security
management. However, this system synchronization strategy for optimization of con-
flict processing, mobile terminal services and other issues still need to be improved,
which is also an improvement goal of the next step.
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