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ABSTRACT

Consistency is a crucial requirement for Massively Multiuser
Virtual Environments (MMVEs). Such systems provide vir-
tual worlds in which thousands of users can interact in real-
time. To realize a consistent world view for all users, a
flexible consistency management is required which balances
the responsiveness and the level of consistency in the sys-
tem. In this paper we present an approach for a consistency
management for peer-to-peer-based MMVEs. The approach
identifies users which actually interact with each other in
the virtual world, groups them in consistency sessions and
synchronizes all users in the session according to a synchro-
nization protocol which is determined at runtime. We dis-
cuss the concept of consistency sessions, present algorithms
to create and maintain sessions, and analyze what features
are still missing and must be added in the future.

Categories and Subject Descriptors

C.2.4 [Computer-Communication Networks]: Distri-
buted Systems— Distributed applications

General Terms
Algorithms, Design

Keywords
Consistency, Peer-to-Peer, Synchronization, MMVEs

1. INTRODUCTION

The popularity of Massively Multiuser Virtual Environ-
ments (MMVESs) has continuously increased in recent years.
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Applications like World of Warcraft [1] or Second Life [§]
provide a virtual world where thousands of users can inter-
act with each other in real-time. Such systems can realize a
number of applications like multi-user online games or vir-
tual meeting rooms. A crucial requirement of such systems
is consistency [14]. Users which interact in the virtual world
should perceive the same consistent world state. For exam-
ple, if a user wants to transfer an object to another user,
the system has to ensure that the object is passed exactly
once. The object should neither be lost nor passed several
times. This requires synchronization between the typically
graphical clients that render the virtual world at the user’s
computer.

In general, consistency management has to balance per-
formance, i.e., the responsiveness of the system, and the
occurrence of inconsistencies. Strict synchronization proto-
cols that realize a high level of consistency usually have a
negative impact on the performance as potentially affected
clients have to acknowledge every information about changes
in the virtual world. In contrast, optimistic protocols can re-
alize a high responsiveness by cutting down synchronization
effort thus allowing inconsistencies to occur. This general
problem is even more challenging in a peer-to-peer (P2P)
architecture, where the execution of the virtual world is dis-
tributed among participating nodes and no central unit is
used for coordination. Our work is part of the peers@play
project [12], a cooperative project of the Universities of
Mannheim, Duisburg-Essen and Hannover. The goal of this
project is to develop a P2P-based middleware for highly scal-
able and interactive MMVEs.

In this paper we present an approach towards a flexible
consistency management for P2P-based MMVEs. The ap-
proach allows to balance the responsiveness and consistency
of the system. It is based on two observations: 1) Synchro-
nization is only required for groups of entities which cur-
rently interact. For users that do not interact with others
a strict synchronization is typically not required. 2) The
consistency requirements for the synchronization of peers
depend on the actions which are actually performed. Some
actions need to be handled with a strict consistency like a
money transfer while others may accept inconsistencies in
order to provide a high responsiveness.



For consistency management, our approach introduces the
concept of consistency sessions. The consistency session en-
ables the synchronization of a group of interactive entities
with a specific synchronization protocol. As changes in the
virtual world are communicated via update events, this im-
plies a synchronization of update events which are exchanged
between the members of the session. In order to determine
the particular synchronization protocol, we provide a clas-
sification of update events which maps event types to syn-
chronization protocols. This enables the system to select
a synchronization protocol from a set of existing protocols
like [3] or [4] at runtime based on update events. Follow-
ing this, we discuss how consistency sessions are built and
managed at runtime.

The paper is structured as follows: In Section 2 we de-
scribe our system model. Requirements for consistency man-
agement are discussed in Section 3. We provide an overview
of related work in Section 4 and present our consistency
management infrastructure in Section 5. After presenting
an example for our approach in Section 6, we close the paper
with a conclusion and outlook on future work in Section 7.

2. SYSTEM MODEL

The model of our system is shown in Figure 1. The system
consists of a number of computers called peers. These peers
are connected via a common communication network like the
Internet. Each peer has a clock which is synchronized with
all other clocks in the system, e.g., by using the Network
Time Protocol NTP. Furthermore, we assume that peers do
not fail, i.e., do not unexpectedly log off the system.

Each peer is responsible for the computation of a single
entity and a set of entity copies. An entity is the formal
notion of an avatar which is a virtual representation of the
user in the virtual world. An entity copy is a proxy for other
entities in the system. If an avatar sees another avatar in the
virtual world, its entity copy is added to the peer. Figure
1 shows this relationship. Peer P; is responsible for the
computation of entity A which represents the avatar A in
the virtual world. Furthermore, P, holds a copy of entity B
which is managed on peer P». In the following we use the
terms avatar and entity synonymously.

Actions in the virtual world lead to modifications of en-
tities. These modifications are propagated to other peers
via update events. Each update event has a single sender
and a set of receivers. The sender is the entity which is re-
sponsible for the composition and distribution of the event.
The set of receivers consists of those entities which are in-
terested in the event. The determination of the interested
entities is realized by our interest management [7]. The in-
terest management is part of the middleware which exists
on every peer. The middleware provides all required func-
tionalities for a reliable communication of the peers [17]. In
the peers@play project, this functionality is provided by the
peers@play middleware.

3. REQUIREMENTS

In order to realize an interactive P2P-based virtual world a
suitable consistency management infrastructure is required.
The consistency management should be able to provide a
consistent world state for users of the virtual world. How-
ever, a consistency management infrastructure for P2P-ba-
sed MMVES faces a number of requirements. In dependence
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Figure 1: System model

on our previous work [15] we discuss the requirements in the
following.

1) Scalability: The peers of interacting users in a vir-
tual world ideally have to provide absolute consistency, i.e.,
the data held on each peer is synchronized with every other
peer in the system. This realizes a consistent world state
such that the experience of the virtual world is the same
for all users. However, the maintenance of absolute consis-
tency does not scale with an increasing number of users as
all have to be synchronized. As we address highly inter-
active MMVEs the scalability of the system is an essential
requirement.

2) Flexibility: In MMVEs users can perform a multi-
tude of different actions, e.g., moving around the avatar or
trading with other users. Each of these actions has different
consistency requirements when being processed, e.g., the in-
terval in which peers are synchronized. For virtual worlds
a consistency management should maximize the responsive-
ness of the system for a high interactivity while minimizing
the number of possible inconsistencies to provide a good
experience of the virtual world for all users. Thus, a consis-
tency management for P2P-based virtual worlds should be
flexible in the sense that different synchronization protocols
can be employed. The approach should be able to select and
change synchronization protocols at runtime depending on
the entities and the type of interaction in the virtual world.

8) Extensibility: Different MMVE applications may re-
quire different consistency models, i.e., the synchronization
protocols that realize them. Furthermore, the synchroniza-
tion protocol enforced for a specific situation may vary for
different MMVEs. Therefore, the consistency management
must be easily extensible for the developer of an MMVE. De-
velopers should be able to integrate their own consistency
model by adding further synchronization protocols.

4. RELATED WORK

In this section we discuss the related work in the field
of consistency management infrastructures based on the re-
quirements identified in Section 3. Maintaining a consistent
state in a distributed system has been the subject of a lot
of research in the past, mostly for databases and distributed
simulations. Only a few approaches deal with a consistency
management infrastructure for highly interactive MMVEs,
most of them are based on a client/server architecture.



The basis for all approaches for consistency management
architectures are consistency models, i.e., the synchroniza-
tion protocols to realize them. The models presented in
the past can be divided into two classes, conservative and
optimistic approaches. Conservative approaches process an
event only if the system can guarantee that they will never
receive another event that should have been processed before
the actual event. For this purpose, conservative approaches
delay the processing of the event. Common examples of con-
servative approaches are Lockstep synchronization [6] or the
algorithm of Chandy, Misra and Bryant [3]. Conservative
approaches provide a high level of consistency, but due to
the delaying of events the system responsiveness is usually
low. The state of the virtual world is the same on each peer,
but the system waits until the slowest peer has confirmed
that there exists no earlier event than the considered one.
Conservative approaches are very well suited for actions that
need to be highly synchronized like monetary transactions.
In contrast, optimistic approaches process events immedi-
ately after receiving them. This possibly leads to inconsis-
tencies which optimistic approaches try to correct through
techniques such as rollbacks. A rollback is a mechanism
to go back to a world state that is known to be consistent
and then re-execute the events which produced the inconsis-
tency. Common approaches in this field are Local-lag and
Timewarp [10], Trailing State Synchronization [4] or pro-
tocols particularly developed for Multiplayer Online Games
like [5]. With these approaches the system responsiveness is
much higher than with conservative approaches. However,
a user cannot be guaranteed that his instantly executed ac-
tion will not be rolled back in the future. Hence, consistency
models based on an optimistic synchronization approach are
specifically well suited for highly interactive actions that can
be reversed without negatively affecting the user. None of
these isolated approaches are able to provide the necessary
flexibility to support consistency requirements of a multi-
tude of different actions that are experienced in an MMVE.

A number of different architectures has been presented
to maintain consistency in MMVEs. As already mentioned
most of them are based on a client/server architecture. Lu
et al. [9] propose a consistency control mechanism that al-
lows the application to select between three different levels
of consistency, depending on, e.g., system load. The FIT-
Gap framework [2] allows states in an MMVE to be asso-
ciated with different replication models, depending on their
consistency requirements. Both approaches are based on a
client/server architecture.

In contrast to these centralized approaches, we propose
a decentralized approach based on a peer-to-peer architec-
ture. Pellegrino et al. [13] propose a hybrid architecture
where a central arbiter is responsible for maintaining consis-
tency. The central arbiter is listening to all messages that are
sent, detects inconsistencies and resolves them. With this
approach only optimistic event synchronization approaches
with rollback techniques are applicable. McCaffery et al. [11]
also provide the system with a managing unit for consis-
tency, but not as a passive part of the system. They pro-
pose a spatial partitioning of the virtual world, and each
part of the system resolves state consistency issues indepen-
dently by the node that is responsible for the specific parti-
tion. Finally, HyperVerse [16] proposes another P2P-based
architecture for maintaining consistency in a decentralized
MMVE. The virtual world is divided into world partitions
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with different density (weight) of users. A multi-level con-
sistency model, elastic consistency, is proposed with three
different consistency levels. This model adapts the consis-
tency level dependent on the actual partition weight. In the
last two approaches the partitioning of the virtual world is
not dynamic and it is not dependent on the actual consis-
tency requirements of specific actions but dependent on spa-
tial aspects. In conclusion, none of the existing approaches
meet all three requirements which we discussed in Section 3.
Consequently, we will present our approach that satisfies the
three requirements in the following.

S. OUR APPROACH

In this section we present our approach to consistency
management for interactive P2P-based systems. The cen-
tral idea of the approach is to handle consistency for groups
of entities which actually interact in the virtual world. An
interaction is defined as an action of an avatar in the virtual
world which concerns another avatar. Whether or not a cer-
tain action is an interaction depends on the specific applica-
tion. For example, some applications may consider watching
another avatar as an interaction while others may not. The
interaction can be identified by the update events which are
exchanged between the entities which represent the avatars.
Consequently, we group the set of entities and their update
events in a consistency session. As multiple groups with
interacting entities will exist in the system, multiple consis-
tency sessions will exist in parallel. In a consistency session,
all entities and all exchanged update events are synchro-
nized. The specific synchronization protocol is selected by
our system at runtime. It depends on the actions which are
actually performed as different actions may have different
consistency requirements.

Figure 2 shows the assignment of avatars to consistency
sessions. The avatars A; and Az have been combined in
consistency session csy as they interact with each other. An-
other consistency session (cs2) has been established with a
larger group of avatars — Az through A7 — which also interact
with each other. The interaction can be a direct interaction
as between avatars As and A or can be an indirect inter-
action as between Ag and A7. Each session is synchronized
with a synchronization protocol which is selected by the sys-
tem. The protocols which are used for c¢s1 and cs2 can differ.
For example, while ¢s; could employ the Lockstep synchro-
nization [6], ¢s2 could synchronize using Timewarp [10]. The
figure also shows two avatars which are not part of any ses-
sion. As they do not interact with any entities in a session
they will receive update events but are not synchronized
with other entities.

virtual world

consistency

session (cs,) %
A&

consistency
session (cs;)

(ReR)

Figure 2: General concept of consistency sessions



In the following, we give a detailed introduction to con-
sistency sessions in Section 5.1. The classification of update
events is described in Section 5.2. Finally, we discuss the life
cycle of consistency sessions and explain how update events
are actually handled in our system in Section 5.3.

5.1 Consistency Sessions

The consistency for interacting entities is managed in a
consistency session. A consistency session consists of a set
of interacting entities and the update events they exchange,
i.e., the actions they perform in the virtual world. Each
session is managed by a single session coordinator. The ses-
sion coordinator is a specific peer which hosts an entity in
the consistency session and is responsible for the session.
Its tasks are the life cycle management of the session and
the administration of entities which join or leave the ses-
sion. Furthermore, the session coordinator acts as a unit
which actually enforces a selected synchronization protocol
and synchronizes the entities respectively. For example, de-
pending on the synchronization protocol it determines the
order in which update events must be processed and ensures
that update events are executed at each peer in this order.
If node failures are likely to occur in the system, an efficient
backup strategy for the session coordinator is required. As
we assume that a peer does not fail without warnings this
strategy is subject to future work.

The specific synchronization protocol which is employed
for the session depends on the actions which are performed
between entities in the session. Each action in the virtual
world maps to a synchronization protocol with which the
corresponding update event has to be handled. In order to
realize this, the application developer must map each action
to a certain synchronization protocol as we discuss in detail
in Section 5.2. Furthermore, he must provide a classification
for the available synchronization protocols in order to allow
our system to compare the consistency level of different pro-
tocols. This classification should be done with respect to
different factors like the resulting average responsiveness of
the system by using a specific protocol and the risk of incon-
sistencies. In a consistency session the most restrictive con-
sistency level with respect to those factors is applied which
is required by any action, i.e., update event in the session.

Consistency sessions are dynamic structures. Entities can
be added to an existing session if they interact with other
entities which are already part of the session. Furthermore,
entities can be removed from the session, e.g., if no inter-
action could be detected for a predefined time interval. A
consistency session is terminated if no more interaction can
be registered, i.e., all update events have been executed and
no new events are registered in the session within a prede-
fined timeout. Other group management issues are discussed
in more detail in Section 5.3. Each entity can only be part of
a single consistency session. If an entity is not a member of
a consistency session, it will receive required update events,
but is not synchronized with the other entities in the system.
Furthermore, update events can belong to at most one con-
sistency session. As we discuss in Section 5.2 some actions
in the virtual world may not require a consistency manage-
ment. Consequently, their update events do not belong to
a consistency session, if none of the interacting entities are
part of a consistency session. In case, an update event is sent
between two different consistency sessions, these sessions are
merged which we explain in detail in Section 5.3.
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The concept of consistency sessions satisfies the first and
the third requirement which we discussed in Section 3, name-
ly scalability and extensibility. A consistency session is a
dynamic structure that grows and shrinks with the number
of interacting entities. Multiple consistency sessions may
exist in the system in parallel. Due to these reasons and
as consistency is managed by session peers themselves, our
approach scales with an increasing number of entities in the
system. In fact, special cases exist in which our approach
needs to integrate more meta information about the session,
e.g., the number of entities in the session. For example,
for continuously growing sessions which do not shrink the
use of a strict synchronization protocol does not seem rea-
sonable even if required by the taken action. In this case
meta information could be used in order to determine the
trade-off between consistency and responsiveness. However,
a detailed analysis of these cases and how they should be
handled is subject to future work.

The third requirement — flexibility — is also satisfied by
the consistency sessions concept. The consistency session
uses the synchronization protocol with the highest consis-
tency level that is required by actions performed within the
session. As the protocol is action-dependent, the approach
can flexibly adapt the consistency level for the session. Fi-
nally, the mapping of actions to synchronization protocols
also satisfies the requirement of extensibility. The applica-
tion developer can easily extend the mapping by new syn-
chronization protocols as long as he provides a classification
for all employed synchronization protocols. The selection of
a specific protocol is realized by our system at runtime.

Having presented the general concept of consistency ses-
sions we address update events in the subsequent section.
We describe necessary extensions for the notion of update
events and discuss their classification for our approach.

5.2 Event classification

An update event is the formal description of an action
performed in the virtual world. It is sent from a sender to a
set of receivers which are interested in the event. Figure 3
shows the components of an update event. The components
which are emphasized have been added for consistency man-
agement. The original update event consists of five compo-
nents, an eventlD, a timestamp, a sender, a set of receivers
and a payload. The eventID is a globally unique identifier
which is generated by the middleware when the event is cre-
ated. The timestamp denotes the time at which the event
was created. Recall that our system model assumes all peers
to have synchronized clocks. The timestamp is needed for
maintaining consistency, i.e., message ordering. The sender
and the receivers of the event are stored in the fields sender
and receivers. The sender is represented as a tuple consisting
of the entity id and the peer which hosts the entity. The re-
cetvers field holds a list of such tuples. The payload contains
the actual instruction for processing the performed action.

For the purpose of consistency management we have ex-
tended the event notion by two more components, session
and class. Session denotes the consistency session the en-



tity is part of. As we discussed, an event can only be part
of a single session. Thus, the session field holds the id of
the respective session and the id of the session coordinator
which is responsible for the session.

The class field holds the synchronization protocol with
which the update event has to be handled. The specific syn-
chronization protocol depends on the action which is taken
in the virtual world and which is modeled in the update
event. The event class is automatically assigned by the
middleware when the update event is generated. Thus, the
middleware must know to which event class every defined
action maps. We consider this as a task of the application
developer as the specific actions and the decision with which
synchronization protocol each action has to be handled are
application specific. As an example, in most cases a fighting
situation in a virtual world would be handled with a strict
synchronization protocol such as Lockstep synchronization.
Another example is a situation where two users are trading
non valuable goods. In this case, many applications would
probably use some weaker synchronization protocol such as
Timewarp. Situations where an avatar just looks at another
would probably not be synchronized at all.

Our system provides a list of event classes where each class
is associated with the implementation of a specific synchro-
nization protocol like [6], [10]. The list of protocols can
be extended or changed by the application developer. The
developer then maintains a mapping of event classes to syn-
chronization protocols particularly for its own application.
Each event class must be handled with one specific synchro-
nization protocol, but a synchronization protocol can be ap-
plied for various event classes. Thus, the concept of event
classification allows the application developer to flexibly en-
force different synchronization protocols in different situa-
tions in his MMVE. Having presented the general concepts
— consistency sessions and event classification — for our ap-
proach we discuss the life cycle management of consistency
sessions and how update events are actually handled.

5.3 Update event handling

The handling of update events requires the creation of
new consistency sessions and the modification of existing
ones. The specific handling depends on the state of the
sender and the states of the receivers in the system. In the
following, we discuss the possible combinations of sender
and receiver states in our system. We explain the creation
of consistency sessions and discuss how an update event that
has a sender and receivers in different consistency sessions
leads to a merge of the concerned session.

In our approach, an entity can have three different states
with respect to consistency management, namely no session,
session member and session coordinator. The no session
state denotes that the entity is not a member of a consis-
tency session. The session member state indicates that the
entity is part of a consistency session, but is not the session
coordinator. The last state, in contrast, expresses that the
entity is part of a session and is also the coordinator of the
session. With respect to an update event which is sent from
a single sender to a set of receivers nine state combinations
can occur in the system. Figure 4 depicts three of the nine
combinations for an entity which sends an update event and
is not part of a consistency session. In the figure, the bound-
ing box depicts a part of the virtual world with a number of
interacting entities. The open grey boxes depict consistency
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sessions which are likely to have more members.

The figure shows a sending entity .S which sends an update
event e (indicated by the dashed arrow) to three different re-
ceiving entities, R;, Ry and R,,. An update event which is
sent will arrive at a receiving entity which can be in one
of the three — no session (R;), session member (Ry) and
session coordinator (R ) — possible states. However, at the
time the event is composed the sending entity is not aware
of the state of a receiver. Thus, it creates a new consistency
session cSnew and nominates itself as session coordinator.
The new session is associated with the synchronization pro-
tocol that maps to the event class of e. After creating the
session, S sets the session information in the update event
and sends it to the receivers.

When R; receives the event it detects that it is not part
of a consistency session. Consequently, it adds itself to the
consistency session by sending a registration event to the
session coordinator which is specified in the received event.
In addition to the entity id this registration event contains
the state of the receiving entity R; (no state). In the second
scenario, e is received by the entity Ry which is already part
of consistency session csi. In this case a session merge with
CSnew 18 required as an update event can only belong to a
single session. Thus, Ry notifies the coordinator of session
cs1 that a session merge is required and forwards the session
information — session id, coordinator and synchronization
protocol — which is included in the received event. In case
the receiving entity is the session coordinator — which is the
third scenario (R,,) in Figure 4 — the receiving entity can
directly enter the session merge process.

The session merge basically comprises the selection of a
session coordinator for the merged session, the choice of the
synchronization protocol and the transfer of management
data from the old coordinators to the new one. Further-
more, each session member is notified of the new coordina-
tor and the new synchronization protocol. In our approach
the sending entity S is always selected as the new session
coordinator. This is due to the reason that the sender and
all receivers can agree on a new session coordinator without
further negotiation as each event has a single sender even if
multiple sessions need to be merged. In the case of merging
multiple sessions a registration event can arrive at an entity,
that is no longer the session coordinator of the session due to
the first merge. Thus, the receiver of the registration event
has to forward the registration event to his actual session
coordinator enabling the second session merge. Note, that
the choice of a new session coordinator may not be optimal
in the current system. If a session comprises a larger set of
entities it may be reasonable to nominate the coordinator of
the largest session as the new session coordinator. On one



hand this could avoid a large transfer of management infor-
mation and may only require to integrate the sender in the
session. On the other hand, this may cause some overhead
in order to select the best possible coordinator. Further-
more, the amount of session coordinator changes should be
minimal as a change always produces a high load, e.g., used
bandwidth. However, the investigation of the trade-off and
a selection strategy that results from the analysis is subject
to future work.

The synchronization protocol used in the merged session
is always the most restrictive protocol amongst all protocols
which were used in the original sessions before. If a less
restrictive protocol would be chosen, inconsistencies could
occur that are not tolerable for some actions that were orig-
inally handled with a conservative consistency protocol. In
addition to adding new members to a session, entities are re-
moved if they have been inactive — have not sent any update
events — for a specific amount of time. If a session consists
of a single member or no more update events are sent within
a given time interval, the session is closed by the session co-
ordinator. If the session coordinator logs off the system, he
nominates another session member as session coordinator.

Analogous to the removal of entities, the session coordi-
nator can also decrease the consistency level. It can choose
another synchronization protocol if all events that require
a high level synchronization protocol have been processed.
This proceeding avoids that all sessions are handled with the
highest consistency level after some time. However, the de-
velopment of efficient algorithms for group management and
the flexible selection of synchronization protocols is subject
to future work.

Figure 5: Sender state: session member / session
coordinator

The possible combinations for the case when the sender is
already part of a consistency session is shown in Figure 5.
The sender is depicted as a normal session member. How-
ever, the handling of a sender which is the session coordi-
nator does not differ a lot from the handling of a sender
which is a normal session member. Thus, we discuss the
cases together in the following.

Analogous to the first three combinations which we pre-
viously discussed, a sender can send an event to a receiver
which does not belong to a consistency session (R;), which
is a normal member of a consistency session (Ry) or which
is the coordinator of a consistency session (Ry,). In the first
case, the sender S sends an update event to R; containing
information about the session it is part of. As R, is not
part of a consistency session it adds itself to the session by
sending a registration event with his state no session to the
session coordinator of cs3. In the second scenario, S sends
the update event e to the receiver Ry which is already part

Digital Object Identifier: 10.4108/ICST.SIMUTOOLS2010.8690
http://dx.doi.org/10.4108/ICST.SIMUTOOLS2010.8690

of a consistency session. In this scenario a session merge is
required as the update event is sent in between two different
sessions. The receiver Ry notifies the session coordinator of
cs1 that a session merge must be realized forwarding infor-
mation about session css which is contained in the update
event. Then the session coordinator of c¢s; performs the ses-
sion merge with the coordinator of cs3. The process does not
differ if S is the session coordinator of cs3 as the receiver Ry
will directly contact the session coordinator of cs3. The new
session coordinator will be the coordinator of the existing
session cs3 because this coordinator is known to all receivers
as we previously discussed. The merged session will be syn-
chronized with the synchronization protocol that provides
the highest level of consistency among the protocols used
in the merged sessions. In the last two possible scenarios,
the sender S — in the role of a normal session member or a
session coordinator — sends the update event e to the coordi-
nator R,, of session csy. Again, a session merge is required
for this case. R,, notifies the session coordinator of css that
a session merge is required and the merge is performed.
Once entities belong to the same consistency session they
can exchange messages without the overhead of creating new
sessions or merging existing ones. Each update event which
is exchanged in the session is also sent to the session coor-
dinator. The session coordinator can now enforce the syn-
chronization protocol which is assigned to the session. If it
changes the synchronization protocol, it notifies the mem-
ber of the session. Consequently, each entity that receives
an event first determines which synchronization protocol has
to be applied. It always acts on the higher level protocol,
e.g., delays the execution of the event until the session coor-
dinator informs it to do so. As every entity is aware of the
employed synchronization protocol which is provided by the
middleware the selected protocol can be realized.

Input: an update event (u)
Data: an entity sending or receiving u (e)
begin
if e is sending entity then
if e.state = no session then
init new session s;

‘ s.sessioncoordinator = e;
end
set session and sessioncoordinator for u;
send u to all its receivers;
else if e is receiving entity then
if e.state = no session then
add e to session of u;
send registration event to session coordinator of
u;
else

send own session information to session

‘ coordinator of u;
end
end
end

Algorithm 1: Handling an update event

The algorithm that realizes the described handling of up-
date events is given in Algorithm 1. The algorithm is exe-
cuted on the hosting peer of an entity e that acts either as
a sender or as a receiver of the update event u. If the entity
wants to send an entity, the first part of the algorithm is
executed. The algorithm checks whether e is in the state
no session. If that is the case, a new session is created and



the sending entity e nominates itself as session coordinator.
After the creation of the new session, the update event u is
sent to all its receivers. If e is in state session member or
session coordinator, no new session has to be created and u
can be sent immediately. As already discussed, the session
id and the corresponding session coordinator are sent to the
receivers via an update event.

If the entity e is a receiver of the update event wu, the
algorithm also determines the state of e in a first step. In the
case e is in state no session, e adds itself to the session of wu.
For this purpose it sends a registration event to the session
coordinator of u’s session. If e is in state session member or
session coordinator, it has to notify the session coordinator
of u of its state and that a session merge is required. Thus,
it has to send a registration event containing its own session
information and its own state — session member or session
coordinator — to u’s session coordinator.

Input: a registration event (r)
Data: a session (s) of an update event (u)
Data: the session coordinator of s (sc)
begin
if r.state = no session then
| add sender of r to s;
else if r.state = session coordinator then
| merge s and r.session;
else if r.state = session member then
send s.sessioninformation to session coordinator of u;
merge s and r.session;
end
end

Algorithm 2: Session management after an update event

The actual merge of the session is managed by the session
coordinator u belongs to. As u may have multiple receivers,
multiple sessions may have to be merged. Algorithm 2 de-
scribes how the coordinator of the session that contains u
processes the registration events. Thus, when u’s session
coordinator receives a registration event, it first checks the
contained state. If the state is no session, it adds the sender
of the registration event to the session it manages. If the
received state is session coordinator it performs a session
merge for its own session and the received session. It nomi-
nates itself as the session coordinator of the new session as
already discussed. If the contained state is session mem-
ber, it sends the information about its own session to the
session coordinator and notifies it about the session merge
before performing the actual merge. Having presented the
general concepts for consistency sessions, their management
and update event handling at runtime we demonstrate our
concepts based on an example in the following section.

6. EXAMPLE

In this section we give an example for our approach. We
consider a virtual world with four possible activities, namely
trading of flowers, trading of fruit, transferring money and
mowving around. In the example system, two synchronization
protocols — Timewarp and Lockstep Synchronization — are
available. Obviously we consider Lockstep synchronization
as the higher level synchronization protocol since it pursues
a conservative approach. In the example flowers and fruit
are considered to be low prized goods with unlimited avail-
ability so that trading these goods has no high consistency
requirements. Thus, trading of flowers and trading of fruit
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is mapped to Timewarp. In contrast, the transfer of real
money is considered to be a critical action with high con-
sistency requirements where no inconsistencies are tolerable.
Thus, it is mapped to Lockstep synchronization. Finally, the
event class for simple position updates, e.g. moving around
a users avatar, is mapped to mo consistency, so it is not
necessary to synchronize such events. Hence, such update
events do not trigger the creation or change of a consistency
session. The event classes, associated actions and their map-
ping to synchronization protocols is shown in Figure 6.

event class action synchronization protocol

trading of flowers Timewarp

trading of fruit Timewarp

transferring money Lockstep Synchronization

AW N e

moving around no synchronization

Figure 6: Example mapping

In the example we step through all stages of event han-
dling. The example situation is shown in Figure 7. The left
part of the figure illustrates the initial situation, the right
part shows the situation after the entity F4 has received
the update event e for processing a money transfer. In the
initial situation, four users, respectively their avatars rep-
resented as entites, — Eq, Ep, E. and E4 — are interacting.
The entities E. and E,4 are trading some flowers (depicted as
a dotted arrow denoted with trade). As already discussed,
the trading action for flowers is mapped to Timewarp. As
update events have been sent for the trading action between
E. and E4 both entities are in the same consistency session
csl together with the respective update event. In this initial
situation, F. is the session coordinator of csi1. Hence, E. is
in state session coordinator and Eg4 in session member.

Figure 7: Example situation

The entity E} is moving around in an area where the enti-
ties F, and E. can see it. The result is, that it sends update
events about its position changes to those two entities (de-
picted as dashed arrows). Since moving around is mapped
to no consistency, these position updates do not trigger cre-
ating or changing a consistency session. This means, that
is in no consistency session and therefore is in the state no
session. The state of E. does not change by the position up-
dates sent by Ej, so E. remains in state session coordinator.
Also, the state of E, remains the same (no session).

Now we look at event e, that is an update event for a
money transfer from E, to E4. As already discussed, we
consider a money transfer to be a critical action that is
mapped to the conservative synchronization approach Lock-
step synchronization, as inconsistencies or rollbacks cannot
be tolerated for this action. First, the sending entity E, ex-
ecutes Algorithm 1. As F, is in state no session, it creates a



new session c¢sg with synchronization protocol Lockstep syn-
chronization and nominates itself as the session coordinator
of this session. After creating the new session, it sends the
update event e for the money trading action to its receivers.
In our example, the event only has one receiver Fg.

In the next step, the update event e is received by FEg4, so
E4 executes Algorithm 1. The received event contains the
session id of the newly created session cs2 and its session
coordinator F,. First, the algorithm checks, in which state
Eg4 is. In our example, E4 is in state session member, be-
cause it is part of the consistency session csl. As sender
(Ea) and receiver (Eq4) of the update event are in different
sessions, a session merge is necessary. Thus, F4 sends a
registration event to the session coordinator of css given in
e. This registration event contains the session information -
session id, session coordinator and synchronization protocol
- of his own session c¢s1 and his own state (session member).

The session coordinator of css is F,. The hosting peer of
this entity is responsible for the merge of the two sessions.
To accomplish that, Algorithm 2 is executed by FE, as the
session coordinator of session cs2. This algorithm checks the
state given in the registration event. In our example, this
state is session member. Thus, F, sends a notification that
both sessions will be merged to the session coordinator of
the corresponding session (E.). The synchronization proto-
col used for the merged session csz is Lockstep synchroniza-
tion as this is the highest level protocol used in the original
sessions before merging. Now, all update events and entities
within the consistency session c¢s2 can be synchronized and
executed, managed by the new session coordinator F,.

7. CONCLUSION AND FUTURE WORK

In this paper we proposed a flexible consistency manage-
ment which is based on consistency sessions. A consistency
session is built from a number of entities which interact in
the virtual world. The members of the session are synchro-
nized using a synchronization protocol which is determined
by our system at runtime. Currently, we are implementing
the discussed concepts with a number of existing synchro-
nization protocols. Furthermore, we are working on group
management algorithms in order to avoid sessions which
only increase and do not shrink. In future work we plan
to develop efficient algorithms for the selection of the ses-
sion coordinator with respect to resource aspects such as
bandwidth and actual system load.
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