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ABSTRACT

People are naturally sensitive to the sharing of their health data
collected by various connected consumer devices (e.g., smart
scales, sleep trackers) with third parties. However, sharing
this data to compute aggregate statistics and comparisons is a
basic building block for a range of medical studies based on
large-scale consumer devices; such studies have the potential
to transform how we study disease and behavior. Furthermore,
informing users as to how their health measurements and ac-
tivities compare with friends, demographic peers and globally
has been shown to be a powerful tool for behavior change and
management in individuals. While experienced organizations
can safely perform aggregate user health analysis, there is a
significant need for new privacy-preserving mechanisms that
enable people to engage in the same way even with untrusted
third parties (e.g., small/recently established organizations).

In this work, we propose a new approach to this problem
grounded in the use of deep distributed behavior models.
These are discriminative deep learning models that can approx-
imate the calculation of various aggregate functions. Models
are bootstrapped with training data from a modestly sized
cohort and then distributed directly to personal devices to esti-
mate, for example, how the user (perhaps in terms of daily step
counts) ranks/compares to various demographics ranges (like
age and sex). Critically, the user’s own data now never has to
leave the device. We validate this method using a 1.2M-user
22-month dataset that spans body-weight, sleep hours and step
counts collected by devices from Nokia Digital Health — With-
ings. Experiments show our framework remains accurate for a
range of commonly used statistical aggregate functions. This
result opens a powerful new paradigm for privacy-preserving
analytics under which user data largely remains on personal
devices, overcoming a variety of potential privacy risks.
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INTRODUCTION

Consumer devices capable of collecting health data continue
to proliferate. Today, millions of users collect health infor-
mation such as heart rate, step counts, sleep hours, internal
temperature, body weight and glucose levels through various
networked platforms [2, 7, 8, 4]. The ability to perform types
of aggregate health analytics across large-scale populations
is an important building block of this ecosystem. It enables
powerful new methods of studying disease, behavior and physi-
ology at much larger scales and spanning more diverse cohorts
and conditions than would be otherwise feasible [33, 17, 44] —
for example, studying how physical activity in daily life can
impact conditions like cerebral palsy [20].

A range of challenges remain in using aggregate health data
collected from consumer devices to study medical conditions.
But perhaps the most severe of these is user fear over the pri-
vacy side-effects they may expose themselves to by sharing
data with a variety of potentially untrusted third parties. To per-
form most of the consumer device based medical studies seen
today users must provide their raw data and trust that methods
are adopted (e.g., [34, 42]) that ensure the data is used only in
ways they have consented. Organizations and companies ex-
perienced with sensitive health data (e.g., established research
institutions and trusted wearable companies) can adequately
protect user privacy through the usage of various best practices
in data storage and access, along with adoption of appropriate
privacy-preserving algorithms. However, this solution limits
the range of third parties able to perform this type of medical
study as these measures are costly to implement and maintain,
and even once complete a considerable effort is still needed to
prove to users that the third party can be trusted with data.

This issue even extends to users of consumer health devices
that are not interested in providing data to studies. Almost all
health devices provide user feedback regarding behaviors and
measures (e.g., sleep patterns, physical activity, body weight)
in the form of aggregate statistics and comparisons. For ex-
ample, users (who opt-in) are ranked against their friends or
similar demographic peers; one prime reason for such analysis
is that it has been found to be a strong mechanism for behavior
change [37], and so is readily adopted in research prototypes
as well as consumer devices. The problem is that comput-
ing such aggregates and comparisons requires user data to be
collected and examined centrally, exposing potential similar
privacy concerns as occur in health studies. Again, this risk
can be overcome if users limit themselves to the devices and
systems offered by organizations that have demonstrated the



ability to handle personal health data with sufficient care; but,
this can stifle innovation and prevent users from adopting a
potentially excellent behavior change treatment program only
because it is offered by a small less known team.

In this work, we investigate the potential to literally turn the
paradigm of health analytics on-its-head by enabling the cal-
culation of typical aggregate functions, even those that target
a global- or cohort-wide view, to be pushed down to user de-
vices within large-scale health studies and treatment programs.
Existing approaches to preserving the privacy of analytics
propose careful methods as to how data can be aggregated or
how data, once aggregated, is computed on (e.g., [23, 24, 31,
15, 25]) — and in this way, can offer data privacy guarantees.
Instead, our framework develops a method for training deep
learning models (referred to as deep distributed behavior mod-
els), each of which estimates the output of aggregate functions
based on the data of a single user. Under this approach, calcu-
lating, for example, a percentile rank of a user’s month-long
weight fluctuations relative to those of similar age and sex can
be performed as a discriminative task by a deep distributed
behavior model — a global view of user data is not required.

To validate this approach, we use one of the largest health
datasets to be ever collected from consumer-grade devices;
for over 22 months and 1.2M users, it contains daily measure-
ments of steps, weight and sleep. We exploit this dataset to
validate our techniques for learning deep models that recognize
distinctive patterns and characteristics within individual-scale
health data that relate to the outcomes of aggregate functions
(e.g., a percentile bin). The primary cost of this training phase
is an initial bootstrapping cohort, willing to provide health data
to bootstrap the model — although our experiments demonstrate
the size of this cohort can be manageable (for instance, 10,000
users for the total 1.2M population), and able to be amortized
across many variations of aggregate functions. Crucially, once
a collection of deep distributed behavior models are trained,
analytics can be performed by distributing these models to the
user’s devices with only the classification results (and not raw
data) collected by third parties. Such data can then be used in
support of population-scale health studies, or as user feedback
commonly provided by consumer health systems.

The scientific contributions of this work include:

o We show — for the first time — a design of deep distribute
behavior models, a discriminative health data deep learning
model that is able to reliably estimate for individuals the
response of aggregate functions (e.g., percentiles), that have
a global view of the population. In sharp contrast, our deep
learning formulation provides the same result using only
the data from the individual, once the model is trained on a
small bootstrapping cohort.

e Enabled by these deep distributed behavior models, we pro-
pose a distributed paradigm of health analytics that is unlike
virtually all existing approaches. Under this framework, sub-
jects no longer share their raw data centrally with a third
party that aggregates sensitive data to compute analytics. In-
stead, behavior models are distributed to users and executed

locally on their devices with only the results of models (i.e.,
the answers to the aggregate functions) collected centrally.

e We empirically verify this method of protecting user privacy
using the sleep, steps and weight information for 1.2M peo-
ple world-wide as collected using consumer health devices
(e.g., smartphones, networked weight scales, wearables and
watches). Our results show that deep distributed behavior
models are highly accurate across a range of representative
aggregate functions; critically, we demonstrate these rela-
tively complex models can also be adapted for constrained
consumer devices (like scales) to run entirely locally — and
can be bootstrapped from only 10,000 people.

DEEP DISTRIBUTED BEHAVIOR MODELS

Our distributed approach to health analytics is comprised of
four phases that are illustrated in Figure 1. Algorithmic details
of our framework are detailed in the following section.

Phase 1: Bootstrapping Behavior Models. A critical
mass of data must be first collected from which our analytic-
targeting behavior models can be built. But importantly, we
find our design of these models only requires a surprisingly
small number of bootstrapping users (see later evaluation sec-
tion). For instance, experiments show that from as few as
10,000 users aggregate models are possible that remain accu-
rate in a population of 1.2M people for behaviors like steps,
sleep, and weight. Two likely sources of bootstrapping users
are either a subset of the study or consumer population, who
are open to their raw data being shared with a third-party or-
ganization (often motivated for the good this brings others,
and advancing the knowledge of society); or, a independent
cohort recruited by an organization with the specific purpose
of training these deep distributed behavior models. Indepen-
dent cohorts to build health systems of such scale (e.g., 10,000
users) already occur commercially; for example, Apple en-
gaged large-scale paid data collection of people performing
activities to build models used in the Apple Watch [9] — and
in research, controlled data collection of this scale is also
relatively common (such as [14]). Investment in such data
collection is amortized across the potentially millions of users
who no longer have to share their raw data.

Phase 2: Training Behavior Models. The core objective
of these deep distributed behavior models is to recognize the
discriminative patterns and signatures in the data of an individ-
ual user, that allows the prediction of an aggregate query. For
example, a behavior model may take as input a few weeks of
daily step count data for a user, and classify it to be likely as
sitting in the 65th percentile for steps per day across the entire
population. Our experimental results show the ability to train
such models at high levels of accuracy.

Details of the training process are given in the next section,
but these operations are applied to the bootstrapping data that
provide, for instance, a daily time-series of sleep hours. One or
more labels of ground-truth corresponding to aggregate query
results are then assigned (e.g. percentile rank of sleep hours
relative to other by sex and age). Training data is reused across
multiple individual models that each correspond to a distinct
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Figure 1: Overview of the distributed deep model approach to health analytics.
First, models are trained under a representative cohort of modest scale. Second,
models that estimate separate aggregate operations on a particular data type
(like sleep hours) are distributed for local execution on user consumer devices.
Raw data from the study population never has to leave the user’s device, or be
shared with a third party.

aggregate query (one related to sleep, the other to steps — for
instance); the difference is in the labels that are applied.

All models are trained by a third party within remote cloud
infrastructure. Techniques for scaling the training process
of deep learning are well-known commercial practices. Thus,
training behavior models aimed at data like sleep or steps, even
at the scale of millions of people, should present no issues.

Phase 3: Distribute Models to Edge Devices. Once models
are trained, they can be distributed to participants in a study, or
users of a health system that provides some form of user feed-
back (e.g., system and applications targeting behavior change
outcomes). Our deep distributed behavior models are able to
execute directly on, for example, a smart scale [2] or a smart-
phone, depending on which device is best suited. Because
models able to recognize the patterns of aggregate behavior
can be distributed, the user’s own data is never needed to be
given to a third-party during the generation of the analytics.
Later in our evaluation, we show that the resource footprint
of behavior models (for distribution, and local execution) are
feasible for typical consumer devices.

Phase 4: Result Aggregation and Model Usage. Each
deep distributed behavior model given to users, or executed
on an edge-device, will locally report the analytics outcome
(i.e. a classification result) on the user’s data. For example,
a behavior model may classify a few weeks of user data as
likely being in the 65th percentile for steps per day across the
entire population. There will be one deep distributed behavior
model executed on the user device for each aggregate query
needed by the third party.

If the scenario is to study aggregate behavior within a popu-
lation, then all model results are returned to the organization
performing the analysis (but never raw user data). Alterna-
tively, if aggregate statistics are to be used within a health

application in order to provide feedback to users and/or un-
derstand how their actions compare with others, then results
of the model can also remain local and be presented directly
on a smartphone or wearable display — in this case the third
party never receives the output of any of the models, nor the
user data itself; the operation of the system becomes entirely
distributed and self-contained. Periodically, if the aggregate
behavior of users change sufficiently, the third party will need
to update the distributed models — it is likely a system will
need to provide some minimal information about users to the
third party to help with such a decision.

It is important to note the completely different paradigm that
emerges under our framework; in sharp comparison to the
above, a conventional approach requires that user devices
provide the third party with raw (or near-raw) user data, that
is then aggregated together in a central architectural location
and aggregate analytic functions applied as needed.

ALGORITHMIC FOUNDATIONS

We now detail the specific deep learning algorithms adopted
to train the deep distributed behavior models that represent the
building blocks of our framework. Our approach to training
focuses primarily on analysing short sequences of user health
metrics (viz. measurements of daily sleep, steps and weight
across a 7-day period). The learning task itself is shaped by
the aggregate functions we approximate for the experiments
detailed in the section after this one — although this can be
easily modified if other analysis is required.

Specifically, the task constitutes the assignment of the user’s
health measurements into one of C bins, roughly correspond-
ing to assigning the user to a population percentile range,
based on an aggregate metric of the sequence. The relatively
short length of the sequences enables usage of a deep fully
unrestricted feedforward neural network (also known as a mul-
tilayer perceptron or MLP) without introducing any taxing
loads on low-power devices. The remainder of this section will
primarily focus on detailing and justifying the design choices
behind the exact MLP architecture (used in all experiments), as
well as the employed training and fine-tuning methodologies.

A single artificial neuron has a very simple mode of operation:
it computes a linear combination of its inputs, X, according to
a weight vector w (along with an additive bias b) and applies
an activation function, o, to the result:

h(x¥;w)=0 b+ Zw;xi (1

A neural network is then constructed by connecting outputs
of neurons to inputs of other neurons. In an MLP model, the
neurons are organised in layers, such that every neuron in a
layer receives a copy of all the outputs of the previous layer
neurons as its inputs—enabling completely unrestricted infor-
mation flow (Figure 2). Therefore, an MLP is the most potent
feedforward neural network architecture, and extensions such
as convolutional neural networks simply impose restrictions
to this architecture to enable coping with larger scale inputs.



Figure 2: Left: Illustration of a single artificial neuron. Right: Representative
MLP architecture used by our framework; depths of hidden layers #,, and
number of units per input (1.), output (O.) and hidden layers are based on the
task at hand. The input is initialised with the data to be classified, with the
output layer activated based on the inference made. Note the deltoid shape
of the network, with gradually building up a feature representation, which is
then gradually shrunk before the output stage.

Before network training can begin, several (primarily archi-
tectural) parameters, such as the number of layers, neuron
counts per layer, choices of activation functions etc. need
to be fixed—these are commonly called hyperparameters for
distinguishability. We now turn our attention to the selected
hyperparameters for our model and the design decisions un-
derpinning their selection:

e The task of assigning inputs to one of a fixed number of
bins follows the exact definition of a classification problem,
for which it is typical to provide an output neuron per class,
expressing the probabilities y; = P(C;|X,®) that the input,
X, is of the ith class, based on the model parameters ®. The
class with the highest confidence is then selected.

e The dimensionalities of the intermediate (“hidden”) lay-
ers are selected to follow a delfoid shape, progressively-
increasing-then-decreasing the number of features with
depth. The counts are chosen to be relatively small powers
of two, taking into account the small input size and the
likely platforms for deployment of the model.

e For the hidden layers’ neurons, we employ the rectified lin-
ear (ReLLU) [41] activation function, variants of which have
become ubiquitous for deep learning applications [38, 27,
46], as a computationally simpler and more potent alterna-
tive to the historically preferred sigmoid functions. We have
used the simplest such variant, which sets negative neuron
activations to zero:

o (x) = max(0,x) (2)

e For the output neurons, we use the softmax activation func-
tion, which converts any real-valued vector into a vector of
probabilities, while preserving monotonicity:

. exp(yi)
L. 3
oW Yexp(y)) ©

With all of the above choices in mind, our MLP architecture is
as follows (neuron counts denoted in parentheses):

Inp. — ReLU[64] — ReLU[128] — ReLU[64] — Softmax|C]

The training algorithm for such a network aims to estimate
the values of the weights and biases of each of its constituent
neurons, such that the outputs model the labels of the provided
training data as precisely as possible—this precision is quanti-
fied by providing a loss function, which the learning algorithm
seeks to minimise. For probabilistic classification tasks, a
common choice is the categorical cross-entropy loss, which
focusses solely on maximising the model’s confidence in the
correct class. It is defined as follows, for an output probabil-
ity distribution y, and its respective ground-truth probability

distribution §:

2 (55) = 2 Iny; @

where C is the number of classes considered in the task. Typi-
cally the ground-truth distribution will be a one-hot encoding
of the target class; e.g. for a four-way classification task, a
ground-truth distribution for a target of the second class is

§=[0100].

The network is trained in a typical supervised learning fashion,
iteratively updating the weights and biases within it in order
to minimise the loss function via gradient descent-based meth-
ods (propagating errors from the output neurons backwards
through the hidden layers, updating their respective weights
along the way).

Stochastic gradient descent (SGD) is a variant of gradient
descent used for efficiently training deep models, and be-
yond being relatively simple to implement it offers the im-
portant benefit of coping with the challenges occurring with
use of gradient approximations. In this scenario, for each
iteration of the algorithm, we sample random minibatches
B ={(x ,§1 ) (J?;,S,f);,s)} of the training data (where bs is
the batch size hyperparameter; bs = 128 in our models), and
aggregate their loss gradients to perform a single update as
follows:

bs 0.2 (h : 3.
Wel < W — 1 Z —( (;CJ_, w):51)
=1

&)

Wi

where 1), is the learning rate parameter for the current itera-
tion. This parameter usually requires special care—and several
adaptive optimisers exist to automatically fine-tune it based
on the magnitudes of the historical updates. Here we used the
Adam optimiser (with hyperparameters as originally given in
[32]), which has been shown to perform well across a variety
of learning tasks.

Aside from properly adapting the scaling of gradient updates,
care has been applied to making sure that the network com-
mences training from a position that simplifies the passage of
both forward and backward signals through the layers. This
has been done through utilising He initialisation [29] to sample
initial weights for each of the hidden layers of the network—
this scheme is optimised specially for facilitating training with
the ReLLU activation.

Finally, we have applied two regularisation techniques to pre-
vent our network from overfitting the training data:



e Batch normalisation [30] (renormalising layer outputs to
have zero mean and unit variance across a minibatch, fol-
lowed by a trainable shift and scale to prevent losing gener-
alisation properties) has been applied to the output of every
hidden layer, to suppress any changes of signal statistical
properties throughout the network (dubbed the internal co-
variance shift effect by the original authors), and found that
it aided training performance significantly.

e Dropout [43] (randomly eliminating neurons from the net-
work during training only, with p = 0.25 in our case) has
been applied to the output of every hidden layer, in order
to avoid the network becoming overly reliant on individual
neurons’ presence.

EVALUATION

In what follows, we outline the necessary preparatory steps
towards verifying that our proposed model achieves all of its
design goals, as well as directly reporting our results across a
variety of scenarios. As will be shown, our results confirm that
our model is in fact well suited for the applications previously
discussed, both in terms of predictive power and deployability
on low-power devices.

Dataset and Preprocessing

We performed our investigation on anonymised data obtained
from several devices across the Nokia Digital Health — With-
ings [1] range. The dataset spans ~1.2M users and contains
weight, sleep and steps measurements. Weights are typically
directly obtained through the Nokia Withings scale. All other
data is inferred (e.g. sleep) from the Nokia Withings applica-
tion through use of wearables.

The dataset was preprocessed significantly to produce a dataset
suitable for training. We performed the following transforma-
tions to the data to obtain the final dataset:

e Obvious outlying users (reporting e.g. weight gains/losses
of several kilograms per day) have been discarded from
further consideration;

e As we do not study the effects of interpolation on predic-
tive performance, we disregard sequences which are not
contiguous for seven days in our analysis.

e Steps and sleep are recorded on a per-day basis while weight
measurements are recorded at the user’s discretion; to align
weight measurements with the other two modalities, we
applied a moving average to the person’s recorded weight
throughout an individual day.

e In line with known best practices in deep learning, data is
normalised to have mean zero and standard deviation one
per-feature.

Finally, in order to obtain different data size scenarios and
to aid memory consumption, we have only processed and
extracted seven-day sequences from a fragment of the raw
weights file, discarding the remainder. This provided us with
scenarios of medium and even small training data availability
across particular gender/age categories.

Ultimately, we obtain ~ 940K sleep, ~ 27M steps and ~ 180K
weights sequences in total. This dataset contains a strong

distribution that spans many combinations of age and gender;
for the three data types (viz. sleep, steps and weight), when
each is partitioned across 5 age ranges (30—, 31-40, 41-50,
51-60, 61+) within each sex category — at a minimum, 3,000
users are present in every age/gender combination. Because
the dataset spans 1.2M users, it is not uncommon for several
sequences to come from the same user. Weight sequences have
been extracted especially to provide small-data scenarios — the
full dataset is will be significantly larger than the steps one.

Analytics Scenarios

For the purpose of our experiments, we have partitioned all
extracted sequences into 30 disjoint evaluation sets, based
on three features: type of data (sleep/steps/weight), gender
(male/female) and age category (30—, 31-40, 41-50, 51-60,
61+). We will refer to a “scenario” as a single such evaluation
set, corresponding to one combination of these parameters.
The scenarios span a wide range of data availabilities (from a
few thousands to millions of sequences).

While our proposed framework allows for many elements
within the privacy-preserving pipeline (such as various levels
of disclosure of results, occasionally retraining/evolving the
model, etc.), here we direct our attention solely to a key en-
abling, pipeline-agnostic issue, from which the entire system
can be constructed: verifying that compact neural models for
performing aggregate queries are indeed possible, and deploy-
able on low-end devices. We leave the expansion of other
aspects of the pipeline to future work.

Experiment Methodology

As described above and mentioned earlier, we primarily focus
on the general task of assigning the input sequences into one
of C bins. Practically, we decided to focus on classifying user
sequences into one of 10 bins, based on their aggregate value.
The bins’ limits are inferred based on the empirical cumulative
distribution function (ECDF) over the training dataset, which
signifies that the i-th bin semantically corresponds to roughly
a (i x 10)-th percentile of the observed population. Modelling
approaches similar to this have already seen application in
several sensing-based domains [18, 28].

The testing is performed by partitioning the data into a training
and testing dataset (holding out 25% of the data for the pur-
poses of testing with stratification), determining the bin limits
and training on the training partition, and then using the trained
model to perform classification on the testing partition. For
each scenario ({total sleep time, total steps taken, body weight}
x {male, female} x {age 30—, 31-40, 41-50, 51-60, 61+}),
we reported confusion matrices and compared the ground-
truth histograms of the testing data (using ECDF training data)
to the inferred histograms based on the model’s predictions.
We note that, unlike a typical classification problem, here the
classes are ordinal and therefore we are interested not only
in comparing the on/off-diagonal values of the confusion ma-
trices, but also in asserting that any misclassifications occur
without deviating too far from the main diagonal.

It is expected that varying the bin count and test holdout per-
centage should have a direct impact on classification perfor-
mance. We have decided to focus on a single scenario (10 bins,



Male Female
30— 31-40 41-50 51-60 61+ 30— 31-40 41-50 51-60 61+
Sleep 87.72% 91.24% 85.78% 83.83% 9245% 87.12% 87.18% 90.61% 90.16% 89.34%
Steps 92.19% 93.48% 94.08% 93.20% 86.21% 90.11% 95.07% 92.37% 90.80%  90.25%
Weight 92.39% 90.67% 94.01% 94.97% 92.09% 90.39% 92.84% 90.80% 88.49%  93.92%

Table 1: The classification accuracies of our model with respect to the parameter (sleep/steps/weight) and scenario (male/female and age category) on a 25%

held-out test set, after being trained on the remainder.

Architecture
7— 64— 128 — 64 — 10

Parameters
17734

Type
DNN

Table 2: Summary of the architecture of the Deep Distributed Behavioral
Models used in experiments

25% holdout), given that these effects should primarily stem
from the amount of data available to the training algorithm per-
class, and our generated data across scenarios already covers
a very broad range of such data availabilities.

Model Accuracy

The results of our experiments are summarized in Table 1 and
Figure 3. We report three kinds of evaluation metrics overall,
and summarise our findings below.

e To evaluate the overall predictive power of the model, we
have reported its accuracies on the held-out test dataset
across all 30 data type/gender/age category scenarios, upon
training it on the training dataset (Table 1). Given that we
have generated the bins to correspond to roughly the actual
10-percentile population ranges through usage of the ECDF,
the classes are almost equally represented, making accuracy
an appropriate metric to report in this case. We find that
the model performs demonstrably well across the entire
range of data availability scenarios, consistently placing
the inputs in the correct percentile ranges with accuracies
between 84% and 96%.

o We selected a representative set of 6 scenarios that span
a wide range of data availability levels, and reported the
confusion matrices of the ground-truth percentile ranges
against the model predictions (Figure 3). The findings of
this analysis further compound the conclusions of the re-
ported accuracies: the model extremely rarely made misclas-
sification errors that were off by more than one percentile
range (i.e. further than one cell off the main diagonal of the
confusion matrix). As the original bins were empirically
derived in the first place, it may be assumed that the dataset
likely contains “edge inputs” for which the percentile range
might be unclear, to which these misclassifications can be
attributed, and the obtained aggregated results are still kept
useful for further study without any major outliers.

e Lastly, for the same set of chosen scenarios, we report a
comparison between the percentile histogram on the test
dataset, and the percentile histogram implied by our model’s
predictions, by way of aligned bar plots (Figure 3). Observ-
ing these plots, it is also clear that the predictions follow
closely the actual counts seen in the dataset.

Latency | Energy
Platform (Sec.) )
Cortex MO 261 22.4
Cortex M3 8.1 0.692

Table 3: Model Runtime and Energy Requirements

Device Performance

As the representative embedded platform, in this paper, we
consider two ARM-based microcontrollers. These processors
are present in many health-targeted wearables, like thermome-
ters and pedometers. For example, the Nokia Digital Health —
Withings Steel HR smartwatch [3], that tracks vital signs like
heart rate and behavioral patterns like step counts, is based on
the ARM Cortex M4.

Interestingly, more powerful processors (such as the Qual-
comm Snapdragon [13] and Nvidia Tegra K1 [12]) are in-
creasingly becoming present on IoT platforms, such as Mi-
crowaves [10] and LG Smartwatches [11]. Processors of this
type can efficiently run the deep distributed behavioral models
we propose in this work with relative ease. Subsequently, here
we focus on two constrained processors by ARM that repre-
sent more challenging execution environment that are also
common for health devices. We report experiments examining
the runtime and energy overhead of executing the deep models
on these two processor platforms.

The ARM Cortex-M series are examples of ultra-low power
wearable platforms. The smallest of them all is Cortex MO,
which consumes 12.5 tW/MHz and support a memory size of
8 KB (Figure 4a). The M3 variant (Figure 4b) of the Cortex
has double the processing ability (96 MHz) and supports a
32 KB memory. These low-end microcontrollers often have
limited memory management capabilities. In our experiments,
we could only use around 5.2 KB memory on Cortex M0 and
around 28 KB memory on Cortex M3. Availability of a small
memory requires frequent paging, while executing a large
model. The I/O capabilities of Cortex MO were found to be
significantly slower than the Cortex M3. For prototyping, we
use the MBED LPC11U24 [5] and LPC1768 [6] boards for
experiments on the Cortex MO and M3, respectively.

In Table 2, we summarize the design the Deep Distributed
Behavioral Models we used in our experiments. Although the
model architecture has 3 hidden layers, the overall number
of tunable parameters in the model is bit over 17K. Once the
models have been trained on a powerful GPU machine, we
apply several runtime deep model compression techniques
as presented in [35], to optimize the runtime memory and
energy footprints. Table 3 summarizes the runtime and energy
demands of executing these models on MO and M3. Note
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Figure 3: The representative set of obtained confusion matrices and histogram comparisons for a series of experiment scenarios covering a wide range of dataset
sizes. For each scenario we illustrate a confusion matrix of ground-truth against predicted bins (darker colours corresponding to larger values) and the histogram of
the testing dataset (green) compared to the histogram implied by the model’s predictions on it (blue). The scenarios shown are, left-to-right, then top-to-bottom:
Sleep, Male, age 31-40; Sleep, Female, age 51-60; Steps, Male, age 41-50; Steps, Female, age 61+; Weight, Male, age 51-60; Weight, Female, age 30—.

(a) Cortex MO

(b) Cortex M3

Figure 4: Hardware platforms: (a) ARM Cortex MO and (b) M3 to evaluate
DNN performances.

that, on average, the M3 takes around 8 seconds to run one
inference, whereas for the MO it is 261 seconds. The inference
time is due to its smaller page size and a slower data bus.

LIMITATIONS
We briefly discuss key constraints of the results presented.

Support for Various Aggregate Computations. There is a
limit to the range of aggregate functions our approach can sup-
port. For instance, it is ill-suited to computing precise values,
such as means and variances for particular groups. Instead,
our framework excels at operations that require comparisons
or assignments of users to groups (such as percentiles). We
believe that the existing privacy-preserving methods can be
used to bridge the gaps in what we can support. It is also likely

that our techniques can be used as building blocks, mergeable
with other existing algorithms.

Privacy Concerns of Bootstrapping Models. A clear weak-
ness of our framework is that, although the user population
experiences significant privacy protection, the bootstrapping
cohort must have its health data exposed. We expect that,
during this phase, existing privacy-preserving methods can be
adopted to provide some level of protection. Furthermore, this
phase is aimed for a group of people deciding to opt-in to this
process, perhaps compensated by payment or other services.
Importantly, our experiments indicate that the necessary size
of this cohort can be manageable (10,000) with respect to
the size of the user population they can support (1.2M). As
discussed in the earlier framework section, companies and
researchers already run controlled studies of this size, making
this step not an obstacle to adopting our approach. In a way,
this bootstrapping stage transfers the privacy cost from the
whole population to a much smaller group that are easier to
inform, educate and monitor as to potential risks when ex-
posing their data to untrusted third parties that may not take
appropriate privacy precautions.

Updating Deep Distributed Behavior Models. As the sta-
tistical properties of the health data for the targeted population



change significantly, our behavior models will need to be
retrained — at the cost of repeating the bootstrapping phase.
However, we believe that future versions of our framework
may incorporate a level of incremental training directly on
user devices that may limit how often this needs to be done.
Potentially, this may lead to fewer people needed during boot-
strapping — but distributed training in this manner presents
also a number of problems that are yet to be solved.

Malicious User Behavior. We must point out that our current
framework does not contain provisions to explicitly prevent
users manipulating their locally executing models. It is possi-
ble for them to report fake model output to manipulate analysis.
However, they are only able to impact the results for their own
inputs, and therefore would have to collude with large frac-
tions of the study population to impact most forms of analysis.
Furthermore, we expect countermeasures to be possible based
on user devices—for example, this may be done by reporting
intermediate layer states of the deep models during inference
execution; these are more difficult to reliably forge than solely
the model’s output. This problem is not isolated to our frame-
work only, any approach that relies on user device device can
be impacted by deliberate tampering with the raw input.

RELATED WORK
Our proposed distributed approach to health analytics touches
upon the following topics within existing literature.

Privacy Preserving Analytics. Early definitions and protec-
tions on aggregate data analysis like k-anonymity [24] (and
I-diversity [39], m-invariance [47]) sought to restrict the res-
olution of the resulting analysis or data. In the case of k-
anonymity, an individual is protected in the sense that at least
k other users had the same/similar attributes. A wide variety
of existing methods also study how noise and perturbations
to source data can be added to provide guarantees of user pri-
vacy, although this is known to be challenging for mobile user
sensor data [26]. Examples of such approaches include the
properties of even using just random noise [31], with those like
PoolView [25] being demonstrated to be particularly effective
on body weight data analysis. Because our framework seeks to
push the computation of analysis to the user device removing
the need for data collection itself, these approaches are not as
necessary — although they could be adopted in our framework
during the bootstrapping of our models, or in the reporting
of certain analysis outcomes. Our work fits into an rapidly
expanding area that seeks to provide privacy assurances by
pushing analytics into edge-devices (e.g., [19, 36]).

Differential privacy [40], in contrast to mechanisms like ran-
dom perturbation or k-anonymity is typically used as an active
sanitizing agent when recruiting data. It provides methods that
allow data to be collected such that, in the resulting shared
dataset, the presence or absence of an individual is not de-
tectable in analysis performed on the dataset. Works like [23]
that have tuned these concepts for application to health data.
Once again, because our goal by using distributed deep models
is to remove the need to collect raw user data, mechanisms
like differential privacy are less required — note, they are likely
useful only in the bootstrapping phase of our framework.

Algorithms designed for performing data mining and the aggre-
gate analysis itself that have privacy preserving properties have
also been extensively studied [15]. They examine methods
by which privacy assurances can be provided as part of how
the analysis is performed once the data is shared by users and
pooled together. Such techniques potentially can be extended
to use our deep models that compute aggregate estimates for
single users, but this remains to be explored. Again, they are
likely only applicable at our bootstrapping phases.

Large-scale Health Studies and Analytics. In addition to
methods to protect user privacy, our work touches, of course,
upon the existing practices of aggregate health studies using
consumer devices. This is still an emerging area that began
originally with pioneering work with on-line data such as sur-
veys and social media; example health applications of this type
including flu-tracking [21]. Currently, the most mature exam-
ples of this type are based on smartphone data; for example,
sleep patterns with 400 users [22]. Studies that collect a wide
variety of user, social and health information combine sensor
data with survey instruments. EmotionSense [37] is an early
example that deployed via the App Store and targeted emo-
tion. Others have focused on particular cohorts like co-located
communities [16]. Finally, [45] acted as a proof of concept for
variety of forms of human study, not just healthcare, spanning
multiple years and ~ 1000 people. Our work strongly con-
trasts all of these studies in two key ways. First, none of these
studies have adopted a privacy-preserving approach similar at
all to what is proposed here. Second, the scale of this study
is far greater than any of those reported previously; while our
dataset spans 1.2M users the nearest are in the few thousands.

CONCLUSION

In this work, we propose an unconventional approach to
privacy-preserving health analytics based on the distributed
execution of deep learning models that approximate aggregate
functions. Under our framework, individual deep distributed
behavior models are able to learn the characteristics present
within user health data (sleep hours, daily step counts or body
weight) and predict how they will compare or rank with oth-
ers in the population, without a global view of the data. We
demonstrate that these models can even be executed on end-
user devices, such as smartwatches or networked scales. As
a result, users can participate in large-scale health studies by
providing aggregate results to medical researchers, without
sharing their personal health data. Similarly, users are able
to receive feedback as to how they rank and are progressing
against those of similar demographic groups — again, without
sharing their personal data. The primary privacy cost for this
technique is limited to the need for a relatively modest boot-
strapping user cohort that must share their health data, from
which a wide variety of aggregate functions can be approxi-
mated with separate deep models. We validate this approach
with one of the largest real-world consumer device health
datasets ever studied, that spans 22 months and 1.2M users.
Our empirical findings demonstrate that, even within such
a large-scale complex dataset, typical aggregate queries and
comparisons still remain accurate and robust. Our work points
to an exciting new paradigm for privacy-preserving health
analytics from which we anticipate others will build upon.
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