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ABSTRACT

We present an analytical framework to model the send-
ing queue of an IEEE 802.11 EDCA wireless station that
uses the TXOP;mit MAC parameter to send more than one
packet in each transmission opportunity. An application of
this model to the estimate of packet delay from the num-
ber of packets received at the AP in each transmission is
presented. This method is well suited to be deployed in
an infrastructured WLAN but can be used for any wire-
less communication based on the EDCA access mechanism.
Its main advantage is that it requires neither modifications
to the MAC protocol nor cooperation of the wireless STAs.
The approach suitability to predict the delay of real time
VoIP calls is validated through simulation.
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1. INTRODUCTION

Real time and multimedia communications with Quality
of Service (QoS) support are increasingly important in wire-
less networks of any nature, due to the growing demand
of services like VoIP, streaming and videoconferencing and
to the limited capacity of the network. They are espe-
cially challenging for WLANSs based on the widespread IEEE
802.11 protocol due to the distributed nature of the channel
access mechanism of this standard.
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Real-time monitoring functionalities are very useful for
the QoS support in a wireless access network. They allow
the dynamic tracking of the relevant QoS parameters, such
as loss rate, throughput, delay and jitter of traffic flows with
quality guarantees. This information can be used in a va-
riety of ways to take decisions about flow admission [4-11],
fairness management [7,12-16] and to implement methods
for the QoS support based on the adaptation of MAC pa-
rameters [12,14,19-22] or other measurement based meth-
ods [4,6,7,11,17,18]. The current trend toward centralized
WLANS [2] with one or more central units in charge of man-
aging security, configuration and QoS issues is an additional
reason to introduce in the WLANs monitoring functions in
order to provide to the control units the information needed
to manage the network.

In this paper we focus on monitoring the delay of the
wireless link. Delay is in itself a relevant QoS parameter
for real time traffic. Moreover, delay is related to other
parameters of interest, such as the congestion state of the
wireless channel, packet jitter, losses at the sending buffer
as shown, for instance, in [3]. For this reason, algorithms
that provide reliable estimates of packet delay are of great
interest for the QoS support. Throughout this paper, the
expression sending delay is used to define the time interval
between the arrival of one packet at the sending queue and
the acknowledgment of its correct reception. It therefore
encompasses queuing and transmission delays.

In an infrastructered WLAN it is easy to deploy meth-
ods to monitor this delay for down-link traffic, that is, from
the Access Point (AP) to the mobile stations (STAs). It is
sufficent to design an AP that directly monitors this time
interval, as suggested in [10]. Another approach is to mon-
itor queue lengths at the AP to estimate, from the pattern
of the incoming traffic, the sending delay [22].

The case of up-link delay is more difficult and, to our
knowledge, there are no previous proposals of methods for
estimating its value without modifying the MAC protocol
and/or the software running on the STAs.

The approach that we present in this paper for the esti-
mate of up-link delay is based on the Enhanced Distributed
Channel Access (EDCA) method defined in the IEEE 802.11
standard [1]. EDCA is the enhanced contention channel
access mechanism of IEEE 802.11 and it was designed to
introduce QoS support, unavailable with the Distributed
Control Function (DCF) used in the previous 802.11b/g
WLANSs. EDCA is based on a slotted and highly paramet-
ric CSMA/CA protocol. It has been adopted by the WiFi
Alliance and it is already commercially available. EDCA



defines the concept of Access Category (AC): in order to
transmit data, every STA may use up to four ACs, each
AC implementing a slotted CSMA/CA algorithm with its
own parameter and competing to obtain transmission op-
portunities (TXOPs). The four ACs within a station rep-
resent four priority levels for data transmission. The stan-
dard names these levels as: background (BK), best effort
(BE), video (VI) and voice (VO). In infrastructure system,
APs announce the configuration of ACs in selected beacon
frames. The standard assumes that the AP may use a set
of parameters different than that it advertises to STAs.

To differentiate the behavior of the ACs, four parameters
can be set: (i) the Arbitration Interframe Space (AIFS),
which determines the interval during which the medium
must be sensed idle before an AC is allowed to transmit,
(ii) the minimum and (iii) the maximum Contention Win-
dows (CWpin and the CWinae), which determine the av-
erage duration of the backoff process, and, finally, (iv) the
Transmission Opportunity limit (T X O Pj;mit), which speci-
fies the maximum channel occupancy time in the case of a
successful access (see below).

Intuitively, a STA will send more than one packet in a

TXOP when its sending queue contains more than one packet.

The average number of packets per TXOP can be used to es-
timate the average queue length and sending delay of a given
STA. This is the approach that we develop in this paper.

2. TRANSMI SSON OPPORTUNITIES

The introduction of transmission opportunities of multi-
ple consecutive packets, also called packet or frame burst-
ing, is one important feature of the EDCA method of IEEE
802.11 standard. It allows transmitting multiple consecu-
tive frames within a limited time duration called TXOP;mit
without recurring to the contention process for each packet.
Hence, the TXOP;imi: parameter does not affect the chan-
nel access mechanism, rather it differentiates the ACs with
respect to the channel holding time once that the access has
been granted.

Even though this mechanisms has received so far little at-
tention in the context of the EDCA analytical performance
models it is well known that it has a positive impact on the
overall channel efficiency, since its use reduces contention
and therefore collisions. This improves the ratio between
time spent in successful transmissions and collisions. Con-
ceptually, the TXOP parameter is also useful to mitigate
fairness problems experienced by stations that receive less
opportunities to access the channel, since an increase of their
TXOP parameter allows longer transmissions, thus compen-
sating their scarcity.

The TXOP mechanism dictates that a station to which
has been granted a transmission opportunity on a certain AC
can hold the channel to transmit packets of the appropriate
AC without contention until one of the following conditions
occur:

e the TXOP;imir parameter, which is a time limit, ex-
pires;
e there is nothing more to transmit, that is, the queue

of the AC becomes empty;

e the ACK of a given frame is not received.

In all three cases the channel is released. Notice that the
packets sent in a transmission opportunity can have distinct
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receivers. After each sending within a transmission oppor-
tunity the sender waits for the ACK from the receiver, like
in the usual EDCA mechanism, before continuing to send
packets. Hence, in ideal channel conditions, the transmission
opportunity terminates only when the TXOP ;¢ expires or
when the sending queue becomes empty, since collision can-
not occurr after the beginning of the transmission. However,
when physical errors occurr, the transmission is prematurely
truncated.

3. MONITORING UP-LINK DELAY
3.1 Traffic at constant packet rate

The possibility of sending more than one packet per trans-
mission can be used to infer, at the AP, the delay of up-link
packets. Given a flow at constant packet rate ), it is intu-
itive that if the STA transmits ¢ packets in the same TXOP,
with ¢ smaller than the maximum number of packet that can
be sent in the same TXOP, this conveys information about
the state of the sending queue. We are thus able to build a
model to measure at the AP the up-link delay of the STA
starting from the number of packets contained in the same
TXOP.

To this aim, we consider the queueing system of the STAs.
The states of this system correspond to the number of pack-
ets in the queue. We make three assumptions to model the
system:

(H1) Packets that arrive at the sending queue belong to a
single flow with constant packet rate A.

(H2) The service time is distributed exponentially with rate
u, and each service event sends min(N¢, Ng) packets,
where N; is the maximum number of packets that a
transmission may contain and N, is the number of
packets in queue.

(H3) The distribution probability of the states at the arrival
and departure events are geometrical with parameters
ga and gq (resp.)

We defer to the end of this section our remarks on the rele-
vance of hypothesis (H1), for the moment we stress that (H1)
is satisfied by most VoIP flows. Notice that the value of N,
depends on the duration of the transmission (the T'X O Pt
parameter), and on the packet size (that includes MAC and
physical headers). In the case of constant packet rate, Ny
can be easily determined.

Using (H3) the probability of having n frames in the queue
just before a new frame arrives, Pa(n) = P ({N§ =n}), and
the probability of having n frames in the queue just before
serving a TXOP, Py(n) = P ({N¢ = n}) are

1—qq

Pa(n) = T

q;l7 n€{0717"'7N}7 (1)

and

1-— qd n-—1
Py(n) = ,
d( ) 1_ chlv qq
where N is the maximum queue length.
Eq. (2) can be used to express the average number of
frames sent in a TXOP as:

ne{l,...,N}, (2)

N
= z Pi(n) min (n, N¢) = fn, n, (ga) - 3)



It is easy to show that fn, v, (ga) is an increasing function of
g4 in the range [0, 1] and, hence, it can be used to compute
back g4 from 7. Hence, er,th (i) can be used to evaluate
the probability distribution of queue states.

The value of n can be dynamically obtained by averaging
the instantaneous value of the number of frames received in
each TXOP from the station of interest. This operation can
be implemented with an auto regressive filter as

n(k)=pnk-1)+01-0)n(k), (4)
where 71 (k) is the estimate of the average number of frames
sent in each TXOP when the k-th TXOP is received, n (k)
is the number of frames in the k-th TXOP and 8 € [0, 1] is
a memory factor.

In order to estimate the service rate of the queue we focus
on the queue evolution on arrival events. The sending queue
at the STA can be modeled considering that if no TXOP is
served between two arrival events this causes a transition

{Ng =i} = {Ng =i+ 1},
whereas one sending event causes the transition
(Vg =i} = (N =i— N+ 1},
when ¢ > N; — 1, and
{Ny =i} = {ng =0}

otherwise. In particular, state {Ng = N} can be reached

only by states {N;1 = N} and {N;1 =N — 1} when no TXOP

is served. Hence we can write the following equation:
Po(N) = [Pa(N = 1) + Pu(N)] Prxop, ()

where P7x5p is the probability of not serving any TXOP
during an inter-arrival time:

—+oo
Prcor = / e H fu(t)dt, (6)

where fq(t) is the pdf of inter-arrival times. Under hypoth-
esis (H1) packet rate is constant, that is, fo(t) = 6(t — 1/X),
thus

Prxop=¢ "™ (M

From equations (5),(7) we can derive an expression of the
service rate p as a function of gqq:

u= Alog <1—|—i>. (8)
da

In order to compute p we need a law relating g4 and g,. Al-
though extensive simulation analysis showed us that ¢. =~ qa,
that approximation does not work properly in the compu-
tation of the service rate when the network starts becoming
congested. Indeed, the resulting p would not consider the
time spent in long transmission opportunities for sending
all the frames waiting in the AC queue. To overcome that
problem, we suggest the following heuristic expression of the
service rate:

1
0 g( nqd> (9)

To obtain the delay distribution, we exploit the batched
nature of the queue. Let d be the delay random variable.
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We can express the probability of having a delay not greater
than D as

z

~ _ Pu(k)

o= o ({r0)) 0o
where T} is a random variable obtained summing k inde-
pendent exponentially distributed random variables with pa-
rameter p. Tj accounts for all the TXOPs that the station
has to serve in order to deliver a frame currently arriving.
The probability of having Tk not greater than D is

>
Il

0

(11)

P{T. <D}) =1 —e*“Dki (“D!)n.
n=0

n

Hence the global delay distribution follows the following ex-
pression:

P({d<D}) =
N-1 Pa k 3 ’VkN_thl-|71 D)™
- Y hRmW (a()N) 1—e P ; —(”n!) (12)

As a final remark on the delay model, it is useful to high-
light that the hypothesis (H1), that requires that the traffic
flow is at constant packet rate, is only used in equation (6)
to relate the service rate Prx5p with 1 and the pattern of
traffic generation. The model can be extended to other traf-
fic patterns, and this leads to different expressions in (7).
However, in this paper we only report simulation results
about flows at constant packet rate.

3.2 Physical errors

In real cases the wireless channel is prone to errors. A
monitoring approach for QoS support must necessarily deal
with situations in which some of the terminals may expe-
rience packet loss due to physical errors, and the estimates
provided by the approach should be robust with respect to
these situations for practical applicability

The effect of physical errors when using EDCA at the
MAC layer may be different than DCF, due to the presence
of transmissions with more than one packet. Specifically,
whereas both collisions and physical errors affect the first
packet in a transmission, only physical error can affect the
transmission of subsequent packets, since the MAC protocol
dictates that the other terminals cannot interfere with the
one that holds the transmission opportunity. This implies
that transmission errors do not only increase the number
of retransmission: they also decrease the number of packets
that are sent in a transmission opportunity, since after a
missing ACK the transmission is aborted even if there are
other packets to send. It is therefore reasonable that a delay
estimate based on the number of packets in the transmission
is affected by the presence of physical errors. As we show
in the simulation results, the estimate obtained with the
approach described so far is reliable only with a percentage
of errors on packet (PER) under 5%.

Some modifications can be introduced to deal with these
situations. The PER rate per terminal can be monitored at
the AP by keeping statistics related to physical errors. This
estimate can be used to correct the value of 7 in the compu-
tation of the delay. However, it must also be considered that
in real scenarios the PER is not likely to be constant, since



Table 1: default MAC parameters

Class | Parameter Value
VO CWin 16
VO CWinaz 32
VO AIFS 2
VI CWmin 32
VI CWinaz 64
VI AIFS 2
VI TXOPlimit 6016MS

the errors are frequently caused by transient situations, like
interference or station mobility, that can make this correc-
tion less meaningful. We do not investigate further on this
issue in this paper, leaving it as a subject of future work.

4. IMPLEMENTATION

The implementation of above monitoring techniques is
based on the ability of real-time measuring the number of
MAC frames belonging to the same TXOP. The major prob-
lem with implementing such a mechanism is represented by
the correct time-stamping of frames, which requires a very
high resolution clock. Indeed, in order to assess whether
two frames belong to the same TXOP we require a time-
stamp resolution of about 25us, being 50us the minimum
delay separating two frames belonging to different TXOPs.
Having such a high resolution time-stamping, we can say
that two frames belong to the same TXOP, when the tail of
first packet and the head of the second one have a temporal
gap lower than 30us.

This high resolution time-stamping is usually unavailable
in off-the-shelf systems equipped with standard OSs and
common capturing software (e.g. laptops with Linux O.S.
and using Ethereal or Kismet). This is because a high res-
olution time-stamping is usually not required for the day-
by-day use of the systems. However, Linux kernel and the
MADW:iFi driver, that we used to evaluate techniques im-
plementability, can be configured in order to provide such a
high precision time-stamping of frames. The high-resolution
time-stampig can be enabled in the system and, in order to
increase further its precision, the NIC driver can be con-
figured in order to set directly time-stamps upon frames
reception. Moreover, the same driver can be extended in
order to provide real-time statistics on the average num-
ber of frames received in each TXOP for every ACs. This
can be realized by the introduction of simple moving av-
erage filter aiming at filtering out channel oscillations and
capturing average performance. Experiments made in our
lab proved that this solution works well with off-the-shelf
hardware/software systems (We used an Intel laptop with
Ubuntu 7.10 - linux kernel 2.6.15.26-386 and MADWiFi v
0.9.2.1 driver for WG511T Atheros cards), providing time-
stamping and statistics with the required precision.

5. SIMULATION RESULT S

This section presents simulation results to validate the
queue model for the delay estimate presented in the previ-
ous sections. To this sake, we have used ns2', with standard

![Online]. Available at http://www.isi.edu/nsnam/ns/.
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extensions for 802.11e?, and IEEE 802.11b link parameters.
When no otherwise specified, the IEEE 802.11e MAC pa-
rameters (CWimin, CWinaz, AIFS and TXOPimit) are set
at their default values for each access category. Specifically,
for the VO and VI categories we used the set of values speci-
fied in Table 1. Section 5.1 report results about VoIP traffic
only, with homogeneous and heterogeneous sources. Section
5.2 considers VoIP in presence of interfering BE traffic.

We have performed simulations to assess the impact of
physical errors on VoIP delay estimate, reported in Section
5.3. We conclude in Section 5.4 with a scenario in which the
number of active flows, and the consequent packet delay is
increased, to validate the method of dynamic delay estimate
presented in Section 4.

5.1 VolP traffic

In these simulations we consider an infrastructured wire-
less cell with CBR VoIP traffic at different bit-rates. We
have chosen 8 and 64 kbps (that correspond to G.729 and
G.761 voice codecs), and 256 kbps (a representative bit-rate
for CBR videoconferencing). UDP and RTP overheads are
considered in these experiments. The traffic is sent on the
VO IEEE 802.11e AC and it is symmetric. In all cases,
packet rate is set to 50 packets per second. We are only in-
terested in the behavior of up-link flows. For each codec we
perform simulations increasing the number of active flows
until the threshold of 3% loss rate is reached for up-link
flows. Losses are due to packets dropped for repeated colli-
sions rather than to buffer overflow. This is due to the fact
that the contention window for standard IEEE 802.11e VO
setting is quite small, 8-16 time-slots: this reduces the delay
at the expenses of a larger collision probability.

We performed 10 simulations for each traffic configuration.
The results reported in Fig. 1 plot the average delay and
its estimate as a function of the number of active flows. We
measured also the delay of the 90% percentile of the packets,
to test whether the delay distribution behaves as expected.
The 95% confidence interval in the plot reflects the variance
of the delay across simulations (we first averaged the delay
of all the stations in each simulation and then computed the
average and confidence interval across simulations).

It can be observed from the plot that the up-link delay is
limited and that there is a sudden transition to the saturated
region when the admission limit is reached. In this transi-
tion delay fluctuates widely from one simulation to another,
and this instability is highlighted from the large confidence
interval. The model tracks well the simulation results: no-
tice that at low congestion the delay estimate is bounded to
a minimum, since all the transmissions contain just 1 packet.
In this case our method is not able to estimate precisely the
delay, whose value is however under 5 ms.

To test the method with larger delays we changed the
size of the congestion window parameter for the VO AC. In
Fig. 2 we plot average delays and 90% percentile for the
same traffic configurations as before when the contention
window in the range 32-64. In this case the admission limit
is slightly larger and the transition to the congested situation
smoother, but also the delays are larger. We can notice that
the estimate of the delay tracks well the transition to the
saturated region.

In Fig.s 3 and 4 we consider a scenario with heterogeneous

2[Online]. Available at http://sourceforge.net/projects/
ieee80211e-ns2.
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Figure 1: Average delay and 90% perc. delay for homogeneous VoIP traffic at different bit-rates.

VoIP sources. We have 5 symmetric flows at 256 kbps and a
variable number of additional 64 kbps flows. The delays in
the plots refer only to 256 kbps flows. Again, the transition
is smoother and the delay larger when CW,,:,, = 32 is used.

5.2 VolP and interfering BE traffic

This set of simulations refer to a scenario with mixed voice
and best-effort traffic. VolIP traffic is 8, 64 and 256 kbps,
at 50 packets per second as before. Best-effort traffic is a
fixed number of UDP up-link flows, 8 stations transmitting
1 Mbps at 100 packets per second. We have used standard
MAC parameters for both the VO and BE access categories.

The plots in Fig. 5 highlight that, as expected, BE traf-
fic has a limited effect: the number of VoIP flows that
can be admitted is approximately the same of that mea-
sured without interfering BE flows, even though the delay is
slightly larger and the transition to the saturated situation
less abrupt.

These simulations confirm that the delay estimate is pre-
cise independently from the traffic generated in the wireless
channel by sources belonging to other access categories: the
same result can be expected in presence of legacy stations.

5.3 Delay estimate with physical errors

For the simulations reported in Fig. 6 we have introduced
a small modification in the ns-2 code to introduce the specifi-
cation of the packet error rate (PER). The simulation set-up
is the same as in Fig. 4, with extended contention windows
and heterogeneous VoIP flows. The PER applied to all the
up-link flows and the value used in the simulations reported
in the plot is 5%. The plots are very similar to those of
Fig. 4 (notice however that the maximum number of ad-
missible station is lower). The estimate obtained through
our approach is now slightly below the actual average delay:
the reason is the fact that the number of packets correctly
transmitted is less than the number of queued packets, as
predicted in Sec. 3.2. At this PER the estimate is still
reasonably precise, thus we can assume that the approach
works well with a PER less or equal to 5%.

5.4 Delay estimate with varying traffic condi-
tions

The last set of simulation aims at validating the method
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for estimating at real-time the delay variations described in
Section 3. The plot in Fig. 7 refers to the up-link delay
experienced by one of 10 64 kbps VoIP flows (at 50 packets
per second), that use the default VO access category set-
tings. The simulation delay is instantaneous and the total
duration of the simulation is 200 s. Starting at ¢ = 200s, a
256 kbps VoIP flow (at 50 packets per second) starts every
20 s, until ¢ = 340s. A total of 8 256 kbps flows joins the
wireless cell. There is no notable delay increase until the
5th flow is added at ¢ = 280s. The plot reports the delay
estimate with the memory parameter g set at 0.90. The es-
timated delay is averaged on samples of 50 ms, too. Also in
this case, when the up-link delay exceeds the threshold of 5
ms the estimator starts tracking the delay. The time shift
between the actual and the estimated delay is under 1s.

6. CONCLUSIONS

In this paper we presented an analytical framework to
model the sending queue of an IEEE 802.11e EDCA wire-
less station that uses the TXOP;m: MAC parameter to
send more than one packet in each transmission opportu-
nity. An application of this model to the estimate of packet
delay from the number of packets sent in each transmission
is presented. The model has been validated through sim-
ulations analysis proving the ability of capturing the delay
in a wide range of configurations. Several extensions to this
model are not contained in this paper and are the objective
of on-going effort: the validation of the approach in the case
of traffic at variable packet rate, espcially in the relevant
case of traffic generated by video codecs, the extension to
the estimate of packet loss due to queue overflow, the gen-
eralization to the case of multiple flows, with heterogeneous
features, on the same sending queue. We are also currently
working on the implementation of presented mechanisms in
off-the-shelf AP (based on openWRT OS) and, following the
same ideas of [22], in the definition, analysis and experimen-
tation of reactive admission control mechanisms.
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