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Abstract. Key management has always remained a challenging problem for the
entire security community. Standard practice in modern times is to agree on
symmetric keys using public key protocols. However, public key protocols use
heavy computations; rendering them inappropriate for application to low cost
devices of Internet of Things (IoT). This led to proposals of various key man-
agement strategies for low cost networks; a prominent discovery being key
predistribution technique for Wireless Sensor Network (WSN)–a prototype of
IoT. Such schemes require several communicating nodes to share the same
cryptographic key. This leads to interesting (combinatorial) graphical models
and related optimality problems, that get intense for hierarchical architecture.
Most protocols meant for hierarchical (low cost) networks employ separate
designs for individual levels and/or clusters. Consequently only local optimal
values can be computed. We develop a single universal platform using weighted
signed graph (WSG) that designs the entire network for a hierarchical
setup. This model can be used as itself or clubbed with a key predistribution
scheme (KPS) to enhance the latter’s security when applied to a WSN. After
generic presentation, we combine our universal model with prominent KPS to
facilitate comparative study with existing protocols.

Keywords: IoT � WSN � Weighted Signed Graph � Key management � Smart
attacks

1 Introduction

Internet of Things (IoT) is a sophisticated concept that aims to connect our world more
than we ever thought possible. IoT employs various types of devices to gather infor-
mation about physical surroundings, process them and communicate these data intel-
ligently among themselves before sending feedback to an end user. Since devices can
be resource constrained and are expected to exchange large volumes of data, com-
munication and storage overheads should be minimized. Prominent applications of IoT
are smart homes, smart cities, smart grids, smart water networks, vehicular networks,
peer-to-peer (P2P) networks, agriculture, health-care, etc.

Wireless Sensor Networks (WSN) are nice prototype of IoT. They are regarded as
revolutionary information gathering systems owing to their easy deployment and
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flexible topology. They consists of numerous low-cost identically resource starved
wireless devices (sensors or nodes) that deal with sensitive IoT data. WSN finds
wide-scale applications in military and scientific arenas (listed above) where security is
a premium.

Due to resource constraints in constituent sensors, symmetric key cryptosystems
(SKC) are preferred over a public key setup in such networks. SKC schemes requires
both sender and receiver to possess same encryption-decryption key before message
exchange. This is achievable by various techniques; key predistribution being preferred
due to cost effective implementation. Ideally any key predistribution schemes
(KPS) should have small key-rings, and yet support large number of nodes with
appreciable resiliency, scalability and communication probability (or connectivity).
However, renowned scientists proved the impossibility of constructing a ‘perfect KPS’
that meet all these criteria [17, 18, 21]. This motivated proposals of several designs that
are robust for specific purpose(s). We try to unify them under a single banner after
investigation.

Employing a hierarchy with certain powerful special nodes is perhaps wiser and
more practical approach for IoT. An extensive literature survey reveals that all
prominent hierarchical schemes [1–4, 10, 23, 25–28] try to glue local and global graphs
quite artificially. We try to give a more natural description of the local and global
models of any hierarchical network using an uniform banner of Weighted Signed
Graph (WSG) and thereby demonstrate the impact on various aspect of such networks.
To date, to the best of our knowledge, no scheme represents an hierarchical structure by
a single (deterministic) model though there have been some elegant trials [2, 4, 26, 27].

1.1 Motivation and Plan of Work

A critical challenge encountered while designing secure protocols for low cost IoT
networks like WSN is to ensure secure communication between two nodes that are not
in each other’s communication range. Priors works use intermediate users who gets
access to these communications in clear text. Our work ascertain that these commu-
nications remain protected by use of two different cryptosytems possessing separate
keys. This concept is set out in Sect. 6 while applying of our WSG model to low cost
networks.

KPS involves preloading of symmetric cryptographic keys before deployment and
establishing them immediately after deployment. Use of unique association of keys to
their ids that are transmitted in open during key establishment ensure that actual keys
are not revealed; though the network graph becomes public. A node’s secondary id (set
of key ids or their unique function–node ids [25]) is extra information that gets hidden
during adaptation of our WSG model. These converted private information of indi-
vidual nodes are used during key establishment to hide the network graph from an
adversary.

This helps to eradicate selective node attack or smart attack. Refer to Sect. 2.
Ruj and Pal [23] state that random graph models are well suited for ‘scalability’ and

‘resilience’. Thereby they try to justify their random designs based on preferential
attachment models with degree bounds. Unfortunately, all designs of [23] suffers from
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highly skewed load distribution, poor connectivity and resiliency; and hence, are
inappropriate for IoT applications. Interestingly, renowned researchers [17, 18, 21, 25]
report that deterministic schemes possess advantages like predictable connectivity,
resilience, scalability etc., which occurs with certain probability in random ones.

Sensitive IoT applications require protocols to yield connected networks (thereby
reduce hops; so attacks). So we opt deterministic protocols for security applications in
IoT networks, despite most them having restricted scaling operations. Our WSG model
can supports large number of such scaling operations (not unrestricted, though), as
demonstrated in Sect. 4.3.

2 Basic Concepts and Definitions

Design of our graphical model requires formalizing of fundamental notions, like
hierarchical WSN–various connectivity radii and neighbors; two types of network
graphs– global and local for individual clusters; hence respective keys; security models.

– Hierarchical WSN (HWSN): A standard method to incorporate an hierarchy in
these networks is to inject special (purpose) devices. They are relatively more
resourceful than an ordinary sensor; however, much weaker than any Base Station
(BS). Such devices are generally called Cluster Heads (CH) or Gateway Nodes
(GN). Some authors also term them as super nodes [3] or agents [1, 25].

– Radius of communication: of a device is the maximum of the distances that it can
transmit and/or receive messages from other devices. This maximum distance,
denoted by rdevice, and is varied for different type of entities. The identical sensors
have the least value ‘rnode’; while any BS has the highest communication radius.
The communication radius for any CH (assumed identical for all) is usually greater
than the identical nodes, however, less than the BS(s). Since any designer’s target is
to increase network connectivity, we focus on rnode and simply denote as r.

– Neighboring devices or Neighbors: two devices with same rdevice are neighbors if
they are within communication radius of each other. In case rdevice1\rdevice2 for two
devices device1 (say a node) and device2 (say a CH) and distance between device1
and device2 is greater than rdevice1 but less than rdevice2 , then device1 is a neighbor of
device2 but not otherwise. Providing security to such communication that often
happens among varied type of IoT devices is a major challenge.
More critical challenge is to secure communication of two low power devices that
are not neighbors. Priors works usually use intermediate users who gets to see these
communications in clear text. Our work ensure that these communications remain
protected by recursive use of two different keys of independent cryptosytems.1

– Global, Local graphs, respective keys: Our model has two types of graphs–global
(network) graph and local (cluster) graphs. Any device will be treated as vertex and
a link between two devices as an edge between them. For the same pair of vertex,

1 Use of double encryption requires careful implementation. For instance, double encryption with two
smartly chosen AES − 128 keys may enhance the security level by 1.5 times. That is, from
120 − BIT security to approximately 180 − BIT against any present day adversary.
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there may be multiple edges–exactly one local and others, global (if any, see
Sect. 3). These graphs are used to employ independent cryptosystems; hence
respective (complementary sets) of keys. Refer to footnote 1 (above).

– Local graphs: are ‘in-cluster’ or ‘local’ graphs for individual cluster that depicts
the key sharing between devices of a given cluster. A generic construction presented
in Sect. 3 denotes the edges of these graphs by negative sign for consistency. Here
we assume that all the nodes in a cluster are in each other’s communication radius.

– Global graph and key sharing: Our weighted signed graph can simultaneously
model a complete network. This owes to the fact that the graphical representations
supports any number of links (weights) and assigns signs. We exploit the positive
sign to denote secure links for pairs of nodes that share a common key, globally.
Due to limited memory of any sensor and large sized network, single key must be
shared by multiple nodes to assure desired (high) level of (secure) connectivity.

– Secure communication: between a pair of entities is assured if their communica-
tion is secured by some shared cryptographic key, either local or global (or both).

Sharing of global (network) keys leads to a certain weakness in any protocol,
specially considering that IoT networks are vulnerable to device compromise. We
consider the robustness of our networks against two such attacks, as described below:2

– Random node compromise: may lead to partial disclosure key-rings of existing
devices; thereby restrict the use of links that were secured by these keys. A system’s
resilience against such an attack may be measured by a standard metric, viz., fail(s)
which estimates the ratio of links broken of non-compromised nodes to the
remaining number of links in the network after random compromise of s nodes.

– Smart Attack [22] or Selective Node Capture Attack [25]: Essentially in this
type of attack, an attacker tries to break communications of two specific nodes by
selectively capturing other node(s) that share the same key(s) being used for
communications of the former nodes. This happens because sharing of (global) keys
usually leads to exchange of (unencrypted) key ids during key establishment. This
reveals the global key sharing graph. This key sharing knowledge may aid an
adversary in selectively (or smartly) targeting specific nodes that share key(s) with
the communicating nodes. All existing works, for instance [5, 7–14, 16–19, 21–25,
28, 29] are prone to this attack. Readers are referred to [22] for a more technical
definition.

3 Graphical Model and Its Representation

We use weighted signed graph to design an entire hierarchical network. Enumerate
each ordinary network user (node for a WSN) by a specific id (node id./node no.).
Special purpose users (CHs for a WSN) are separately enumerated. Their enumeration
is prefixed with specific number of 0’s denoting their height above the node level. The
following convention are adapted while defining our local and global graphs:

2 This can be best analyzed by employing a particular KPS as a candidate for our global graph.

244 P. Sarkar and M.U. Chowdhury



– Denote a link between two specific entities of the global (distributed) graph as:
(lower entity no.)(e)(higher entity no.). In most case, we will only have (lower
node no.)(e)(higher node no.). This is because we do not allow hierarchical
communication using global keys. This will make our model have wide-spread
applicability to any distributed system. Such networks employ a fixed cryptosystem
with single type of key; for instance, application of KPS in WSN.

– Local graphs have two types of entities, viz several lower level devices
(nodes/CHs) and an upper level user (corresponding CH/BS). So we need to define
separate links for distinct type of connections:

– Local graph links or simply local links that involve user at different level shall be
denoted by: (−)(lower level entity no.)(e)(higher level entity no.). Resultant local
links triplet for a CH at penultimate level (one level above ordinary node level) and
its CH at two level above node level is: −(0)(CH no.)(e)(0)(0)(CH no.); while that
of a node and its CH (one level above the level of this ordinary node) is: −(node
no.)(e)(0)(CH no.). Specifically, connectivity link between any Node i under its CH
A is denoted by −ie0A. Here ‘−ve’ implies local link.

– Local links involving same level entities are denoted by: (−)(lower entity no.)(e)
(higher entity no.). We use ordering of node id (or CH id) due to global network to
ensure unique representation of this link and ‘−ve’ sign implies local link.3

– Local link between CH A and CH B is denoted by −0Ae0B whenever A < B. ‘−ve’
denotes that this edge is due to local graph at cluster head level. Convention prefix
of ‘0’ symbolizes that these CHs are hierarchically one level above nodes.

These definition have canonical generalization for (corresponding) users higher up
in the hierarchy. Parenthesis are used for clarity of representation and shall be dropped
later when there is no ambiguity. That is, for consistency entities in each hierarchical
level adds a 0’s to the prefix of the already available representation of the links. The
following example clarifies the concept:

1. Suppose we want global link between nodes 2 and 5, then their edge or link is
represented by: (2)(e)(5) or simply 2e5.

2. various local links between various devices are as below:

– Same level local link between nodes 7 and 3 is represented by: −(3)(e)(7) or
simply −3e7. Figure 1 depicts the scenario pictorially.

– Connectivity link between a node (say, 2) and its cluster head (CH 1) is −2e01.
– link between CH 2 and CH 1 is −01e02. Observe order of representation in each.

Parallel edges/links: occur between a pair of nodes when they simultaneously possess
both local and global connectivity links. Evidently, they must be in the same cluster
(refer to Fig. 1) and share a global key. One edge (global link) will thus be represented
by a positive (‘+’) sign and another edge (local link) will have negative (‘−’) sign.
Since the local graphs results in less key sharing (in fact, pairwise key sharing in most
cases), using this local key may provide optimal security. In case, pairwise key sharing

3 Usually node ids are positive number (like KPS applications). Therefore 0 or negative numbers are
not used for global links. So we make extensive use of 0 and −ve sign for our local graph.

Secure IoT Using Weighted Signed Graphs 245



is not assured by the local graphs (storage factor), use of hash of both the local and
global keys may give ideal resilience (up to security of underlying cryptosystem).

Suppose, for simplicity, that nodes with ids 2 and 5 belong to same cluster and
share both global and local link. Thus there will be two parallel edges or links con-
necting these two nodes. The global link will be denoted by 2e5, while the local
edge/link will be represented by −2e5. Note the difference in sign. We propose use of
the local link, i.e. −2e5 in case this is achieved pairwise; else use hash (shared local
keys||global key).

Sharing of multiple global keys is another case of occurrence of parallel links
between a pair of nodes. An example of this situation is to consider the global graph to
be a KPS design [24] where each pair of nodes share a minimum of 4 keys. This will
give rise to a minimum of 4 global key links. In such multiple key sharing cases, a
standard method [11] is to use hash of all the shared keys to effective obtain one global
link.

4 Design of Key Management Scheme

We propose a key management scheme that may find suitable applications in Internet
of Things (IoT). Primary focus is on low cost networks–WSN being a prototype. Basic
devices in such low cost IoT networks are resources starved; example ordinary nodes of
a WSN. This imposes certain restrictions while designing key management schemes for
such low cost networks; forcing us to opt for key predistribution strategies. So we aim
to apply our weighted signed graph design to a key predistribution scheme and ensure
enhanced security with minimum strain on ordinary devices. This upper bounds the key
storage in individual devices (key-ring) and imposes a degree bound on each of them.

Fig. 1. Connectivity between nodes of same cluster: parallel edges
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4.1 Keyrings and Degree Bound on Devices

Most key management protocols for IoT [1, 3, 5–14, 16–19, 21–25, 28, 29], distributed
or hierarchical, allow intermediate entities to access communication of
non-neighboring devices in clear text. This is because either there was single global
graph model (example, any KPS) or in case of two distinct graphical models (in-cluster
and global), their application did not complement each other. Thereby simultaneous use
of two separate cryptosystem and hence repeated encryption was prohibited. Though
some odd schemes like [2, 4, 26, 27] uses repeated encryption, their constructions are
actually super-imposition of three local graphs and a global. All existing protocols can
now be visualized as subgraphs of our WSG applied to individual schemes. By nature,
WSG permits titanic pliability and can support wide range of designs for arbitrary
networks; however constraints of devices of particular application platform may
compel additional restrictions.

Bearing in mind the constraints in resource of ordinary devices of a low cost IoT
network, we propose applications of weighted signed graphs with degree bound
(WSG − DB) to design security model for such networks. For this, a bound is first fixed
on the maximum number of keys k a node can have and the maximum number r of
nodes on the cycle of each key; thereby fixing the degree of each device and the
maximum degree (dmax) that the graph can have. We primarily try to assume a rea-
sonable (uniform) bound for dmax of ordinary nodes as their resources are at premium;
whereas the value of dmax may be much greater for relatively resourceful (fewer) CHs.
For the sake of simplicity of computation, let every ordinary device have kuser keys and
each key cycle be r so that dmax = duser = rkuser. It is easy to see that a node’s maxi-
mum degree dmax = duser = rkuser is obtained in case any two pair of nodes intersect in
exactly one local and/or global key. While combining with a suitable KPS, this opti-
mality condition may be exploited. Observe that r is also assumed same, and not
individual cycles (rl and rg) of local and global keys for simplicity.

4.2 Distribution of Local and Global Keys

WSG gives enormous flexibilities and can support wide range of designs; a particular
hierarchical one meant for resource constraint IoT (for instance, WSN) networks is
being discussed here. For a given user, let kluser := number of keys preallocated for its
local (in-cluster) connections and kguser := keys for a node’s links due to the global graph
(say a KPS). Evidently, kuser :¼ kluser þ kguser . For practical applications (to be dis-
cussed in Sect. 6), we assume kluser ¼ kguser ¼) kuser ¼ 2kluser ¼ 2kguserð¼ k; sayÞ.
To overcome storage problem, we preallocate as many local keys ðk2Þ as global; so that

an upper bound is dmax
2r for each node.

Establishment of global keys using their unique ids is the essence of any key
pre-distribution and leads to interesting combinatorial graph problems. Whereas, local
keys need not be established as the number of nodes per clusters is orders less than that
in entire network (see Sect. 5 below). Local keys can be used to secure key estab-
lishment of global keys (set out in Sect. 6). These keys can also form independent
(hierarchical) key predistribution systems themselves; but best effects occur when

Secure IoT Using Weighted Signed Graphs 247



combined with keys of a global graph like a KPS. Our applications assume rl = 2
during initial deployment, that is, local graphs for every cluster yield a pairwise key
distribution.

4.3 Scalability: Addition of Nodes and/or CHs

Topology of most IoT networks is fast changing due to frequent node movements,
addition, deletion and/or compromise. Our WSG model supports both deletion and
addition of users. Deletion of users in our model is fairly simple–just delete remaining
network’s edges corresponding to all the keys exposed due to comprise of device(s).4

Addition of users may increase r values of existing users. Generally rg is fixed; so
effectively the increment may occur in rl. Employing WSG − DB concept during
scaling operations aids in enhancing our existing design as is briefed in Sect. 4.3.

Local graph induced by our WSG − DB allows the network graph to expand with
the addition of every extra vertex (node or CH). This is achieved by assigning all
inherited global edges and required local edges needed for this new vertex. Addition of
new nodes in existing clusters imply setting up new local links with existing nodes and
their CH.

Injection of moderate number of ordinary users and barely a few super users may
perhaps be managed by repeated use of same local key(s) to connect several users;
thereby increasing rl. Of course we assume that rg is fixed for all ordinary users
including the new comers. Further, assume that kuser is also fixed. Therefore the overall
degree bound dmax of the network implies an upper bound on rl. Though the global
graph is restrictive in its growth (due to fixed kguser ; rg), the above scaling strategy
results in better scalability for the combined model. Figure 2 explains the scenario
graphically. This overcomes the problem of storage cost for devices even during
scaling.

Enormous increment of nodes may lead to huge network growth. This can be
tackled by new cluster formation via local graphs. These links are governed by the rules
defined in Sect. 3. The incoming nodes and CH are injected with all required keys by
the BS to connect with its concerned CH. Cluster-wise deployment may ensure proper
cluster formation. In case of any ‘misplaced node’, a key rescheduling technique, set
out in Algorithm 1 of Sect. 5, may be invoked to ensure secure communication of this
node.

5 Deployment of Nodes and Cluster Heads

We suggest a cluster-wise deployment, i.e. deploy the nodes with their respective CH.
Desired cluster formation should result in most cases. Standard methods of challenge
and response [14, Sect. 2.1] using cluster wise broadcast keys may be adapted to check
correctness of deployment, i.e., proper cluster formation. Evidently, instead of totally

4 We have to rely on standard intrusion prevention system and/or traitor protocols like [15, 20] for
updated information about compromised nodes to facilitate their deletion.
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random deployment, we are proposing group-wise or locally random deployment of the
nodes and respective CH according to the local graph. However their exact positions
are still unknown. This implies that local keys for correctly deployed nodes need not be
established and can be directly utilized; for instance an application may be to establish
global keys (with large cycles rg). However, in an unlikely event of a node falling out
of their cluster, we adopt the below described key rescheduling technique:

BS generates and preallocates in each node and CH a global re-scheduling key
(rskuser). They are used for the specific purpose of cluster formation during initial
deployment and subsequent key refreshment as described in Algorithm 1. These keys
are temporary and recursive in the sense that: (i) a fresh set of such keys are generated
and transferred to all existing as well as in-coming nodes and CH using existing rskuser
keys that are (ii) thrashed soon afterwards during every round of key establishment. As
such, there is exactly one such key in every node at any given point of time barring
short-lived periods of key refreshment when there are exactly two such. Correspond-
ingly there are O(N)rskuser keys in the BS (since number of CHs is orders less than
number of nodes = N). We do not require such keys to be share between CHs and nodes.

Recursive use of rskuser keys expands the local graphs; thereby profound network
scaling occurs (see Sect. 4.3). Further, their use adapts our model to dynamic envi-
ronment. For any significant movement of an user (from its initial cluster into another),
we perform a fresh ‘key rescheduling’ process by treating this node as ‘misplaced
node’.5

Fig. 2. Communication of (distant) Nodes Ni, Nj of different clusters using local keys

5 These processes will be detailed in extended version of this work.
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Remark 1. At times, there may be more than one CH in the communication radius of a
(misplaced) node. If one of these CHs can properly respond to the challenge and
response test, this node is in its desired cluster. Otherwise, this is a ‘misplaced node’. It
uses Global Positioning System (GPS) to find out the closest CH and treats it as the
‘new’ CH. In case two or more CHs are at minimum distance from this ‘misplaced
node’, we choose any of them (with lesser cluster size) to be its (new) CH.

6 Application to Low-Cost Networks

One standard application of our WSG model can yield a hierarchical key predistri-
bution scheme for a WSN. Any existing (distributed) KPS can play the role of our
(underlying) ‘global graph’ whose security gets enhanced by the application of ‘local
graph’. To this end, we observe that owing to large network size, keys were predis-
tributed and later established in any existing KPS following the footsteps of the
pioneering work [14]. Key predistribution process of our global graph can be treated in
a similar manner with secure key establishment due to local keys.6 We assume that
cluster size is small with all nodes being neighbors. Our combined WSG design
achieves improvements in:

6 Represent global links as (lower node no.)(ki)(higher node no.) for 1 � i � m; k1, k2, k3, � � � km are
all the keys of selected KPS. This automatically captures the (regular) degree (rKPS = rg) of
concerned KPS. Refer to [18, Sect. 2] for this definition of rKPS, where it is denoted as r.
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Key Establishment Protocol (KEP) of any existing KPS uses unencrypted trans-
mission of (global) key ids. This process reveals the network (key) graph to an
eavesdropper and induces smart attacks. Introduction of the ‘local keys’ facilitates
transmission of encrypted key ids during ‘(global) key establishment phases’ (of our
combined KPS); and so, restricts an attacker from equating the unencrypted key ids. As
a result, an attacker need to break the underlying cryptosystem meant for the local
graphs to trace the ‘(global) key sharing graph’ of combined networks; unlike previous
works. Hence, this novel key establishment technique results in eradication of the
pertinent weakness of ‘selective node attacks’ or ‘smart attacks’, generically prevalent
in most existing KPS [5–11, 13, 14, 16–19, 21, 22, 24, 28, 29].7

Message Exchange of any existing KPS involves the following steps:

– for neighboring sensors that share a common key (traced during key establishment),
a message to be transmitted is encrypt with that common key.8 Sender node then
transmits this encrypted message via wireless channels. Only those receivers who
posses the shared keys can decrypt this encryption to recover original text.

– direct encrypted communication is forbidden for sensors that do share any common
key or are not in communication radius of each other. An alternate (path key)
strategy of routing though other nodes is suggested. This brings in extra complexity
of tracing optimized secure path, which is a major challenge for any KPS.

Our WSG based combined model outperforms existing KPS due to supplementary
cryptosystem arising from the local graphs. ‘Local keys’ may provide unique direct
connectivity between nodes and CH of the same cluster; specially during initial
deployment. This results in ideal security in terms of key distribution; that is, here the
system’s security depends solely on the underlying (KPS) cryptosystem. Local keys
can independently links two nodes i and j of different clusters by use three local links as
below:

– local link −(ie0A) between the sender node i and its CH A;
– local link −(0Ae0B) between respective CH A, B of sender and receiver nodes;
– local link −je0B between the receiver node and its CH B.9

In case ‘misplaced nodes’ do not have any shared global key with its (new) neighbors,
above process ensures that it is still securely connected to the network. This problem
that every node, even misplaced ones, remain securely connected to the network is a
challenging one and not many KPS provide adequate solution like we just did.

7 Of course the use of local keys here requires proper cluster formation to ensure desired inter- cluster
connectivity. One plausible way to obtain the desired cluster formation is to deploy the nodes and
their Cluster Heads in a locally (uniform) random or group-wise random fashion. This assures proper
cluster formation in most cases. In a rare event of ‘misplaced node’, we propose implementation of
Key Rescheduling Protocol, described in Algorithm 1.

8 In the event of (same set of) multiple keys shared between a pair of nodes, a standard method [11] is
to concatenate all of these keys and use hash of this concatenated key.

9 These communications make use of (fixed) publicly available addresses (like MAC or I.P. or email
ids) of users (here nodes). Observe that these primary addresses are independent of the created
secondary node ids [24, 26, 27] used during (global) key establishment.
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Local connectivity defined above suffers from ‘one point’ attacks on the CH,
though such an attack may be practically harder to mount on a handful of CH. Previous
works generally assume considerable trust on CH and even nodes as message meant for
distant nodes are routed via intermediate CH/nodes who can see these message in clear
text. To be on safer side, we use an alternate trick of recursive encryption-decryption
(maintaining orders) for distant nodes that possess a shared global key; described
below:

– a sender (node i) encrypts the message twice; (i) first with the global key shared
with intended recipient(s); and (ii) second with local key shared with its parent CH
A. Sends the doubly encrypted message to its CH A using the link −ie0A (remember
recipient(s) are beyond communication range).

– Sender’s parent CH A opens the outer encryption and puts on another encryption
using the key shared with recipient’s parent CH B. Sends this double encrypted
message to recipient’s CH B via −0Ae0B.

– Receiver’s parent CH B opens the outer encryption and puts on another encryption
using local key shared with recipient node j and sends to recipient via link −0Be j.

– Intended recipient node j has both the required local and global keys to decrypt the
repeated encryption. Recursive decryption of this doubly encrypted message by:
(i) first by the shared local key with its parent CH B and (ii) then the global key
shared with sender node i reveals the clear text message.

Figure 2 represents these inter-cluster communications pictorially where Node i com-
municates with Node j with the KPS link ie j (positive sign). This is the only step in our
work that involves double encryption and results in highly enhanced network security.

7 Resiliency of Combined Model: Theoretical Analysis

Though most works concerning hierarchy in WSN restricts an attacker from com-
promising special nodes (CH), we think this assumption is rather strong. We give more
power to an adversary. Consider a weaker assumption that an adversary can comprise
CH but such captures are relatively harder as compared to compromising nodes. From
this section onwards, the symbol ‘s’ will represent number (no.) of nodes compro-
mised, and the symbol ‘t’ is reserved for number of CHs captured in penultimate tier
(just above the level of ordinary nodes). So our attack models assumes s >> t.

Resiliency of existing KPS are measured by a standard metric ‘fail(s)’ that denotes
the ratio of links broken after compromise of s nodes to the total links in remaining
network. Formally:

fail sð Þ ¼ number of links broken of non�compromised nodes due to capture of s nodes
total number of links in after compromise of s nodes

:

Evidently, most KPS [6, 7, 16–19, 21] try to minimize this ‘fail(s)’ values for their
respective schemes. We canonically extend this definition to fail(s,t) as below:
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Definition 1. For the combined (Weighted Signed Graph) system, define fail(s,t) to be

¼ number of global links broken due to capture of s nodes and t ðCHÞ
total number of KPS links in after compromise of s nodes

:

Remark 2. We do not consider links broken in our newly constructed local graphs.
Focus is on global (KPS) links since the corresponding keys are shared between many
nodes; whereas local keys are uniquely shared (at least initially). Details of scaling
effects on resilience of local graphs will be presented in extended version of our work.

Though it is difficult to have an estimate of the exact value of fail(s,t) when ‘s’ nodes
and ‘t’ CHs of aWSN are captured, we can compute an estimated upper bound of fail(s,t)
of the combined design for a particular chosen KPS scheme.

Theorem 1. Suppose s nodes of the chosen KPS t out of the original c CHs in the last
tier of the combined network are captured. Then an upper bound of fail(s,t) is

t
c
� failðsÞ;

where fail(s) is the resiliency of chosen KPS due to the capture of s nodes.

Proof. Special nodes (like CH for WSN) of the local graphs enable repeated encryption
of messages using unique local keys (at least initially). Messages being transmitted
always remain encrypted and only the outer encryption of these double encrypted on
messages are decrypted and re-encrypted (by different keys). Removal of a CH means
that the nodes of that cluster operate with only global keys; so that, extra security due to
our WSG model gets negated for nodes of this cluster. Of course, capture of all c CHs
at the penultimate level of the hierarchy eradicates every additional security imparted
due to the local graphs of WSG model. This (latter) unlikely event reduces the security
of this compromised combined system to that of underlying KPS.

Under the standard assumption that nodes are uniformly distributed under their CH

in individual clusters, we conclude resilience upon capture of a CH, fail s; tð Þ ¼ fail s;tð Þ
c .

So when t CHs out of total c CHs at penultimate level are compromised, resiliency

metric fail s; tð Þ ¼ fail s;tð Þ
c . Thus, our desired result is achieved. □

7.1 Simulation Results: Comparative Study

We select TD(k, p) deign of Lee and Stinson [18] with k = p as underlying KPS of our
combined model; i.e., KPS based on TD(k, p) designs our global graph. From here on,
by combined protocol, we shall refer to this combination of KPS [18] as global graph
and pairwise local graphs (due to negative signs). This combined system has been used
to conducted simulations with s = 100, 200,…, 1000 and t ¼ s

25 under hypothetical
conditions that replicate real life scenarios. Results obtained were compared with some
prominent existing schemes [11, 13, 14, 18, 25, 28]. Each network is assumed to have
roughly N � 10000 nodes and stated connectivity probability pc. These results
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presented in Fig. 3 help in visualizing the improvements achieved when our combined
scheme is compared with KPS having following set of parameters:

1. Lee and Stinson (LS05) (distributed) scheme [18]: p = 101, k = 101, pc = 0.99 and
N = 10201;

2. Proposed combined scheme: p = 101, kTD = 202, t ¼ s
25, pc = 1 and N = 11040;

3. Chakrabarti and Seberry (hierarchical) schemes [10] with 25 nodes compromised
per cluster (scluster = 25) and CH compromised = (4% of nodes compromised of
entire network) t = 4, 8,…, 40:
(a) CS06-1 where both tiers are based on symmetric BIBD [7] (construction

extended over Fpz ); parameter: pz = 11, 9 for node and CH levels respectively.
Therefore, key-rings of nodes: = knodes = 12 and key-rings of CH: = kCH = 10
and N = 133 � 91 = 12103;

(b) CS06-2 uses [18] for lower tier, extended symmetric BIBD [7] for upper;
parameter: pz = 11, 9 for node and CH levels respectively. Therefore,
knodes = 11 with kCH = 10 and N = 121 � 91 = 11011;

4. Simonova et al. (SLW06) (location aware) scheme [28]: k = 16, p = 11, m = 2,
N = 12100 over TD(k, p) KPS [18] with k = 4, p11, so that pc = 0.363;

5. Ruj and Roy (RR09) (hierarchical) scheme [25]: n = 143, k = 12, N = 16093.
6. Eschenauer and Gligor (EG02) (distributed) scheme [14]: k = 263, pc = 0.5,

N = 10000.
7. Chan et al. (CPS03) q-composite (distributed) scheme [11]: q = 2, k = 263, pc =

0.5, N = 10000.
8. Du et al. (DDHV06) (location aware) scheme [13]: k = 67, pc = 0.5 and

N = 10000;

Fig. 3. fail(s,t) comparison for almost equal sized (10000 nodes) networks
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8 Conclusion and Future Work

This paper proposes a universal design to model any hierarchical graph. This design is
based on Weighted Signed Graph (WSG). Such a model is particularly useful in
designing key management schemes for low cost networks. As an application, we
select any popular key predistribution scheme (KPS) that are particularly useful in
resource starved environment of WSN–a prototype of IoT. Comparative study of a
fixed KPS as the global (inter cluster) graph with a pairwise local (intra cluster) graph
establishes the superior performance of our scheme with prominent existing schemes.

Due to page limits, we leave detailed study of scalability (thanks to local/cluster
graph) of combined network for the extended version of this paper. We shall analyze
the side effects of scalability on resiliency for fully connected resultant networks.
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