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ABSTRACT

This pgper de<ribes the inplementation in MINeT++ of a
verstile protocol arbitecture for the simlation of 8@.11
Wireles Mesh Networks (WMNs). The developed modules
enadle the routiry at the 802.1IMAC layer as well a a packet
forwarding technique tsd on label paths The performance of
the new architecture $ compared withthat d atypical IP OLSR
ad hoc network proving that link lagr routing (IP) ca be
completelysubgituted bythe developed modules.
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1. INTRODUCTION

During lastyearsWireles Mesh Networks(WMN) havebecome
an appealingesarchtopic in the field of networking. Industry
has als paid dtentionto WMN and sicces$ul ‘mesh companies’
have @peared to offer differenimesh networkingproductsto
custoners.

As in thecase of achoc neéworks meé arcitecturesallow the
as®ciation of peer wirelessodes toconform a network in an
adaptive, infragructureless and self-organizing way For this
purpo®, dl the nodes in the networknug work cooperatively
andperform routing functiomlities (if necessary) to define multi-

hoproutes thajpermit theinterconnection of termals tha cannot
communicate dectly. Moreover, through multi-hop connections
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coverageareaof the network carbe expanded with much lover
trangnission powea (and coneguently with a lower paver
consumpiion in the nesh node$.

Although there is not alear border between dfconceptsof ad
hoc and mdsnetworls, we can enmtmasize certaindifferences. In
contrag with the typical (and ‘academic’) conception of Mite
Ad Hoc Netvorks (or MANETS), mesh néworks ae mairly
intendedfor staticradio nodegnormally InternetAccess Points)
with very reducel or no mobility. Similarly, the classcal notion
of an ad hoc netwk. asumesthat routing isexecuted at network
layer (in esence IP) while mds networks rainly bas routingon
theinformation atMAC (link) layer [1]. This last feaure reduces
the economicaland computathnal cos of med network
deployment ast simplifiesthe hardware and#ware of themesh
routers (which are not obligego implementIP layer).

IEEE 80211s [2] draft hadeen propasd as an mendment to
802.11standard tcenablethe formation ofWMNs with 802.11
cgpable-nodes. In thisense, IEEE 802.11sextends802.11to
suppeot both broadcaginulticas and unicas communications
through multi-hop selfconfiguring topdogies. EEE 80215,
IEEE 802.16and IEEE 802.20 working groups hawaso made
efforts to develop new protols for WMNs.

This work describes and propo®s a smple protowl architecture

for MWNs. The architecture, which hasmplemented and
simulatedin OMNeT++ [3], permits to perfom routing and label
based pdcet forwarding jus employing the 82.11 MAC layer.

The implementation aks not follow any spedfic standard or
draft. Its main goalis to offer an open pldorm to emulate mek

networks and to evaluate ¢éhperformanceaf future fundionalities
and proposls for this tye of commuitaion systems

When compared with of 80211s, our label-beed switching
architecture pesentshe folowing advantages:

-The labd basedswitching processis simpler and faster than
routing based on addsees (MAC or IP).

-Our implementation oflabel basd switching enablessource
routing while 802.11nly permitsto employdistributed (hop-by
hop) routing. Souce routing eass the imfementation of QoS
policies

-As our arditecture definesa pedal header betweelayers 2 and
3, it is bastally independentf0802.11 and can beasdly utilised
with other MAC layers (such as802.150r 802.16 |gers). Label
switching enables to route theame packet throughnterfaces
with different Ink layers.

-The main inconvenience d thelabd basesswitching is the need
of creatingthe labé pahs. If the nobility of the terminalsis



reduced, this isnot a problemas paths will be sable.
Consequentlythe ug of label based outeswill be more efficient
than addresbagd routing in fatic networks

Paperis structured as follows. Section 2 commeritse geneal
structure of the archiecture and detailsthe functionalities
implemented throgh different fields in a special packet heder.
Section 3 and 4 desribe the techniques that have been
implemented for the forwarding and routiy of packets
regedively. Section5 shavs some smulation resilts provingthe
correctnes of the implemerdtion. Section 6 discuses the
benefits of the proposl while section 7 sumarizes themain
conclusims.

2. ARCHITECTURE IMPLEMENTATION

2.1 Block diagram

The protocol architecturdor the simuation d 802.11 mesh
network esentidly requires thedefinition of sgdfic modules
that inmplement the routing functonalities at tre MAC layer.

Additionally we al® consideed of intere$ to includein our

implementatn a specifc packetforwardng mechanisn. In this
seng, a poky bad on label pathssuch asMultiProtocol Label

Switching (MRLS) [4] can offe a very flexible tool fa traffic

engineering. Wh a MPLS-like strategy packet forwardings not

basedon thedegination addres but ona pre-déined pah. The

path is identified in every paket by incorporathg a special
healer with a simple label. Thislabel (and not the MAC or IP

addreses are analged and switched in the nodes along the route.

Figure 1 shows the diagram of the modulesised for the
implementationThe figure al® repesentsthe inkswith the red
of the componentsof the INET implementationof 802.11
standard.

Upper layers

A
802.11 Nic
v
802.11 Mesh
Control and Routing Protocol
forwarding <
A
v
802.11 Mac
A
v
802.11 Radio model
A
v
ChannelControl

Figure 1. Block diagram of the proposed architecture
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As it can beobsened from the figure, the developedblock
(802.11 Meh) conssts d two intercommuniated sib-blocks: the
module of Control andForwardng isin charge of managingnd
creatingthe paths This sub-block il responible for sending
the packes from anynoce (to the following node itthe route) in a
trangarentandseamles way to the upper lagrs Thegoal ofthe
second prt of the arbitedure (theRoutingProtccol) is to find a
path to a final destination node when cessary Next sections
briefly summarise the stucture and dnctionality of the® two
sub-blocks

packet LWWPLSPacket

{
fields:

int |abel;

int | abel Return;

int type;

bool next Header;

unsi gned int counter;

int bytelength;

MACAddr ess source;

MACAddr ess dest;

MACAddr ess vect or Address|[];
b

Figure 2. M essage header

2.2 Packet header

802.11sdraft proposedo perfam routing decisions emplayg
the information contained inthe typical paket headeof 80211
protocol. However, to enable naalternative labe basd
forwarding, aspecificpacket label headédasbeen addeéh our
architecture for WMNs. The fomat of this nev header is
preented in the Figure 1 aacording to the packetlefinition
language of OMleT++ simulator.

The heademcorpordes the followingfields aimed afprovidinga
MPLS-like packet fowarding:

-Thel abel field includegshe label tht identifies the paththatis
being ued by the mesage. e label for tre return path is defined
in thel abel Ret ur n Path.

-Thet ype field defines the functionalityof the mesagethat is
being transported. 1Hifferent types of mesages have been
defined to apport forwading through label paths

1. WMPLS_BESIN. By this message, a nodeannounces
to thefollowing hopin the path that a labdbased ptn
is being created. The headércludesthe labd thatthe
next hop musemploy to forward pakets to the pah
source. When the WMPLS_BEGN is received, the
node respnds with a WMPLS ACK messge
informing about the label to emploin the contrary
sanse.

2. WMPLS_BEGINW_ROUTE. t is a special caseof
WMPLS_BEGIN as it 4so enablesourcerouting (the
origin nodeincludesin the nessgethe addresesof all



the noasin the path)

3. WMPLS_NORMAL. This header indicates that the
routing deison mustbe basd on thetrangortedlabel
(alabel based roue must havéseen creted previouly).

4. WMPLS_REFRESH. This meage is sent to keep
active pathsthat are not in wscurrently. In nomal
conditions, a path thais not suporting traffic is
consdered to be odplete afér a cetain time out.

5. WMPLS_END. This mesage pernits to brek a path
explicitly (the path is alsorenoved if it is not updated).

6. WMPLS BREAK. This messge inbrms that the
connectivity in a hop islost so that the corresponding
path is notvailable

7. WMPLS_NOTFOUND. This messaye informs that a
received label isunknavn (the paket that containgt
cannot be forwaled as no eitry is found in the
forwardingtable for the label).

8. WMPLS_ACK.It is used during the path @ten when
a node informsto thepreviousnodeabout the labeto
utilise when sending packets througthe path. This
mesage mus be sent asan aswer when a
WMPLS_BEGN message is ecdved.

9. WMPLS_SEND.It is employed to send packets when

MPLS-like paths are not created. &% 802.11s, every
node in theroute decides the followindop depending
on thedestination MAC addres.
10. WMPLS_BROADCAST, aimed b broadcat packes.
11. WMPLS_ADDITIONAL (not empbyed) intended to
extend the prowl and include ew functionalities in a
future.
-The Booleamext Header field is activated if moe thanone
healer exids in the messge. As in the case of MPLS, our
architectureallows to accumubte several headersn the ame
messge.

-Thecount er field isutilised inthe nessagesentby broadcas
to all the networknodes. The field (gether with the origin
addresypernits to identify the messge in oder to guaanteethat
it is retransnitted by the nodegust thefirsttime thatthe messge
is received(the packet isretransitted only if the sequence
number in the fild is higher tharthe number of the lasroadcas
paket received from the sme node). Eery node ha its own
counter so this field is incremented ina node as sooms it
originaes a broadad mesage. Similarly, all the nodeshaveto
stare in a table theegjuence number dfielas receivedbroadcas
padet recéved fromeah noc.

-Thebyt eLengt h field defines thetotal length (n byteg of the
header.

-The vect or Addr ess fields include the adresgs of all the
nodes in a route when a label pashbeing creasted with the
mechaism of sourcerouting This field is analged (or not)
depending on the value of thgt eLengt h field.

Finally the healer al® includesthe MAC addessof the source
anddedination nodes in thénk (MACAddr ess source and
MACAddr ess dest fields). Althoughthesevalues are premnt
in the 802.11 header of thpackets they havebeenincludedto
simplify the processg of the C++ code.
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3. CONTROL AND FORWARDING
SYSTEM

The goa of this sub-block is to creae and keep theirtua paths
geneated by labels. The module alo manges the data
forwardingand the commmication with thehigherlayer andthe
802.11 MAC layer.

3.1 Creation of label based paths

The atual MPLS protool defines a specific additional
mechaism [§[6] for the path creation, thereurce reservatin
and the label asignation inthe nodeslong the pathConversly,
in our proposed athitecture, he signdling information to create,
maintainanddestoy the label paths an beeasily includedin the
messige headers Consequenyl, the path can be oeatedas the
first packetbetween theorigin and desnation nodesprogreses
through thenetwork. For thispurpose,this first paket mug
include the headeWMPLS_BEGIN whichindicatesthe next
hope that a virtual lzl path is beingdefined. The messge
simultaneouslydefines thelabel to utilie for the eturn path by
the receiving node és an unddying 802.11 phsicd layer is
asamed, links are cnsideral to be bidirectional). Thuss the
WMPLS_BEGIN evolves the labé path is configured in both
sengs without requiring to peat tke operation for the return
path. This dealy minimises the time and the bandwidth
demanded byhe setup phas of the connection(which in mos
practical cass will require a bidirectional communication of
pakety. The node reciwing the WMPLS_BEGIN meszge
respnds withan acknowledgmer{WMPLS_ACK) assgning the
label that the emittingnode will haveto us to send packets
through the new path. Kile the acknowledgment isotreceived,
the following packets Wl also be sent ith a WMPLS_BEGIN
healer. Converdy after thereception of the acknowlelgment
subgquent outgoing packetsill be transnitted with a
MPLS_NORMAL header and theoeregponding forwardig label.
The implementatioralso contemplatethe posibility that anode
receives pakets witha MALS_NORMAL headerwhile the pah
in the following hop is not ill created. In that case, the
retransnitted padet will change the MLS_NORMAL headery
a WMPLS_BEGIN header. Theopposite operation isal®
possble.

The example o& path wih 3 hopsdepicted in Fyure 2illustrates
this exchange of messyes dring the ldel path setup.

WMPLS_BEGI
N

Return Label 3

WMPLS_BEGI n’MPLS_BEGI
N

RWl

WMPLS_ACK
Label 1

Return Labe)

o

WMPLS_ACK
Label 5

WMPLS_ACK
Label 7

Figure 3. Information Exchange between nodes for the
creation of alabel path



Labelsare slected from a pool c@vailablelabels. Tis selection
is perfomed baig on tfe following criteiia: the fist found label
that hasot beenn use duringa cetain interval is selected.If all

the avdlable labés were ®leded duing that inteval, the
algorithm choo®s thelabel thatwasleas recently used. Making

so, weminimise the probabilityof selecting dabel that las not

been releasedy the followinghop (the nodeeceiving the label)
without exchangingany spedal release mesage.Here, we mug

remenmber that path labelsare autoratically released gnd
removedfrom the forwarding thle) aftera time-out without been
utilised. Thus if the age ofa label (the time without being
utilised) exceedghat time-out, we guarantee that it has been
released byhe coreponding noé in the link.

The implementedrchitectue alo allows source routing, thatis

to say the definition of the whole label path tim the surce

node. Inthis case theinitial message creating the label path
incorporates the addressof allthe nodeshat compee the route.
As when the route isset up hop by hop, once thepah is

configured, the mesage with data packe jug include the
correponding label. Obvigsly source routingcan be executed
only if the routing prdocol (OLSR in our case) permitthe node

to know the wholenetwork topology so that a route to the
destindion can be directlgefined from theaurce.

3.2 Operating modes

The achitecture permitshree operting moces for the exchange
of information betwen nodes: lael kased forwarding modethe
hop-byhop mode and thbroadcat made

The label basd (MPLS) forwardig mode createslabel basd

paths baveen the source and desnationnodes. Once the path has

bee created and the labelare asigned to the diffeent links
routing decisonsare purelybagd onthese (ative) labels Thus
when a padet arrivesto an inermediate node im path the
control module searches the fawarding table the labebf this
incoming packet. l the table th8 labelis associatedto three
values:the returnlabel, the MAC addessof the following nodein
the route and the outgoing label ke two last valueswill be
inserted inthe packet tde retansnitted). Everyadive label has
also alifetime counter. If thiscourter exceedsa certén timeout
the path s consideredo be finishedIn that casethe label andits
as®ciated parameters are removeaii the table. Sothe labelis
consideed to be available to createnether path.On the otler
hand, whenever a active label $ utilised, thelabd lifetime
counter is set to zero. If anincoming packt traasports an
avdlable labd, an error message igdransnitted to the entting

node (WMPLS_NOTFOUND). This message will erase the entry

in the fawarding tdle mrreponding tothe mising label.

If the MAC layer detects thata packet cannot bddivered tothe
following nodesuccestillly, thelink is congdered tobe boken.
In this stuation, the labelsreserved br this link will be emoved
from thetable and a speciatrra mesage (WMPLS_BREAK)
will be geneated and transnitted © the res of nodesin the
contraryseng of the pahs that use thisink. The reception ofhis
error messge al® implies the eleaseof the labelsreservedor
the brokenpath. As part of pathcanbe ative during a certain
interval dter a cettain link falls, the bbels tat are reroved from
the roding tablebecau® of this reasm arekeptunavalable for a
time interval. Thispreventsnew pathsto enploy thos labelsthat
were asgned to pathshat nay bedtill in use with broken links.
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In the ‘hop by hop’ operatingnode, no labepathsare created s
the packetforwardingand routing isautonomasly performed in
every node along thepath (in a smilar way to typical IP or
802.11srouting). Under this mode, when a nodeeigesa packet
with a detinationMAC addres (set in the MACAddr ess dest

fields) different from its own, it searcheshe corespormling enty
in the routing tables (generated bthe routing protacol) to
determine the MC addres of the following hop (the node to
which the incoming packet Wl be retansmitted). Uhder this
operating mode, no label paths are created, @ the
routing/forwarding operationis similar to the proceduref the
802.11draft.

The third operating modés the packetbroadcast (or packet
flooding). This modeis conceived teend thepacket to all the
network noés. To reach the wholeetwork, allthe nodedave to
rebroadcasany incoming broadcaspacke thefirsttime thatthey
receiveit. To prevent theetransnisson of duplicatedpackets, a
sequencewumber is included ithe count er field of the label
healers ofall the boadcag mesages

4. ROUTING PROTOCOLS

For the deplogd architectus therouting functiodity is executed
at the link layer, as in the propoa of 802.11s standard.In
particular, the routirg protocol is a wb-proes d the contrd
system.

As routing algorithm, we deded to employ an existing
mechaismfor ad hoc networksSeveral ad hoaouting protocols
(including reactve stategies such asAODV, DYMO and
proactive pdties sich asOLSR) have alreadyeen impemented
for Inet in QMNeT++ [7]. These potocols were initially
conceived to work with IP addregs However, OLSR al®
enables to base the routing decisi@nd the path search dhe
MAC addresses [8]. Congquently OLSR waschasen for our
architectureof mes network. Inany case, otér future or preant
routing strategies can be easiftegrated in our iplementation.

In order to habilitate O8R to work at bth layers (link and
network) a pedal contdner class (U nt 128) was specifcally
created.The class aimed & managing the mde addesss, can
store 128bit IPv6, 32-bit IPv4 and 40-bit MAC address The
classhasoverloaded operatothat return the containetasses of
the corrgpondirg INET addressfor the different types Thus,the
same code of OLSR (intended for tiog at IP lger) can be
utilised at the linkayer.

Apart from the different adreses utilied for routing (MAC and

IP addresey, the main divergencésetweenthe inplementations
of the routingprocedurest link and network(IP) layer resdesin

the routing table. IP routingemploys tables stored in the
RouingTable clas. Converselyour link layer implementation
makes ue of the intenal tablesof OLSR protocol. Thus the

control system directly accesses the content of these talbigs
exeauting theget Rout eMac method which retuns thre complete

route (asequence of MC addreseg to the destination nod&@he

devdoped code is cgpable of discriminating if routing is
perfomed at link or network layer. Caoisequentlyrouting will be

based on MC or IP addreses

5. SSIMULATIONSAND RESULTS

In order to véidate the implemented architectara set of
simulations were cariied out. The nain goal of the simulations



was to check the performance thfe proposedayer-2 routing
scheme whencompaed with the typical netwak layer (IP)
routing ofa MANET. Underboth £hemes OLSR wastilisedto
define the routes.

We have simulated netwaks with 45 and 50 nodes. Theodes
were randomly distributed (according toan uniform randan
distribution) in a simulation ar@of 1500x1500 m. In thecenario
of 45 nodes, 5 nodesnplemented the complete protocsihck
and ame the role ofsources and/or destinationsof the
generated traffic. The other 40dwes just implement up to the fik
(or nework) layer and can onlyact astraffic routes. Surce
nodes & programmedo emit CBR (ConsantBit Rate) traffic at
arate d 5 padets/®econd through UDP connectiorBacket ize
was &t to 512 bytes The duration of edtsimulation was 3000.s
Two cagsfor this scenaio were considered: inthe frst one, the
destindion of all the flowsis the same (predefird noce. In the

second cas the detination for each packet is randomly chosen.

In the scenarioof 50 nodes, 20 noddamplement the comnipte
stackand nay performas sourcesand/or trafficdestinationsIn
this scenario sarces generate CBR tradff at a rate of10
padets/scond. The desination for each packet is randoin
chosen. The resif parametersare the ame that the previous
scenario In al the expeiments a packetis consderedto be log
when it does not reach the destiimm node @ when it arrives
with a delay bigger than ksond.

The simuations were repatedfor the tvo comparedpolicies(IP

routing and lagr-2 routing) usng thesame node ttributionand

the same traffic pattern (theorigin anddestinationnode of each
packet was identicd for both cases).

Tables1, 2, 3 &4 show that thepropod architeture withlayer
2 routing achieves vergimilar results (in terrs of packet deliver
ratio and packet delayo those olatined with clasical IP routing.

Destiration node:| Predefined Randmly
chosen

Layer 3 Rouing 1 1

Layer 2 Rouing 1 1

Table 1. Mean Packet delivery ratio. 5 sources

Destiration node:| Predefined Randmly
chosen

Layer 3 Rouing 0.49 ns 0.69ms

Layer 2 Rouing 0.52 ns 0.70ms

Table 2. Mean Packet delay. 5 sources

The smulata doesnot moa the procesing delayat everylayer.
Consequentlyin anadud scenario (with ral routers) the lokup
processatthe IP tablesvould introduce aredditional conponent
in the delg of IP routing, which is not refléed in the shown
reallts. This reduction of the packet processg al® impactson
the smulation time. Téle 5 describes the mean nurber of
simulated seconds pe second for bottpolicies Table fiowsthat
layer 2 routing clearlyeduceshe duration of the siatation.
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In any ca®, the compason permitsto assime that he developed
moduleshavebeen implemented pperly.

Destirationnode: | Rardomly chosen
Layer 3 Rouing 0.999
Layer 2 Rouing 0.999

Table 3. Mean Packet delivery ratio. 20 sources

Destirationnode: | Precefined
Layer3 Rouing 1.35ns
Layer2 Rouing 1.78 ns

Table 4. Mean Packet delay. 20 sour ces

Scerario 5sources 20sources

Destirationnode | Precefined | Rardomy | Predeined
chosen

Layer 3 Routing 0.83 087 0.26

Layer 2 Routing 148 153 0.30

Table 5. Simulation speed (simulated seconds per real
simulation second)

6. DISCUSSION

When compare with typicd IP routing packetforwarding and
routing at thelink layer for ad ha (and nesh) networks preents
several advantages. Firstlgsit refers to theprotocol stack, the
network asign ishighly smplified: For the networkayer all the
internal mesmodesare onlyone-hopaway. Similarly, the node
acting as the gatevay to fixed Internet (if it exigs) is naot
compelled b implement two different IP routing protocol¢e.q.:
OSPF [9] for communicating withany Internetnode anda
MANET protocol tointerect with the other mek node}. Routing
at MAC layers al® enablesan easier expan®n of the mek
network. Thus, ta network coverageraa can be extendedy
deploying sinple (and chaper) routing nodes whichare na
obliged to mplement the netark layer (and consequentip have
its own asgyned IPaddresk

Figure 4 illustratesa te$ network with a nesh router As it can be
appreciated, the roirtg capcity, which is now located athe
MAC layer, makes unnecesry the existence of upper lays in
this node. Therouting protocolis OLSR although other ad hoc
routing polides could be edly incorpomated if IPaddessd can
be substuted by MAC addesss.

Anotherinteresing advantage afed networking isthatrouting
at MAC layer canbenefit(at leag in a easier wy than atthe IP
layer) from the link information hat is avalable at link and
physical layers (e.g.: recéved power, $gnal-to-noige ratio,
channel occpdion, etc).The utilisation of thisnformationin the
metrics enployed to make the routhg decision can clearly
improve the implementation ofQoS policies n wireless sdf-
organisng networks [10]



MAC layer routing also enables the possibility of having sveral
MANET routing protocols working s$multaneously So, a
proactive srategy(such as OLSR) coulde emplogd toform the
‘backbone’ offixed nodes othe mesh newvorks In opposition,if
fixed nodes implement more than one routing algorithm, a
reactive prtocol (such as DYMO), which imare appropriatefor

a dynamic networkgould be emplogd in themobile terninals.

rletSo=11_mesh. basic[5]

Z interfaces

=

intermaceTable

&

notificationBoarc

mobility

Z+0 routes

routingTable

Figure 4. Test network with a simple layer-2 only router

7. CONCLUSIONS

This work haspresated an open architectarto simdate self-
configuring 802.11 meb networks in ONNeT++. The
architecture perits to simuate the outing at MAC layer
propoed by 802.11s sandard while it also incorporateslabel
basedorwardirg protocol thamanages the cagon, maintenance
and removal of label paths The flexihlity of the implemented
architectureca®sits possble extengn to emulate moe complex
cross-layeed desgnsof new routng and/or forweding protocols
andit can be adly adgted to another wirelesarchitecture like
802.15.4. . The developed codeisblicly available at [11].
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