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ABSTRACT
In dist ributed environments, Re puta tion Manag ement Sys-
tems (R MSs) aim to estimat e agents' tru stwort hiness by ex-
ploit ing different sources of informa tion. Th e distri buted
nature of these sys te ms makes th em vulnerable to sev era l
typ es of security attacks, and the response provided by a
specific R MS depends on various fact ors, such as th e al-
gorit hms adopted for est imating the reputa tion values and
the communication protocols used to enable the coopera tion
among agents. Th is work exa mines the most import ant se-
curit y atta cks against R MSs and proposes a set of met rics
for a quanti tative evaluation of the RM S vu lnera bilit ies. A
para llel simulation fra mework is used to automat ica lly give
a vu lnera bility score to a RM S according to the compute d
metri cs. Exp eriments performed on a case-stu dy RM S show
the effectiveness of the met rics we defined, and th e con-
venience of using a simulation environment to support the
design of a secure RM S.

CCS Concepts
•Security and privacy → Distributed systems secu-
rity; •Computing methodologies → Simulation tools;

Keywords
Distributed R eputat ion Manag ement; Securit y Atta cks; E val-
uation Met rics

1. INTRODUCTION
Severa l dist ributed servi ces, such as peer-t o-peer appli-

cations [19], Serv ice Oriente d Arc hitectu res [16, 5], and e-
Commerc e fra meworks [9], rely on Re puta tion Management
Sys tems (R MSs) in order to est imate the behavior of un-

Th e role of R MSs is parti cularly relevant if the benefit
perceived by the agents that consti tu te th e distri buted sys-
tem depends on th e coopera tiveness of other agents , so that
a non-coopera tive behavior may cause a detri ment for the
whole community.

In a dist ributed R MS, a centra l auth ority is missing and
a common value of reputation is produced by all the agents
according to several sources of informa tion, such as their
direct exp erience or informa tion provided by other agents.
Such sy st ems allow to avoid the presence of a single point
of failure, that can represent al so a performance bott leneck,
and provide a well scalable solution.

Neverth eless, th e distri buted natu re of such sy st ems makes
them vulnera ble to severa l typ es of securit y atta cks, per-
formed by isola ted or colluding malicious agents th at aim to
obtain an ad vantag e over oth er agents, or to abuse sy st em
resources. T he response provided by a specific RM S to an
atta ck depends on various fact ors, such as the algorithms
adopted to estimate the reputation values and the commu-
nication proto cols used to enable th e coopera tion among
agents.

In this work we propose a set of metri cs for evaluating
the vu lnera bility of a R MS to different att acks, so as to un-
dersta nd the effect of different design choices on the R MS's
performance. Moreover, a para llel simulation fra mework has
been designed to allow resea rchers to easily specify th e be-
havior of their R MS, to simply test it s responses in different
scenarios, and to obtain th e corresponding vu lnera bility in-
dices.

Th e remainder of the paper is organized as follows: rela ted
work is rep ort ed in Sect ion 2. T he RM S fea tures and compo-
nents in uencing it s response under atta ck are prese nte d in
Section 3. Section 4 describ es the four security attacks con-
sidered here, whilst Sect ion 5 illustrates the proposed vu l-
nera bility metri cs. T he simulation fra mework is presented
in Section 6, and the experim ental result s are shown and
discusses in Section 7. F inally, conclusions follow in Sect ion
8.

2. RELATED WORK
Severa l reputation management models for distri buted sy s-

tems have been proposed in the lite rat ure. T he auth ors of
[25] analy zed the main components of trust syst ems in the
conte xt of mult i-agent sys tems , identifyin g a trust evalua-

known  agents.
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tion phase, which assesses the reliability of th e agents in-
volved in th e intera ctions, and a trust-aware decision mak-
ing phase that uses reputat ion values to select the agents to
intera ct wit h. Moreover, the auth ors classified trust evalua-
t ion meth ods in four classes , depending on the fact th at they
are based on: (i) past direc t inte rac tions, (ii) opinions and
test imonies from other agents , (iii) knowledge about social
relationships among agents, and (iv) cert ificates provided
by third-party authorit ies. R MSs for distri buted sys tems,
where a centra l authorit y is missing, belong to the second
class, according to which each agent rel ies on a distributed
protocol to obtain opinions from other agents, and merg es
them with its past exp erience in order to compute the rep-
utation of a given agent.

In recent years, a great attention has been devoted to iden-
tify and analy ze the security att acks against R MSs, which
exhibit many vu lnera bilit ies due to their intri nsic dist ributed
nature. To the best of our knowledge, works addressing this
topic miss the definit ion of quantita t ive vulnera bility met ric
for RM Ss, and a tangible exp erimental evaluation th at can
drive rese archers to selec t th e best design approach accord-
ing to the desired behavior.

Auth ors of [13] describe five atta cks against R MSs, par-
t ially referen ced in Sect ion 4, and outline the defense tech-
niques adopted by some R MSs presented in lit era ture. A
similar analy sis, focusing only on feedback-based reputation
systems, is proposed in [21].

Some testb eds and simulators have been proposed for as-
sessing the performances of a RM S. ART (Agent Reputation
and trust) [10], a popular simulation testb ed in the field of
mult i-agent syst ems, allows to apply severa l evaluation met-
rics, and to define compet it ions in which different st rate gies
can be combined and compared with respect to th e uti l-
ity obta ined by each agent at th e end of th e simulation.
TR EE T [15] limit s the evaluat ion of RM Ss in a market place
scenario. Th is fra mework allows to measure the res ista nce
of the RM S to some atta cks, but does not consider other
typ ica l attacks, which are inste ad addressed in our work. In
[4] the R MSs are modeled as a sequence of tra nsforma tions
on a graph that represe nts tra nsactions and trust among
agents. E ven th ought this tool allows to evaluate the effects
of some relevant atta cks, it does not simulate agent inte rac -
t ions making not possible to perform large-scale simulat ions
in which ag ents may modify their behavior. Th e solutions
discussed so far do not al low for large-scale simulat ions of
the behavior of a RM S under security att acks.

In this work we ext end the para llel simulation fra mework
described in [2] and [1], in order to support resea rchers to
evaluate the behavior of a RM S through large-scale simu-
la t ions of different security atta cks, and to obtain the cor-
responding vu lnera bility indices. Our fra mework, prese nte d
in Section 6, al lows to specify th e behavior of a RM S and to
neglect the low-level det ails necessary to run th e simulation,
making it possib le to focus only on the high-level resp onse
of the RM S under att ack.

3. RMS ARCHITECTURE
As highlighted in [13], RM Ss have a common st ructu re and

their differences depend on the algorit hmic specification of
their const ituting components. Tw o st eps can be identified:
(i) a formulation and ca lcula t ion phase during which agents
collect and manage informa tion in order to obtain a value
for the adopted reputation met ric, and (ii) a dissemination

local trust evaluation                    

 

gossip protocol                    

information fusion                      

 

incentive mechanism 

Figure 1: The components of a distributed RMS.
Each agent privately performs the local trust eval-
uation and the information fusion algorithms; the
gossip protocol and the incentive mechanism regu-
late the interactions with other agents.

phase, when agents coopera te to compute the complet e rep-
utation values.

We move step forward by considering four main compo-
nents, as shown in F igure 1. Such higher lev el of deta il
allows to deeply analyz e how different attacks exp loit sy s-
tem vu lnera biliti es. Th e first component is th e local trust
evaluation which uses information from past direct intera c-
t ions wit h other agents in order to provide an init ial and
part ial estimation of their reputations. B y considering only
this component, each agent would have a very limite d view
of other agents behavior, and would not be able to predict
the act ions of unknown agents. For such rea son, dist ributed
R MSs comprise other two components that allow agents to
coopera te obta ining a more precise est imation of the reputa-
t ion of their neighbors, namely a gossip protocol which prop-
agate s informa tion among different agents, and an informa-
tion fusion mechanism which allows each agent to merge
the direct experience with informa tion obtained through the
gossip protocol. R MSs which aim not only to det ect anti so-
cial behaviors, but also to discourage th em, comprise also an
incentive mechanism which uses reputation values to reward
honest agents and to limit malicious ones.

4. SECURITY ATTACKS ON RMSS
Th e dist ribute d natu re of R MSs makes th em vulnera ble

to severa l types of securit y attacks, as describ ed in [13, 21].
We consider th e worst case of att ackers that are insiders,

i.e. , au thorized users of the sy st em th at can ta ke part to
all phases of th e reputa tion evaluation. Moreover, we as-
sume that an attacker can get multiple identit ies and that
it can also coopera te with other malicious agents. A classi-
fication of securit y atta cks can be made on the basis of their
goals: self-promoting, slandering, whitewashing, and traitor
atta cks. Th e classification presented in [13] includes also th e
denial of service atta ck, that is not considered here since
it is more frequent in a centra lized sy st em, where malicious
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agents may overw helm the centra l serv er, thus hindering the
reputation evaluation tasks.

4.1 Self-promoting
In a self-promoting atta ck [17], a malicious agent aims

to increment its own reputa tion value, genera lly in order
to hide an anti social behavior, or to achieve an unjust ified
advantage over it s compet itors, e.g., in an e-commerce sce-
nario. Th is typ e of atta ck requ ires an orchest rated plan in-
volving sev era l malicious agents, since, genera lly, reputat ion
management sys tems do not allow an agent to disseminate
reputation informa tion about himself. In order to analy ze
the resi st ance of a RM S to a self-promoting att ack, it is ir-
relevant whet her it is conducted by distinct malicious agents
or by mult iple identit ies of a single malicious agent.

Th e classical way to perform th e sel f-promoting attack
is to introduce false positive information into the sys te m
through the gossip proto col. Th e R MS component capable
of resi st ing to such attack is the information fusion mech-
anism, which det ermines the balance between gossiped in-
forma tion and direct exp eriences, and that can also assign
different weights to information obtained, e.g ., on th e basis
of the reputation of gossiper agents.

4.2 Slandering
Th e slandering atta ck [3] aims to decrea se th e reputation

of some \v ict im" agents. Such att ack may be performed
by a single malicious agent , but in a large-scale sys tem ,
an isola ted interv ention would have a limited effect . For
this rea son, slandering attacks are genera lly performed by a
group of colluding agents. Also in th is case, it is not rele-
vant wheth er such mal icious group is composed by distinct
agents or by duplicated identiti es. Such an attack is typical
of e-commerce sys te ms, where th e att acker aims to sabota ge
a compet itor in order to obtain an indirect economic profit.
Th e slandering attack is perform ed by intro ducing false neg-
ative information through th e gossip protocol, and, similarly
as the self-promoting at tack, the information fusion mech-
anism is the main component that can let th e sys te m resist
through an opport une balancing of gossiped informa tion.

4.3 Whitewashing
Th e whitewashing atta ck [8] is performed by a malicious

agent th at wants to avoid th e consequences of it s bad pas t
behavior. T he malicious agent leaves the sys tem and rejo ins
it with a new identi ty obtaining th e defa ult reputation value
assigned to new users. Th e main vu lnera bility exp loited by
this typ e of attack is that a new agent receives a default
reputation value comparable with th e long-term reputat ion
of a honest agent . RM Ss th at adopt such initial value have
an optimist ic approach and rely on negative feedbacks in
order to discover a malicious behavior. A great er res ista nce
is exp ected by R MSs th at impose a low init ial reputation
value and use posit ive feed backs to rise the reputa tion value.
Moreover, a whitew ashing atta ck can be reinforced by a com-
bined sel f-promoting atta ck to exte nd it s effect .

4.4 Traitor
In such typ e of atta ck, a traitor agent [19], wit h a bad rep-

utation, acts honest ly for a limited porti on of t ime in order
to increase it s reputation. Once such goal is achieved, the
tra itor begins to abuse sy st em resources again, and main-
tains an antisocial behavior unti l its reputa tion became to o

low; from this point the loop rep eats, by alte rnating good
and bad behaviors. A tra itor attack is convenient in RM Ss
where the defa ult reputation value is low, and thus a white-
washing atta ck does not produce an immediate benefit for
the att acker, that has to behave honestl y for a given time
period before being able to obtain sy st em resources. R MSs
more vu lnera ble to such type of attack are those which
weight th e past history more than the recent experience.

5. SECURITY METRICS
Th e evaluation of a RM S requires new metri cs to be de-

fined while respecting some overa ll principles , part ial ly in-
spired by the guidelines proposed in [20] and adopted in [22]
to define some securit y met rics for dist ribute d sys tems:

P1 . the met rics should be assigned by measuring specific,
unambiguous facts rather than abst ract rules;

P2 . the securit y of the R MS should be evaluated by con-
sidering all th e observ ed vu lnera bilit ies;

P3 . the met rics should be intu it ive;

P4 . the met rics should be computed in an efficient way.

According to these principles, we propose to use a set
of intuitive met rics (P 3) that allow to measure th e effort
required to perform a specific at tack (P1 ), and to evaluat e
and how long an att acker is ab le to exploit sy st em resources:

m1) Ti me-to-compromise: the time necessary to rea ch th e
goal of an att ack aimed to alter the reputation of some
agents, i.e. , the number of time ste ps requ ired for the
atta ck to succeed;

m2) E xp loitat ion-time: the time a malicious agent is able
to exploit the sys tem resources before it s behavior is
det ected;

m3) Collusion-complexi ty: th e number of agents involved
in coopera tive attacks.

Following P 2, we adopted dist inct metri cs for each at-
tack so as to separatel y evaluate the robust ness of R MSs
against different th reats . Ea ch of th e selected metri cs is then
map ped to a set of qualitat ive rat ings that provide a text ual
representation of th e numeric scores S, where 0 ≤ S ≤ 10.
Th e qualitat ive severity rat ing scale we used is th at defined
by th e Common Vulnera bility Scoring Sys tem (C VS S) [6],
a well-esta blished st andard for classi fyi ng th e severit y of se-
curit y vu lnera biliti es. In part icular, the simulation fra me-
work rates th e significance of each vu lnera bility as none (if
S < 0.1), low (0.1 ≤ S < 4.0), medium (4.0 ≤ S < 7.0), high
(7.0 ≤ S < 9.0), critical (9.0 ≤ S ≤ 10.0). At the end of
this analy sis, the final user is not ified of the vulnera bilit ies
mark ed as high or critical.

Th e las t principle, P4 , is satisfied by guarante eing th at
all the met rics are computed by the simulator quickly and
automatically.

In order to det ermi ne wheth er a specific attack has achieved
his goal, we also need to define the following success con-
ditions (defined for a RM S in which reputa tion values are
included in [0, 1]):
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• Self-promoting (SP) is success fully complet ed if th e
long-term reputa tion of the non-coopera tive, malicious
agent , computed by one of it s trustwort hy neighbors,
is grea ter than 0.5.

• Slandering (S) is successfully complet ed if th e long-
term reputation of th e vict im, compute d by one of it s
trustwort hy neighbors, is lower th an 0.5.

• Whitewashing (W) is achieved within a temporal
window T, if, in such window, th e reputation of the
non-coopera tive, malicious agent , computed by one of
it s tru stworth y neighbors, is grea ter than 0.5.

• Traitor (T) is achieved if the reputa tion of the mal i-
cious agent , computed by one of its trustworth y neigh-
bors, is always grea ter than 0.5.

Th e long-term reputation is the reputation value observ ed
after Tmax t ime ste ps, given th at at each time st ep an in-
tera ction between at lea st two agents occurs. Th e value of
Tmax has been set to 500 time steps by empirically analy z-
ing the point when many st ate-of-the-art R MSs converge
to a st able reputation values in a network composed by
100 agents and where each agent has 6 neighbors on av-
era ge. Th e time Tmax is also used both to sca le time-to-
compromise and exploitation-time, and to dete rmine an in-
terme diate threshold, Tth = Tmax/2, needed to compute the
collusion-complexity.

According to these definitions, being N the number of
simulation time st eps required to complet e an att ack, the
time-to-compromise TTC is computed as:

TTC = N/Tmax, (1)

where TTC = 1 if the atta ck has failed.
Wh en considering slandering or self-promoting attacks,

the time-to-compromise also depends on th e percentage of
malicious agents that intera ct with the observ er. For this
rea son different TTC values are compute d while vary ing th is
percentage from 10-100 in 10% increments, and the average
TTC is actu ally considered .

Th e collusion-complexity, CC , is defined as the percenta ge
of corrupted agents needed for complet ing the att ack with in
a time Tth.

Th us, th e vulnerabilit ies of a R MS to slandering and self-
promoting attacks can be exp ressed as:

VS = [1− TTC(slandering)]× [1− CC(slandering)].
VSP = [1− TTC(self -prom)]× [1− CC(self -prom)]. (2)

Th e temp oral met ric that allows to evaluate whitewashing
and tra itor att acks is quite different from TTC .

In whitewashing att acks we can stat e that a malicious
agent is maintaining his fra udulent behavior as long as his
reputation is grea ter than a threshold Rth = 0.5. T hus,
assuming that N t ime st eps are required for the reputa tion
to go under Rth, the exploitation-time, and consequently th e
vu lnera bility index, can be defined as:

VW = ET (whitewashing) = N/Tmax, (3)

For tra itor at tacks, th e exploitation-time is the time a ma-
licious agent can act in a non-coopera tive way before it s rep-
utation goes under a thresh old Rth = 0.5 Th is condit ion is
usually rea ched by alte rnating right and bad behavior for a
cert ain number of time st eps, Ngood and Nbad respectively.

Th us, the exploitation-time for trai tor at tacks, and conse-
quentl y the vulnera bility index, can be defined as:

VT = ET (traitor) = Ngood/(Ngood + Nbad). (4)

In order to obtain vulnerab ility scores in [0, 10] while hav-
ing significant values in the whole range, a gamma correc -
t ion, wit h γ = 0.5, and a scale factor K = 10, is applied:

V ∗ = K × V γ . (5)

According to th e prev ious definit ions, the overa ll vu lnera -
bility of a RM S is given by a vector containing the list of th e
det ected vulnerab ilit ies V ∗ and the number of th ose marked
as high or critical :

RMS vulnerability =
= {V ∗, num of V ∗high&critical} =
= {[V ∗SP , V ∗S , V ∗W , V ∗T ], num of V ∗high&critical}.

Th e extended simulation fra mework we describe in next
Section not only allows to analyz e the effect s of different se-
curit y attacks on th e target RM S, but also makes a clear
assessment of the RM S robust ness by providing the user
with an overa ll score computed on the basis of different vu l-
nera bility metri cs.

6. PARALLEL SIMULATOR
To support the evaluation of th e above described RM S,

we propose here an ext ension of th e simulation fram ework
prel iminarily described in [2] and [1], which aims to make
easier the assessment of new reputa tion management st rate -
gies in different scenarios. Th e simulation is based on the
sy nchronous time-discrete model proposed in [18] to describe
sy nchronous distributed algorithms.

In order to sep arate low-level functionalit ies from th e rou-
tines that describe the RM S' s behavior, the software archi-
tectu re of the simulator consists of two different logic layers.

Th e reputation layer is made of nodes connected to each
other according to a cust omizable network topology pro-
vided by the user. Th is is the topmost layer, thus at this
level of abst raction al l the intera ctions between the agents
occur in a total ly distri buted way, i.e ., wit hout the coordina-
t ion of any centra l auth ority. Th e simulation environment is
tota lly cust omizable by means of a set of of high-level con-
figuration utilit ies that allow the user to specify the number
of agents involved in the simulation, set the behavior and
the cooperat iveness degree of each agent, create ad-hoc net -
work topologies, and specify th e paramet ers of the reputa-
t ion management st rategy.

Th e level below is named simulation layer. Here, each
agent is mapped to a dist inct software process and th e simu-
lat ion proceeds in rounds according to a sy nchronous model,
i.e. , at each round all processes act simultaneously. At each
itera t ion a process performs the operat ions request ed to the
corresp onding agent: generat e and send resource request s
to th e neighbors, evaluate incoming request s, det ermine a
proper resp onse, send resource resp onses, use loca l trust
evaluation to update th e current view of the reputation net-
work, send updated reputation values by means of th e gos-
sip protocol, and updat e th e informat ion fusion mechanism.
Th e set of processes running at the simulat ion layer also in-
cludes a leading process , that is responsible for coordinating
the simulation by crea ting new processes or changing the
behavior of those that al rea dy exi st .
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Since each process can run on a distinct remote host ,
the fra mework uti lizes th e Message Passing Interfa ce (MPI )
to enable communication among different distri bute d pro-
cesses.

In order to evaluat e the TT C index for slandering and self-
promoting atta cks, the fram ework performs different simu-
la t ions by vary ing th e percenta ge of malicious agents th at
intera ct with the neutra l node, i.e. , the observ er, used for
measuring the reputa tion of the vict im (for slandering) or
of the promoted agent (for self-promoting). For each run,
the fra mework stores the reputation tre nd of th e involved
agents, and the time st ep when th e goal of the att ack is
achieved. Th e final value of the TTC met ric is obtained by
averag ing all th ese t ime ste ps.

Th e evaluation of the CC index for slandering and sel f-
promoting at tacks requ ires to identify th e smallest percent-
age of colluding agents needed to rea ch the goal of the attack
goal wit hin Tth t ime ste ps. For this purpose, it is possible to
exploit th e same simulation runs performed to evaluate the
TT C index, so as to identify the percentage interval within
which the goal is achieved. A furt her run is performed by
select ing an intermediat e percentage value inside such inter-
val, in order to obta in th e CC index wit h a 5% granularity.

For the whitewashing attack, the ET is simply obtained
by analyz ing the reputa tion trend of the mal icious agent ,
observed by a neutra l node, and by identifyi ng the time step
in which its reputa tion goes under th e Rth value. Th is value
is the norma lized with resp ect to Tmax.

In order to evaluate the E T met ric for th e tra itor att ack,
different simulations are performed while vary ing wit h st ep
of 5% the fra ction of t ime during which the tra itor act s non-
coopera tively. Th e E T index is the grea test frac t ion which
guarante es th at the reputation of the at tacker never goes
under the Rth during the whole simulation.

7. EXPERIMENTAL EVALUATION

7.1 Case Study: the RMS
In order to evaluate th e effect of the security attacks on

RM Ss designed according to different approaches, we adopted
as case-stu dy a RM S th at explicit ly manages, through tun-
able paramet ers, the rela t ionship between past and recent
experiences, and between direct exp erience and gossiped in-
forma tion.

Th is R MS includes th e four components describ ed in Sec-
t ion 3 and is inspired by [14] and [7]. Th e local trust eval-
uation mechanism, as in [14], requ ires th at each agent i
st ores the number of sati sfa ctory, sat(i, j), and unsatisfac -
tory, unsat(i, j), transactions occurred with other ag ents j
in the network, during the last time interval. T he percentag e
of satisfied request s in such time interval is considered the
local trust, ltij , which is defined according to th e following
equation:

ltij = sat(i, j)
sat(i, j) + unsat(i, j)

. (6)

Th e local trust value in uences the reputation that i holds
about j, weighted by a factor α ∈ [0, 1]:

lrij(t) = α ∗ ltij + (1 − α) ∗ rij(t− 1) , (7)

where lrij indicates the local reputation, that is the past
reputation rij updated according to the last local exp erience.

Th e gossip protocol simply st ate s that each agent sends it s
reputation values, rij , to all it s neighbors, thus, each agent
knows the opinion of all its one-hop neighbors ab out the
reputation of it s two-hop neighborhood.

Th e information fusion phase is inspired to [7], where each
agent merges only informa tion coming from reliable agents ,
i.e. , those whose reputation is beyond a given threshold τ .
Merged informa tion is weighted wit h the reputa tion of the
gossiper agents , and the resu lt ing reputa tion value rij is
obtained by linearly combining this weighte d mean with th e
local reputation:

rij(t) = (1−β)∗ lrij(t) + β∗

∑
k∈K

rik(t− 1) ∗ rkj(t− 1)∑
k∈K

rik(t− 1)
, (8)

where β is a coefficient in [0, 1] and K is the set of reliable
agents:

K = {k : rik(t− 1) ≥ τ}. (9)

Th e ad option of a weighted sum between th e local reputa -
t ion and the averag e values rep ort ed by other agents is a
common solution in the lit era ture [23, 24].

F inally, our RM S implements a simple incentive mecha-
nism that allows an ag ent to obta in resources wit h a prob-
ability proport ional to it s reputa tion [5].

7.2 Experimental Results
In this section we provide a set of experiments aimed to

understa nd which factors most ly in uence the performa nce
of a R MS under atta ck. Moreover, we show as such results
may be concisely represe nted th rough th e proposed vu lner-
ability met rics.

Th e R MS which represents th e base line for our evalu-
ations, is charact erized by the following paramete rs: the
α factor, which weights the local tr ust to produce the lo-
cal reputation, is α = 0.1; the β factor, which weights
the gossiped information to produce the final reputation,
is β = 0.1; th e defa ult reputa tion value assigned to new
users is repij(t0) = 0.9; the reputation th reshold used to
select reli able gossiper agents during the information fusion
mechanism is τ = 0.4; finally, the time interval considered
for collecting data about th e direct exp erience, needed to
evaluate the local tru st, consist s of 30 time st eps.

Such baseline paramet ers have been selected so as to ob-
tain a RM S with a fair behavior and in which each attack
(i) can be performed successfu lly and (ii) can be dete ct ed
in a rea sonable t ime. It is wort h to specify that our goal is
not to propose a specific R MS, but rath er to show the po-
tential of the proposed simulator for analyz ing th e securit y
response of any RM S, and providing a score which depends
on different vulnera bility metri cs.

Th e following experim ental result s have been obtained by
simulating a network composed of 100 nodes, where each
node has 6 neighbors on averag e, randomly selected ensuring
that the network is not part itioned in isolated clusters .

As describ ed in Section 4, slandering atta cks are per-
formed by a set of malicious agents that disseminate false
negative feedbacks about a vict im. In order to understa nd
how the consequences of slandering att acks can be depen-
dent on the gossip protocol used to propagate the reputa -
t ion values through the reputa tion network, different simu-
lat ions were run while varyi ng the value of β (see equation
8) that weights direc t and gossiped informat ion. For ex-
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Figure 2: Slandering attack: reputation values of
the victim agent as observed by neutral agents while
varying the weight β of direct and gossiped informa-
tion, when 50% of the agents interacting with the
neutral agents are malicious.
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Figure 3: Slandering attack: reputation values of
the victim agent as observed by neutral agents while
varying the percentage of attacking agents.

ample, β = 0.2 means that during th e information fusion
phase, the information from the gossiper ag ents is scaled by
a factor 0.2, whilst the local reputation is weighted wit h a
factor 0.8. F ig. 2 shows th at the more is th e import ance of
the gossip ed reputation, the more is the effect iveness of th e
slandering at tack.

Obviously, we exp ected that also the number of att acking
agents affect s the reputation of th e vict im. Such hypoth esis
was confirmed by a set of exp eriments performed while vary-
ing th e percentage of malicious agents , from 0 to 100. F ig. 3
shows the reputation of th e victim as observ ed by neutra l
agents. As exp ected, the grea te r is the number of attack-
ing agents, the more effect ive is the atta ck. However, even
though the 65% of the agents in the network are malicious,
the reputation of the vict im decrea se of only 0.5. As more
agents are involved, the reputa tion of the victim continues
to lower, approaching zero when the 85% of the agents are
malicious.

Such a behavior is summarized by the slandering vulner-
ability index. As alread y sa id, the TTC(slandering) is th e
avera ge number of t ime ste ps requ ired to put the reputa -
t ion of the vict im agent under Rth = 0.5, norma lized wit h
respect to Tmax = 500, whilst CC(slandering) is the per-
centage of colluding agents needed to complet e th e atta ck
with in Tth = 250 time st eps.

F igure 3 shows that th ese conditions are satisfied when
at least the 65% of the agents inte ract with the neutra l ob-
server. T he resu lt ing value for th e slandering vu lnera bility
metri cs are the following:

TTC(slandering) = 0.71
CC(slandering) = 0.65
V ∗S = 3.18

Th e self-promoting attack exp loit s the same vu lnera bili-
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Figure 4: Self-promoting attack: reputation val-
ues of the selfish agent as observed by a trustwor-
thy agent while varying the percentage of malicious
agents supporting the attack.
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Figure 5: Self-promoting attack: reputation values
of the selfish agent as observed by a trustworthy
agent while varying the weight β of gossiped infor-
mation.

t ies exp loited by th e slandering attack, but wit h th e goal
of increa sing the reputation of a non-copera tive ag ent by
means of fal se informa tion provided by a set of colluding
agents. Some experiments were conducted to underst and
how th e reputation of th is non-coopera tive agent is per-
ceived by a tru stworth y agent that intera cts direc t ly with
it. F ig. 4 shows that even though th e behavior of the selfish
agent remains unchanged during the simulat ion, it s repu-
tation increases the more malicious agent are involved in
the atta ck. It is wort h noting that , since the direct exp e-
rience is negative, even if the malicious agents provide pos-
itive information, th e low value of th e loca l trust prev ents
the reputa tion value from rising over 0.5. Obviously, if gos-
siped informat ion weight more than direct experience, such
protection misses. F ig. 5 address es this circumsta nce and
describes a set of experiments where a trustwort hy observ er
is surrounded only by dishonest agents which coopera te in
order to promote the reputation of a malicious agent .

Th e exp erimental results show that our baseline R MS has
a grea ter resi st ance to sel f-promoting att acks th an to slan-
dering att acks. Such fea ture is concisely represented by th e
self-promoting vulnera bility metri cs:

TTC(self − promoting) = 0.79
CC(self − promoting) = 0.85
V ∗SP = 1.78

Th e evaluation of th e impact of the whitewashing attack,
in a sys tem that does not pose rest rict ion on th e crea tion
of new accounts, corresp onds to analy ze how the reputation
of a new user varies according to it s behavior. Th e benefit
of performing such attack depends on the defa ult reputa-
t ion value assigned to new users. F ig. 6 shows how the
reputation of a new non-coopera tive, malicious, agent that
joins the network after 70 time st eps varies according to th e
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Figure 6: Whitewashing attack: reputation values of
a non-cooperative agent that joins the network after
70 time steps, while varying the initial reputation
value assigned by the RMS.
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Figure 7: Whitewashing attack: reputation values
of a trustworthy agent that joins the network after
70 time steps, while varying the initial reputation
value assigned by the RMS.

defa ult reputation value. With the baseline set tings the dis-
honest behavior is always discovered , but vary ing th e defau lt
reputation value changes the time interval during which the
malicious ag ent is able to abuse the community resources.
For such rea son, the main defense technique is to assign a
low reputation value to new agents that join the sys tem ; the
weakness of this solution is that a low initial reputation is
also assigned to new trustworth y agents, that , consequently,
experience a slow st art phase, as shown by F ig. 7.

Moreover, a low defa ult reputa tion value may be very dis-
advantageous if an incentive mechanism is automatically ex-
ecuted in order to provid e each agent with a percentage of
resources proport ional to it s reputation. Indeed, if a new
user is evaluated wit h a low reputation, the other agents
will give him few resources. As a consequence, it s opinion
of oth er agents will decrea se, and it will give them few re-
sources, thus confirming its bad reputa tion. In oth er words,
if the incentive mechanism is blindly performed , new hon-
est users are not able to improve their init ial reputation,
as shown in F ig. 8. It is worth noting that during the ex-
periments described by F ig. 7, honest agents always sat isfy
the received requ est s, i.e ., they do not apply the incentive
mechanism.

With the basel ine set tings, which adopts 0.9 as init ial rep-
utation value, the corresponding vu lnera bility met rics have
the following values:

ET (whitewashing) = 0.054
V ∗W = 2.32

In order to evaluate th e impact of the tra itor att ack, we
performed some exp eriments where a malicious agent alter-
nates coopera tive and parti ally coopera tive behavior (i.e .,
only 50% of received requests are sa t isfied). Th e honest be-
havior is maintained for a longer t ime interval in order to
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Figure 8: Whitewashing attack: reputation values of
a trustworthy agent that joins the network after 70
time steps, while varying the initial reputation value
assigned by the RMS, with an automatic incentive
mechanism enabled.
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Figure 9: Traitor attack: reputation values of
a traitor agent which alternates honest and non-
cooperative behaviors, while varying the α factor
that weights the recent experience to build the local
reputation.

guarante e that the reputation value increa ses enough. As
expecte d, F ig. 9 shows that RM Ss wit h higher values of α,
i.e. , the weight of recent exp erience, dete ct earlier a change
in ag ent behavior.

Moreover, experim ental result s show that the percenta ge
of t ime during which the tra itor can behave non-cooperatively
without being dete ct ed is 20%, against a percenta ge of 35%
for a part ially coopera tive behavior. Th e resulting vulnera -
bility index is th en:

ET (traitor) = 0.25
V ∗T = 5.00

In conclusion, the basel ine R MS does not exhibit high
or crit ical vu lnera biliti es, whilst a medium vu lnera bility to
tra itor at tack is det ected . Th ese charact erist ics are summa-
rized by the following vu lnera bility indexe s:

RMS vulnerability =
= {V ∗, num of V ∗high&critical} =
= {[V ∗SP , V ∗S , V ∗W , V ∗T ], num of V ∗high&critical} =
= {[1.78, 3.18, 2.32, 5.00], 0}.

8. CONCLUSIONS AND FUTURE WORK
In this work we presented a set of vu lnera bility metr ics to

quantita t ively evaluate th e behavior of a R eputa tion Man-
agement Sys te m under attack. Th ese met rics allow to com-
pare the effects of different design choices on th e overa ll se-
curit y of the RM S. We used a para llel simulat ion fra mework
for automatically compute the vu lnera bility indexes associ-
ated to four sta te-of-the-art atta cks. Th is tool allowed us to
test the security of a case st udy R MS while vary ing the be-
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havior of its inner components, namely local trust , gossiped
information and information fusion, and some genera l char-
acte risti cs, such as th e defa ult reputation values assigned to
new ag ents .

R esu lts showed that th e impact th e different at tacks have
on th e R MS deeply depends on the choices made since it s
design. For exa mple, in order to overcome a slandering at-
tack a R MS should rely more on the direct exp erience th an
gossiped informa tion, whilst is recommended to give more
import ance to the direc t and recent experience when deal ing
with tra itor attacks.

As future work, we plan to exp erimental ly analy ze th e se-
curit y of some of th e most popular dist ributed RM Ss, and to
consider possible attacks to the sy st em architecture. In par-
t icular, masquerading atta cks could al low malicious agents
to pret end to be loyal agents, so as to diffuse false feedbacks
through th e gossip protocol. Moreover, we are considering
to exte nd our analys is to R MSs opera ting within large-scale
social networks [11, 12].
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