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ABSTRACT
In this paper, we presen t a computat ionally efficient tech-
nique for calcula t ing the mean time to security failure
(MTTS F ) of a mobile cyber phys ical sy st em (C PS ). Th e
CP S analyz ed here has been comprehensively stu died by
other auth ors using st ochastic reward net s (S R N). In simple
terms , th e CP S is composed of a collect ion of communicat-
ing nodes, which are sub ject to securit y attacks. An in-
trusion det ection mechanism is used to dete ct such attacks
based on a voting scheme of some selected nodes. Th ree
sources of failure are considered : success ful inside att acks,
B yz antine failure condit ion and energy exhaust ion. Th e nu-
merical solution tec hnique proposed here takes advantage of
the acyc lic st ructure of the underlying Markov chain (MC)
that captures the CPS dynamics. Th e proposed approach
avoids the genera tion of the act ual stat e-space of the MC,
by performing a direct recursive computat ion with a space
complexi ty proport ional to a fra ction of the number of nodes
considered , which is orders of magnitude sma ller than in pre-
vious works . T his enables the calcula t ion of the MT TS F for
sy st ems composed of severa l thousands of nodes without us-
ing para llel ism.

CCS Concepts
•Security and privacy → Mobile and wireless secu-
rity; Intrusion detection systems; •Computer sys-
tems organization → Reliability; •Mathematics of
computing → Markov processes;

Keywords
Cy ber P hysi cal Syst em, Securit y, MT TF , Markov Chain,
Stochasti c Re ward Net.
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1. INTRODUCTION
We rev isit a security model developed in [7] which con-

sidered a mobile cyb er physical sy st em (C PS ) consisting of
a number of communicating (mobile) nodes, sub jec t to se-
curit y at tacks. Th e aim of th at work was to analyz e the
rel iability (securit y) of the sys tem by calculat ing the mea n
time to security failure (MT TS F ) under two main condi-
t ions: intru sion attacks and energy exh austion.

A comprehensive Mark ov model of such a sys tem was
also developed in [7]. Since the st ate space wil l increa se
exponentially as the number of nodes being modeled, the
original authors used a high lev el modeling forma lism based
on Stochasti c Pet ri Net s known as Sto chasti c R eward Net s
(SRN ) [1]. Such a forma lism allows a concise specification
and au tomat ed genera tion/ solution of underly ing continu-
ous time Markov chain (CTM C) model. Nevert heless , such
a largeness tolera nce approach is limited in the size of the
sy st em it can handle.

In th is paper, we develop an efficient numeric al technique
for calculating the MT TS F or, equivalentl y, the MTTF
(mea n time to failure) from th e reli ability context [4], by
exploiting the special st ructu re of the underly ing continuous
time Markov chain (CTM C). We propose a scalable solution
to th e original model, in order to gain a tremen dous advan-
tage in time and space required for th e computation. We
note, to the best of our knowledge, th at algorit hms for th e
transient st ate probability computa tion for acyc lic CTM C
have been published [6] [5] [8], but algorit hms for the com-
putation of MTTF have not.

Th e rest of th e paper is organized as follows. Section 2
gives a brief description of th e cyb er phyisica l syst em un-
der st udy. Section 3 presents a model of the sys te m using
st ochast ic reward net s (SR N). Section 4 describ es the un-
derlying continuous time Markov chain genera ted from the
SR N model. Section 5 develops the fundamenta ls of the ca l-
cula t ions of the MT TS F . Section 6 presents the recursion
scheme for calcula t ing th e MTT SF, the main resu lt of this
paper. Section 7 describes the computa tional and numeri cal
aspect s of the new approach. F inally, Section 8 prese nts the
conclusions and outlines some futu re rese arch.

2. CYBER PHYSICAL SYSTEM
Th e CPS referen ce model, in genera l terms , is based on a

rea l-world architecture syst em [11], which is composed of a
cert ain number of mobile nodes (128 in the original paper) .
Ea ch node uses sensors for localizat ion, ranging its neighbors
(periodically) , and for measuring and communicating any
det ectable phenomena nearby.
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Th e intrusion det ection sy st em functionality is dist ributed
to all nodes in the sy st em for intrusion and fault tolerance.
A contro l node manages the mobile sensors (nodes) and is
able to respond to the somet imes changing condit ions (e. g.,
different types and strength of attacks) . Th is contro l unit is
considered fault and intru sion free.

Th e intrusion dete ct ion mechanism involves two main
st eps/ parts : 1) the select ion of a group of det ectors and
2) a time inte rval for th e periodic invocation of the mech-
anism. In broad terms , each node exchanges information
about its location and identification periodica lly. A coordi-
nator is chosen among th e neighbor nodes, th en th is node
selects m det ectors randomly that will part icipate in the
voting procedure (including itsel f). Fi nally, a node is con-
sidered as good or bad based on the ma jority vote.

Th e atta ck model described here considers a node captu re
atta ck which involve taking control of a good node by de-
ceivin g authentica t ion and tu rning it into a bad node th at
will be able to genera te inside att acks. Th e attackers pri-
mary ob jec tive is to cause impairment failure by performing
pers isten t , random, or insidious atta cks. To prev ent these
typ es of atta cks, some intrusion det ection mechanism is nec-
essary. Furt hermore, any dete ct ion mechanism is sub jec t to
false alarms; therefo re, some level of tolerance is necessary
with in this mechanism.

Th e B yz antine fault model [3] is used to define a security
failure; that is, if 1/3 or more of the nodes are compromised,
then the syst em fails. T he rea son is th at once the sys te m
conta ins more than 1/3 captured nodes, it is impossible to
rea ch a consensus, th erefore causing a securit y fai lure.

A syst em (security) failure can occur due to a security con-
dition or due to an energy-exhaust ion condit ion. In terms of
security failure, two conditions are considered : 1) a By zan-
tine failure condit ion [3]; and 2) an impairment failure con-
dition. A B yzantine failure occurs when one-third or more of
the nodes have been captured by the att acker, causing the
sy st em to fail. On the other hand, an impairment failure
occurs when the sys te m is prev ente d from working properly
due to undete ct ed compromised nodes performing successful
atta cks. In terms of energy-exhaust ion condit ion, th e peri-
odic sensing procedure (part of th e intrusion det ection mech-
anism) plays an importa nt role, besides th e normal power
consumption of th e nodes, in causing a sy st em failure due
to nodes running out of energy.

Our focus in this paper is to calcula te the exp ect ed time
until the whole sys tem fails, the MT TS F , assuming that all
nodes are working properly at the beginning of the analysi s.

3. STOCHASTIC REWARD NET MODEL
Following the development in [7], F igure 1 shows th e SR N

model that describ es the behavior of the sy st em under anal-
ys is, where the different varia bles are defined as follows: NG

is th e number of good nodes (nodes that have not been cap-
tured by an att acker) ; NB is th e number of nodes that have
been turned bad; NE is th e number of ev icted nodes; i.e.,
nodes that have been det ected as bad ones by the intrusion
det ection mechanism; NF is a binary varia ble, indicat ing
with 1 a security failure and with 0 that th ere is no failure
of that typ e (yet ); and ND is a binary variab le th at indicates
with 1 a sy st em energy exhaust ion failure and with 0 that
there is st ill energy available. Th e definit ion of the transi-

t ion firing rates in term of the parameters of th e sys te m are
given in Table 1.

TGB TBF

TBE TD

DE

(Fail)

G B

(Bad)(Good)

F

(Evicted) (Energy Drained)

NG

ND

NB NF

NE

TGE

Figure 1: SRN model

Transit ion Name Ra te
TGB NG λc

TGE NG
Pfp

TIDS
TBF NB pa λf

TBE NB
(1 − Pfn)
TIDS

TD
1

NIDS TIDS

Table 1: SRN transition firing rates

Th e dynamics of the syst em is captured by the following
SR N input para met ers:

• Th e init ial st ate of th e sy st em is given by th e condit ion
that all nodes are good; i.e. , NG = N (and NB =
ND = NE = NF = 0).

• Transit ion TGB models the capture of a good node by
an att acker. Transition TBE models a bad node being
det ected correc t ly and evi cte d. Transition TGE models
a good node being det ected as a bad one and being
ev icted (false positive dete ct ion).

• A captu re rate λc charact erizes the process that a good
node is being compromised; therefore the firing rat e of
TGB is given by NGλc. A token in place B (bad) means
that a node is compromised but is st ill undet ected .

• A tran sit ion from place B (bad) to E (evicted) is char-
acte rized with a rate NB

1−Pfn

TIDS
which considers a false

negative probability (Pfn) of the voting-based intru-
sion det ection mechanism. Th is transition models th e
ev ict ion of a dete ct ed bad node. Th e intrusion det ec-
t ion procedure is carried out periodically, with period
TIDS .

• A tra nsit ion from place G (good) to E (evicted) has
a firing rate NG

Pfp

TIDS
which accounts for the proba-

bility (Pfp) of having a false posit ive det ect ion by th e
voting-based mechanism. Th at node will be taken out
(evi cte d) from th e sy st em.

• Wh en a node is captured, it will perform att acks with
a probability pa. Th e success of such attacks (from
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NB compromised nodes) is modeled through the rate
λf . Consequently, the tra nsit ion TBF has a firing rate
NB pa λf leading the sys te m to be irrevers ibly compro-
mised (placing a token in F ).

• A transit ion from place D (energy drained) accounts
for the exh austion of the sys tem energy. Th e transi-
t ion rate is given by 1

NIDS TIDS
, where NIDS is the

number of intrusion det ection intervals complet ed be-
fore exh austing its energy, due to energy consuming
tasks performed by th e voting-based intrusion det ec-
t ion mechanism.

To complete the SR N model, we need to consider the
condit ions that induce a sy st em failure (a n undet ected bad
node performing an att ack, a B yz antine failure or a energy
drained condit ion); i.e .,

• Wh en the number of bad nodes (NB) is at least 1/3
of the total number of nodes (NB + NG), or equiva-
lentl y NG ≤ 2NB , the sys tem fails because of a B yz an-
tine failure. Th is condit ion is modeled by disabling all
transitions in the SRN , under these condit ions. SR N
has a fea ture known as halt ing condit ion to be able to
indicate th is eas ily.

• Th e voting-based intrusion det ection mechanism works
properly by select ing m nodes; th erefore a sy st em (se-
curit y) failure will occur if the number of good nodes
and undete ct ed bad nodes is smaller th an m; i.e. , NG+
NB < m. T his condition can be also modeled by dis-
abling all transitions in the SRN under th is condition.

• A token in place F means th at a sy st em failure oc-
curred due to a captured node performing a success ful
atta ck.

• A token in place D means that enough energy was
drained from the syst em to cause a sy st em failure.

As was described in Section 2, a fal se alarm can be tri g-
gered by the security det ect ion mechanism, which is char-
acte rized by probabilit ies Pfp and Pfn. T he sy st em false-
posit ive, Pfp, and sys tem false-negative, Pfn, det ection prob-
abilit ies are two charac terist ics of the intrusion det ection
mechanism that account for the possib ility of det ect ing a
good node as a bad one or a bad node as a good one, resp ec-
t ively. T hey both depend on the proport ion of bad nodes in
the sys tem at the moment of performing th e ma jorit y vot-
ing. Eq uations (1), (2), (3), and (4) below describ e these
probabilit ies. We show here the express ions allowing the
calculat ion of th ese probabiliti es, in order to illustrate the
complexi ty involved in their computation, but we have left
out th e deta iled exp lanation of th e term s since it is out of
the scope of this pap er. We refer to th e rea der to [7] for a
deep er description of th e exp ressions:

Pfp(NG, NB) =
b(m−1)/2c∑

i=0

A(NG, NB , pa,m, i)

+
b(m−1)/2c∑

j=0

B(NG, NB , pa,m, j, pfp) ,

(1)

Pfn(NG, NB) =
b(m−1)/2c∑

i=0

A(NG, NB , pa,m, i)

+
b(m−1)/2c∑

j=0

B(NG, NB , pa,m, j, pfn) ,

(2)

where A(·) and B(·) are given by:

A(NG,NB , pa,m, i)

=

(
NBpa

d(m + 1)/2e + i

)(
NG + NB(1 − pa)
m− d(m + 1)/2e − i

)
(
NG + NB

m

) ,

(3)

B(NG, NB ,pa,m, j, px) =

(
NBpa
j

)

·
m−j∑

k=d(m+1)/2e−j

[(
NG+NB(1−pa)

k

)(
NG+NB(1−pa)−k

m−j−k

)(
NG+NB

m

)
· pkx (1 − px)m−j−k

]
,

(4)

where px is rep laced with pfp or pfn, accordingly; and pfp
and pfn are the per-host false-posit ive and per-host false-
negative probabilit ies of the intru sion det ection sys tem .

Note that th e calculat ion of Pfn and Pfp get s very com-
plex as the number of nodes increa ses. Infinite precision
software (e.g., Math ematica [12]) is currently used for th e
implementation of th ese exp ressions. In Section 7, we will
rev isit this issue in terms of th e overa ll computation of the
MTT SF.

4. UNDERLYING STOCHASTIC PROCESS
Th e underlying st ochasti c process of th e SR N given in

F igure 1 is a continuous time Markov chain (C TM C) . Con-
sidering a st ate definit ion given by the 5-tuple (NG, NB , NE ,
NF , ND), a general description of the state tra nsit ion di-
agram corresponding to the CTM C is given in F igure 2,
where the failure st ates (ab sorbing) due to a captured node
performing a success ful attack and due to energy exhaus-
t ion are shown with th ick recta ngles, and where γe = Pfp

TIDS
,

γbe = (1−Pfn)

TIDS
, γf = paλf , and γd = 1

NIDS TIDS
. Note that

γe and γbe are st ate dependent through the probabilit ies Pfp

and Pfn, resp ectively.
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NBγf (NB + 1)γbe

NGλc

γdNGγe
NBγbe

(NG + 1)λc

(NG + 1)γe

NG,NB + 1,NE − 1,0,0

NG,NB,NE,1,0

NG + 1,NB − 1,NE,0,0

NG,NB − 1,NE + 1,0,0 NG − 1,NB,NE + 1,0,0

NG,NB,NE,0,1

NG,NB,NE,0,0 NG − 1,NB + 1,NE,0,0

NG + 1,NB,NE − 1,0,0

Figure 2: State transition diagram for state
(NG,NB,NE,NF,ND). Absorbing states are shown
with a thick border

In order to graphical ly describe th e By zantine condit ion
and the minimum number of nodes required for th e voting-
based mechanism, we will consider a small running exa mple
given by a total number of nodes, N = 8, and the number
of nodes necessary for the voting-based intrusion det ection
mechanism, m = 5. Th e result ing Markov chain sta te dia-
gram is shown in F igure 3.

6,0,2,0,0

8,0,0,0,0 7,1,0,0,0 6,2,0,0,0 5,3,0,0,0

4,3,1,0,05,2,1,0,06,1,1,0,0

5,1,2,0,0 4,2,2,0,0

3,2,3,0,04,1,3,0,05,0,3,0,0

4,0,4,0,0 3,1,4,0,0

7,0,1,0,0

Figure 3: Example of underlying Markov chain for
N = 8 and m = 5

For purposes of clarit y, in F igure 3 we left out th ose ab-
sorbing st ates corres ponding to the condit ions given when
NF = 1 or ND = 1 from th e SR N model, alt hough the tra n-
sit ions to those sta tes are shown with smal l thick arrows
coming out from th e non-absorbing stat es. Note th at in the
case of sta tes corresp onding to NB = 0 there is only one
of such transit ion since only the possibility of ND = 1 is
present . Th e remaining absorbing st ates are shown with a
thick border and correspond to the B yz antine failure con-
dit ion (NG ≤ 2NB), which are shown on the right hand
side of Fi gure 3, and to the condit ion of having a number of
det ectors sma ller than necessa ry for performing the voting-
based intrusion det ection (NG + NB < m), which are shown
on the bottom of Fi gure 3.

Next , we will consider a simplification of th e Markov chain
by collect ing all th e absorbing st ate s into just one, denoting
the sy st em fai lure condit ion. Th is will allow us to facilit ate
our analy sis in order to compute the MTT SF. F igure 4 shows
how this stat e space reduct ion is carried out in the running

example.
Ex amining Fi gure 4 we can conclude, without loss of gen-

era lity, that the underly ing stochasti c process is an acyc lic
Markov chain. In what follows we will use the acyc lic char-
acte risti c of this CTM C to devi se a recursive scheme for
evaluating the MTT SF .

5,0,3,0,0 4,1,3,0,0

5,1,2,0,06,0,2,0,0

7,0,1,0,0 6,1,1,0,0 5,2,1,0,0

6,2,0,0,07,1,0,0,08,0,0,0,0

Failure

Figure 4: Reduced Markov chain for N = 8 and
m = 5 (one absorbing state)

5. MEAN TIME TO SECURITY FAILURE
In Sect ion 4, we saw that th e underlying st ochast ic process

is an acyc lic Markov chain. Le t us consider now a topolog-
ica l sort [2] of th e sta tes given by tra versi ng the chain (see
F igure 4) from top to bottom and from left to right and
leaving th e "Failure" st ate (ab sorbing) for last ; i.e. , in our
running exa mple, th e ordered set {(8 , 0, 0, 0, 0), (7 , 1, 0, 0, 0),
(6 , 2, 0, 0, 0), (7 , 0, 1, 0, 0), (6 , 1, 1, 0, 0), (5 , 2, 1, 0, 0), (6 , 0, 2,
0, 0), (5 , 1, 2, 0, 0), (5 , 0, 3, 0, 0), (4 , 1, 3, 0, 0), (Failure)} cor-
responds to the st ate numbering from 1 to 11. It is easy
to see that the underly ing infinitesimal genera tor matrix is
upper tr iangular, as is shown in F igure 5, where th e nonzero
entries are shaded. Th is implies that the calculation of the
MTT SF can be greatl y simplified, as we will exp lain below.

11

11

10

9

8

7

6

5

4

3

2

1

1 2 3 4 5 6 7 8 9 10

Figure 5: Infinitesimal generator matrix for N = 8
and m = 5 (with one absorbing state)

Th e calcula t ion of the MTT SF is equivalent to the one
of MTT F (concept from reliability analys is) applied to the
security context . In [10] a MT TF computation met hod of
a CTM C wit h failure st ates considered as absorbing st ates
is shown. We use th at resu lt here to derive our efficient
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recursion scheme for the evaluation of MTT SF.
Le t X = {X (t), t ≥ 0} be a CTM C with finite st ate space
S = {1, 2, . . . , |S|}. Let Q = [qi,j]i,j∈S be th e infinitesi-
mal genera tor matrix that characte rizes X , where qi,j , with
i 6= j, denotes the transition rate from st ate i to st ate j,
and where qi,i = −

∑
j 6=i qi,j . Let Li(t) be the expected

cumulative t ime that the CT MC spends in sta te i during
the inter val (0, t]. Let ~L(t) be th e row vect or such th at
~L(t) = [Li(t)]i∈S . Th en, the following sy st em of differential
equations holds:

d

dt
~L(t) = ~L(t) Q + ~π(0) , (5)

where ~π(0) = [πi(0)]i∈S is the init ial probability vector of
X .

Next , consider that the st ate space S is parti t ioned in two
sets : th e set T of transient (non-absorbing) st ates and th e
set A of absorbing st ate s. Let Q̂ be a submatrix of Q and let
~̂π(0) be a subvector of ~π(0), where their elements correspond
to stat es in T (in our running example, T = {1, . . . , 10},
see F igure 5). Th en, by defining τi = limt→∞ Li(t) and
assuming that th is limit exi st s for i ∈ T , the following resu lt
can be deduced from Eq . (5):

~̂τ Q̂ = −~̂π(0) , (6)

where ~̂τ = [τ̂i], with i = {1, . . . , |T |}, is a subvector of ~τ
where its elements corresp ond to st ates in T . Consequently,
the MTT F can be obtained as follows:

MTTF =
∑
i∈T

τi (7)

Computat ion of E q. (6) is carried out (usually ) by using
itera t ive met hods (e.g ., Ja cobi, Gau ss-Seidel, SOR) [9]. One
of th e key resu lts of this paper is th e simplification of the
computation of ~̂τ when Q̂ is upper triangular, as is the case
of the CTM C we consider here.

Consider Q̂ = D̂+ Û, with D̂ being a diagonal mat rix and
Û being an st rictl y upper tria ngular matrix . Th en, Eq. (6)
can be wri tten as:

~̂τ (D̂ + Û) = −~̂π(0) (8)

Re ordering terms, we obtain:

~̂τ D̂ = −~̂τ Û− ~̂π(0) (9)

Re unit ing to get ~̂τ on the left hand side of E q. (9):

~̂τ = −~̂τ Û D̂
−1 − ~̂π(0) D̂

−1
(10)

Assu ming that π̂1(0) = 1 (i.e., all N nodes are working
properly init ially) , we can derive a recursive formulation for
the computa tion of τ̂i by wri ting E q. (10) in scalar form,
i.e. ,

τ̂i =


1
−q̂1,1

, i = 1 ,

1
−q̂i,i

i−1∑
j=1

τ̂j q̂j,i , 1 < i ≤ |T | .
(11)

Notice that the terms involved in the calcula t ion of τ̂i
depend only on: 1) the input and outp ut rat es of the st ate
i, and 2) the τ̂js associated to st ates j with a direct arc to
st ate i.

Next , it will be shown that this recursive scheme for com-
puting τ̂i will allow us to dev ise an efficient ca lcula t ion ap-
proach for the MT TS F without requiring the genera tion of
the whole st ate-space of th e underlying SR N, allowing sav-
ings of orders of magnitude in space and time, thus mak-
ing the computa tion of MT TS F for CPS with thousands of
nodes fea sible.

6. MTTSF RECURSIVE COMPUTATION
Following the same topological stru cture of th e running

example (F igure 4), the grap h-based description of Eq. (11)
is depicted in F igure 6, where each cell corresp onds to a
value τ̂i, exp ressed now in terms of NE and NB , as τ̂NE ,NB .
Th e computation proceeds by lev els (given by NE) and in
each level the ca lcula t ion is performed from left to right
(from NB = 0 to NB = d(N − NE)/3 − 1e. Ea ch τ̂NE ,NB

depends on some prev ious values, indicate d with directed
arcs. Th e output transit ions, from each cell to the (unique)
absorbing st ate , are shown with an arc pointing to a small
shaded circle.

NB

NE

0

1

2

N−m

10 2 3 4
⌈
N
3 − 1

⌉
− 1

⌈
N
3 − 1

⌉

NB =
⌈
N−NE

3 − 1
⌉

Figure 6: Recurrence graph for the calculation of τ̂i
in terms of coordinates NE and NB.

B ased on th e above recurren ce description, the MTTS F
formula in E q. (7) and the corres ponding τ̂i recursion for-
mulation given in Eq . (11) can be both rewri tt en in terms
of τ̂NE ,NB :

MTTSF =
N−m∑
NE=0

⌈
N−NE

3
−1

⌉∑
NB=0

τ̂NE ,NB , (12)

where th e index of th e innermost summation moves with in
a level (fixed value of NE) and the index of the outermost
one moves along the NE values (from 0 to N −m).
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ω(NE,NB)

τ̂NE,NB

(NG + 1) · γe(NG + 1,NB)

τ̂NE−1,NB
τ̂NE−1,NB+1

τ̂NE,NB−1
(NG + 1) · λc

(NB + 1) · γbe(NG,NB + 1)

Figure 7: Detailed τ̂NE,NB evaluation

R ecal ling that NG = N−NB−NE and considering the de-
tailed description of the computa tion of τ̂NE ,NB in F igure 7
(where γe and γbe depend on th e current st ate th rough the
current values of NG and NB), th e following recursive ex-
pression for τ̂NE ,NB can be easily obtained:

τ̂NE ,NB = 1
ω(NE , NB)

·

[
(NG + 1) · γe(NG + 1, NB) · τ̂NE−1,NB

+ (NB + 1) · γbe(NG, NB + 1) · τ̂NE−1,NB+1

+ (NG + 1) · λc · τ̂NE ,NB−1

]
(13)

where the accompanying factor of τ̂NE−1,NB , τ̂NE−1,NB+1

and τ̂NE ,NB−1 are the tra nsit ion rate s from sta tes (NG +
1, NB , NE − 1, 0, 0), (NG, NB + 1, NE − 1, 0, 0) and (NG +
1, NB−1, NE , 0, 0), resp ect ively; and ω(NE , NB) corresp onds
to the transit ion rate out from sta te (NG, NE , NB , 0, 0), see
F igure 2, i.e. ,

ω(NE , NB) = NG · γe(NG, NB) + NG · λc

+ NB · γbe(NG, NB) + NB · γf + γd
(14)

F inally, the boundary condit ions necessary to complet e
this recursion are:

τ̂NE ,−1 = 0 , τ̂−1,NB = 0 , τ̂
NE ,

⌈
N−NE

3
−1

⌉
+1

= 0 . (15)

Eq uations (12), (13), (14) and (15) define an efficient com-
putation approach for calcula t ing the MT TS F of th e CP S
model given in F igure 1, without genera ting the underlying
CT MC.

7. COMPUTATIONAL COMPLEXITY
Computing the MTTS F involves calcula t ing all the τ̂NE ,NB

with in the different lev els (NE) as depicted in Fi gure 6. It
can be easily seen that th is can be accomplished by only us-
ing two arrays of size dN/3e. Th e total number of levels that
has to be computed is N −m, and in each level the actual
number of τ̂NE ,NB that must be calculate d is d(N−NE)/3e.
Consequently, th e approximate total number of τ̂i terms
needed to be computed is (dN/3e + dm/3e) (N −m)/2.

Th e calculat ions involved within each τ̂NE ,NB include the
factors Pfn and Pfp, which get very complex as th e number

of nodes N and det ectors m increase. In our algorith m im-
plementation we have used infinite precision software (e.g .,
Mathema tica). A recursion scheme for calculating Pfn and
Pfp can be envisioned using the st ate tra nsit ion diagram
st ructure. T his will be done in th e future. Note that th e
complexi ty in calculating these factors sta ys the same as
with th e original paper.

Our technique yields exa ct ly th e same result s as wit h the
original SRN and the solution tec hnique used in [7]. Th at is,
there is no sacrifice in accuracy in achievi ng the scalability.

Furt hermore, we must emp hasize that our technique com-
plete ly avoids the genera tion and st orag e of th e infinitesimal
genera tor matri x Q. Consequently, we also avoid th e ap-
plication of an itera t ive solution technique such as Ja cobi,
Gau ss-Seidel or SOR , for solv ing the linear sys tem given
in E q. (6), as it was done in the original pap er, where the
number of equations could be in the order of millions.

Th e enormous savin gs in space can be appreciat ed in Ta-
ble 2 where the stat e-space cardinality in the original paper
is compared with the space requ irements of our recursion.
Th e first column shows the number of nodes considered , the
second and third columns show the number of sta tes and
transitions genera ted by th e SR N in F igure 1, respectively,
and the fourt h column shows the total size of the vectors (ar-
rays ) th at are needed during th e whole computation of th e
recursion. It can be easily appreciate d th at using the orig-
inal approach (solvin g the SRN ) imposes a grea t demand
on memory resources when just a few thousands of nodes
are analyz ed. On the other hand, with our approach, th e
memory requ ireme nt are upper-bounded by the number of
nodes, making it possible to analy ze sys te ms with thousands
of nodes in a single machine.

No. States No. Transit ions R ecursion
N (approx.) (approx.) (No. values)
100 5 000 8 350 67
200 20 000 33 400 134
500 125 000 208 700 334

1 000 500 000 835 000 667
2 000 2 000 000 3 340 000 1 334
5 000 12 500 000 20 875 000 3 334

10 000 50 000 000 83 500 000 6 667
20 000 200 000 000 334 000 000 13 334
50 000 1 250 000 000 2 087 500 000 33 334

Table 2: No. States/No. Transitions as a function
of N in the original SRN, compared with the storage
needed for the proposed recursion

Table 3 shows th e computation time for severa l combi-
nations of number of nodes (N ) and number of dete ct ors
(m), considering th at the paramet ers used (for the rest of
the vari ables) are the same as in th e original paper. We
must note that the computation time grea t ly depends on
the calcula t ion of Pfn and Pfp, a cost that is inherite d from
the original paper, keeping open the possibility for future
improvement since it was not the focus of our contribution.
Th e implementa tion of th e algorit hm was done complet ely
using Mathema tica [12].

8. CONCLUSIONS
In this paper, we developed a numeri cal approach to ef-

ficientl y compute th e mea n time to sy st em failure of a cy-
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Ti me (sec)
N m = 3 m = 5

1 000 3 4
5 000 83 90

10 000 349 370
20 000 1 388 1 981
50 000 8 796 9 247

Table 3: Computation time of the implemented re-
cursion in Mathematica (2.8GHz Intel Core i5)

ber physica l sy st em composed of a network of communicat -
ing/ sensing mobile nodes, where a sy st em (security) failure
is caused by either a securit y intrusion att ack or due to en-
ergy exh aust ion.

Th e numeri cal technique presente d here takes advantage
of the underlying st ructu re of the continuous-t ime Markov
chain that captu res th e CPS behavior. It computes the
MTT SF precisely and recursively, without generating the
actu al Markov chain, allowing enormous savin gs in space
and time compared to th e original procedure based on mod-
eling and solvi ng an SR N, where a linear sy st em of equations
(wit h millions of equat ions, eventually) has to be solved in
order to compute such a measure. Th e approach prese nte d
here allow us to calculat e the MT TS F for CP S models con-
sist ing on th ousands of nodes using a single machine and
with just a few lines of code.

Our efficient numerica l technique ta kes the computa tion
of the MTTF (from the reliab ility context) and adapts it for
the case of an acy clic Markov chain with an upper triangular
infinitesimal genera tor matrix .

In terms of future work, one task considers ext ending
the MT TF calculation technique in order to include gen-
era l acyclic Markov chains; i.e ., not necessarily wit h an up-
per tria ngular infinite simal genera tor matr ix. Another task
considers the efficient computation of the false alarm prob-
abilit ies Pfn and Pfp, using a recursion scheme th at also
takes advantag e of the stat e transit ion diag ram st ructu re of
the underlying Markov chain. And anoth er direct ion of im-
provement would be to consider other typ e of securit y fai lure
condit ion different from the B yz antine condition.
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