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ABSTRACT
In this paper, we present a computationally efficient tech-
nique for calculating the mean time to security failure
(MTTSF) of a mobile cyber physical system (CPS). The
CPS analyzed here has been comprehensively studied by
other authors using stochastic reward nets (SRN). In simple
terms, the CPS is composed of a collection of communicat-
ing nodes, which are subject to security attacks. An in-
trusion detection mechanism is used to detect such attacks
based on a voting scheme of some selected nodes. Three
sources of failure are considered: successful inside attacks,
Byzantine failure condition and energy exhaustion. The nu-
merical solution technique proposed here takes advantage of
the acyclic structure of the underlying Markov chain (MC)
that captures the CPS dynamics. The proposed approach
avoids the generation of the actual state-space of the MC,
by performing a direct recursive computation with a space
complexity proportional to a fraction of the number of nodes
considered, which is orders of magnitude smaller than in pre-
vious works. This enables the calculation of the MTTSF for
systems composed of several thousands of nodes without us-
ing parallelism.

CCS Concepts
•Security and privacy → Mobile and wireless secu-
rity; Intrusion detection systems; •Computer sys-
tems organization → Reliability; •Mathematics of
computing → Markov processes;

Keywords
Cyber Physical System, Security, MTTF, Markov Chain,
Stochastic Reward Net.
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1. INTRODUCTION
We revisit a security model developed in [7] which con-

sidered a mobile cyber physical system (CPS) consisting of
a number of communicating (mobile) nodes, subject to se-
curity attacks. The aim of that work was to analyze the
reliability (security) of the system by calculating the mean
time to security failure (MTTSF) under two main condi-
tions: intrusion attacks and energy exhaustion.

A comprehensive Markov model of such a system was
also developed in [7]. Since the state space will increase
exponentially as the number of nodes being modeled, the
original authors used a high level modeling formalism based
on Stochastic Petri Nets known as Stochastic Reward Nets
(SRN) [1]. Such a formalism allows a concise specification
and automated generation/solution of underlying continu-
ous time Markov chain (CTMC) model. Nevertheless, such
a largeness tolerance approach is limited in the size of the
system it can handle.

In this paper, we develop an efficient numerical technique
for calculating the MTTSF or, equivalently, the MTTF
(mean time to failure) from the reliability context [4], by
exploiting the special structure of the underlying continuous
time Markov chain (CTMC). We propose a scalable solution
to the original model, in order to gain a tremendous advan-
tage in time and space required for the computation. We
note, to the best of our knowledge, that algorithms for the
transient state probability computation for acyclic CTMC
have been published [6] [5] [8], but algorithms for the com-
putation of MTTF have not.

The rest of the paper is organized as follows. Section 2
gives a brief description of the cyber phyisical system un-
der study. Section 3 presents a model of the system using
stochastic reward nets (SRN). Section 4 describes the un-
derlying continuous time Markov chain generated from the
SRN model. Section 5 develops the fundamentals of the cal-
culations of the MTTSF. Section 6 presents the recursion
scheme for calculating the MTTSF, the main result of this
paper. Section 7 describes the computational and numerical
aspects of the new approach. Finally, Section 8 presents the
conclusions and outlines some future research.

2. CYBER PHYSICAL SYSTEM
The CPS reference model, in general terms, is based on a

real-world architecture system [11], which is composed of a
certain number of mobile nodes (128 in the original paper).
Each node uses sensors for localization, ranging its neighbors
(periodically), and for measuring and communicating any
detectable phenomena nearby.

VALUETOOLS 2016, October 25-28, Taormina, Italy
Copyright © 2017 FALSE
DOI 10.4108/eai.25-10-2016.2266825



The intrusion detection system functionality is distributed
to all nodes in the system for intrusion and fault tolerance.
A control node manages the mobile sensors (nodes) and is
able to respond to the sometimes changing conditions (e.g.,
different types and strength of attacks). This control unit is
considered fault and intrusion free.

The intrusion detection mechanism involves two main
steps/parts: 1) the selection of a group of detectors and
2) a time interval for the periodic invocation of the mech-
anism. In broad terms, each node exchanges information
about its location and identification periodically. A coordi-
nator is chosen among the neighbor nodes, then this node
selects m detectors randomly that will participate in the
voting procedure (including itself). Finally, a node is con-
sidered as good or bad based on the majority vote.

The attack model described here considers a node capture
attack which involve taking control of a good node by de-
ceiving authentication and turning it into a bad node that
will be able to generate inside attacks. The attackers pri-
mary objective is to cause impairment failure by performing
persistent, random, or insidious attacks. To prevent these
types of attacks, some intrusion detection mechanism is nec-
essary. Furthermore, any detection mechanism is subject to
false alarms; therefore, some level of tolerance is necessary
within this mechanism.

The Byzantine fault model [3] is used to define a security
failure; that is, if 1/3 or more of the nodes are compromised,
then the system fails. The reason is that once the system
contains more than 1/3 captured nodes, it is impossible to
reach a consensus, therefore causing a security failure.

A system (security) failure can occur due to a security con-
dition or due to an energy-exhaustion condition. In terms of
security failure, two conditions are considered: 1) a Byzan-
tine failure condition [3]; and 2) an impairment failure con-
dition. A Byzantine failure occurs when one-third or more of
the nodes have been captured by the attacker, causing the
system to fail. On the other hand, an impairment failure
occurs when the system is prevented from working properly
due to undetected compromised nodes performing successful
attacks. In terms of energy-exhaustion condition, the peri-
odic sensing procedure (part of the intrusion detection mech-
anism) plays an important role, besides the normal power
consumption of the nodes, in causing a system failure due
to nodes running out of energy.

Our focus in this paper is to calculate the expected time
until the whole system fails, the MTTSF, assuming that all
nodes are working properly at the beginning of the analysis.

3. STOCHASTIC REWARD NET MODEL
Following the development in [7], Figure 1 shows the SRN

model that describes the behavior of the system under anal-
ysis, where the different variables are defined as follows: NG

is the number of good nodes (nodes that have not been cap-
tured by an attacker); NB is the number of nodes that have
been turned bad; NE is the number of evicted nodes; i.e.,
nodes that have been detected as bad ones by the intrusion
detection mechanism; NF is a binary variable, indicating
with 1 a security failure and with 0 that there is no failure
of that type (yet); and ND is a binary variable that indicates
with 1 a system energy exhaustion failure and with 0 that
there is still energy available. The definition of the transi-

tion firing rates in term of the parameters of the system are
given in Table 1.

TGB TBF

TBE TD

DE

(Fail)

G B

(Bad)(Good)

F

(Evicted) (Energy Drained)

NG

ND

NB NF

NE

TGE

Figure 1: SRN model

Transition Name Rate

TGB NG λc

TGE NG
Pfp

TIDS
TBF NB pa λf

TBE NB
(1− Pfn)

TIDS

TD
1

NIDS TIDS

Table 1: SRN transition firing rates

The dynamics of the system is captured by the following
SRN input parameters:

• The initial state of the system is given by the condition
that all nodes are good; i.e., NG = N (and NB =
ND = NE = NF = 0).

• Transition TGB models the capture of a good node by
an attacker. Transition TBE models a bad node being
detected correctly and evicted. Transition TGE models
a good node being detected as a bad one and being
evicted (false positive detection).

• A capture rate λc characterizes the process that a good
node is being compromised; therefore the firing rate of
TGB is given by NGλc. A token in place B (bad) means
that a node is compromised but is still undetected.

• A transition from place B (bad) to E (evicted) is char-

acterized with a rate NB
1−Pfn

TIDS
which considers a false

negative probability (Pfn) of the voting-based intru-
sion detection mechanism. This transition models the
eviction of a detected bad node. The intrusion detec-
tion procedure is carried out periodically, with period
TIDS .

• A transition from place G (good) to E (evicted) has

a firing rate NG
Pfp

TIDS
which accounts for the proba-

bility (Pfp) of having a false positive detection by the
voting-based mechanism. That node will be taken out
(evicted) from the system.

• When a node is captured, it will perform attacks with
a probability pa. The success of such attacks (from



NB compromised nodes) is modeled through the rate
λf . Consequently, the transition TBF has a firing rate
NB pa λf leading the system to be irreversibly compro-
mised (placing a token in F ).

• A transition from place D (energy drained) accounts
for the exhaustion of the system energy. The transi-
tion rate is given by 1

NIDS TIDS
, where NIDS is the

number of intrusion detection intervals completed be-
fore exhausting its energy, due to energy consuming
tasks performed by the voting-based intrusion detec-
tion mechanism.

To complete the SRN model, we need to consider the
conditions that induce a system failure (an undetected bad
node performing an attack, a Byzantine failure or a energy
drained condition); i.e.,

• When the number of bad nodes (NB) is at least 1/3
of the total number of nodes (NB + NG), or equiva-
lently NG ≤ 2NB , the system fails because of a Byzan-
tine failure. This condition is modeled by disabling all
transitions in the SRN, under these conditions. SRN
has a feature known as halting condition to be able to
indicate this easily.

• The voting-based intrusion detection mechanism works
properly by selecting m nodes; therefore a system (se-
curity) failure will occur if the number of good nodes
and undetected bad nodes is smaller than m; i.e., NG+
NB < m. This condition can be also modeled by dis-
abling all transitions in the SRN under this condition.

• A token in place F means that a system failure oc-
curred due to a captured node performing a successful
attack.

• A token in place D means that enough energy was
drained from the system to cause a system failure.

As was described in Section 2, a false alarm can be trig-
gered by the security detection mechanism, which is char-
acterized by probabilities Pfp and Pfn. The system false-
positive, Pfp, and system false-negative, Pfn, detection prob-
abilities are two characteristics of the intrusion detection
mechanism that account for the possibility of detecting a
good node as a bad one or a bad node as a good one, respec-
tively. They both depend on the proportion of bad nodes in
the system at the moment of performing the majority vot-
ing. Equations (1), (2), (3), and (4) below describe these
probabilities. We show here the expressions allowing the
calculation of these probabilities, in order to illustrate the
complexity involved in their computation, but we have left
out the detailed explanation of the terms since it is out of
the scope of this paper. We refer to the reader to [7] for a
deeper description of the expressions:

Pfp(NG, NB) =

b(m−1)/2c∑
i=0

A(NG, NB , pa,m, i)

+

b(m−1)/2c∑
j=0

B(NG, NB , pa,m, j, pfp) ,

(1)

Pfn(NG, NB) =

b(m−1)/2c∑
i=0

A(NG, NB , pa,m, i)

+

b(m−1)/2c∑
j=0

B(NG, NB , pa,m, j, pfn) ,

(2)

where A(·) and B(·) are given by:

A(NG,NB , pa,m, i)

=

(
NBpa

d(m+ 1)/2e+ i

)(
NG +NB(1− pa)

m− d(m+ 1)/2e − i

)
(
NG +NB

m

) ,

(3)

B(NG, NB ,pa,m, j, px) =

(
NBpa
j

)

·
m−j∑

k=d(m+1)/2e−j

[(
NG+NB(1−pa)

k

)(
NG+NB(1−pa)−k

m−j−k

)(
NG+NB

m

)
· pkx (1− px)m−j−k

]
,

(4)

where px is replaced with pfp or pfn, accordingly; and pfp
and pfn are the per-host false-positive and per-host false-
negative probabilities of the intrusion detection system.

Note that the calculation of Pfn and Pfp gets very com-
plex as the number of nodes increases. Infinite precision
software (e.g., Mathematica [12]) is currently used for the
implementation of these expressions. In Section 7, we will
revisit this issue in terms of the overall computation of the
MTTSF.

4. UNDERLYING STOCHASTIC PROCESS
The underlying stochastic process of the SRN given in

Figure 1 is a continuous time Markov chain (CTMC). Con-
sidering a state definition given by the 5-tuple (NG, NB , NE ,
NF , ND), a general description of the state transition di-
agram corresponding to the CTMC is given in Figure 2,
where the failure states (absorbing) due to a captured node
performing a successful attack and due to energy exhaus-

tion are shown with thick rectangles, and where γe =
Pfp

TIDS
,

γbe =
(1−Pfn)

TIDS
, γf = paλf , and γd = 1

NIDS TIDS
. Note that

γe and γbe are state dependent through the probabilities Pfp

and Pfn, respectively.



NBγf (NB + 1)γbe

NGλc

γdNGγe
NBγbe

(NG + 1)λc

(NG + 1)γe

NG,NB + 1,NE − 1,0,0

NG,NB,NE,1,0

NG + 1,NB − 1,NE,0,0

NG,NB − 1,NE + 1,0,0 NG − 1,NB,NE + 1,0,0

NG,NB,NE,0,1

NG,NB,NE,0,0 NG − 1,NB + 1,NE,0,0

NG + 1,NB,NE − 1,0,0

Figure 2: State transition diagram for state
(NG,NB,NE,NF,ND). Absorbing states are shown
with a thick border

In order to graphically describe the Byzantine condition
and the minimum number of nodes required for the voting-
based mechanism, we will consider a small running example
given by a total number of nodes, N = 8, and the number
of nodes necessary for the voting-based intrusion detection
mechanism, m = 5. The resulting Markov chain state dia-
gram is shown in Figure 3.

6,0,2,0,0

8,0,0,0,0 7,1,0,0,0 6,2,0,0,0 5,3,0,0,0

4,3,1,0,05,2,1,0,06,1,1,0,0

5,1,2,0,0 4,2,2,0,0

3,2,3,0,04,1,3,0,05,0,3,0,0

4,0,4,0,0 3,1,4,0,0

7,0,1,0,0

Figure 3: Example of underlying Markov chain for
N = 8 and m = 5

For purposes of clarity, in Figure 3 we left out those ab-
sorbing states corresponding to the conditions given when
NF = 1 or ND = 1 from the SRN model, although the tran-
sitions to those states are shown with small thick arrows
coming out from the non-absorbing states. Note that in the
case of states corresponding to NB = 0 there is only one
of such transition since only the possibility of ND = 1 is
present. The remaining absorbing states are shown with a
thick border and correspond to the Byzantine failure con-
dition (NG ≤ 2NB), which are shown on the right hand
side of Figure 3, and to the condition of having a number of
detectors smaller than necessary for performing the voting-
based intrusion detection (NG +NB < m), which are shown
on the bottom of Figure 3.

Next, we will consider a simplification of the Markov chain
by collecting all the absorbing states into just one, denoting
the system failure condition. This will allow us to facilitate
our analysis in order to compute the MTTSF. Figure 4 shows
how this state space reduction is carried out in the running

example.
Examining Figure 4 we can conclude, without loss of gen-

erality, that the underlying stochastic process is an acyclic
Markov chain. In what follows we will use the acyclic char-
acteristic of this CTMC to devise a recursive scheme for
evaluating the MTTSF.

5,0,3,0,0 4,1,3,0,0

5,1,2,0,06,0,2,0,0

7,0,1,0,0 6,1,1,0,0 5,2,1,0,0

6,2,0,0,07,1,0,0,08,0,0,0,0

Failure

Figure 4: Reduced Markov chain for N = 8 and
m = 5 (one absorbing state)

5. MEAN TIME TO SECURITY FAILURE
In Section 4, we saw that the underlying stochastic process

is an acyclic Markov chain. Let us consider now a topolog-
ical sort [2] of the states given by traversing the chain (see
Figure 4) from top to bottom and from left to right and
leaving the ”Failure” state (absorbing) for last; i.e., in our
running example, the ordered set {(8, 0, 0, 0, 0), (7, 1, 0, 0, 0),
(6, 2, 0, 0, 0), (7, 0, 1, 0, 0), (6, 1, 1, 0, 0), (5, 2, 1, 0, 0), (6, 0, 2,
0, 0), (5, 1, 2, 0, 0), (5, 0, 3, 0, 0), (4, 1, 3, 0, 0), (Failure)} cor-
responds to the state numbering from 1 to 11. It is easy
to see that the underlying infinitesimal generator matrix is
upper triangular, as is shown in Figure 5, where the nonzero
entries are shaded. This implies that the calculation of the
MTTSF can be greatly simplified, as we will explain below.

11

11

10

9

8

7

6

5

4

3

2

1

1 2 3 4 5 6 7 8 9 10

Figure 5: Infinitesimal generator matrix for N = 8
and m = 5 (with one absorbing state)

The calculation of the MTTSF is equivalent to the one
of MTTF (concept from reliability analysis) applied to the
security context. In [10] a MTTF computation method of
a CTMC with failure states considered as absorbing states
is shown. We use that result here to derive our efficient



recursion scheme for the evaluation of MTTSF.
Let X = {X (t), t ≥ 0} be a CTMC with finite state space
S = {1, 2, . . . , |S|}. Let Q = [qi,j ]i,j∈S be the infinitesi-
mal generator matrix that characterizes X , where qi,j , with
i 6= j, denotes the transition rate from state i to state j,
and where qi,i = −

∑
j 6=i qi,j . Let Li(t) be the expected

cumulative time that the CTMC spends in state i during
the interval (0, t]. Let ~L(t) be the row vector such that
~L(t) = [Li(t)]i∈S . Then, the following system of differential
equations holds:

d

dt
~L(t) = ~L(t) Q + ~π(0) , (5)

where ~π(0) = [πi(0)]i∈S is the initial probability vector of
X .

Next, consider that the state space S is partitioned in two
sets: the set T of transient (non-absorbing) states and the

set A of absorbing states. Let Q̂ be a submatrix of Q and let

~̂π(0) be a subvector of ~π(0), where their elements correspond
to states in T (in our running example, T = {1, . . . , 10},
see Figure 5). Then, by defining τi = limt→∞ Li(t) and
assuming that this limit exists for i ∈ T , the following result
can be deduced from Eq. (5):

~̂τ Q̂ = −~̂π(0) , (6)

where ~̂τ = [τ̂i], with i = {1, . . . , |T |}, is a subvector of ~τ
where its elements correspond to states in T . Consequently,
the MTTF can be obtained as follows:

MTTF =
∑
i∈T

τi (7)

Computation of Eq. (6) is carried out (usually) by using
iterative methods (e.g., Jacobi, Gauss-Seidel, SOR) [9]. One
of the key results of this paper is the simplification of the

computation of ~̂τ when Q̂ is upper triangular, as is the case
of the CTMC we consider here.

Consider Q̂ = D̂+Û, with D̂ being a diagonal matrix and
Û being an strictly upper triangular matrix. Then, Eq.(6)
can be written as:

~̂τ (D̂ + Û) = −~̂π(0) (8)

Reordering terms, we obtain:

~̂τ D̂ = −~̂τ Û− ~̂π(0) (9)

Reuniting to get ~̂τ on the left hand side of Eq. (9):

~̂τ = −~̂τ Û D̂
−1 − ~̂π(0) D̂

−1
(10)

Assuming that π̂1(0) = 1 (i.e., all N nodes are working
properly initially), we can derive a recursive formulation for
the computation of τ̂i by writing Eq. (10) in scalar form,
i.e.,

τ̂i =


1

−q̂1,1
, i = 1 ,

1

−q̂i,i

i−1∑
j=1

τ̂j q̂j,i , 1 < i ≤ |T | .
(11)

Notice that the terms involved in the calculation of τ̂i
depend only on: 1) the input and output rates of the state
i, and 2) the τ̂js associated to states j with a direct arc to
state i.

Next, it will be shown that this recursive scheme for com-
puting τ̂i will allow us to devise an efficient calculation ap-
proach for the MTTSF without requiring the generation of
the whole state-space of the underlying SRN, allowing sav-
ings of orders of magnitude in space and time, thus mak-
ing the computation of MTTSF for CPS with thousands of
nodes feasible.

6. MTTSF RECURSIVE COMPUTATION
Following the same topological structure of the running

example (Figure 4), the graph-based description of Eq. (11)
is depicted in Figure 6, where each cell corresponds to a
value τ̂i, expressed now in terms of NE and NB , as τ̂NE ,NB .
The computation proceeds by levels (given by NE) and in
each level the calculation is performed from left to right
(from NB = 0 to NB = d(N − NE)/3 − 1e. Each τ̂NE ,NB

depends on some previous values, indicated with directed
arcs. The output transitions, from each cell to the (unique)
absorbing state, are shown with an arc pointing to a small
shaded circle.

NB

NE

0

1

2

N−m

10 2 3 4
⌈
N
3 − 1

⌉
− 1

⌈
N
3 − 1

⌉

NB =
⌈
N−NE

3 − 1
⌉

Figure 6: Recurrence graph for the calculation of τ̂i
in terms of coordinates NE and NB.

Based on the above recurrence description, the MTTSF
formula in Eq. (7) and the corresponding τ̂i recursion for-
mulation given in Eq. (11) can be both rewritten in terms
of τ̂NE ,NB :

MTTSF =

N−m∑
NE=0

⌈
N−NE

3
−1

⌉∑
NB=0

τ̂NE ,NB , (12)

where the index of the innermost summation moves within
a level (fixed value of NE) and the index of the outermost
one moves along the NE values (from 0 to N −m).



ω(NE,NB)

τ̂NE,NB

(NG + 1) · γe(NG + 1,NB)

τ̂NE−1,NB
τ̂NE−1,NB+1

τ̂NE,NB−1
(NG + 1) · λc

(NB + 1) · γbe(NG,NB + 1)

Figure 7: Detailed τ̂NE,NB evaluation

Recalling that NG = N−NB−NE and considering the de-
tailed description of the computation of τ̂NE ,NB in Figure 7
(where γe and γbe depend on the current state through the
current values of NG and NB), the following recursive ex-
pression for τ̂NE ,NB can be easily obtained:

τ̂NE ,NB =
1

ω(NE , NB)

·

[
(NG + 1) · γe(NG + 1, NB) · τ̂NE−1,NB

+ (NB + 1) · γbe(NG, NB + 1) · τ̂NE−1,NB+1

+ (NG + 1) · λc · τ̂NE ,NB−1

]
(13)

where the accompanying factor of τ̂NE−1,NB , τ̂NE−1,NB+1

and τ̂NE ,NB−1 are the transition rates from states (NG +
1, NB , NE − 1, 0, 0), (NG, NB + 1, NE − 1, 0, 0) and (NG +
1, NB−1, NE , 0, 0), respectively; and ω(NE , NB) corresponds
to the transition rate out from state (NG, NE , NB , 0, 0), see
Figure 2, i.e.,

ω(NE , NB) = NG · γe(NG, NB) +NG · λc

+NB · γbe(NG, NB) +NB · γf + γd
(14)

Finally, the boundary conditions necessary to complete
this recursion are:

τ̂NE ,−1 = 0 , τ̂−1,NB = 0 , τ̂
NE ,

⌈
N−NE

3
−1

⌉
+1

= 0 . (15)

Equations (12), (13), (14) and (15) define an efficient com-
putation approach for calculating the MTTSF of the CPS
model given in Figure 1, without generating the underlying
CTMC.

7. COMPUTATIONAL COMPLEXITY
Computing the MTTSF involves calculating all the τ̂NE ,NB

within the different levels (NE) as depicted in Figure 6. It
can be easily seen that this can be accomplished by only us-
ing two arrays of size dN/3e. The total number of levels that
has to be computed is N −m, and in each level the actual
number of τ̂NE ,NB that must be calculated is d(N−NE)/3e.
Consequently, the approximate total number of τ̂i terms
needed to be computed is (dN/3e+ dm/3e) (N −m)/2.

The calculations involved within each τ̂NE ,NB include the
factors Pfn and Pfp, which get very complex as the number

of nodes N and detectors m increase. In our algorithm im-
plementation we have used infinite precision software (e.g.,
Mathematica). A recursion scheme for calculating Pfn and
Pfp can be envisioned using the state transition diagram
structure. This will be done in the future. Note that the
complexity in calculating these factors stays the same as
with the original paper.

Our technique yields exactly the same results as with the
original SRN and the solution technique used in [7]. That is,
there is no sacrifice in accuracy in achieving the scalability.

Furthermore, we must emphasize that our technique com-
pletely avoids the generation and storage of the infinitesimal
generator matrix Q. Consequently, we also avoid the ap-
plication of an iterative solution technique such as Jacobi,
Gauss-Seidel or SOR, for solving the linear system given
in Eq. (6), as it was done in the original paper, where the
number of equations could be in the order of millions.

The enormous savings in space can be appreciated in Ta-
ble 2 where the state-space cardinality in the original paper
is compared with the space requirements of our recursion.
The first column shows the number of nodes considered, the
second and third columns show the number of states and
transitions generated by the SRN in Figure 1, respectively,
and the fourth column shows the total size of the vectors (ar-
rays) that are needed during the whole computation of the
recursion. It can be easily appreciated that using the orig-
inal approach (solving the SRN) imposes a great demand
on memory resources when just a few thousands of nodes
are analyzed. On the other hand, with our approach, the
memory requirement are upper-bounded by the number of
nodes, making it possible to analyze systems with thousands
of nodes in a single machine.

No. States No. Transitions Recursion
N (approx.) (approx.) (No. values)

100 5 000 8 350 67
200 20 000 33 400 134
500 125 000 208 700 334

1 000 500 000 835 000 667
2 000 2 000 000 3 340 000 1 334
5 000 12 500 000 20 875 000 3 334

10 000 50 000 000 83 500 000 6 667
20 000 200 000 000 334 000 000 13 334
50 000 1 250 000 000 2 087 500 000 33 334

Table 2: No. States/No. Transitions as a function
of N in the original SRN, compared with the storage
needed for the proposed recursion

Table 3 shows the computation time for several combi-
nations of number of nodes (N) and number of detectors
(m), considering that the parameters used (for the rest of
the variables) are the same as in the original paper. We
must note that the computation time greatly depends on
the calculation of Pfn and Pfp, a cost that is inherited from
the original paper, keeping open the possibility for future
improvement since it was not the focus of our contribution.
The implementation of the algorithm was done completely
using Mathematica [12].

8. CONCLUSIONS
In this paper, we developed a numerical approach to ef-

ficiently compute the mean time to system failure of a cy-



Time (sec)
N m = 3 m = 5

1 000 3 4
5 000 83 90

10 000 349 370
20 000 1 388 1 981
50 000 8 796 9 247

Table 3: Computation time of the implemented re-
cursion in Mathematica (2.8GHz Intel Core i5)

ber physical system composed of a network of communicat-
ing/sensing mobile nodes, where a system (security) failure
is caused by either a security intrusion attack or due to en-
ergy exhaustion.

The numerical technique presented here takes advantage
of the underlying structure of the continuous-time Markov
chain that captures the CPS behavior. It computes the
MTTSF precisely and recursively, without generating the
actual Markov chain, allowing enormous savings in space
and time compared to the original procedure based on mod-
eling and solving an SRN, where a linear system of equations
(with millions of equations, eventually) has to be solved in
order to compute such a measure. The approach presented
here allow us to calculate the MTTSF for CPS models con-
sisting on thousands of nodes using a single machine and
with just a few lines of code.

Our efficient numerical technique takes the computation
of the MTTF (from the reliability context) and adapts it for
the case of an acyclic Markov chain with an upper triangular
infinitesimal generator matrix.

In terms of future work, one task considers extending
the MTTF calculation technique in order to include gen-
eral acyclic Markov chains; i.e., not necessarily with an up-
per triangular infinitesimal generator matrix. Another task
considers the efficient computation of the false alarm prob-
abilities Pfn and Pfp, using a recursion scheme that also
takes advantage of the state transition diagram structure of
the underlying Markov chain. And another direction of im-
provement would be to consider other type of security failure
condition different from the Byzantine condition.
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