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ABSTRACT

We quantify the resiliency of large scale systems upon changes
encountered beyond the normal system behavior. General
steps for resiliency quantification are shown and resiliency
metrics are defined to quantify the effects of changes. The
proposed approach is illustrated through an Infrastructure-
as-a-Service (IaaS) Cloud use case. Specifically, we assess
the impact of changes in demand and available capacity on
the Cloud resiliency using interacting state-space based sub-
models. Since resiliency quantification involves understand-
ing the transient behavior of the system, fixed-point vari-
ables evolve with time leading to non-homogenous Markov
chains. In this paper, we present an algorithm for resiliency
analysis when dealing with such non-homogenous sub-models.
A comparison is shown with our past research, where we
quantified the resiliency of IaaS Cloud performance using
a one level monolithic model. Numerical results show that
the approach proposed in this paper can scale for a real sized
Cloud without significantly compromising the accuracy.
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1. INTRODUCTION

Large enterprise systems are difficult to manage due to
their scale and complexity. Although such systems are care-
fully designed, they may still fail to deliver expected ser-
vices due to failures or unexpected variations in the load.
For business critical systems, such deviations from normal
behavior may cause violation of service level agreements
(SLA). Hence, during the design stage of such systems, a
notion of built-in resiliency is necessary.

However, quantifying the system resiliency is difficult be-
cause of two key reasons: (1) lack of consensus on the def-
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inition of resiliency and (2) lack of systematic approaches
for quantifying resiliency measures. The term resiliency is
used in different fields and several definitions are present.
Many researchers interpret resiliency as a synonym for fault-
tolerance. However, the effect of fault tolerance can be cap-
tured by traditional dependability measures, such as reli-
ability, availability, maintainability, and safety [4, 1]. De-
Bardeleben et al. [3] defined resiliency of a high end com-
puting system as the ability to keep applications running and
maintain an acceptable level of service when facing transient,
intermittent, and permanent faults. However, the quantifi-
cation of the effects of failures/repairs on a system is covered
under the umbrella of dependability, joint analysis of con-
tention/queuing and failures/repairs is known as performa-
bility [9], and the effect of failures/repairs on individual tasks
is covered under the umbrella of task completion time anal-
ysis [2, 12]. Impact of (large scale) failures (e.g., natural
disasters), intrusions, or attacks on systems/services and
subsequent transient behavior is quantified by survivability
analysis [10, 14, 17]. Sterbenz et al. [16] defined resiliency as
the combination of trustworthiness (dependability, security,
and performability) and tolerance (survivability, disruption
tolerance, and traffic tolerance).

Our work about resiliency starts from the definition of
Sterbenz et al. and is inspired from Laprie’s [13] and Si-
moncini’s [15] work in which resiliency is defined as the per-
sistence of service delivery that can justifiably be trusted
when facing changes - usually not encountered under normal
operating conditions. Note that dynamic redundancy fea-
tures in traditional fault tolerance with detection followed
by reconfiguration are already included in classic depend-
ability measures. The changes we are referring to here are
beyond the envelope of system configurations already con-
sidered during the design stage and thus beyond fault tol-
erance. We also emphasize that survivability quantification
only deals with changes due to (large scale) failures, intru-
sions, or attacks. The notion of resiliency is broader than
survivability as the changes encountered by the system can
be unexpected variations in the workload, faultload, or sys-
tem capacity.

This paper presents a general approach for resiliency quan-
tification of large scale systems through analytic models.
The approach is illustrated by an Infrastructure-as-a-Service
(IaaS) Cloud use case. IaaS Cloud provides computational
resources in the form of virtual machine (VM) instances de-
ployed in the provider’s data center. Resiliency is a key



feature in a Cloud environment in order to maintain qual-
ity of service offerings and to respect SLAs established with
Cloud users. Our contributions are summarized below:

(1) We develop a general resiliency quantification approach
for large scale systems using state-space based analytic mod-
els. Several resiliency metrics are defined to quantify re-
siliency for a variety of measures of interest. In contrast
to the traditional view of synonymizing resiliency with de-
pendability, we show how resiliency can be quantified even
with respect to performance measures. Nevertheless, the re-
siliency analysis approach proposed in this paper can also
be applied to other dependability attributes, e.g., reliability,
availability, and performability.

(2) Steady state performance of a large scale system is
quantified using interacting sub-models where interdepen-
dencies are resolved by fixed-point iterations [8, 7]. Re-
siliency quantification involves understanding the transient
behavior of the system. Transient analysis of interacting
sub-models coupled with fixed-point iterations becomes non-
trivial as the values of fixed-point variables change with time
— leading to non-homogenous Markov sub-models. This
paper presents an algorithm for the resiliency quantifica-
tion when dealing with such non-homogenous, interacting
Markov sub-models. To the best of our knowledge, ours is
the first attempt to perform transient analysis of state-space
based fixed-point iterative sub-models.

(3) Considering an IaaS Cloud use case, we quantify re-
siliency of two performance measures: job rejection rate and
provisioning response delay (a function of the mean number
of jobs under provision). Using resiliency metrics, we quan-
tify the effects of sudden changes in client demand, i.e., job
arrival rate and in system capacity, i.e., the number of avail-
able physical machines (PMs). We compute the values of
resiliency metrics for ten different cases that capture the
effects of sudden changes in demand and capacity.

(4) A comparison of the proposed resiliency quantifica-
tion approach is shown with our past research [5] in which
we quantified resiliency of an IaaS Cloud using a one level
monolithic performance model. Such monolithic model be-
comes intractable as the size of the Cloud increases. Thus,
resiliency quantification shown in our past research is re-
stricted to toy examples while the approach developed in this
paper extends our previous results to real sized Clouds. We
show the scalability and accuracy of the new resiliency quan-
tification approach by comparing it to the approach shown
in [5]. Numerical results show that our new approach can
quickly provide model solutions for large scale TaaS Cloud
without significantly compromising the accuracy.

The paper is organized as follows. Our idea of resiliency
quantification along with the definitions of resiliency metrics
is presented in Section 2. Section 3 describes the IaaS Cloud
system taken as a use case and formulates the problem. The
proposed resiliency quantification approach is shown in Sec-
tion 4. Numerical results are shown in Section 5 and con-
cluding remarks are made in Section 6.

2. PROPOSED RESILIENCY QUANTIFICA-
TION APPROACH

In this section, we outline the general steps of the ap-
proach for the resiliency quantification of a system via ana-
lytic models we propose. Moreover, we report formal defini-
tions for our resiliency metrics.

Resiliency quantification. The general steps in our
resiliency quantification approach are:

(1) Construct a stochastic analytic model of a given sys-
tem to find measures of interest. With respect to such mea-
sures, the model can be a performance, availability, or per-
formability model of the system.

(2) Determine the system measures of interest under nor-
mal conditions from the model developed in step (1). In this
step, we compute the steady state value of the measures of
interest without any application of changes.

(3) Apply changes to the system. Changes can be clas-
sified into two broad categories: (a) non-structural changes
and (b) structural changes. Non-structural changes can be
enforced by increasing (or decreasing) the values of input
parameters of the model. Examples of such changes are vari-
ation of arrival rates or hardware/software failure rates. In
a state-space model, structural changes can be enforced by
adding (or removing) states and/or transitions. Examples
of structural changes can be addition or removal of system
components.

(4) Analyze the transient behavior of the system model to
compute the measures of interest after applying the changes.
Initial probabilities for this transient analysis are obtained
from the steady state probabilities as computed from the
normal behavior of the system model in step (2). After the
changes are applied, transient response of the performance,
reliability, availability, and performability measures quanti-
fies the resiliency of the system.

Resiliency Metrics. Closely following the survivability
definitions in [17], we define resiliency metrics to quantify
the resiliency of a system when changes are enforced. Let
M§§c> and Mg?c) denote the steady state values of the mea-
sures (for which resiliency is computed) before and after the
application of change, respectively. The following four met-
rics are defined:

(1) Settling Time (tset). This is defined as the elapsed
duration from the time when the change is applied to the sys-
tem, until the measure of interest reaches and stays within
M9 + 6% of | M) — M),

(2) Peak Overshoot (PO) or Undershoot (PU). Let

M}S:Zi be the maximum deviation of the measure from its

steady state value after change is applied. Peak overshoot/undershoot

(in percentage) is defined as:

| Mook — Mi2|
PO(%) = T X 100 (1)

(3) Peak Time (tpeqk ). It is defined as the elapsed duration
from the time when the change is applied to the system

un‘(cil )the measure of interest reaches the maximum deviation
ac
peak”

(4) v-Percentile Time (tpercentite). It is defined for two
cases: (1) when Mo > Mé;w), it is the elapsed duration
from the time when the change is applied to the system until
the output measure reaches Ml 4 (100 — 7)% of \MS(’;C) —
MS<§C>| for the first time, and (2) when Mo < Ms(f:c),
it is the elapsed duration from the time when the change
is applied to the system until the output measure reaches
ME? — (100 — )% of |MSE? — M| for the first time.
(100 — ~) is always greater than § as used in settling time
definition.

We illustrate the proposed approach via resiliency quan-
tification of an IaaS Cloud.



3. CASE STUDY FOR IAAS CLOUD PER-
FORMANCE
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Figure 1: Provisioning and servicing steps in IaaS Cloud.

System Description. In an TaaS Cloud, when a request
is processed, a pre-built image is used to deploy one or more
VM instances or a pre-deployed VM is customized and made
available to the requester. VMs are deployed on PMs each
of which may be shared by multiple VMs. The deployed
VMs are provisioned with request specific CPU, RAM, and
disk capacity. In this paper, we show the analysis for an
TaaS Cloud where the PMs are grouped into three pools:
hot (running), warm (turned on, but not ready) and cold
(turned off). A pre-instantiated VM can be readily provi-
sioned and brought to ready state on a running PM (hot
PM) with minimum provisioning delay. Instantiating a VM
from an image and deploying it on a warm PM needs addi-
tional provisioning time. PMs in the cold pool are turned-
off when not in use and deploying a VM on such a PM
requires additional startup delays. Thus, organization of
PMs in multiple pools helps to minimize power and cool-
ing costs without incurring into high startup delays for all
VMs. We assume that all PMs in a pool are identical and
all requests are homogeneous, where each request is for one
VM. Shown in Fig. 1 is the life-cycle of a request as it moves
through the system. Submitted user requests enter a first-
come, first-served (FCFS) queue. The request at the head of
the queue is processed by a Resource Provisioning Decision
Engine (RPDE) as follows. The request is provisioned on a
hot PM if a pre-instantiated but unassigned VM exists. If
no hot PM is available, a PM from the warm pool is used for
provisioning the requested VM. If all warm PMs are busy, a
PM from the cold pool is used. If no PM is available, the re-
quest is rejected (service unavailable). When a running job
exits, the capacity used by that VM is released and becomes
available for provisioning the next job.

Problem Statement. Performance of the above de-
scribed TaaS Cloud can be quantified using scalable interact-
ing sub-models that capture different phases in the life-cycle
of a request. If all the inter-event times are assumed to be
exponentially distributed, the sub-models are homogeneous
continuous time Markov chains (CTMC). However, during
transient analysis, the generator matrices of interacting sub-
models evolve with time thus leading to non-homogeneous
CTMCs. This paper describes an algorithm for resiliency
quantification when dealing with non-homogeneous, inter-
acting sub-models. We quantify the resiliency of laaS Cloud
for two performance measures - (i) job rejection rate (p,..,...)
and (ii) mean number of jobs in RPDE (E[N,.,z]). Re-
siliency metrics are computed to quantify the effects on the
system due to changes in job arrival rate and system ca-
pacity. Finally, the scalability and accuracy of the proposed
resiliency quantification approach are compared with the re-
siliency quantification approach for a monolithic model of
the system.

4. RESILIENCY QUANTIFICATION FOR A

SCALABLE CLOUD PERFORMANCE MODEL

In this section, we briefly describe the interacting sub-
models approach for performance quantification of IaaS Cloud
followed by an algorithm for resiliency quantification using
such sub-models. The detailed performance model can be
found in [8]. Final solution of the overall model is obtained
by fixed-point iteration over individual sub-models.

4.1 An interacting sub-models approach

Resource provisioning decision engine (RPDE) sub-
model. Fig. 2 shows RPDE sub-model. States of the sub-

Figure 2: CTMC sub-model for RPDE.

model in Fig. 2 are indexed by (g, z), where ¢ denotes the
number of jobs in the RPDE queue and = € {h,w,c} de-
notes the pool in which the RPDE is searching for available
PMs. Input parameters for this sub-model are: (i) job ar-
rival rate (\), (ii) mean search delays to find a PM from
hot/warm/cold pool that can be used for resource provi-
sioning (1/0n, 1/ and 1/d., respectively), (iii) probabilities
that a hot/warm/cold PM can accept a job for resource pro-
visioning (Pr, Py and P., respectively) and (iv) maximum
number of jobs in RPDE (V). Among all the input parame-
ters, Py, P,, and P. are computed as outputs from the VM
provisioning sub-models described later. From the RPDE
sub-model, using Markov reward approach [18], we compute
job rejection probability due to buffer full (P, ), rejec-
tion probability due to insufficient capacity (P,,,), their
sum: P, ..., = P, + P,,,, and mean number of jobs in
RPDE (E[Ng.pp5))- Then, multiplying by arrival rate, we
can compute job rejection rate due to buffer full (p,, ., ), re-
jection rate due to insufficient capacity p,,,,, and their sum:
Preject = Potock T Parop

VM provisioning sub-models. VM provisioning sub-

(m-1u
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B
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Figure 3: VM provisioning sub-model for a hot PM.

models capture the provisioning and deployment of requested



VMs to accepted jobs. For each hot, warm, and cold PM, we
have one CTMC which keeps track of the number of running
VMs. VM provisioning sub-model of a pool is the union of
individual provisioning sub-models of each PM in that pool.

Fig. 3 shows VM provisioning sub-model for a hot PM.
Conceptually, the overall hot pool is modeled by a set of in-
dependent hot PM sub-models. Note that only one PM sub-
model needs to be solved. States of the sub-model in Fig. 3
are indexed by (i, 7, k), where i denotes the number of jobs
in the PM buffer, j denotes the number of VMs currently
being provisioned, k denotes the number of running VMs.
Input parameters for a hot PM CTMC are: (i) effective job
arrival rate to each hot PM (Ap), (ii) rate at which VM in-
stantiation, provisioning, and configuration occurs (8 ), (iii)
job service rate (u), (iv) buffer size of hot PM (Ly,), and (v)
maximum number of VMs that can be deployed on a PM
(m). Assuming a total of n, PMs in the hot pool, A, is
given by A(1 — Pyiock)/n,,. Observe that Pyocr is computed
from RPDE sub-model. Output of the hot pool sub-model
is the steady state probability P, that at least one PM in
the hot pool can accept a job for provisioning.

CTMC for a warm PM [8] is similar to the hot PM sub-
model, with few differences: (i) Effective arrival rate to each
warm PM is A,. (ii) When no VM is running or being
provisioned, warm PM is turned on but not ready for use.
Upon a job arrival in this state, the warm PM requires some
additional startup time to make it ready for use. Rate at
which warm PM is made ready for use is ~, . (iii) Rate of
VM instantiation, provisioning, and configuration for first
VM is (3, while for subsequent VMs rate is 85. Buffer size
of each warm PM is L,,. Assuming a total of n,, PMs in the
warm pool, Ay is given by A(1 — Pyiock)(1— Pp)/n,, . Output
of the warm pool sub-model is the steady state probability
P,, that at least one PM in the warm pool can accept a job
for provisioning.

CTMC for a cold PM is similar to the warm PM sub-
model and cold pool sub-model is the set of n, indepen-
dent cold PM sub-models. Main differences between a warm
and a cold PM sub-model are: (i) effective arrival rate (Ac),
(ii) rate at which startup is executed (7.), (iii) initial VM
provisioning rate (8.) and buffer size (L.). . is given by
A1 = Prioer)(1 — Pr)(1 — Py)/n.. Output of the cold pool
sub-model is the steady state probability P. that at least
one PM in the cold pool can accept a job for provisioning.
Probabilities P, P,, and P. as obtained from hot, warm,
and cold pool sub-models, respectively, are used in RPDE
sub-model as input parameters.

4.2 Resiliency quantification using interacting
sub-models

As described in Section 2, resiliency quantification re-
quires analyzing transient behavior of a system after a change
is applied. However, in interacting sub-models approach,
generator matrices of sub-models evolve with time, leading
to sub-models that are non-homogeneous continuous time
Markov chains (NHCTMC) [18]. We explain this phenomenon
with an example. During transient analysis of interacting
sub-models, P,, .., obtained as an output measure from
RPDE sub-model, is used in VM provisioning sub-models
as an input parameter to compute P, P,, and P.. Since
the transient value of P,, ., changes with time, values of
job-arrival rates in hot, warm, and cold sub-models, as de-
rived from P,,, ., also change with time. As a result, the

Algorithm 1 Resiliency quantification using interacting
sub-models

Input: (i) hot, warm, cold and RPDE sub-models, (ii) wy and wg: values of
an input parameter before and after the change respectively, (iii) [0, T]:
length of the time interval for transient analysis, (iv) A: length of the sub-
intervals.

Output: Values of performance measures at the end of each sub-interval.

1: declare H,H/,H", W, W', W'/, C,c’,c’ ,R,R’,R": vector of probabil-
ity;

. / 1" ’ " ’ " / 1z 1"’ .
- declare Py, Py, Ppls Puyy Pyys Py Pey Py Pels Pplocks Poiock Polock: Phlock:

probability;
I declare e g: upper bound on error;

. declare stop: boolean;

2

3

4

5: declare t: time instant;
61 t <+ 0;

T (H',W',C', R/, Py, Py, Pc, Pyocr} — fp-steady(w);
8: output the values of performance measures at steady state;

9: {H,W,C, R} « map(H', W/, C’ R');

10: stop « false;

11: ao:

12: tet+ A;

130 Pl ok « Porocks P}, + Ppi Ply « Puw; PL o« Pe;

14: do:

15: Pl b < Phlocks

16: {H", P['} « hot_transient(H, Pyoop. wa, A);

17: Py, « (P! + P})/2;

18: {w'’’, Pz/u/} — warm_transient(W, Py ek, Pp,wa, A);

19: Py — (Pl + Pl)/2;

20: (C”, Pé/} < cold_transient(C, Pyisek s Phy Pw, w2, A);

21: Pe + (Pl + Pl)/2;

22: {R', Pééuck} <« rpde_transient(R, Py, Py, Pc, wa, A);

23: Pylock — min(Pylocks Plloer) + 1 PYloek — Phlock /2

24: Pylock + (Polock + Phiocek)/ 2

25: while [Pyper, — Plbol < €f

26: repeat steps 15-24 to update: H'/, W'/, C"",R"/, P, Py, Pc, Pplocks
at t

27: H+« H/ ;W + W';C« c"”;R « R";

28: output the values of performance measures at time t;

29: if £ > T

30: stop + true;

31: while stop is false

generator matrices of hot, warm, and cold sub-models be-
come time-dependent. The transient values of Py, P, and
P, are used to compute transition rates in the RPDE sub-
model. This leads to a time-dependent generator matrix
of RPDE sub-model. To solve this problem, we use an
approach inspired from piece-wise constant approximation
method [18]. We divide the time interval for transient anal-
ysis into small sub-intervals and we assume that the values
of NHCTMC transition rates are constant within these sub-
intervals. Fixed-point iteration among the sub-models is
carried out for each sub-interval and outputs from one sub-
interval are transferred as inputs to the next sub-interval.
In order to automate such operations, in the next section
we propose an algorithm for resiliency quantification using
interacting sub-models.

Resiliency quantification algorithm for large scale
TaaS Cloud. Algorithm 1 presents the pseudocode for
resiliency quantification using interacting sub-models ap-
proach. Input parameters to this algorithm are: (i) hot,
warm, cold, and RPDE sub-models, (ii) values of an input
parameter before and after the change (w1 and w2 respec-



tively), (iii) length of the time interval ([0,7]) for transient
analysis, and (iv) length of the sub-intervals (A) used in the
piece-wise constant approximation method. In this paper,
for IaaS Cloud resiliency quantification, parameters w1 and
w2 represent values of job arrival rate or number of PMs per
pool. At the end of each sub-interval, output measures from
Algorithm 1 are the values of performance measures.

To understand the system behavior before the change is
applied, we solve the sub-models iteratively for steady state
analysis, using the function fp_steady(.). From steady state
analysis, we obtain: (i) state probability vectors of the hot,
warm, cold, and RPDE sub-models, (ii) steady state val-
ues of fixed-point variables, and (iii) steady state values of
performance measures.

Before the transient analysis, it is necessary to map the
state spaces of the sub-models before the change into the
state spaces of the sub-models after the change. This is
performed by function map(.). A mapping is one-to-one if
non-structural change is applied to a sub-model (i.e., if the
state space of the sub-model before and after the change
is exactly same). Otherwise, one-to-many or many-to-one
mapping is performed (i.e., if the state space of the sub-
model is modified after the change).

Next, the sub-models are solved for transient analysis. In
Algorithm 1, outer loop (step 11 to step 31) runs until we
finish the transient analysis for all sub-intervals. The inner
loop (step 14 to step 25) represents the fixed-point itera-
tion within each sub-interval. For transient analysis in the
first sub-interval, initial state probability vectors (H, W, C,
and R) and fixed point variables (Pp, Pw, Pe, and Phiock)
are obtained from the steady state analysis. For subse-
quent sub-intervals, values of H, W, C, R, Py, P, P., and
Priock are obtained from transient analysis in previous sub-
intervals. However, an average is computed between the
current value of each fixed-point variable and the value ob-
tained from previous sub-interval. Such averaging process
reduces the errors introduced due to non-homogeneous be-
havior of the system. Before starting the fixed-point it-
eration within a sub-interval, we store the values of fixed
point variables (P, P,,, P., and Py;,.;) obtained from previ-
ous sub-intervals. It can be shown that fixed-point variables
P, Py, and P. can be expressed as a function of Pyiock-
So, we check the values of Py in successive iterations to
determine the condition for convergence in fixed-point it-
eration. Fixed point iteration for a sub-interval starts by
calling the function hot_transient(.) to obtain the tran-
sient solution of the hot sub-model. Observe that we use
w2 to enforce the change in the system behavior. Outputs
of hot_transient(.) are the transient state probability vec-
tor of the hot sub-model (H") and the transient probability
that the job can be accepted in the hot pool (P}). P, is up-
dated by taking an average of its current value (P;) and the
value obtained from the previous sub-interval (P;). Func-
tion warm_transient(.) uses this updated P, as an input
parameter and solves the warm sub-model for transient so-
lution. Outputs of warm_transient(.) are the transient state
probability vector of the warm sub-model (W) and the
transient probability that job can be accepted in the warm
pool (P,)). P, is updated by taking average of P;, and P,.
Function cold_transient(.) uses updated values of P, and
P, to solve the cold sub-model for transient solution. Out-
puts of cold_transient(.) are the transient state probability
vector of the cold sub-model (C”) and the transient prob-

ability that the job can be accepted in the cold pool (P.).
P. is updated by taking average of P. and P.. Function
rpde_transient(.) uses updated values of Py, Py, and P, to
solve the RPDE sub-model for transient solution. Outputs
of rpde_transient(.) are the transient state probability vec-
tor of the RPDE sub-model (R”) and Py;,.;,. Value of Pyock
is updated twice: (i) for improving the rate of convergence in
successive fixed-point iteration (step 23 in Algorithm 1) and
(ii) for reducing the errors due to non-homogenous behavior
of the system (step 24 in Algorithm 1). After the fixed-point
iteration in a sub-interval finishes, we update the values of
initial state probability vectors (H, W, C, and R) as well as
the fixed-point variables (Pr, Pw, P., and Pyock). We use
these updated values in the next sub-interval. Observe that
within a sub-interval, fixed-point variables (used as input pa-
rameters to the sub-models) are updated in each iteration
while the initial state probability vectors used to obtain the
transient solutions of the sub-models remain unchanged.

S. NUMERICAL RESULTS

Case Description
case-1 Tncrease in X, 100 PMs in each pool

case-11 Tncrease in X, 1000 PMs in _each pool

case-111 Decrease in X, 100 PMs in each pool

case-1V Decrease in X, 1000 PMs in each pool

case-V. Removal of 900 PMs from hot, 750 PMs from warm

and cold pool each
case-V1I Removal of 850 PMs from hot and warm each, 700

PMs from cold pool

case-VII Removal of 800 PMs from each pool

case-VIIT Addition of 150 PMs to hot pool

case-1X Addition of 75 PMs to hot and warm pool each
case-X Addition of 50 PMs to each pool

Table 1: Description of the considered cases.

In this section, we discuss key results for large scale laaS
Cloud resiliency quantification using scalable interacting sub-
models. Subsequently, model solution time and accuracy of
our proposed resiliency algorithm for interacting sub-models
are compared with the monolithic model shown in [5].

5.1 Resiliency quantification for large scale laaS
Cloud

We use SHARPE [19] software package to solve interact-
ing sub-models and quantify the IaaS Cloud resiliency of the
performance measures. Using Python scripts, we automate
the generation of SHARPE input files and implement the fol-
lowing tasks: (i) mapping the state space of the sub-models
before the change into the state space of the sub-models
after the change, (ii) transferring the initial probability vec-
tors and fixed-point variables from current sub-interval to
the next sub-interval. We quantified large scale IaaS Cloud
resiliency upon two types of changes: change in job-arrival
rate and change in the number of PMs. In Table 1, we define
ten cases that we have analyzed and we numerically com-
pare the corresponding resiliency metrics (with v = 90 and
d =0.1) in Table 2.

Effect of changing job-arrival rate (\). Fig. 4(a)
shows the transient effects of changing the job arrival rate
(M) on job rejection rate. We analyze the resiliency of two
Cloud configurations with 100 PMs and 1000 PMs in each
pool. For both configurations, maximum 2 VMs can run si-
multaneously on a PM. At time instance ¢ = 0, arrival rate
is increased from 1000 to 1300 jobs/hr. In case-I and case-II,

() and LD respectively. At t = 1.5 hr,

settling times are t,.; set



Cases Resiliency metrics for job Resiliency metrics for mean

rejection rate number of jobs in RPDE

tset PO(%) tpeak | tpercentile | tset PO (%) tpeak tpercentile
case-I 0.47 1.45 0.13 0.06 0.35 0.16 0.13 0.05
case-IT 0.52 - - 0.21 0.48 - - 0.16
case-IIT 0.55 1.1 0.29 0.06 0.78 0.27 0.32 0.13
case-IV 0.28 - - 0.07 0.36 - - 0.13
case-V. 0.87 - - 0.37 0.75 - - 0.29
case-VI 1.22 - - 0.61 1.17 - - 0.56
case-VII 1.73 - - 0.90 1.75 - - 0.88
case-VIIT 0.78 - - 0.15 0.89 - - 0.20
case-IX 0.98 - - 0.21 1.05 - - 0.26
case-X 0.91 - - 0.22 0.97 - - 0.27
Table 2: Comparison of resiliency metrics for the different cases described in Table 1.

Change in arrival rate
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Figure 4: Effect of changing job arrival rate (a) job rejection rate and (b) mean number of jobs in the RPDE.

job arrival rate is reduced to initial value, i.e., 1000 jobs/hr.

When the change is removed, settling times are tigl) and
tgg/) respectively.

(#PMs in each pool, Monolithic Interacting sub-

maximum # VMs per model models

PM)

(1, 1) 912 27

(1, 2) 1,655 35

(1,4) 20, 691 a7

(1,8) 116, 603 71

(1, 16) 768, 075 119

(1,32) 5,543,915 215

(1, 38) 9, 848, 061 251

(1, 39) Memory overflow 257

(2, 1) 43,776 27

(3, 1) 2,101, 248 27

(4, 1) Memory overflow 27

(500, 64) — 107

Table 3: Comparison of model states.

In Fig. 4(b), similar transient effects are shown for the
mean number of jobs in RPDE (a measure of congestion in
the Cloud).

Effect of changing system capacity. Next, we quan-
tify the resiliency of IaaS Cloud due to addition or removal
of PMs. Fig. 5(a) shows the transient effects of removing
PMs on the job rejection rate. We start with a scenario
where 1000 PMs are equally distributed in each pool (as
denoted by (1000, 1000,1000)). At t = 0, we remove total
2400 PMs in three different ways: (i) 900 PMs are removed

(#PMs in each pool, | Monolithic Interacting sub-
maximum # VMs per model models
PM)

(1,1) 0.124 0.066
(1,2) 0.196 0.074
(1,4) 0.556 0.088
(1, 8) 2.998 0.141
(1,16) 79.563 0.208
(1, 32) 188.174 0.346
(1, 38) 293.672 0.399
(1, 39) Memory overflow 0.406
(2,1) 2.024 0.063
(3, 1) 166.704 0.062
(4, 1) Memory overflow 0.060
(500, 64) — 0.055

Table 4: Comparison of model solution times in seconds.

from hot pool and 750 PMs are removed from warm and
cold pool each (denoted by (100,250,250)), (ii) 850 PMs
are removed from hot and warm pool each and 700 PMs
are removed from cold pool (denoted by (150,150,300)),
and (iii) 800 PMs are removed from each pool (denoted by
(200,200, 200)). After the removal of the PMs, rejection rate
increases and finally reaches a steady state. Settling time is
maximum when 800 PMs are removed from each pool, i.e.,
the Cloud configuration is changed from (1000, 1000, 1000)
to (200,200, 200). Although, observe that the job rejection
rate is maximum when the Cloud configuration is changed
from (1000, 1000, 1000) to (100, 250, 250). Similar effects on
the mean number of jobs in RPDE are shown in Fig. 5(b).

Fig. 6(a) shows the transient effects of adding new PMs
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Figure 6: Effect of adding PMs on (a) job rejection rate and (b) mean number of jobs in the RPDE.

on job rejection rate. We start with a scenario where 150
PMs are equally distributed in each pool (as denoted by
(150,150,150)). At t = 0, we add total 150 PMs in three dif-
ferent ways: (i) 150 PMs are added to hot pool (denoted by
(300,150, 150)), (ii) 75 PMs are added to hot and warm pool
each (denoted by (225,225, 150)), and (iii) 50 PMs are added
to each pool (denoted by (200,200,200)). After the addi-
tion of the PMs, rejection rate decreases and finally reaches
a steady state. Among the three changes, settling time is
minimum when PMs are added only to the hot pool. Similar
effects on the mean number of jobs in RPDE are shown in
Fig. 6(b).

5.2 Comparison of scalability with monolithic
model.

We use Stochastic Petri Net Package (SPNP) [11] for re-
siliency quantification using the monolithic model. SPNP
allows to easily map the state space of the model before the
change into the state space of the model after the change
and to compute the initial probability vectors in a straight-
forward manner. Both the interacting sub-models and the
monolithic model were solved using a desktop PC with Intel
Core 2 Duo processor (E8400, 3.0 GHz) and 4 GB memory.
In Table 3, we report the state space for both the monolithic
model and interacting sub-models. Monolithic model runs
into a memory overflow problem when the number of PMs
in each pool increases beyond 3 and the number of VMs per
PM increases beyond 38. We observe that the state space
size of the monolithic model increases quickly and becomes
too large to construct the reachability graph even for small



Algorithms Resiliency metrics for job Resiliency metrics for mean
rejection rate number of jobs in RPDE
tset | PO(%) tpeak| percentile | tset PO%) Tpeak tpercentile
Interactive sub- 0.12 1.52e — 04 0.20 0.04 0.10 0.21le — 04 0.18 0.04
models
Monolithic model 0.10 0.85e — 04 0.21 0.04 0.11 0.24e — 04 0.23 0.04

Table 5: Comparison of resiliency metrics between the two algorithm when arrival rate is increased.

number of PMs. However, with interacting sub-models ap- [3] N. DeBardeleben et al. High-End Computing
proach, the state space increases at a slower rate as the max- Resilience: Analysis of Issues Facing the HEC
imum number of VMs per PM is increased and remains con- Community and Path-Forward for Research and
stant with increasing number PMs. A comparison of solu- Development. 2010.

tion times is shown in Table 4. Solution time for monolithic [4] S. Distefano, F. Longo, and M. Scarpa,, Symbolic
model increases almost exponentially with the increase in representation techniques in dynamic reliability
model size. Solution time for interacting sub-models remains evaluation. pages 45-53, 2010.

almost constant with the increase in model size. Clearly, in- [5] R. Ghosh, F. Longo, V. K. Naik, and K. S. Trivedi.
teracting sub-models approach facilitates fast quantification Quantifying resiliency of IaaS cloud. In RACOS

of large scale IaaS Cloud resiliency. Workshop, 2010.

[6] R. Ghosh, F. Longo, V. K. Naik, and K. S. Trivedi.

5.3 Comp arison of accuracy Modeling and performance analysis of large scale iaas

Using 2 PMs per pool and 1 VM per PM, we compare the clouds. Elsevier Future Generation Computer Systems,
accuracy of resiliency quantification using monolithic model 29(5):1216-1234, 2013.
and interacting sub-models approach. We quantify the re- [7] R. Ghosh, F. Longo, R. Xia, V. Naik, and K. Trivedi.
siliency of two performance measures: job rejection rate and Stochastic model driven capacity planning for an
mean number of jobs in RPDE respectively, when subjected infrastructure-as-a-service cloud. IEEE Transactions
to a change in arrival rate (). At ¢ = 0, we change the job on Services Computing, 7(4):667-680, 2014.
arrival rate from 350 jobs/hr to 400 jobs/hr. In Table 5, we [8] R. Ghosh, K. S. Trivedi, V. K. Naik, and D. S. Kim.

observe that the resiliency metrics are comparable in both

o Performability analysis for Infrastructure-as-a-Service
the approaches. There are two sources of errors in inter-

cloud: An interacting stochastic models approach. In

acting sub-models based resiliency quantification approach. PRDC. 2010.
They are: (i) errors due to decomposition of the monolithic ] B Ha\;erkort R. Marie. G. Rubino. and K. S. Trivedi
model and (ii) errors due to non-homogeneous behavior of ’ i o ’ i

the system during transient phase. In this paper, we only E;?lse; 2P()e(1)71‘07"mabzlzty Modeling Tools and Techniques.
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’ [11] C. Hirel, B. Tuffin, and K. S. Trivedi. SPNP:
stochastic petri nets. version 6. In Lecture Notes in
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the best of our knowledge, ours is perhaps the first work 1987.
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and fast analytic approach. Resiliency metrics described in DSN, 2008.
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rics, different configurations and design alternatives (faster [15] L. Simoncini. Resilient computing: An engineering
provisioning vs. slower provisioning, different distributions discipline. In IPDPS, 2009.
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specific service goals. Although, the resiliency approach de-
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