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ABSTRACT

Today there are several health care related problems such
as dementia and cancer with no possible cure. Hence there
is considerable interest in the medical sectors and constant
encouragement from the governments to make use of the
latest technological advancements for supporting such pa-
tients. Software Defined Networking(SDN) is a promising
technological advancement in the networking world. In this
paper we propose techniques for making use of the SDN,
Wireless LAN and wearable devices for secure monitoring of
the patients with wandering behaviour in hospital environ-
ments. Our model makes use of the global network knowl-
edge available at the SDN controller to deal with the attacks
in WLAN and provide priority for real time location mon-
itoring of the patients. We will also present the prototype
implementation of our model using ONOS SDN controller
and OpenFlow Access Points.
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1. INTRODUCTION

Dementia [1, 9, 17, 4] causes degradation of mental abil-
ity to a level that can interfere with the tasks performed
in daily life. There are different forms of dementia such
as Alzheimer’s, vascular dementia, Parkinson’s disease de-
mentia and mixed dementia. Although this is more com-
mon in aged people, there are cases where young people are

infected with such disease. Currently there is no cure for
some forms of dementia and the life span of the patients
can range from 5-20 years depending on the seriousness of
disease. Alzheimer’s is one of the most common forms of de-
mentia which is followed by vascular dementia which occurs
after a stroke. Vascular dementia results due to blockage
of major blood vessels in the brain and can severely impact
the mental ability of the patient. Depending on the damage
of the blood vessels the patient can have symptoms such as
confusion, vision loss, wandering, trouble with speaking and
understanding.

There are several challenges for the hospitals to deal with
patients with specific requirements such as patients with vas-
cular dementia. For example, vascular dementia patients
who have been admitted to hospital after stroke for treat-
ment can exhibit behaviour that is harmful for the patient
and also violate policies of the hospital. In some cases, de-
mentia patients can get into some locations that is harmful
for them and will not be able to convey any information due
to the conditions caused by the vascular dementia. In some
cases, the vascular dementia patients can enter the room
of other patients and violate their privacy. In some cases,
the dementia patients can leave the hospital premises. For
example, [14] reported a case of missing dementia patient
from Anglican Care Nursing Home at Castle Hill, Sydney.
Failure to detect such events is serious concern for hospital
managements. Hence, even minor lack of attention from the
nursing staff can lead to havoc or security breach in such
environments. Although the nursing staff make sincere ef-
fort for taking care and monitoring of the patients, it is rare
that a nursing staff is allocated to each patient. Hence there
is a need for continuous location monitoring for some of the
patients with specific requirements such as people with vas-
cular dementia.

Currently there is considerable interest for making use of
different heterogeneous technologies for healthcare applica-
tions. However, there are several challenges for making use
of different technologies for healthcare applications. First
there is a need to consider the specific requirements for the
healthcare application. Then there is a need to consider the
challenges with specific technologies used for the healthcare
application. In particular, there is a need to ensure that
the healthcare related services receive priority during events
such as legitimate failures, congestion and attacks.

In this paper, we propose techniques for secure monitor-
ing of dementia patients in hospital or elderly care environ-
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ment. One of the aims of our work is to use technology for
secure monitoring of vascular dementia patients from get-
ting into locations that are harmful to the patient or de-
tect if the behaviour of the patient violates the policies of
the hospital, or even violates privacy policies of other pa-
tients. Our approach makes use of Software Defined Net-
works(SDN), Wireless LAN (WLAN) and wearable devices
of the patients. Our approach incurs low cost since WLAN
is widely deployed. However there are some challenges for
making use of WLAN for monitoring dementia patients since
it is primarily used for accessing Internet and the open na-
ture of the communication is vulnerable to different types
of security attacks. Hence we make use of SDN to solve
some of these challenges and provide priority for the mon-
itoring services. For example, since a SDN Controller has
a global view of the network, devices in the network and
traffic originating from the devices, it is able to differentiate
between the traffic related to patient monitoring application
and Internet browsing by the users. Hence in events such
as congestion, the Controller can dynamically configure the
OpenFlow Access Points(OF-APs) to provide priority to the
patient monitoring traffic and drop/rate limit other traffic.
The paper is organised as follows. Section 2 gives a brief
overview of the SDN technology and Section 3 presents some
of the related work. In Section 4, we present our approach
and operation of our model. Section 5 presents the imple-
mentation details and Section 6 concludes.

2. SDN OVERVIEW

SDN [11] enables programmable networks and simplifies the
tasks of the network administrators for managing complex
networks. The idea of SDN is based upon the separation
of the control plane from the data plane. This separation
results in the network switches becoming simpler forwarding
devices with the control logic implemented in a logically cen-
tralized Controller. Also, it enables the design of new inno-
vative network functions, protocols and applications. First,
it is simpler and less error-prone to modify network policies
through software, than via low-level device configurations.
Second, a control program can automatically react to spu-
rious changes of the network state and thus maintain up
to date high-level policies in place. Third, the centraliza-
tion of the control logic in the Controller with network wide
knowledge simplifies the development of more sophisticated
network functions.

Figure 1 shows an overview of the SDN architecture with
different components in the control plane and data plane.
The control plane consists of a logically centralised Con-
troller (which can be distributed in practice) with native
applications for the management and security (rarely consid-
ered by existing Controllers) of the devices in SDN network.
Also there can be several 3rd party applications that can
be hosted or accessing different services in the Controller.
The interface between the Controller and the applications
is called as the North Bound. The data plane consists of
the networking devices and the interface between the Con-
troller and the networking devices is called as the South
Bound. OpenFlow [11] is one of the commonly used proto-
cols for communication between the Controller and the net-
working devices. However different protocols such as sflow,
and snmp are also supported for communication between the
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Figure 1: SDN Overview

Controller and the switches. In SDN terminology, a switch
is used to represent any networking device that operates in
Layers 2 to 7 in the OSI model.

The Controller manages the flow-entries in the flow tables
of the switches through a secure channel (that exists in the
switch itself). This management process might be done
both reactively (in response to packets) as well as proac-
tively. There are several SDN Controllers [22] available at
present with different programming languages and environ-
ments. For example, NOX is based on C++ and Python
programming languages; POX is based on Python; and Bea-
con and Floodlight are based on Java.

An OpenFlow compatible switch in the data plane contains
three parts: i) A flow table, with an action linked with each
flow entry, which tells the switch how to process the flow; ii)
A secure channel that joins a switch to a remote control pro-
cess (the Controller), allowing instructions and packets to be
sent between a Controller and the switch using OpenFlow
protocol; iii) The OpenFlow protocol, which provides an
open and standard way for a Controller to interconnect with
a switch. An entry in the flow table has three fields: a) a
packet header that defines the flow; b) the action, which de-
fines how the packets should be handled; c¢) counters, which
keep track of the amount of packets per flow, and the time
since the last packet matched the flow.

In traditional networks, when the network devices receive
the traffic from the host, they make a decision depending
on the route information available in the device (configured
using CLI and/or captured from different network devices)
and destination address of the traffic. In SDN, the Open-
Flow switches are only used as dumb devices. When the
switches receive a flow from a host, they simply forward the
traffic as packet in messages to the Controller and rely on it
to establish the communication path. Since the Controller
has a global view of the network, it makes a dynamic de-
cision on how to forward the traffic to the destination and
configures corresponding flow rules on all the switches be-
tween the source and destination. Hence in this paper we
make use of global network knowledge and per flow decision
making of the SDN Controller to deal with the attacks and
provide priority for the real time location tracking of the
dementia patients.



3. RELATED WORK

In this section we present some of the related work in the
areas of localisation techniques, attacks in WLAN and SDN
security.

Different location tracking techniques [10, 3, 6, 25] have
been proposed earlier. For example, GPS based tracking
[10] techniques provide an accurate location estimation in
the areas where there is a line-of-sight from the satellites to
the tracked device. Hence it is mostly used in open environ-
ments. However it is not efficient for location tracking inside
buildings due to signal blockage by walls and multipath ef-
fects. Techniques such as [3, 6, 25] can be used for indoor
tracking but we need to consider the special requirements for
dementia patients. For example, during the events such as
congestion, there is a need to provide priority for the traffic
related to patient monitoring. Also, there is a need to deal
with the attacks originating in the wireless networks.
There are several prior works related to the attacks, anal-
ysis of the security protocols that have been proposed for
secure communication in wireless networks and techniques
to deal with the attacks in wireless networks. For example,
Khan et al [15] considers different types of attacks that are
possible in the WLAN, WiMax and WMAN technologies.
The work specifically highlights the challenges to deal with
the passive attacks and categorization of attacks at differ-
ent layers of the protocol stack. Bellardo and Savage [7]
have demonstrated how the attacker can perform different
types of denial of service attacks such as deauthentication
and disassociation attacks. He and Mitchell [13] also ob-
served DoS vulnerabilities in 802.11i and the work in [21,
16] presents a detailed discussion on how the attacks can be
implemented in practice. Liu and Yu [19] analyzed the au-
thentication request flooding and association request flood-
ing attacks and proposed to use MAC address filtering and
traffic pattern filtering which enforces a limit on the maxi-
mum number of authentication or association requests from
the mobile nodes. Furthermore, some techniques have been
proposed to deal with the rogue access points in the wire-
less networks. Bahl et al [5] suggested dense deployment of
sensors for monitoring the wireless networks for rouge access
points. The technique makes use of the unused desktop re-
sources in wired networks and USB based wireless adapters
to minimize the deployment cost of the security sensors. The
techniques proposed by Sheng et al [12] can be used to detect
if mobile devices are connected to rouge access points. Since
a wireless rogue access point can induce time delays between
the communications, [12] detect the rouge access points by
monitoring the changes in the round trip time when com-
municating with the local servers. Zeng et. al [27] proposed
cookie based approach to deal with the denial of service
attacks on the authentication mechanism during handover
process. Xu et al [26] considered different types of jamming
attacks and proposed dynamic changing of communication
channels to deal with the attacks. Traynor et. al [24] used
queue management techniques to deal with the saturation of
the wireless links. Compared to these related work, our work
addresses the specific requirements for secure healthcare ap-
plications particularly for dementia patients and makes use
of SDN to deal with the attacks in WLAN.

There is some prior work related to security in SDN. Porras
et al. [20] discussed the security challenges and the need

for security enforcement kernel at the Controller. They pro-
posed a role based enforcement of security policies and con-
flict resolution for NOX Controller. Li et al. [18] proposed
to use multiple Controllers to deal with the case of failure or
compromise of single Controller and each switch is managed
by more than one Controller. To protect SDN from such
kind of threats to the control plane, this technique assumes
that majority of the Controllers are not compromised by
the attacker and deals with the challenge of letting the Con-
trollers continue operate correctly, even if some of them ex-
hibit arbitrary, possibly malicious behavior. Shin et al. [23]
proposed ROSEMARY to improve the resilience of the SDN
Controller. Its design is based on sandboxing the network
applications to prevent common failures of network applica-
tions from halting the SDN Controller operation. The main
focus of our work is to make use of SDN to address some
of the challenges related to secure and real time monitoring
of the patients in hospital environment. Furthermore the
proposed techniques [20, 18, 23] can complement our model
for improving the security in SDN. For example, since the
Controller has several 3rd party applications, role based ac-
cess control can be enforced at the Controller in our model
(similar to [20]) to deal with the malicious 3rd party ap-
plications and conflict resolution of the policies. Similarly
multiple Controllers (such as [18]) or sandboxing of network
applications in the Controller [23] can be used in our model
to deal with the failure or compromise of the Controller.

4. OUR APPROACH

In this section we will first consider some of the requirements
for our model. Then we will present the operation of our
model and provide a discussion related to our model.

4.1 Requirements

e Although there is a need for continuous location moni-
toring of the dementia patients, note that there can be
several other patients in hospitals that may not need
such location tracking. So usage of sophisticated tech-
nologies for real time location monitoring of the pa-
tients can incur considerable cost for the deployment of
the technology and also for training of the staff for the
usage of the technology. Hence it is advantageous for
making use of the widely deployed technologies such
as WLAN.

e Tracking the location of the patients is possible on the
wearable devices and from the network. Our design
choice is to use network based tracking due to limited
battery resources of the wearable devices and also due
to the inability of the dementia patients. For example,
providing location information on the wearable device
may not be of much help for the dementia patients
with loss of memory and/or visibility. Device based
tracking will also result in the increase of the cost of
the wearable device since it requires additional display
mechanisms on the wearable device. Hence it is more
useful for the nurses and hospital management to keep
track of the dementia patients.

e The wearable devices are initially used to train our
model for detecting the location of device to the re-



quired level of accuracy. As the number of samples
used for training our model increase, the location de-
tection accuracy of our model increases. Note that
change in the layout of the building is somewhat a
rare event, the training has to be performed only once
to the required level of sensitivity. In case of changes
to the building layout, the training data has to be up-
dated to track the locations in the new layout.

e Patients with dementia can change their behavior. How-
ever this does not have any impact on our model since
its operation is dependent only on the training using
the wearable device.

e We assume that patient’s information which is pro-
vided during admission is mapped to the wearable de-
vice ID and the devices are tagged to the patient.
There is a need to ensure that the devices cannot be
easily detached by the patients. Hence tracking the
location of wearable device corresponds to the actual
location of the patient.

e FEach patient will be allocated a minimum of two wear-
able devices to ensure continuous tracking of the pa-
tients. For example, the wearable devices may have to
be detached from the patients for recharging the bat-
tery. Hence there is a need for an additional device for
continuous tracking of the patients.

4.2 Operation

As shown in the Figure 2, we consider a scenario where SDN
is used for managing the WLAN. The WLAN is used for
real time monitoring of the dementia patients and also for
providing Internet services to other users (patients without
dementia, guests and hospital staff). OF-APs are placed at
different locations within the layout with overlapping range
and there are some wireless sniffers (not shown) to capture
the traffic in WLAN and monitoring different activities such
as congestion of the medium, detection of rogue access points
broadcasting unauthorized SSID, and traffic matching with
attack signatures. We assume that the SDN Controller is a
trusted entity within the domain and there are mechanisms
for ensuring security and high availability of the Controller.
For example, techniques such as [20, 18, 23] can be used for
security and high availability of the Controller.

As shown in the Figure 2, we have developed a secure
monitoring application for ONOS Controller for real time
location tracking of the patients with wandering behaviour
and deal with the attacks in WLAN. The monitoring appli-
cation tracks the location of the patients and raises alarms to
the hospital staff when the location of the dementia patient
is violating the policies of the hospital or when the battery
power in the wearable devices is falling below a threshold
for recharging the devices. The monitoring application can
be installed on any of the SDN Controllers with minimal
modification. The application makes use of the global net-
work information available at the SDN Controller and has
additional sub components to provide priority to the traf-
fic related to the patient monitoring and also deal with the
attacks in WLAN. For example, the monitoring application
makes use of information such as the global view of the net-
work topology, devices in the network and traffic originating
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Figure 2: SDN Monitoring Scenario

from the devices to differentiate between the traffic related
to patient monitoring application and Internet browsing by
the users. Hence when there is congestion, the Controller
can dynamically configure the OF-APs to provide priority
to the patient monitoring traffic and drop/rate limit other
traffic.

The wearable devices are configured to send updates to the
monitoring application at regular intervals (3 seconds in the
current implementation). Also the monitoring application
configures the OF-APs to forward the updates from wear-
able devices with high priority. In the current model, the
wearable devices are configured to convey only the informa-
tion of the device ID, Received Signal Strength (RSS) from
different OF-APs and battery level available in the device.
The device ID enables to identify the patient, the RSS from
different OF-APs enables to approximate the location of the
wearable device by comparing with the fingerprints stored
in the database and the battery level enables to determine
if the wearable device has to be replaced with other device.
The location of the patient is determined from the received
signal strength from multiple OF-APs at the wearable de-
vice. The RSS is the measure of the signal power from the
transmitting device to the receiving device. Since there are
multiple OF-APs with overlapping range and the location
of the OF-APs is fixed within the layout, it is possible to
determine the location of wearable device from the RSS. In
the training mode, the wearable devices are placed at differ-
ent locations within the layout and the corresponding RSS
from different OF-APs is used to relate the location of at
the wearable device in the layout maps and stored in the
database. In the online mode, the RSS from different OF-
APs at the wearable devices of the patient are compared
with the records in the database to approximate the loca-
tion of patient.

The monitoring system has different sub components such
as authentication, attack detection, database, and location
tracking. Our current implementation makes use of shared
secret and also supports 802.11i security. A detailed analysis



of the 802.11i security can be found in [13]. Attack detection
is based on signature matching, unauthorized SSID broad-
cast, and monitoring of the time delays between the trans-
mitted and received signals. The signals transmitted from
the wearable devices and OF-APs are time stamped just be-
fore transmission to discourage attacks. For example, the
round trip time between the wearable devices and the OF-
APs is used to detect man in the middle attacks. A detailed
analysis on detecting such attacks can be found in [12]. If
there is considerable delay between the signal transmitted
by wearable device and signal received at the OF-AP then
this can be considered to be suspicious. In such cases, our
model raises alarms to the network administrator for phys-
ical monitoring of the location. Furthermore, if the sniffers
detect any unauthorized SSID broadcasts, then RSS of the
unauthorized SSID is also used to approximate the location
of malicious devices. The database has information on the
patients, wearable devices, building layout, signal to loca-
tion mapping on the layout. The location monitor compo-
nent makes use of the information stored in the database and
the RSS for detecting the current location of the dementia
patients. Our model makes use of the k-nearest neighbour
algorithm to estimate the location of the patients. The k-NN
algorithm computes the Euclidean distances in signal space
between the online RSSs and stored RSSs in the database
and then calculates the geometrical center of the k-nearest
neighbours as the estimated location.

The room allocated to the patient is used as default location
for the dementia patient. Mobility of the patient is detected
by analysing the changes in the RSS between different OF-
APs and the wearable devices. The monitoring application
raises high priority alert if the location of dementia patients
is found to be moving away from the default location. Hence
the nurses and hospital management can track the current
location of the patient and take necessary steps to transfer
the patient to the default location.

4.3 Discussion

In this Section, we will provide some discussion related to
our model.

e Legitimate failure of the devices: There is a possibil-
ity for the failure of the OF-APs and/or the wearable
devices. Since the monitoring application has config-
ured the OF-APs to forward the updates with high
priority, all the OF-APs that are in the range of the
wearable device transmission will forward the update
to the monitoring application. To deal with the failure
of the OF-AP, the Controller configures atleast two
OF-APs to forward the traffic from wearable device
to the monitoring application. Failure of the wearable
devices will result in absence of the updates from the
wearable device to the monitoring application at the
expected interval. If the updates are not received for
successive intervals, then an alert is raised to the staff
with the last known location of the patient.

e Priority for patient monitoring traffic: The traffic re-
lated to patient monitoring is differentiated from other
traffic based on the wearable device ID and is allocated
high priority compared to other traffic. For example,
the OF-APs are also used by other patients (without
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Figure 3: Monitoring Application for ONOS Con-
troller

dementia) and guests of the patients for accessing In-
ternet. Hence in the events such as attacks and con-
gestion, the traffic related to tracking of the patients
is given high priority in our model. Now let us con-
sider the case where the OF-APs in critical location
receives a request from a wearable device when they
are unable to accept any new service requests from a
wearable device. Since we assume an overlapping range
of the OF-APs the Controller dynamically alters the
existing traffic connections from other host machines
to different OF-APs and provide priority to the traffic
from wearable device. If there are no alternative OF-
APs to transfer the traffic from other devices, then the
services to other devices are rate limited or terminated
to provide priority to the traffic from wearable devices.

Attacks from other user devices: There is a possibility
for attacks to be generated from other hosts that are
making use of WLAN for accessing Internet. Hence
all the traffic received at the OF-APs is monitored
using the signature based detection engine. Further-
more, the sniffers capture all the traffic in the wire-
less medium and monitor for events such as conges-
tion, unauthorized SSID broadcasts from rouge access
points and also match the captured traffic with the
known attacks signatures to detect if there is any on-
going attack. If any traffic from the other devices
matches with the attack signature, then the moni-
toring application determines the OF-AP that is con-
nected to the malicious host and dynamically config-
ures the OF-AP to terminate the connections from the
malicious host.

S. IMPLEMENTATION

We have implemented our model with ONOS Controller [8]
and OpenFlow based access points as shown in Figure 2.
ONOS [8] adopts a distributed architecture for high avail-
ability and scale-out. The developers have used several
modules such as switch manager, module management, link
discovery and REST APIs from the Floodlight Controller.
The data model in ONOS is implemented using Titan graph
database, Cassandra key value store and the Blueprints graph
API to expose network state to applications. The implemen-
tation of ONOS can be distributed across multiple servers
and number of instances can be varied in accordance with
the load. In distributed implementation, each server has a
global view of the network but is responsible for managing
subset of switches in the network. Hence any of the appli-
cations implemented on any instance of the Controller has
access to the global view of the network. Applications read
the global network view to make forwarding and policy deci-
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sions and write their policies to be enforced on the network
view. Any changes in the policy are sent to the correspond-
ing manager for enforcement of policies on the appropriate
switches.

OpenFlow Wireless APs are not commercially available. For
this reason, we have developed our own OpenFlow wireless
AP using TP-link (TL-WR1043ND) wireless AP since they
are low cost, easily available, and customizable. We have
installed Open vSwitch to make the device compatible to
OpenFlow 1.3. First we have replaced the old firmware of
TL-WR1043ND with OpenWrt [2]. OpenWrt uses linux ker-
nel (2.6) and was mainly used in embedded devices for in-
stance ARM, Raspberry, some commercial and Customized
APs for network traffic routing. Then installed and config-
ured Open vSwitch to make the OpenWrt, OpenFlow en-
abled. This creates provision for connecting remote host
wirelessly using OpenFlow.

Our prototype implementation makes use of a single ONOS
Controller. As shown in Figure 3, we have developed moni-
toring application for ONOS for securing monitoring of the
dementia patients. The security application have several
sub-components for different purposes such as authentica-
tion, attacks detection, location detection and database com-
ponents.

We have developed our own tracking device using Arduino
uno, ESP8266 and a voltage regulator IC. The purpose of
the device is to send the RSS value of nearby OF-APs to
the connected Controller. We have used a 6000mAH 5volt
battery to power the whole unit. This arrangement is ex-
tremely light weight and consumes less power (sufficient for
powering the unit for more than one day). Arduino uno
is a Micro-controller programmable interface that can be
used for making small IoT units. ESP8266 is a very fa-
mous miniature WLAN chip which provides wireless capa-
bility to the Arduino. Since, ESP8266 (3.3V) works in a
lower voltage than the Arduino, we have used a voltage reg-
ulator IC(1117). Arduino maintains a serial communication
with ESP8266 and our chosen baud rate in this case is 9600.
One of the I/O pin in Arduino is programmed to sense the
battery level. Figure 4 shows a trace of RSS from different
SDN AP in a particular time and from a particular tracking
device.

We have implemented and tested our model in one of the uni-
versity building on the third floor with sample hospital setup
in some of the rooms. We have developed Arduino based
wearable devices and also used Samsung mobile devices for
tracking the patients. The green stars on the layout show
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the location of the OF-APs (OpenWrtSDNX). The OF-AP
with the highest RSS is used as default OF-AP for provid-
ing access to the wireless devices and mobility of the users
is detected by analysing the variations in the RSS. Also,
the wearable devices are programmed to connect through
specific OF-APs in their default location. In case where an
OF-AP is not available or RSS falls below the threshold, the
monitoring application assigns alternate OF-AP that can
be used by the device. The RSS default value of -85 dBm
threshold is used for changing the OF-APs for the wireless
devices. The wireless devices are connected to the neigh-
boring OF-APs if the signal strength is atleast 20 percent
greater than the signal strength of the current OF-AP. Hence
any operation from the wireless client devices that violate
the configuration information raise an alert to the network
administrator. In the case of congestion of specific OF-APs,
the wearable devices are given high priority for connecting
to the default OF-APs. Other client devices are redirected
to the OF-APs with minimal load.

The RSS and location information are stored in XML database
and this information is used to train our model. We have
captured a minimum of 15 training samples for each room.
Also, since the patients will be spending most of the time
on their beds, a minimum of 5 training samples were taken
at different locations on the bed such as corners of the bed,
centre of the bed and remaining samples from different lo-
cations such as toilet, fridge and room entry. Then we have
tested our model with minimum of 10 samples by placing the
wearable device at different locations in the room. We have
achieved accuracy of 2 feet for the cases where the patient
location is on the bed and accuracy of 1 meter for different
locations in the floor layout.

Figure 5 shows the interface that can be used by the hospital
staff to track the location of specific patient. The stars rep-
resent the location of OF-APs and blue circles on the map
represent the sniffers which promiscuously capture the traf-
fic on the wireless medium and monitor for specific events
such as traffic matching with attack signature, unauthorized
SSID broadcasts from rouge access points and events such
as congestion. Query can be issued on the patient name or
using the device ID. The results show the current location
of the patient and the battery levels in the wearable device
of the patient. Our current model raises alarms for the fol-
lowing specific events: i) high alert to nursing staff when
patient location found to be leaving the default location (al-
located room), ii) high alerts with the current location of
the patients to the nursing staff when the dementia patients
enter into the rooms of other patients iii) high alert to the



security staff when the patient is moving towards exit gate
of the hospital, iv) medium alert to nursing staff when the
battery level on the wearable device is at 20 percent and
high alert when the battery level is 10 percent v) medium
level alert to the network administrator during congestion
and high alerts if traffic matching with attack signatures,
vi) medium alert with the last known location of the pa-
tient to nurses when signals from wearable devices are not
received for three successive intervals and vii) a high level
alert with the last known location of the patient for nurses
and security administrator if signals are not received for 5
successive intervals.

6. CONCLUSION

In this paper we have proposed techniques for making use
of the SDN, WLAN and wearable devices of the patients
for secure monitoring of the dementia patients in hospital
environments. We discussed how SDN can help to resolve
some of the challenges for real time monitoring of the pa-
tients and offers advantages for such critical applications.
We have also presented a prototype implementation of our
model using ONOS SDN Controller and OpenFlow access
points.
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