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ABSTRACT
Model checking is a suitable formal technique to analyze
parallel programs’ execution in an industrial context because
automated tools can be designed and operated with very lim-
ited knowledge of the underlying techniques. However, the
specification must be given using dedicated notations that
are not always familiar to engineers (so far, model checking
on UML raises complex problems that will not be solved
immediately).

This paper proposes an approach to perform transformation
of source code (C programs) into Petri nets, a suitable spec-
ification for model checking. To overcome the complexity of
the resulting specification, we focus on specific aspects of the
program. So, several transformations can be performed to
verify some aspects of the processed programs. Parts of this
approach could be reused by intrusion detection systems.

Categories and Subject Descriptors
D.2 [Software]: Software Engineering; D.2.4 [Software
Engineering]: Software / Program Verification—Formal
Methods, Model Checking

General Terms
Verification, Reliability, Design

Keywords
Petri Nets, GCC, Software Analysis

1. INTRODUCTION
Behavioral analysis of concurrent systems cannot be com-
pleted anymore using only “traditional” test-based approa-
ches. First, their complexity often makes impossible to cover
a significant part of the state space by simulation. Second,
testing concurrent systems is not trivial and may lead to
complex problems like probe effects [24]. To overcome these
limitations, it is now recognized for many years that formal
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methods are of interest since they provide more trustable
and mathematically founded information [7, 17].

Among the available formal verification techniques, model
checking is particularly interesting due to its potential for
full automation as well as its error reporting capabilities [4,
13]. So, neither a long training nor a long practice are re-
quired from engineers, using model checkers to extract exe-
cution paths leading to undesired behaviors.

However, the problem is about the way engineers design
specifications too. Most model checkers require formal spec-
ifications as inputs : Automata [2], Promela [21], Petri-
nets [15], etc. These input formalisms may be difficult to
learn. They usually also propose a low level of abstraction
not adapted to their use in the context of industrial-size
projects without extensive practice.

A way to avoid the learning of such languages is to consider
verification at source program level. This cannot replace
a modeling/verification phase but it is a way to tackle the
specification problem that is crucial especially in domains
related to security [10].

The purpose of this paper is to propose a translation of pro-
grams sources into Colored Petri nets for analysis purpose.
Such an analysis can be performed to evaluate the behav-
ior of these programs like we proposed in [23] for intrusion
detection systems.

To tackle the combinatory explosion of generated models
as well as their analysis, we propose to consider separately
various perspectives of the analyzed program. So, a property
will be checked according to the corresponding perspective.

This paper is structured as follows. Section 2 sketches a
brief state of the art and presents our objectives. Section 3
explains how we extract the information produced by GCC.
Exploitation of this information to produce and optimize
Petri nets is detailed in sections 4 and 5. Finally, we apply
our technique to an example in section 6.

2. OBJECTIVES
Several methodologies and techniques have been investigated
for decades to produce correct software. The objective is to
track bugs and imperfections, through program analysis.



Common approaches can be broadly divided into two fami-
lies: (i) testing and (ii) verifying. While verifying methods
use abstractions of the program, testing methods use exe-
cutable version of the program.

Widely used in software engineering, static code analysis [3]
is an example of the second family of program analysis. It
consists in looking into the source code for patterns known
to generate errors or bad behaviors during execution (such
as bad pointer declaration, increment modification inside a
loop, etc. . . ). Generally associated to compilers, dedicated
analyzers handle programs written using most of common
languages. Well known examples deal with C/C++ [5] or
Java [14, 8] programs. However, since these tools generally
focus on syntactic aspects (more than semantic ones) of the
program, only few properties can be formalized.

To handle this lack of precision, [12] defines formal software
analysis and presents model checking [6] as a foundation
technique. Instead of considering only the source code, this
kind of analysis consists in systematically searching all pos-
sible behaviors of a system. It requires a model built from
the program to be analyzed and translated into a language
that can be processed by a model checker.

Producing program’s abstractions for a model checker re-
quire skills in model building but also a deep understanding
of the program. A bad interpretation of the source code
leads to a less accurate model that has bad impact on the
verification.

Model checking techniques are used by many teams. Each
one usually uses a dedicated modeling language. JavaP-
athFinder [19] or Brandera [9] translates Java source code
directly into Promela language which is the input language
of SPIN [21]. Feaver [22] produces Promela from C pro-
grams; but the model construction relies on user-specifica-
tions that describe pairs of C and Promela patterns. An-
other approach, SLAM [1], deduces predicate abstraction
from a C program ; these skeletons (they only contain boo-
lean instructions) are then used as input to a dedicated
model checker.

Software checking is a variation of the previous technique. It
is a systematic test at the implementation level. State-space
exploration is performed by controlling and observing the
execution of all visible operations in the concurrent processes
of the system. VeriSoft [16] uses this kind of verification
approach.

In addition to difficulties encountered during model con-
struction, the size of the resulting model can also be a prob-
lem. For some programs (generally multi-threaded or par-
allel), we must consider the state space explosion problem.
Common solution adopted by the community is to decrease
the precision of the model, and thus, to reduce the preci-
sion of checked properties. Of course this trade-off is not
satisfactory when dealing with system security.

2.1 Our objectives
To cope with these challenges, we aim at producing a frame-
work dedicated to program analysis. This framework must
be as precise and automatic as possible. Moreover, since

inside (...) {  if (...) { 
write; }  else { close;}
if(unlink){ ...; } else { 

write; } lseek;}
main (...) {open; 
while (...) { read;   
inside(...); close;

    inside(...); } close;
  unlink; }

Program's source code
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function main::
BLOCK0:: (next 1, 2) 
| (prec ENTRY) { D.
139: y = D.139: D.

412 : open(...) }
BLOCK1:: (next 3, 2) 

| (prec 0) { y = D.
122: D.412 : read() }

Toward Analysis

GCC Parser
Module

Figure 1: Production factory

we want to perform formal verification we have to choose
an intermediate language that can be processed by a model
checker.

Given the size and the complexity of programs we want to
transform, we have selected Petri nets as the intermediate
representation of the program. First, this formalism cap-
tures complex behaviors in a compact way. Moreover, Col-
ored Petri nets is particularly adapted to handle parallel or
multi-threaded behaviors (where similar patterns are exe-
cuted concurrently). Second, the use of Petri nets (more
especially Symmetric nets1) let us benefit from the large
collection of provided dedicated tools, like CPN-AMI [25].

2.2 Our approach
To achieve our goal, we design the production factory, made
of several tools, presented in figure 1. Each one deals with
a dedicated transformation.

The process follows three major steps. First, the parser mod-
ule analyzes the program’s sources and transforms them into
intermediate representations. Then, each representation is
interpreted by the builder module which produces sets of
Petri net models. Finally, to reduce complexity of those
models, the optimization module executes a set of reductions
on each of them (see section 5).

During the process, our production factory considers sources
only if they are related to specific behaviors of the studied
program. It’s up to engineers to decide what behavior is
relevant or not.

We call perspective each of these specific behaviors and re-
markable element each related information extracted from
the source code. Each perspective has its own set of re-
markable elements which could be words, structures or more
complex patterns defined into the perspective definition.

Considering security related domain, common analyzed per-
spectives should be: system calls sequences (to avoid race
conditions), synchronization mechanisms, array bounds (to
avoid buffer-overflows), user-defined invariants (to guaranty
security invariants) and i/o behaviors.

1Symmetric nets were formerly known as Well-Formed nets,
a subclass of High-level Petri nets. The new name was
chosen in the context of the ISO standardisation of Petri
nets [20].



The final output of our production factory is a set of Petri
nets: each one corresponds to a dedicated perspective. Given
the analysed program, the set of studied perspectives may
change. Engineers may also define their own perspectives.
It brings flexibility to our approach and allows finer-grained
analysis.

3. ANALYZING SOURCE FILES
Our first concern is to transform the source code into a rep-
resentation that can be automatically analyzed. Basically,
the parser module must reorder the source code and select
relevant information.

In our factory, we use an existing compiler framework to do
the first part of this process while our component finishes
the work.

3.1 Slicing the program using GCC
We choose to design the parser module as a wrapper around
the GNU Compiler Collection2 (GCC) in order to analyze
source files. This choice gives us some independence from
the programming language (C, C++, Java). This operation,
called slicing [26], is done by one of the several layers of
GCC. Among GCC’s output, we exploit the control flow
graph (CFG) of the program, i.e, all paths that might be
traversed through a program during its execution.

More precisely, GCC produces a file describing the program
in terms of blocks linked together. These blocks are ar-
ranged according to the program’s control structures (func-
tions, loops, conditionals. . . ) and are grouped to form func-
tion’s CFG.

Listing 1 shows some parts of a CFG extracted by GCC.
The corresponding C program is presented in section 6.

1. ;; Function beaphilo
2. # BLOCK 0
3. # PRED: ENTRY (fallthru)
4. D.2307 = id + 2;
5. d = D.2307 % 3;
6. i = 0;
7. goto <bb 5> (<L5 >);
8. # SUCC: 5 (fallthru)
9. # BLOCK 1
10. # PRED: 5 (true)
11. if (i != g) goto <L1 >; else goto <L3 >;
12. # SUCC: 2 (true) 4 (false)
...
160. ;; Function main
161. # BLOCK 0
162. # PRED: ENTRY (fallthru)
163. goto <bb 4> (<L3 >);
164. # SUCC: 4 (fallthru)
...
245. # BLOCK 7
246. # PRED: 6 (true)
247. beaphilo (i, &f);
248. # SUCC: 8 (fallthru)
249. # BLOCK 8
...
257. D.2689 = fork ();
258. if (D.2689) goto <L11 >
259. else goto <L10 >
...

Listing 1: CFG snippet produced by GCC

2The parser module uses the fdump-tree-all option of
GCC which is only available since version 4.0. This version
is thus required to make the factory work.

After this step all control structures are rewritten and in-
cluded in the CFG representation. Consequently, we do not
deal anymore with control structures like for, while, con-
tinue, break. . . but only with blocks sequences. Even “evil
sequences” are simplified by this operation.

3.2 Building a dedicated perspective
As specified in section 2.2, our approach relies on the con-
struction of perspectives: only selected ones are processed by
the factory to produce Petri nets. One perspective cannot
be unselected: the one describing the program’s structure
(struct perspective). Additionally to this unremovable per-
spective, this paper also considers system calls (syscall per-
spective) and synchronization structures (sync perspective).

The syscall perspective uses a list of system calls extracted
from the system files (available in the /usr/include direc-
tory). Our bench machine (kernel 2.6.21-2-686) provides a
list of 316 system calls. In addition, we look into libc to
catch common functions using such system calls. This dic-
tionary could be extended if needed.

The synchronization perspective uses a dictionary of the
structures involved in program synchronization. Moreover,
if a program uses a dedicated synchronization library, we
can easily upgrade the dictionary to handle a new set of
structures.

For each selected perspective, the parser module extracts
remarkable elements from the CFG and stores them into
separated data files. These files are then transmitted to the
builder module.

4. GENERATING PETRI NETS
Once all remarkable elements have been extracted from sour-
ce code, the builder module produces a model for each se-
lected perspective. This model is the result of a merge op-
eration between structure information and considered per-
spective’s information as shown in figure 2.

Program's 
source code

syscall perspective

sync perspective

...

         
GCC

Parser

Builder

Builder

struct perspective

Figure 2: Perspectives increases flexibility

The builder module uses transformation rules to produce
models. Each perspective has its own set of rules which are
presented and detailled in the following tables.

Table 1 shows the structure of a rule’s description. The
first row presents the identifier and the title of the rule. The
second row is optional and, if present, contains preconditions
that must be satisfied before applying the rule. The third
row describes the transformation’s algorithm itself. It maps



the CFG structure to a Petri net. Finally, the last row puts
side by side a CFG snippet and its corresponding Petri net
model.

Rule’s Identifier: Rule’s Title.
Precond : Rule’s preconditions if needed.
A short transformation description.

Snippet from a CFG The resulting Petri net

Table 1: Transformation Rule Definition

Examples in rules are mainly3 extracted from the CFG snip-
pet presented in listing 1. The parser module has attributed
identifiers to functions of the CFG : beaphilo function’s ID
is 0. main function’s ID is 1.

4.1 Building the structure model
The structure information must be processed first to be
reused by other perspective. Its construction relies on seven
rules. The first two rules (Struct1 and Struct2) are dedi-
cated to blocks management.

Struct1: CFG blocks.

We associate a place F_X to each block X of a func-
tion where F is the function’s identifier calculated by the
parser module.

;; Function beaphilo
# BLOCK 0 0_0

Struct2: CFG functions.

We create two places for each analysed function F in the
CFG. They are labeled F_entry and F_exit where F is
the identifier attributed by the parser module.

;; Function beaphilo 0_Entry 0_Exit

In all next rules, and to ease the notation, we will call func-
tion F, the function whose identifier (attributed by the parser
module) is F.

The next two rules (Struct3.{1,2}) deal with links between
blocks. The first rule browses blocks by following all succes-
sors paths. Depending on the configuration, we sometimes
need to apply the Struct3.2 rule to complete the generated
model.

Struct3.1: Successor links.

Given a block X of a function F. For each block’s successor
Y, we create a transition labelled struct_F_X_Y. Finally
we link the place associated to the block X to the new
transition, and the new transition to the place designated
by Y.

;; Function beaphilo
# BLOCK 1
...
# SUCC: 2 (true) 4 (false) 0_40_2

0_1
struct_0_1_4struct_0_1_2

3If some elements are missing in the CFG’s snippet, expla-
nations which are following the rule complete it.

Struct3.2: Predecessor links.

Given a block X of a function F. For each block’s predeces-
sor Y, we create a transition (if it does not already exist)
labelled struct_F_Y_X. Finally we link the place associ-
ated to Y to the new transition, and the new transition
to the place designated by X.

;; Function beaphilo
# BLOCK 0
# PRED: ENTRY

0_Entry

0_0

struct_0_Entry_0

The next transformation two rules create links between func-
tions. The first one (Struct4) generates the link itself while
the second controls the return path of a function called from
several locations in the program. To do so, we add informa-
tion to the link structure (Struct5).

Struct4: Links between functions.

Given a block X of a function F calling a function G. We
define a sequence of places and transitions associated to
the place F_X defined as follows: we create two places
labeled F_X_G_call and F_X_G_return. The first one is
linked to a transition call_F_X_G which is linked to place
G_Entry. For the return path, the place G_Exit is linked
to a transition return_F_X_G which is linked to the place
F_X_G_return.

;; Function main
...
# BLOCK 7
# PRED: 6 (true)
beaphilo (i, &f);
# SUCC: 8 (fallthru)

1_7_0_call

call_1_7_0

0_Entry

0_Exit

return_1_7_0

1_7_0_return

struct_1_6_7
1_6

struct_1_7_8

1_7

1_8

Unfortunately, rule Struct4 does not fully control return
path constructions. If two functions A (id=1) and B (id=2)
make a call to function C (id=0), the petri net produced by
Struct4 (figure 3) allows bad return path (in the example,
the sequence : call_1_X_0, return_2_X_0 is a mistake).

1_X_0_call

call_1_X_0
0_Entry

0_Exit
return_1_X_0

1_X_0_return

2_X_0_call

call_2_X_0

2_X_0_return

return_2_X_0
Bad return path

Figure 3: Example of bad return path

Next rules (Struct5 and Struct6) adress this problem. The
following assumptions help us to determine whether the re-
turn from a function C to a function A is valid or not:

• The return is possible if A called C (Struct5)

• The return is possible if all enclosed functions’ calls
(recursive or not) made in function C have returned.
(Struct6)



Struct5: Avoid bad path return (first assumption).

Each function call from F is associated with a place
path_F_C where C is a unique call identifier calculated
by the parser module. We create a link from call_F_X_G

to this new place and from this new place to the re-

turn_F_X_G transition (see struct4).

Sequence defined by Struct4

1_7_0_call

call_1_7_0
0_Entry

0_Exit
return_1_7_0

1_7_0_return

path_1_3

Struct6: Handle enclosed calls (second assumption).

For each return_F_X_G transition, we create a link from
place path_G_* to the return transition. Instead of a
simple arc, this link is an inhibitor arc. Thus the transi-
tion is fireable only if all places path_G_* are empty.

Sequence defined by Struct4

1_7_0_call

call_1_7_0

0_Entry

0_Exit

return_1_7_0

1_7_0_return

path_1_3
path_0_1

path_0_2

Finally, the initial marking is set up. A simple token is put
into the place X_Entry where X is the identifier of the main
function.

4.2 Building the system call model
As said in section 2.2, a perspective is characterized by a set
of remarkable elements to be extracted from source code. In
the syscall perspective, remarkable elements are system calls.

Syscall0: System call inclusion

Given a system call S in a block X of a function F.
We associate to the place F_X, a place F_X_I_pre, a tran-
sition sys_F_X_I_S and a place F_X_I_post where I is
a unique block’s instruction identifier. This identifier is
given by the parser module. We also create arcs along
the path F_X_I_pre → F_X_I_S → F_X_I_post.

;; Function beaphilo
...
# BLOCK 7
D.2596 = fd * 8;
read (D.2596, &l, 2);

0_7_1_pre

0_7_1_post

sys_0_7_1_read
0_7

Some types of system calls correspond to specific behaviors.
We categorize them to model these specificities. Next rules
handle these specific system calls categories. The first one
is dedicated to system calls that manage processes.

We create a new color class for our models : Cproc = {0..p}
where p is the maximum number of processes the system
can handle. This limit can be modified by system designers

to fit their specific needs like implicit limitations or special
configuration. All places’ domain have to be set to D =
Cproc. All arcs carry the process id. We replace in the
initial marking the non-colored token by a token from Cproc

class : <0>.

The following rule deals with creation of new processes. It
concerns system calls like fork, popen and clone.

Syscall1.1: Process management (fork behavior)

Given a fork system call numbered I in a block X of a
function F. A place proc is created (if it does not already
exist), initialized to Cproc.all−<0>4.
Each time a process is created (i.e. a fork is executed), a
token is extracted from this place and transmitted to the
post place. Thus, two tokens are put into the post place
after the fork call: <f> (representing the father process’
id) coming from the pre place and <s> (representing the
son’s process id) coming from the proc place.

;; Function main
...
# BLOCK 8
D.2689 = fork ();

1_8_0_pre

1_8_0_post

sys_1_8_0_fork

proc <s> + <f>

<s>

Cproc.all-<0>

<f>

In addition to standard constructions, we have to consider
a specific well-known one : if (fork()) {...}. Even if we
do not yet handle conditional and variables, we must detect
this specific case to have a consistent model.

Syscall1.2: fork with conditional structure

Precond : fork call must be made into a if structure

Given a fork system call identified by I in a block X

of a function F. The if structure already provides two
output branches. We adapt the model for the fork call
to this singularity. We create another output arc from
the transition sys_F_X_I_S. This arc is linked to one of
the current block’s successors. Its value is <s>. The
second arc is modified. Its value is now <f>.

;; Function main
...
# BLOCK 8
D.2689 = fork ();
if (D.2689) goto <L11>
else goto <L10>
# SUCC: 10, 11

1_8_0_pre

1_11

sys_1_8_0_forkproc

<f>

<s>

Cproc.all-<0>

<f>

1_10
<s>

In case of clone system call, the behavior is slightly different
because the new process does not execute the code follow-
ing the clone instruction (as the fork does) but from the
beginning of a designated function G.

Syscall1.3: Process management (clone behavior)5

Given a clone system call numbered by I in a block X

of a function F. The clone call designates a function G

where the new process will begin its execution.

Like the fork call, the transition sys_F_X_I_S takes a
Cproc token <s> from place proc and a token <f> from

4Meaning that proc place contains all tokens from Cproc

class except the <0> one.



place pre. When the transition is fired, the token <f>
is put into the place post and <s> token is put into the
place G_Entry.

;; Function main
...
# BLOCK 14
...
clone(&beaphilo,D.2634)

1_14_4_pre

1_14_4_post

sys_1_14_4_cloneproc

<f>

<s>

Cproc.all-<0>

<f>

<s>

2_Entry

The next category of rules considers system calls that spawn
a new program. So far, we do not handle these programs (we
could link the model to the one produced for the spawned
program but there remain issues to be resolved first). We
thus assimilate this type of system call to an exit.

Syscall2: Process management (exec behavior)5

Given an exec system call identified by I in a block X of
a function F. We delete the place F_X_I_post created by
the rule Syscall0. We create an arc from the transition
sys_F_X_I_exec to the place G_Exit where G designates
the main function.

;; Function main
...
# BLOCK 1
...
execv("/bin/ls",D.1301)

1_14_20_pre

sys_1_14_20_exec

1_Exit

<p>

<p>

Instructions following the exec call are also processed by the
builder module because it’s not up to it to decide whether
an instruction is reachable or not. In the meantime, the arc
between the exec call and remaining instructions has been
removed. Thus, all instructions will be considered as dead
code during the analysis.

A third category of rules groups system calls like wait or
waitpid that waits for the termination of a subprocess.

Syscall3: Process management (wait behavior)

Given a wait system call identified by I in a block X of a
function F. We create an arc from the place G_Exit to the
transition sys_F_X_I_wait where G designates the main

function. To be fired, the transition must take one Cproc

token <pw> from the place G_Exit.

;; Function main
# BLOCK 11
...
D.2622 = 1;
waitpid (D.2622, 0B, 0);

1_11_4_pre

1_11_4_post

sys_1_11_4_waitpid

1_Exit

<p><pw>

<p> [pw=1]

It exists another possible behavior associated with this cat-
egory of system calls. Indeed, wait call blocks the execution
until the termination of a process but also until the reception
of a signal. This case is handled in the signals perspective
to avoid confusion in our model structures.

The last category of transformation rules brings together
system calls that interrupts the execution of the program
such as exit.

5This rule is not used in our CFG. Example is fictive.

Syscall4: Process management (exit)

Given an exit system call identified by I in a block X of
a function F. We delete the place F_X_I_post. We create
an arc from the transition sys_F_X_I_exit to the place
G_Exit where G designates the main function.

;; Function beaphilo
...
# BLOCK 12
...
exit(D.2645)

0_12_25_pre

1_Exit

sys_0_12_25_exit
<p>

<p>

4.3 Building synchronization model
We proceed as for the syscall perspective and define several
categories of remarkable elements. Each one is associated
to a particular Petri net model. We describe, in this pa-
per, POSIX synchronization mechanisms since they are well
understandable. System V mechanisms can be handled like
them thenceforth the mapping between these two standards
have been done.

The first rule inserts the synchronization primitives into the
model produced by the struct perspective. Some synchro-
nization primitives will then be processed by other rules ac-
cording to their specificity.

Sync0 : Insertion of synchronization primitives

Given a system call S in a block X of a function F.
We associate to the place F_X, a place F_X_I_pre, a
transition sys_F_X_I_S and a place F_X_I_post where
I is a unique block’s instruction identifier. We also cre-
ate arcs along the path F_X_I_pre → sys_F_X_I_S →
F_X_I_post.

;; Function main
...
# BLOCK 14
...
sem_close(D.3212, ...)

1_14 1_14_5_pre

1_14_5_post

sys_1_14_5_semclose

The first category of synchronization concerns semaphores
creation (primitives like sem_init or sem_open). Due to
the semaphore initialization, we sometimes need to ask the
system designer about an initial value.

Sync1 : Creation of a semaphore

We associate a place sem_K to each created semaphore.
This place is initialized with the parsed initial value. The
valuation v of the input arc of sem_K correspond to this
one.
When the initial value associated with the semaphore is
static, we can easily deduce v (as in the example below).
Otherwise, an estimation of the value must be provided
by the system designer.

;; Function main
...
# BLOCK 3
...
D.3212 = sem_init(...,4)

1_3_17_pre

1_3_17_post

sys_1_3_17_seminit

sem_0

<4>

We define a new color class: Csync = {0..n}. It represents
the capacity of a semaphore place and should be used by
system designers to bound the system.



Once created, program’s semaphores are associated with
their model thanks to their CFG’s identifier. This way, the
builder module can identify them when they are used by
other synchronization mechanisms in the program.

The two next rules deal with semaphore manipulation (prim-
itives sem_wait or sem_post).

Sync2 : Decrease a semaphore

The wait operation decrements the value of the token in
the place sem_K representing the semaphore. Thus, the
transition F_X_I_semwait takes the colored token from
sem_K place and checks whether its value is greater than
0. The token is then decremented and put back into
sem_F. Otherwise, the execution cannot be fired until the
token value in incremented.

;; Function main
...
# BLOCK 4
...
sem_wait(D.3212)

1_4_5_pre

1_4_5_post

sys_1_4_5_semwait

sem_0
<v>

[v > 0]<v--1>

Considering the try_wait mechanism (that tries to decrease
the semaphore without blocking the execution if it fails), we
must decrease the value of the associated semaphore with-
out blocking the execution of the program. This is done
by removing the guard [v > 0] from the transition and by
changing the valuation of its ouput arc from <v–1> to <v>.

Sync3 : Increase a semaphore

The opposite operation increases the value of the to-
ken in the place sem_K representing the considered
semaphore. This operation is done when the transition
F_X_I_sempost is fired.

;; Function main
...
# BLOCK 5
...
sem_post(D.3212)

1_5_10_pre

1_5_10_post

sys_1_5_10_sempost

sem_0
<v>

<v++1>

The last rule deals with semaphore destruction primitives
like sem_destroy, sem_close or sem_unlink. Modeling these
operations should help designers to detect uses of semapho-
res while, on the other hand, they have been removed.

Sync4 : Destruction of a semaphore

The related transition consumes the token in place Sem_K.
Then, any further access will generate a deadlock that
can be detected at verification time.

;; Function main
...
# BLOCK 14
...
sem_close(D.3212)

1_14_5_pre

1_14_5_post

sys_1_14_5_semclose

sem_0

<x>

4.4 Merging perspectives
The Petri net construction is performed as follows: first, the
Petri net model is elaborated from the struct perspective.
Then, the other perspectives plugged into this first model.
The other perspectives are seen as refinements of some places
in the structure model.

Refined subnets must respect one constraint: they have only
one input place and only one output place. Then these sub-
nets are merged to the structure model as follows: all input
arcs to the original place are connected to the only input
place in the subnet and all output arcs from the original
place are connected to the only output place in the subnet.

Rule Syscall0 is a typical example of such a refinement: place
0_7 is refined into a two-places/one-transition subnet.

5. REDUCING PETRI NETS
Thanks to all these rules, our factory produces detailed mod-
els that are generally quite large (see table 2 in section 6.4).
Most places and transitions come from the model of the
struct perspective since additions from other perspectives
are usually rewriting of existing objects. However, many
of these elements are not relevant anymore because they do
not correspond to remarkable elements we want to observe.

We must remove these useless parts in the specification to
reduce its size. Thus, we apply a set of reductions rules on
the produced model. The two first rules are slightly adapted
from the ones of [18] to fit our strategy. The third one
detects a typical configuration that frequently happens in
our models. Reductions only concern places and transitions
produced by the struct perspective.

Pre-agglomeration of transitions This operation aims
at reducing sequences of transitions. When a place p is
accessed by the firing of a transition t and left by the
firing of any output transition of p, we delete the place
p and the transition t and make arcs between input
places of t and output transitions of p. This reduction
is valid only with transitions labeled as struct_X_Y_Z.

Post-agglomeration of transitions This optimization is
used on conditional structures. When all branches of
a transition t join up with the end of a block (which is
linked to another block), we directly link all branches
to the next block. The intermediate place is deleted.

Diamonds reduction This optimization concerns control
structures likes switch. When no remarkable elements
is located in case blocks, a place p1 is linked to several
transitions ti which are all linked to a place p2. We
call this configuration a diamond. Since all paths are
equivalent in our model, we merge all transitions into
a single one. This way, we have the following sequence:
p1 linked to t linked to p2.

Our factory uses a dedicated module to perform these op-
timizations. During the optimization phase, all transitions
in the model are checked to detect if reductions can be op-
erated. Once a reduction is applied, impacted parts of the
Petri net are reprocessed by the optimization module.

6. APPLICATION TO AN EXAMPLE
We use a simple C program that implements the philoso-
pher problem [11] to illustrate our approach. This example
mixes control and processes structures. Moreover, some typ-
ical properties can be checked especially those concerning
process scheduling.
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   proc is 0..3;
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Figure 4: The Petri net produced from the philosopher example

6.1 The program
This program is presented in listing 2. It has been written
without any consideration for the modeling part. Basically,
the main program starts several processes that will execute
the beaphilo function implementing one philosopher’s be-
havior.

1 #define N 3
2 // Behavior of a philosopher
3 void beaphilo (int id, int *f) {
4 int i,g=id, d=(N+id -1)%N; char l[3];
5 // Part C
6 for (i=0; i<N; i++)
7 if ((i!=g) && (i!=d)) {
8 close((f+(i*2))[0]); close((f+(i*2))[1]);
9 }

10 for (;;) {
11 if (read((f+(g*2))[0] ,l,1) >=1) 1;
12 if (read((f+(d*2))[0] ,l,1) >=1) 1;
13 write((f+(g*2))[1] ,"o" ,1);
14 write((f+(d*2))[1] ,"o" ,1);
15 }
16 close((f+(g*2))[0]); close((f+(g*2))[1]);
17 close((f+(d*2))[0]); close((f+(d*2))[1]);
18 exit (0);
19 }
20 // Create philosophers as independant processes
21 int main (int argc , char** argv) {
22 int i, proc[N], f[2*N];
23 // Part A
24 for (i=0; i<N; i++) {
25 if (pipe(f+(i*2))) return EXIT_FAILURE;
26 write((f+(i*2))[1] ,"o" ,1);
27 }
28 // Part B
29 for (i=0; i<N; i++)
30 if (!( proc[i]=fork ())) beaphilo(i,f);
31 for (i=0; i<N; i++) wait(NULL);
32 }

Listing 2: A philosopher program

Four parts are identified to help distinguish the mapping
between the source code and the generated model (figure 4).
Parts A,B and C are highlighted by some comments in the
source code. Part C regroups all philosopher’s behavioral
instructions while part B is responsible for creation of those
philosophers. Part A is dedicated to initialization. Part D
regroups dead code instructions. In practice, this part of
Petri net model is deleted during the building phase.

6.2 The generated Petri net
We apply our production factory to this program and enable
struct and syscall perspectives construction. The result is
the Petri net displayed in figure 4.

The place proc has no equivalent in the program since it is
the result of some transformation rules. It represents a pool
of pids (deduced from rule Syscall1.2).

As planned, the model contains a color class: proc that rep-
resents the list of available process identifiers. Bounds of this
color class are provided by the system designer. In this ex-
ample proc’s bound can be deduced from N in the program).
Thus, the initial marking is the following:

• M = <0> (the main process),

• M’ = <proc.all>\<0>
(the pool of processes without the main process),

Table 2 shows the model’s size after the building phase and
after the optimization phase. The model of figure 4 is the
reduced one.



Building Optimizing Reduction rate

Places 38 13 65%

Transitions 44 16 63%

Arcs 82 35 57%

Table 2: Model’s size before and after optimizations

6.3 Some analysis of the model
Some bad constructions such as structural infinite loops or
structural dead code can be automatically detected on the
reduced model.

Structural infinite loops correspond to a cycle without exit
conditions in the Petri net model. Structural dead code
corresponds to a subnet that is not connected to the main
one. For example, the dotted part in figure 4 corresponds
to dead code.

Then the model can be analyzed with Petri net tools. We
use CPN-AMI [25] for that purpose. Structural bounds com-
puted on the unfolded net show that only the main process
can access to place 1_EXIT (i.e. the only possible marking
for this place is for value <0>). This is the normal behavior
we expect since philosophers never stop thinking and eating.

Model checking detects one unique terminal state in the sys-
tem. This situation corresponds to an error during the ini-
tialization of structures (Part A in figure 4). In this case,
no children are created and the only process (the main one)
dies.

We propose to set up an observation point at line 13 (it
corresponds to place 0 7 1 post) to exhibit potential dead-
locks. We then associate the following observation formula:
All processes can reach simultaneously this line (meaning
that all philosophers are trying to get their second fork).

This formula is easily translated by a reachability formula
to be processed by a model checker. Prod [27] in CPN-AMI
returns the following results (with 3 philosophers):

• it is possible to reach this problematic state,

• this sequence of 16 transition firings leads to this state:

1. struct 1 5 9,

2. sys 1 6 1 fork,

3. call 1 7 0,

4. struct 0 5 6,

5. sys 0 7 1 read,

6. sys 1 6 1 fork,

7. call 1 7 0,

8. struct 0 5 6,

9. sys 0 7 1 read,

10. sys 1 6 1 fork,

11. call 1 7 0,

12. struct 0 5 6,

13. sys 0 7 1 read

From such a path, it is possible to locate and to outline and
to animate the corresponding instructions in the C program
by using the information stored in the CFG.

6.4 Transforming larger programs
Since our global approach is dedicated to intrusion detection
system, our benchmarks are more system-oriented than the
philosopher problem. Here are some examples of UNIX pro-
grams we have processed considering the struct and syscall
perspectives. Results are presented in table 3.

whois ping gzip

Program’s size (lines) 874 2454 7323

Model size (nodes) 1499 2348 5692

Optimized model size (nodes) 627 1037 3301

Table 3: Modeling results for some UNIX programs

7. CONCLUSION
In this paper, we have presented a way to automatically
translate a C program into Colored Petri net for analysis
purpose. Such an analysis is operated in the context of In-
trusion Detection Systems (IDS) where it is of interest to
check programs with regards to “dangerous” behaviors. This
technique, called off-line monitoring, is similar to perform-
ing model checking on programs.

We use GCC as a front-end to perform program slicing. We
exploit information from the Control Flow Graph (CFG) to
produce our Petri nets. So, if experimentation in the paper
is done on C programs, our technique should be applicable
to any language processed by GCC without majors changes.

To reduce the size of the resulting Petri nets, we consider
separate perspectives on a program. A perspective groups
remarkable elements to be observed in the target Petri net
model. Perspectives can be operated separately or chained,
according to what has to be observed.

Our transformation process relies on rules. Rules are as-
sociated to a perspective. Our Petri net generator applies
the rules associated to the selected perspective. Once the
Petri net is generated, we apply an optimization phase that
mainly relies on Haddad’s reductions [18].

These rules have been implemented in a tool prototype for
experimentation. Section 6 shows how our technique can
be applied to a simple program, up to some analysis phase.
It also shows that bigger programs from the standard Unix
library can be processed.

Future work concerns the development of new perspectives
such as signals, handling of variables or check of arrays
bounds.
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