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ABSTRACT

Multimedia service providers are widely using HTTP adaptive
streaming technology over Content Delivery Networks (CDNs) in
Internet. Content distribution in network congestion situations and
request redirection are the common challenges facing CDNs
performance in delivering multimedia content to end-users. In this
paper a CDN testbed is designed that consist of two mechanisms
in order to fast deliver the segmentation of adaptive video
streaming and redirect clients request to appropriate surrogate
servers that hold copy of replica video content. Evaluation results
prove the efficiency of the designed testbed according to vary
bandwidth, delay and packet loss. The candidate application layer
protocol to push proactively media segments to surrogate servers
is faster than others and the clients redirection to appropriate
surrogate servers based on the performance of server load and
network congestion provides better experience to end-users.

CCS Concepts

* Networks> Network protocols > Network protocol design
* Networks> Network performance evaluation > Network
performance analysis.
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1. INTRODUCTION

Content Delivery Networks (CDNs) are large-scale distributed
servers (cache servers or surrogate servers) strategically deployed
in multiple geographical locations in order to replicate contents as
shown in Figure 1. They first evolved in 1998 [1]. CDNs provide
services that improve data access by enhancing bandwidth and
minimizing access latency. Examples of commercial CDNs are
Akamai, Amazon CloudFront, EdgeCast, Limelight, Level-3 and
many others. The infrastructure of a CDN includes distribution of
object replicas, a request-routing mechanism, content delivery to
end-users and accounting. The distribution infrastructure may
push and/or pull to move content from the origin server to
surrogate servers. The request routing infrastructure is responsible
for directing client requests to the appropriate surrogate servers.

The content delivery infrastructure consists of a set of surrogate
servers that deliver copies of object replicas to end-users.

Highly successful deployment of over the top (OTT) service in
CDNs multimedia streaming in both live and on-demand
applications is generating a high percentage of down streaming
Internet traffic [2]. The bandwidth usage of Netflix as multimedia
service provider climbs to nearly the 37% of the Internet traffic
and it counts to consume more bandwidth than YouTube, Amazon
and Hulu [3]. Finally, the 72% of all the Internet video traffic will
cross over CDNs by 2019 [4].

Netflix and YouTube widely use HTTP adaptive streaming (HAS)
technology [5], which is used for adapting the video quality to the
current network conditions in order to deliver and adapt a video in
its best possible quality. In HAS, the video content is encoded into
several bitrates (qualities/representations) and each bitrate is
packetized into small segments called chunks. The addresses of
segments are stored in an XML file called media presentation
description (MPD)/manifest file. Clients can easily retrieve video
content from a server or multiple servers in a CDN once read the
manifest file. There are several companies that have the
proprietary of implementing adaptive multimedia streaming in
Internet such as Apple HLS [6], Adobe HDS [7], Microsoft
(MSS) [8]. MPEG-DASH [9] is the ISO/IEC standard. Most of
the systems are using similar mechanisms for adaptive streaming
while they apply different characteristics and formats. However,
delivery multimedia contents over CDNs may encounter the
following problems. 1) Bandwidth consumption: if there is not a
suitable application protocol over reliable transport protocol to
push proactively multimedia content to surrogate servers then it
will cost higher to transmit and consume a lot of bandwidth. 2)
Storage cost: lack of an algorithm in push-base scheme to decide
which content should be outsourced and where it should be placed
among surrogate servers. 3) Clients redirection: in the request
routing mechanism, redirection is another issue; proximity,
shortest route and server load are parameters that can be applied to
provide better quality of experience (QoE) in delivery multimedia
content to end-user.

The aim of this paper is to design a lightweight CDN testbed in
order to easily implement mechanisms, protocols and control
network traffics to delivery adaptive multimedia content. Our
contributions can be summarized as follows:

1. Design a virtualized CDN testbed to provide both distribution
and request routing mechanisms for delivery adaptive multimedia
streaming to end-users.

2. Reduce bandwidth consumption by selecting a candidate
protocol to avoid network congestion and fast deploy adaptive
video segments among surrogate servers.
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3. Selecting the right surrogate server based on the minimum
traffic load metrics (high bandwidth, low latency, low packet loss)
and determining server load to end-users in order to provide better
QoE.

The remainder of this paper is organized as follows: Section two
presents the related work; Section three shows the proposed
design and details of implementing the proposed design; Section
four illustrates some experimental results; and finally section five
highlights some conclusions and future work.

2. RELATED WORK

In this section we will review some related work and present the
background of CDN applications.

2.1 Background CDN applications

Nowadays, most of the traditional websites are changing to
multimedia websites. For this reason, the expectation of users
regarding quality of service (QoS) increased. CDNs have been
widely deployed to deliver the contents from content providers to
a large community of geographically distributed users. CDN use
many servers and distribute the load among them so that user
request will be served from the nearest server and bypassing
congested network paths [10]. In addition, CDNs are used to
reduce latency between the end-users and the web-services by
sending the cached contents surrogate servers to users on behalf of
the main servers [11]. Web objects, live-streaming media, emails
and social networks are among the services that use CDN
technology [12].

2.2 CDN Testbeds

A wide range of techniques has been developed, implemented and
standardized for improving the performance of CDNs. However,
most CDN providers do not take advantage of these techniques.
Moreover, academic CDNs based on real testbeds like PlanetLab,
are treated mostly as black boxes or require the volunteer
involvement of many individuals [13]. Virtual Networks over
User Mode Linux (VNUML), Manage Large Networks (MLN)
and NETKIT are used to create experimentation scenarios, but
quite different from conventional virtualization management
infrastructure tools, which are oriented to production data center
and achieving optimal performance to end-users [14]. Therefore,
the development of novel techniques in such environments is quite
difficult or impossible. Also the lack of efficient CDN simulation
tools has been highlighted in several works such as performance
and interoperability. It is crucial to develop a reliable and useful
testbed for evaluating and validating the performance of CDNs
[13].

2.3 Bandwidth consumption and storage cost
When multimedia service providers make a contract with a single
or multiple CDN operators, high network congestion and long
distance between content providers to CDN servers bring issues to
think on protocols and mechanisms to reduce bandwidth
consumption and storage cost. Application layer protocols based
on TCP and UDP are designed to deal with the characteristics of
delivery objects in congestion networks and high delay between
client and server [15]. The Hypertext Transfer Protocol (HTTP)
over TCP is designed to optimize video streaming application in
Internet and simplify deploy procedures. Unlike the use of Real-
time Transport Protocol (RTP) over User Datagram Protocol
(UDP), HTTP is easy to configure and is typically granted
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Figure 1. CDN Architecture.

traversal of firewalls and network address translators (NATS),
which makes it attractive for multimedia streaming applications
[16].

In CDNs, FTP is used to guarantee a reliable data transmission to
all replica servers and surrogate servers can fetch content from
multiple sources via MFTP. Furthermore, there are protocols at
higher layers that deal with cache management in order to fetch
content. Such protocols includes the Internet Cache Protocol
(ICP), Hypertext Caching Protocol (HTCP), Cache Array Routing
Protocol (CARP) and Cache Digests [17]. In [18] bandwidth and
storage cost issues are discussed, NP-complete is considered as
the optimal placement of the outsource objects in CDNs servers.
Latency based-approach is developed by [18] that uses adaptive,
non-parameterized techniques to place outsource objects to CDNs
servers. The approximation algorithm in [19] is developed to
provide theoretical analysis of time and space complexities in
order to minimize cost storage, latency and consumption
bandwidth in push and pull schemes.

2.4 Redirection mechanism

CDNs take advantage of the DNS protocol to resolve domain
name to its corresponding IP address to redirect clients to
proximity surrogate server. Moreover, DNS has some problems
[20] regarding the lookup latency (webpage become more
complex) and update latency (latency to update which is not easy
to select suitable time to live, TTL). TTLs adversely affect the
lookup performance and increase network load [21]. CDN-based
DNS prototype in [21] is designed to improve DNS lookup time
compared to legacy DNS. Regarding the disadvantages of DNS
request route, [22] stated that this mechanism has high latencies of
data delivery and network congestions. In addition, they have
introduced the service-oriented routers (SoRs) in order to reduce
disadvantages of the DNS-based request route. These SoR routers
have ability to capture information of packets to redirect clients to
right surrogate servers. Transportation of the redirection problem
is defined in [23], the object function of the paper is to minimize
the cost of serving a video request from user population x using
server y. They used latency and packet loss metrics to redirect
clients to optimal cache server. End-users based on DNS
redirection, can lead to significant latency, which impact the QoE
of the HAS services. [24] focus on evaluating the impact of
HTTP-based redirection in federated CDNs to increase the QoE of
HTTP-based adaptive streaming through providing two novel
policies to rewrite client request to correct CDN servers.
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Figure 2. CDN Testbed Design.

3. SYSTEM DESIGN

This section contains the design of a CDN testbed, application
layer push-based candidate protocol and algorithm and
mechanism to redirect clients request to appropriate edge of
networks. The testbed prototype consists of four components:
Origin server (content provider), Surrogate servers (Cache
servers/service provider), Network traffic shapers, and clients.
These components are connected together through high transit
network links as it is shown in the Figure 2. Thus, the testbed
provides two mechanisms. First, proactive content distribution
using candidate application layer protocol to de transmit video
content and application service to surrogate servers. Second,
redirection clients request to an appropriate CDN surrogate
servers that have the copy of objects.

To deliver service to clients, content provider proactively replicate
media segments over surrogate servers. When the client access to
the domain name of original server, the clients interact with origin
server to connect an appropriate surrogate server will be assigned
by the system in order to provide application service and list of
available videos. Each component will be described in the next
subsections.

3.1 Original server

Original server is a top server that provides adaptive video
streaming content to clients through surrogate servers. In the
origin server, raw video that is an uncompressed file will be
encoded into various bitrates/qualities in order to provide adaptive
video streaming over HTTP. Therefore, each bitrate packetized
into several media segments/chunks and each chunk has a time
duration, which might be between 2 to 10 seconds [25]. Moreover,
these media segments reside in local storage of the server and
media segments manifested in the XML file to allow end-user
casily access to media segments in one or more servers [26].

3.2 Surrogate servers

Surrogate servers are used to keep a copy of replica adaptive
video streaming content. The characteristics of these servers
provide two mechanisms. First, they receive proactively a copy of

the video content from original server or pull the video content
from original server to surrogate servers to service clients in the
case when cache servers get missing content. Second, provide
service web application play back to clients.

3.3 Network traffic shapers

The network traffic shaping emulator in the testbed has utilized to
control throughput of available bandwidth by prioritizing network
resources and guarantee certain bandwidth based on predefined
policy rules. It uses concepts of traffic classification, policy rules,
queue disciplines and quality of service (QoS). The network
shaping is the combination of traffic control (TC) queuing
discipline Hierarchy Token Bucket (HTB) and Network
Emulation (NetEm) in order to shape and control the network
link’s upload, network link’s download, delay and packet loss
ratio.

3.4 Clients

Clients may be computers, tablets and mobiles located outside the
virtualized testbed. PCs may operate different operating system
including Linux, Windows, I0OS, etc. They can access the CDN
servers to get service through using Chrome browser to play out
video streaming. The characteristic of Chrome is to support media
source extension (MSE) to handing the media segments together.
Therefore users can upload and modify video content in the
system as the permission given by servers.

3.5 Mechanisms
In this subsection we will describe the two mechanisms,
distribution and redirection.

First the distribution mechanism, the system selects an appropriate
application layer protocol that satisfactory deliver small chunks of
adaptive video streaming. We use the delivery application layer
protocols that are based on TCP transport layer, respectively
includes: FTP, HTTP and web distributed authoring and
versioning (WebDAV1) in order to choose the right application

! https://tools.ietf.org/html/rfc4437



layer protocol that suit to fast deploy small chunks of media
content among surrogate servers.

The second mechanism is the redirection algorithm to decide
which surrogate server can be used to serve clients. The adaptive
request routing algorithm involves the estimation of metrics such
as performance of server load and the congestion of the network
links by taking advantage of internet control message protocol
(ICMP) to calculate round trip time of packets and packet loss
ratio Then the URL re-writing informs the clients about the
selection of the nearest surrogate server and it is generated by the
request-routing algorithms.

The Pseudo Code algorithm described in Algorithm 1 shows the
process of client interaction with service provider to get
multimedia service. We represent surrogate server by SSk and
there are N surrogate servers as k = {1,2,3...N} and represent
clients by Ci, i may be {1,2, 3...M}. IP addresses of clients can be
captured by content provider (original server) as denoted by CP
and deliver to number of M surrogate servers, SSk send packets
asynchronously to Ci in order to calculate the average of minimum
latency and packet loss. CP selects optimal result and re-rewriting
the URL of HTTP client request to optimal SSx. Moreover, the
placement of original server and surrogate servers in the CDN
infrastructure is related to network metrics, such as achievable
bandwidth, round trip latency (both directions) and packet loss.
Each component has network traffic shaper as shown in Figure 2
to characterize different behaviors of the amount of data that the
network can transfer per unit of time.

3.6 Implementation tool

Virtualization based testbeds are widely used in network
environments to test protocols and applications in order to reduce
cost, hardware resources needed and complexity of present
networks. Virtual networks over Linux called (VNX)[14] is a tool
designed to help building virtual network testbeds automatically.
It allows deployment of network scenarios made of virtual
machines for different types of operating systems. The VNX tool
allows the definition of virtual network scenarios and controls
their deployment over either a Linux server or a cluster of servers.
The user can control how the virtual scenario is distributed over
different cluster servers, using algorithms, redistricting rules. The
main reasons of using VNX in this project are agility, easy to
implement requirements over the Linux operating system, fast
encode video content to adaptive bitrate streaming through
command lines, availability and fast configuration of protocols,
and modify performance of components.

12 Calculate average of latency && ratio of packet loss between
SSk and Ci

Original server

13 While SSk do not send response or time out

14 If SSk has responded

15 Calculate minimum latency [k]

16  EndIf

17 EndWhile

18 Rewrite URL to surrogate server [k] has minimum latency
Client side:

19  Receive web service and list of videos from surrogate [k]
has minimum latency

4. EXPERIMENTS

This section describes the experiments over the CDN testbed, it
includes virtualized original server, three surrogate servers and
external clients that connect to the CDN testbed with high speed
network connections. The device performances are summarize in
Table 1. An Apache server was configured to serve http requests,
Cadaver, FTP client and Curl to push media segments of adaptive
video streaming onto surrogate servers. Therefore, an X2642
codec tool was used to encode the raw video ‘y4m’ into
H.264/AVC although it provides various H.264 bitrates.
MP4Box3 is used to keep the H.264 codec in a MP4 container,
and then packetize the MP4 videos through MP4Box to adaptive
bitrate streaming including segments and manifest file. On
surrogate servers, we installed an apache server, FTP server, DAV
module to support WebDAV and a squid cache server for caching
contents. Client side uses Chrome browser to playback video
streaming on the web application. Moreover, Iperf is used to
activate measurement of quality links; it reports the bandwidth,
delay and packet loss of networks.

Table 1. Device performances.

Item Servers Clients
CPU 2,4 GHz Intel | 2,4 GHz Intel
/4 Core /4 Core
Memory 4GB 8GB
Hard Disk 500GB 500GB
Graphic Card - 512MB
0.S Debian Ubuntu, I0S

Algorithm 1, Pseudo code redirection client request to optimal
surrogate server.

Client side:

1 Ci sends GET to request multimedia web service
Original Server:

2 receive Ci request in http message

3 capture Ci IP address

4 ForSSk=1 > N
5 send Ci IP address to N surrogate servers through http
6 End For

Surrogate Servers:

7  Receive the http request from original server contains IP of Ci
8  SSk apply asynchronous task

9 ForSSk=1-> N

10 Send 10 packets to client IP address

11 End for

In our experiments, we select short segment length of adaptive
video bitrate streaming that discussed in [5]. We chose the raw
video of Big Buck Bunny and encode 7200 frames (120seconds)
into three qualities/representations R = [1, 2, 3] inter-dependent
from the AVC segments.

The property of each level is shown in Table 2, and then we
segment each representation into the duration of 2 seconds (I-
Frame = 48 frames) with different sizes. The manifest file
contains the address of placement of media segments in the
servers indicated by an URL. Also in order for the clients to use
an appropriate play back application, open source DASHIs
application is used. It is a seamless integration of dynamic
adaptive streaming over HTTP based on JavaScript which uses the
Media source API Google’s chrome to present a flexible and
potentially browser independent of the DASH player4.

2 http://www.videolan.org/developers/x264 html

? https://gpac.wp.mines-telecom. fr/mp4box/
* http://dashif.org/



Table 2. Information of the adaptive video streaming.

Spatial Spatial
R | ser | B | et | couton | s
width height
@R1 60 250 640 360 24
@R2 | 60 500 704 480 24
@R3 | 60 1000 1280 720 24

In our experiments, the distribution process includes the
utilization command lines such as Cadaver, Curl and FTP client to
push the media segments from content provider into surrogate
servers. In addition the video chunks automatically keep in the
local cache of each surrogate servers. In the redirection
mechanism the series of packets send between IP layers of
surrogate server and clients to specify which surrogate server
become an appropriate server to provide service to end-users.
Also clients can see list of available videos that pushed from
original server to correspond surrogate server.

To evaluate the performance of distribution the segmentation of
adaptive video streaming in the CDN testbed we provide different
impairment of available bandwidth, high and low distance (delay)
between content provider to a surrogate server and then vary
range of packet loss ratio in order to find out arrival time of video
chunks. Therefore we analyzed the performance of TCP of each
application layer protocol according to number of the packets that
can be retransmitted, and TCP throughput. Furthermore we
utilized Wireshark to capture information of sent/received packets
in the networks. To apply the experiments we merely determine
one surrogate server to replicate adaptive video contents. Network
traffic shapers are used to impair the bandwidth, delay and packet
loss. Each experiment has been repeated 10 times to get accurate
results. So in the first experiment we impair the bandwidth into
different ranges that consists of 275Mbps, 45Mbs, SMbps and
1.54Mbps in order to find out the performance of which
application layer protocol waste less time in the process of
replication video contents in the surrogate server, as depicted in
Figure 3.
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Figure 3. Arrival time in vary bandwidth.

The blue bar indicates the transmission time of entire chunks that
took through WebDAYV protocol, the green bar for HTTP and the
red bar for the FTP transmission. The blue bar in this experiment
wasted less time to deliver entire chunks of the adaptive video
streaming, also expanding the bandwidth straightly affected on
arrival time of chunks especially in WebDAV. Different values of
delays (round trip time) in the second experiment has been
proposed as shown in the Figure 4 in order to discover the effect
of latency on arrival time of replication media segments on the
surrogate server. The blue line is the WebDAYV protocol that has
been moved up slightly from 20ms to 120ms. The red line and the
blue line have been turned up highly especially the red line used
much more time to arrive video chunks. Therefore, increases in
latency between original server and surrogate server have a huge
impact on delivery chunks in FTP and HTTP. In the third
experiment, as shown in Figure 5, we set the range of packet loss
between 0% to 2.5% with 6Mpbs of available bandwidth and
delay 20ms. In this experiment, packet loss rates highly affected
of the delivery time of chunks through FTP and HTTP than
WebDAV. Also WebDAYV has barely moved up from its position.
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Figure 4. Effect of RTT on arrival time.
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In the fourth experiment, we disclosed the performance of
transport layer (TCP) for each application layer protocols
regarding how much bandwidth they use to deliver packets as
depicted in Figure 6. In this experiment we constrain the
bandwidth to 6mbps, 20ms delay and 0.1% packet loss as well.
The blue line uses maximum rate of available bandwidth, it is
approximately between SMbps to 6Mbps, and its high pick rate in
the second 20 to deliver video chunks and the transmission takes
40 seconds to deliver all chunks of the video. The red line in the
initial delivery of chunks depredated to low value, this makes this
protocol to use less packet size to arrive on surrogate server and
the duration of whole time transfer of chunks took 45seconds.
Also the brown line used less bandwidth to transferring packets
further the brown line has been dropped to use 1.5 Mbps in second
12 and the total time was 50 seconds. In the fifth experiment we
illustrate the number of packets that are retransmitted in original
server through TCP transport layer of three application layer
protocols. For this experiment we set 0.1 percent of packet loss,
6mbps available bandwidth and 20ms delay in the shaper. In the
Figure 7 the red line indicates numbers of packets, which have
been retransmitted in FTP is higher than the green line. Therefore
the blue line indicates TCP of WebDAV non-packet is
retransmitted. It means that packet loss and delay barely have
effect on WebDAYV protocol to deliver small chunks.

3
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Figure 7. Packet retransmission.

In previous experiments we learned that, WebDAV used a header
size longer than HTTP and FTP. Persistent connection, pipelining
and permanently connected to destination until task finish makes
HTTP and WebDAV fast, easy perform better than FTP. In the
last experiment, the request routing mechanism involves to

sending series of IP layer packets through ICMP that reported in
PING® command to client side, maximum range of packet size is
63353 bytes. Also sending maximum size of packets and small
packet size are not the optimal solution in the experiments
because maximum size is producing high congestion and CPU
load on devices especially in constraint networks. Moreover small
size can not find accurate results. In this experiment we employed
128-bytes, including 120 bytes of data and 8 bytes of ICMP
header to check the connectivity and calculate minimum average
latency between surrogate servers and clients. Once the client
sends a request to original server to get multimedia service, the
original server sends the client IP address (the client IP address
captured through the PHP program) to surrogate servers through
HTTP protocol. Surrogate servers use multi-thread process to send
asynchronously packets to speed up executes tasks and reduce
client page load as depicted in the Table 3. Each surrogate server
sends packets of 128 bytes for 10 times and the interval between
each packet is 0.2 seconds. Results of packet loss and latency are
reported to original server in order to respond to client requests by
rewriting the URL to optimal surrogate server and then the client
gets the web page service application from optimal surrogate
server, which contains the list of available videos. The client can
retrieve the media segments of adaptive video streaming from its
surrogate server. On the other hand if the video is not available,
the cache server brings it from the original server to respond to
client requests.

Table 3. Page load time.

CDN request route Client page load

1.02 seconds
0.45 seconds

Not apply asynchronous

Apply asynchronous

In Table 4, we summarize the benchmarks between the proposed
mechanism and the conventional approaches

Table 4. Comparisons between proposed approach and
conventional approach.

No. Proposed approach Conventional approach
1. Simple and easy to use Complexity and limitation
3. Content distribution FTP

process based on
HTTP/FTP/WebDAV

Redirection based on DNS
servers creates additional
HTTP request and adds
RTT (round-trip-time)

4 Provider-related DNS
(URL re-writing) service at
server side offloads the
burden of the other DNS
server and reduces the
latency of redirection.

5. CONCLUSION

Our contribution in this paper was to design a CDN testbed to
easily implement protocols and mechanisms in order to provide a
faster and robust web multimedia delivery service to end-users.
Therefore we used application layer protocols which are based on
TCP layer protocol namely, i) FTP, ii) HTTP and iii) WebDAV to
push proactively media segments of adaptive video streaming on
to cache server/surrogate servers and a request routing algorithm

* https://tools.ietf.org/html/rfc2812



to redirect client requests to an appropriate surrogate server that
can service the client requests. Our aim in the paper was to
reduce bandwidth consumption by fast deploying media contents
in CDN servers in vary and restricted network conditions, and
redirect clients request to appropriate surrogate servers that be
based on high availability CPU resource and minimum end-to-end
delay. Results showed and analyzed that heterogonous devices can
be easily connected to the CDN testbed. The process of proactive
distribution through WebDAYV is better than regular HTTP and
FTP to replicate small media segments in high distance between
the origin server and CDN operators. Therefore WebDAYV can be
used channels with high packet loss due to barely packets
retransmission as shown in Figures 3, 4 and 5. In addition,
surrogate server load and network metrics are prominent
parameters to decide on request redirection.

Finally, our future work is to investigate on pull-based scheme to
provide better QoE to end-users by fast retrieving multimedia
contents to cache servers while content cache is missed and
provide dynamic request routing mechanism to check server load
and network congestion while client can not get better service
from corresponding surrogate servers.
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