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ABSTRACT

Recommender systems have achieved great success in pro-
viding product recommendations for online shopping. With
recommender systems, customers can find their interested
merchandise in a timely manner. It not only facilitates
customers’ purchases, but also promotes sales. While rec-
ommender systems can predict customers’ preferences accu-
rately, they suffer from privacy leakage in many aspects.

In this paper, we study an attack model in centralized
recommender systems and present a privacy-preserving rec-
ommendation framework to neutralize such attack. In this
model, an attacker holds some of the real customers’ ratings
and attempts to obtain their private preferences. The pro-
posed framework is based on the weighted nonnegative ma-
trix tri-factorization technique. It utilizes customers’ trust-
worthiness to filter out unrelated ratings so that their pri-
vacy can be preserved. We performed experiments on two
different datasets with respect to recommendation precision
and privacy preservation level. The results demonstrate that
our recommender system can distinguish between real cus-
tomers and attackers to a great extent without compromis-
ing the prediction accuracy.
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1. INTRODUCTION

Recommender systems are widely deployed in online stores.
With recommender systems, the merchants can provide per-
sonalized product recommendations to their customers. This
not only promotes their sales but also facilitates customers’
purchases. A recommender system is a program (or a set
of programs) that utilizes algorithms to predict usersﬂ pur-
chase preferences by profiling their shopping patterns. Most
popular recommender systems are based on collaborative
filtering (CF) techniques, e.g., item/user correlation based
CF’s |19, 17, |22, singular value decomposition (SVD) based
latent factor CF’s [20], and nonnegative matrix factorization
(NMF) based CF’s |4, [29].

While CF based recommender systems can make reason-
ably accurate recommendations, the privacy issues were raised
during this process [3},[18,[16]. As far as we know, almost all
online shopping websites keep users’ sensitive information
on their central servers, such as users’ purchase history as
well as their ratings and comments on products. When writ-
ing reviews, some websites allow users to choose publishing
or saving them as drafts. If the reviews are not sensitive,
they can be simply published by their authors. However,
if users just want to save those comments for personal pur-
poses and do not hope to share with others, they can keep
the drafts unpublished. By doing so, people can ensure that
these comments are only visible to themselves. With that
said, people’s published reviews are exposed to the public
so anyone can read them freely. Though these comments
might not be considered as customers’ privacy, malicious
users are able to identify customers’ private preferences on
particular products by cheating recommender systems. In
a typical attack model, the attackers create fake user pro-
files containing real customers’ public comments and then
obtain recommendations from the system [13|. Due to the
connections (either implicit or explicit) between users’ public
preferences and private preferences, if a recommender sys-

!The terms “customer” and “user” are used interchangeably
as they refer to the same thing in this context. Same inter-
changeability also applies to “product” and “item”.

MOBIMEDIA 2016, June 18-19, Xi'an, People's Republic of China
Copyright © 2016 EAI
DOI 10.4108/eai.18-6-2016.2264146



tem fails to distinguish real customers from malicious users,
it would be highly possible that the private preferences of
real customers can be exposed.

On some product review websites, such as Epinions.com
and Ciao.com, in addition to writing reviews for items, users
can also tag trust votes based on their opinions on others’
reviews [8]. In other words, every user maintains a list of
the users that he trusts. Now an assumption is added to
the aforementioned attack model - attackers are not easily
trusted by other people because they only duplicate real
customers’ reviews and ratings and create fake profiles in
a relatively short time. We make this assumption because
before a user tags his trusted users, he must have read many
of their reviews in the past. If a newly created account
has very similar or the same product reviews and ratings as
people’s trusted users, they might suspect that this account
is a fake account so they would not trust it.

In this paper, we propose a privacy-preserving recommen-
dation framework, named TrustRS, which preserves users’
private preferences when providing accurate recommenda-
tions. The framework uses NMF based CF techniques that
work on both users’ rating information and their trustwor-
thiness to provide personalized recommendations. We divide
the procedure into two stages: unknown rating predictions
and unrelated entries filtering. The raw ratings and trust-
worthiness information participate in the weighted nonnega-
tive matrix tri-factorization |7} 24| to approximate the origi-
nal rating matrix. User and item groups are then established
according to the factor matrices. We use the group informa-
tion to filter out unrelated entries so that a majority of real
users’ items of interest are concealed from attackers. We
examined TrustRS on the Epinions [15] and Ciao datasets
[23] in two aspects: (1) unknown rating prediction accuracy,
and (2) user privacy preservation level. The results show
that our framework can tell real customers from attackers
to a great extent without compromising the prediction ac-
curacy.

The contributions of this paper are threefold:

1. We proposed an attack model and the corresponding

privacy measurement;

2. We applied trustworthiness to the weighted nonnega-

tive matrix tri-factorization to improve prediction ac-
curacy;

3. We grouped users and items according to the factor
matrices of NMF and used them to filter out unrelated
ratings for privacy preservation.

The remainder of this paper is organized as follows. Sec-
tion [2] gives the related work. Section [3] defines the problem
and related notations. Section [l describes the main idea of
the proposed approach. Section [§] presents the experiments
and discusses the results. Some concluding remarks and fu-
ture work are given in [f]

2. RELATED WORK

Privacy-preserving collaborative filtering (PPCF) was first
proposed by Canny [3] and has been studied in both dis-
tributed systems [3} |28} |1} [27) |13, 21| and centralized sys-
tems |18} |14} |10, |5]. While most peer-to-peer (P2P) environ-
ments adopt distributed recommender systems, centralized
systems are widely used by almost all of the most popular
online vendors, e.g., eBay, Amazon, and Newegg.

Polat and Du [18] applied randomized perturbation tech-

niques to the SVD based collaborative filtering to provide
privacy-preserving recommendations. In their method, uni-
form or Gaussian noise is added to the users’ real ratings
and then the server predicts the unknown ratings by the
perturbed data. Based on this model, Li et al. [14] used
NMF instead of SVD as the fundamental collaborative filter-
ing technique and they obtained better results than Polat’s
method. While both papers demonstrated that the proposed
methods perturbed the data to a reasonable level and kept
the prediction precision, it is not clear how much contribu-
tion can be made by the methods to the real world recom-
mender systems. Different from Polat’s and Li’s work, Kaleli
et al. [10] proposed a privacy-preserving naive Bayesian clas-
sifier (PPNBC) CF approach. The approach employs ran-
domized response techniques (RRT) [25] to protect users’
privacy while producing referrals using a naive Bayesian
classifier (NBC). In their model, the RRT is applied to both
the one-group scheme and the multi-group scheme for data
distortion purposes. The distorted data is then fed to NBC
for recommendations. Adding to [10], Bigle et al. [2] utilized
pre-processing to improve the privacy-preserving recommen-
dations. In their method, the masked data is pre-processed
by identifying the most similar items to each item off-line;
some of the unrated item entries are also filled to improve
the density. Since the increasing number of features and
groups would degrade the online performance of the multi-
group PPNBC significantly, decreasing the amount of data
involved in CF can be very beneficial. With the varying
number of neighbors, the central server can decide how many
items would be recommended to users. In our experiments,
it was tested by the attack model for comparison purposes.

Recent works on using trustworthiness in collaborative
filtering indicate that this information benefits prediction
precision as well as privacy protection. Jamali et al. [9)
proposed SocialMF, a recommender system that makes use
of the matrix factorization technique with trust propaga-
tion in social networks. Similar to [9], Yang et al. [26]
proposed TrustMF to handle data sparsity and cold start
problems which happen commonly in collaborative filtering
based recommender systems. In TrustMF, users are pro-
jected into low-dimensional latent feature spaces by the ma-
trix factorization technique according to their relationships.
By doing so, users’ mutual influence on their own opinions is
reflected in a more reasonable way. In [11], the authors pre-
sented a trust based recommendation scheme on vertically
distributed data for privacy preservation. The scheme builds
a trust web of users and then uses it to filter users’ neighbors
in order to protect the privacy. Our proposed framework
incorporates trustworthiness into the weighted nonnegative
matrix tri-factorizarion [24] to improve prediction accuracy
and privacy protection.

In [13] and [21], the authors proposed group based privacy-
preserving recommender systems in which recommendations
are made at the group level as opposed to the individual
level. Their experimental results show that user groups can
be utilized as a natural protective mechanism for achiev-
ing promising privacy protection. In [13], items are grouped
in terms of their ratings so users’ public interests and pri-
vate interests can be separated. The system then identifies
and aggregates the preferences of group members. Recom-
mendations are made by personalizing the group preferences
locally to conceal uesrs’ private interests. Motivated by this
framework, we group items and users according to the fac-



tor matrices of NMF in our centralized system to distinguish
real users from attackers.

3. PROBLEM DESCRIPTION

Assume the data owner has two matrices: a user-item
rating matrix, denoted by R € R™*", and a user-user trust
matrix, denoted by T' € R™*™, where there are m users and
n items. An entry r;; in R represents the rating left on item
j by user i. The valid range of a rating’s value varies from
website to website. Some websites use the 1 ~ 5 scale with
1 as the lowest rating (most disliked) and 5 as the highest
rating (most favorated) while some others use the —10 ~ 10
scale with -10 as the lowest rating, O as the neutral rating,
and 10 as the highest rating. The trust matrix 7" indicates
trust relationships among users. Possible values of the entry
tir in T are 1, 0, and -1. t;; = 1 means that user 7 is trusted
by user k, while t;; = —1 means that user ¢ is distrusted by
user k. If the trust relationship is unknown, then ¢, = 0.

The rating matrix R is incomplete due to the fact that
most users rate only a few items and most items are rated
by a small number of users. The main task of recommender
systems is to predict the unknown ratings in R, which are
further used to make recommendations. The collaborative
filtering based recommender systems predict ratings by us-
ing relevant users’ preferences. In this scheme, if two users
have very similar preferences, they are very likely to receive
close or same recommendations. Malicious users can take
this advantage to obtain real users’ private interests, which
are considered as sensitive information. Definition [1| gives
the formal description of the attack model.

DEFINITION 1. An Attack model is a 4-tuple: Attack(u,a)

= {Ru, Ra, Lu, Lo}, where u is a real user and a is an at-
tacker; R, and Rq are their rating vectors; L., and L, are
their recommendation list£]

To attack a recommender system, the attacker makes a
fake profile R, according to the real user’s preferences Ry
and receives recommendations from the system. The closer
L., and L, are, the more successful of an attack is achieved.

User u

i u’s public ratings R,

Attackter a

Recommender
System (RS)

N

U’s partial ratings R,

Figure 1: An attack model

W/

As mentioned earlier, an attacker can easily collect real
users’ public preferences. However, it is not easy for attack-
ers to be trusted by the same people who trust the attackees.

2The recommendation list in this framework contains all rel-
evant items to the active user. They might receive either low
or high ratings from this user.

Therefore, in our proposed attack model, we assume that at-
tackers only possess attackees’ partial public ratings but are
not in other people’s trust lists.

The purpose of our proposed recommendation framework
is to distinguish real users from attackers by differing their
recommendation lists without degrading the accuracy of the
unknown rating predictions.

4. TRUST-AWARE PRIVACY-PRESERVING
RECOMMENDATION FRAMEWORK

In this section, we will introduce the proposed recommen-
dation framework —TrustRS in two phases: unknown rating
predictions and unrelated entries filtering.

4.1 Unknown Rating Predictions

In [24], the authors used the weighted and constrained
nonnegative matrix tri-factorization for privacy-preserving
data updates. In TrustRS, we incorporate users’ trustwor-
thiness into a similar matrix factorization to approximate
the original rating matrix.

Nonnegative matrix factorization (NMF) [12] is one of the
most popular dimension reduction methods and has been ap-
plied in collaborative filtering to make product recommen-
dations [29, 4]. A conventional NMF is defined as follows
12,

Rmxn% ka'VnTXk:' (1)

The goal is to find a pair of orthogonal nonnegative matri-
ces U and V that minimize the Frobenius norm |[R—UV 7| .
Thus the objective function for NMF is

minuzo,vzof(R,U, V) =|R—-UV"|%. (2)

It is worth noting that R must not contain missing values
as NMF is not suitable for such matrices. If all missing val-
ues in R are replaced with zeros and NMF is performed on
the imputed rating matrix, it will lead to very biased results.
Moreover, the trustworthiness is expected to be incorporated
into the matrix factorization, and the users as well as items
are expected to be grouped in terms of the factor matri-
ces. Therefore, additional constraints need to be applied to
NMF. To do so, we propose the trust-incorporated NMF as
illustrated in Eq. .

mingy>o,s>0,v>0,8>0f (R, Wr,T,Wr,U,S,V,B) =
a-|Wro(R—USV)|%+ 8- |Wro(T—UB")|% (3)
+v- (U +1ISIF + IVIIE + |1 BlI%),

where U € R7"F, S e R vV e RY and B € R7*F. U,
V, B are orthogonal matrices. o denotes the element-wise
multiplication.

In this equation, R is a rating matrix and T is a trust
matrix. Since both R and T are incomplete, two weight
matrices Wr and Wr are introduced to resolve the missing
value issues [29]. They indicate the locations of the observed
entries in R and T as

1 2 Tij 0
WRij = { 0 Z§ Tij‘ 7:50 (wrij € Wr,ri; € R)  (4)

(wrij € Wr,ti; €T)  (5)

1 if i #0
’I_UT’LJ_{O Zf tij:O



In the first term of Eq. , an extra factor matrix S
is utilized to absorb the different scales of R, U, and V for
simultaneous row clustering and column clustering |7]. Ding
et al. [6] showed that NMF and the K-Means algorithm are
equivalent with respect to object clustering. In our proposed
framework, we expect to group users and items according to
the results of NMF without extra clustering overhead. Thus,
by using S, the factor matrices U and V can be viewed
as the cluster membership indicators for users and items,
respectively.

While the first two terms focus on optimizing R and T,
the third term of this equation is added to avoid overfitting.
We use coefficients «, 3, and 7 to control the weight of
each term. The corresponding update formulas are listed as
follows:

Uij = UZ]
{a(Wg o R)VST + B(Wr o T)B}j (6)
{a[Wr o (USVT)VST + B[Wr o (UBT)|B +yU};

{aUT(Wg o R)V}4j

Sij = Sij - {aUT[Wg o (USVT)]V 4+ ~S}i; (7)
= Vi - {a(Wro R)TUS}Y;;

Vi = Vij {a[Wr o (USVT)TUS + 1V}, (8)
B, = B, W) Ul (9)

{BWr o (UB)"U + B}

As we mentioned above, rating matrices are usually very
incomplete. In order to predict missing values, the trust-
incorporated NMF initializes the factor matrices U, S, V,
and B with random values. It then iteratively updates them
according to the update formulas. The iterative procedure
can be terminated either after a particular number of iter-
ations or when the Frobenius norm ||R — UV” ||z has only
trivial differences between two consecutive iterations, i.e.,
the objective function’s global minimum is achieved. Even-
tually, with the updated factor matrices, a complete rating
matrix can be calculated by taking the product of the ma-
trices, i.e., R=US VT, where all unknown values in R are
predicted and present in R.

With regard to the time complexity, assuming k,l <
min(m, n), each iteration takes up to O(mn(k +1) + (m? +
n?)k) calculations.

4.2 Unrelated Entries Filtering

In the previous section, we developed an NMF model that
considers ratings as well as trustworthiness. The approxi-
mated rating matrix R has no missing values. To make per-
sonalized and privacy-preserving recommendations, TrustRS
filters out unrelated ratings before it generates the recom-
mendation lists.

To this purpose, users and items are grouped based on
U and V in Eq. so that only relevant items would be
presented to the users. The following definitions define the
user group and the interest group that would be used next.

DEFINITION 2. A user group gu, = {Tvup, Du,}, where
Ty, is the set of users that belong to this group; Dy, con-
tains the membership degree of each user in Ty .

DEFINITION 3. An interest group gr, = {T1,, M1, g{]q},
where T, is the set of items that belong to this group; Mp,
contains the average rating of each item in Tr,; g{]q is the
group of users (with their membership degrees) that have
rated at least one item in Tj,.

Interest groups, denoted by G; = {gry,9r19,.--,91,}, can
be established in terms of matrix V' according to the equiv-
alence between NMF and the K-Means clustering algorithm
|6]. For a given V' € Ri”, items are clustered into | groups

by Eq. .

¢; = argmax Vj, (10)
1<5<l
where ¢; is the index of the group that item i belongs to.
For each item group T}, the average rating of every item
is calculated and the related users are also identified. In
this case, a single user may belong to multiple groups. This
user grouping strategy is called the interest based grouping.
The membership degree of user u to interest group g can be
calculated by Eq. .

dug = (1 — disug) - Waug - Whyg, (11)

where dis,g is the normalized distance between user u’s rat-
ings and the corresponding average ratings in M7, of interest
group g; wag is the fraction of user u’s ratings left on items
in g; wbyg is the fraction of items in g that are rated by user
u. wa and wb are used to weight (1 — dis.g) so the greater
they are, the higher d,, will be.

Algorithm 1 Rating filtering algorithm

Input:
Raw rating matrix: R;
Predicted rating matrix: R € R™*™;
User groups: Gt = {gu1,gua, -+ g}
Interest groups: G1 = {grq, gro;s .-, g1, };
User index: w;
Membership degree threshold: m.;
Output:
Recommendation list: L,;

MaTdegree = 07 I ciosest = D, NLIa NLr = ;3
fori=1tol do
if dui > my and dui > Maxgegree then
MaTdegree = duz,
9Iciosest = 91is
end if
end for
Add users in gr,s.s; With membership degree > m,, to
u’s interest neighbor list N Ly;
9: Search in G'r and identify the user group gy, that u
belongs to;
10: Add all users in gy, to u’s trust neighbor list N Lz;
11: Take the intersection of NL; and NLt. The result is
saved in N L,;
12: Search in R to find items that are rated by users in N L.
Save themA in ILy;
13: Ly < (4, Ruj), where j € IL,,.

In addition to the interest based grouping, users are also
clustered by matrix U like the way that items are clustered



by matrix V. Note that U € RT” is updated by taking
into account both the rating matrix R and the trust matrix
T. Hence the groups obtained in this way, denoted by Gr =
{gu1,9U9, -, gu}, reflect users’ rating patterns as well as
their trustworthiness. This grouping strategy is named the
trust based grouping.

AlgorithmT]illustrates the procedures to recommend items
to a user u. The general idea of this algorithm is to recom-
mend user u the items that are rated by u’s neighbors. The
corresponding ratings are predicted by the NMF model pro-
posed in the previous section.

5. EXPERIMENTAL STUDY
5.1 Data Description

In the experiments, we examine TrustRS on the Epin-
ions|15] and Ciao[23] datasets. They both provide rating
values and trustworthiness information. Table[I] collects the
statistics of the datasets.

Table 1: Statistics of the data

Dataset | #users | #items | #ratings | #trusts
Ciao 2,056 1,458 53,312 36,432
Epinions | 7,260 2,440 172,497 | 49,248

The raw Epinions dataset has 22,166 users and 296,227
items with 912,441 ratings and 355,217 trust values. Due to
the memory limit, 7,260 users (who have rated at least 10
items) and 2,440 items with 172,497 ratings and 49,248 trust
values were selected for testing. The ratings were divided
into two subsets: a training set and a test set. To build
the test set, we chose users with more than 100 ratings and
20 trust values. For each of these users, 20 ratings were
randomly selected and added into the test set. The rest
of the ratings were added to the training set. Consequently,
there were 171,577 ratings in the training set and 920 ratings
in the test set.

Likewise, only partial ratings were selected from the Ciao
dataset for the experiments. In this case, there were 2,056
users and 1,458 items with 53,312 ratings and 36,432 trust
values. The test set contained 2,960 ratings from users who
had at least 60 ratings and 20 trust values. The remaining
50,352 ratings formed the training set.

It is worth mentioning that both datasets provide the
helpfulness of the ratings. For example, a user left 5 stars
on an item and another user thought the helpfulness of this
rating was 7 out of 10. This additional “rating of a rating”
makes users’ feedback more reliable. Therefore, in our ex-
periments, we pre-processed all the ratings by considering
their helpfulness. In this example, the user’s rating becomes
original rating x helpfulness degree =5 x (7/10) = 3.5
as opposed to 5 accordingly.

For each dataset, users who have ratings in the test set
are called test users. Some of the test users were chosen and
30% of their ratings were used to create the attackerﬂ For
instance, if a test user has 100 ratings in the training set
and 20 ratings in the test set, 30 of his training ratings are
used to create an attacker profile. The test ratings of this
attacker are identical to the real user’s, meaning that the
attacker has 20 ratings in the test set as well. Moreover,

3In the experiments, the active users include both test users
and attackers.

attackers are not trusted by anyone, so they do not have
trust values.

5.2 Evaluation Strategy

The experiments tested TrustRS in two aspects: unknown
rating predictions and user privacy preservation. We used
the mean absolute error (MAE) to measure the prediction
accuracy:

1
MAE = ———
|TestSet| Z

rij€TestSet

|7i5 — il (12)

where |TestSet| is the size of the test set; r;; is an observed
rating in the test set; p;; is an entry in R, the approximated
rating matrix.

To obtain the privacy preservation level, we calculated the
recall rates derived from Eq. for both real users and
the corresponding attackers. We then measured how much
the recall rates were reduced. More specifically, higher recall
rates for real users and lower recall rates for attackers are
expected because fewer items that are related to real users
would be recommended to attackers. Therefore a higher
privacy preservation level is achieved.

| Ly N1yl
Recall, T (13)
where L, is the set of items that are recommended to user
u, Ty, is the set of items that appear in the test set and are
rated by user wu.

We compared our recommender system against two exist-
ing algorithms that were discussed in Section 2} the NMF
based CF with random perturbation [14] (referred to as
RandNMF) and the naive Baysian classifier based PPCF
with pre-processing [2] (referred to as PRNBC).

Since RandNMF focuses on perturbing the rating matrix
instead of refining the recommendation list, no ratings are
filtered out, and the recall rates are always 1. Thus we only
compared it with TrustRS in unknown rating predictions.
PRNBC, in contrast, has a filtering step so both prediction
accuracy and privacy preservation level were investigated on
this algorithm.

5.3 Results and Discussion

In this section, we study the experimental results with
respect to privacy preservation level and the prediction ac-
curacy.

5.3.1 Privacy Preservation

As discussed in Section[2 PRNBC applies a pre-processing
step to the naive Baysian classifier based PPCF to filter out
less important neighbors. By doing so, the online perfor-
mance of PPCF can be improved. A side effect is that the
number of recommended items can be controlled — greater
number of neighbors result in more recommended items.
This facilitates the comparisons because different neighbor
sizes can be probed for PRNBC to obtain the real users’
recall rates that are very close to the recall rates produced
by TrustRS. Then how much the recall rate is reduced from
real users to attackers on both methods can be measured.

Note that the authors in [2| did not study the MAE of
PRNBC but converted the integer ratings to binaries. Whereas
in our experiments, we expected to examine both MAE’s and
recall rates so this conversion was not carried out. However,



more classes (e.g., five classes in a 1 ~ 5 rating system,
and two classes in a binary rating system) require signifi-
cantly more computation time. To compensate for it, the
one-group scheme was used as opposed to the multi-group
scheme.

Table 2: Parameter setup

Dataset a 8 ~ k l Ma
Ciao 0.1 103]0.6 1| 20| 13| 0.0005
Epinions | 0.1 | 0.7 [ 0.2 | 20 | 20 | 0.0017

Table [2] lists the parameter setup for TrustRS. «, 3, and
~ are the coefficients that control the weight of each term in
Eq. . k and [ are utilized as the dimensions of the factor
matrices as well as the number of user/item clusters. m,, is
the membership degree threshold required by Algorithm

The parameters were determined by probing different com-
binations. We first fixed k, [, and m,, to test «, 3, and ~ in
{0.1,0.2,...,0.9} under the constraint o + 8 + v = 1. Then
we probed k and [ in {1,2,...,20} with everything else un-
changed. m, was obtained last. We selected the parameters
by taking into account both the MAE’s and the reductions
of the recall rates.

In this table, 8 is greater than « on both datasets. It
means that trust matrices played a more important role than
rating matrices. Two k’s and one [ are 20, which is the
largest number we probed so it is very likely that better
results might exist if giving larger numbers. Nonetheless,
the more clusters that are produced, the longer computation
time is required.

Table 3: Privacy protection level

Dataset Method | RecallU | RecallA | %Reduced

Ciao PRNBC | 0.9295 0.9228 0.007%
TrustRS | 0.9297 0.4595 50.581%

Epinions PRNBC | 0.8886 0.8815 0.008%
TrustRS 0.8870 0.5935 33.088%

The privacy protection levels, measured by the recall rate
reduction percentages, are illustrated in Table[3] “RecallU”
represents the average recall rate for real users, and “Re-
callA” represents that of attackers. It can be seen that
TrustRS greatly reduced the recall rates from real users to
attackers. For example, the Ciao dataset has 2,960 ratings in
its test set. TrustRS recommended 2,960 x 0.9297 =~ 2,751
items to real users but only 2,960 x 0.4595 ~ 1, 360 items to
attackers. It protected half of the real users’ relevant items
from being exposed to attackers. PRNBC, on the contrary,
merely reduced the recall rates. The reduction percentages
of TrustRS on Epinions dataset are not as high as those on
Ciao, but it still outperformed PRNBC to a great extent.

We recorded the recall rates with varying membership de-
gree threshold m, as well. Since a user might belong to
multiple interest groups, this value affects the results in two
aspects: (1) it determines which groups are considered as
the active users’ interest groups; (2) it controls the num-
ber of similar users that would be recognized as the active
users’ interest neighbors. A smaller m, causes higher re-
call rates and vice versa. With that said, m, should not
be extremely small because the filtering step will fail to dis-
tinguish real users from attackers thus no privacy can be
preserved. Figure[2] plots the recall rates on two datasets, in
which m,, € {0.0001,0.0002,...,0.01}. With the increasing

Epinions
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Figure 2: Recall rates with varying m, in TrustRS

My, both recall rates decreased but they tended to be closer
when m, was very small or very large.

It is depicted in Algorithm [I] that TrustRS filters the un-
related items based on user groups Gt and interest groups
G 1. While m,, directly affects the selection of a user’s inter-
est neighbors, there is no extra constraint on the formation
of his trust neighbors. That is to say, all users in the same
group as an active user are saved in his trust neighbor list
NL7. In Eq. , U is optimized for both R and T'. There-
fore, the user groups established from U are highly related
to customers’ rating patterns and trustworthiness, which are
consequential to identifying malicious users. To investigate
the impact of N L7 on the final recall rates, each active user’s
trust neighbor list was sorted according to the membership
degrees of the neighbors in the list, and the top n neighbors
were kept for filtering.

Figure [3] charts the recall rates with multiple n’s. The
curves in this figure indicate that when just a few trust
neighbors were used, TrustRS was not able to tell real users
from attackers. With more neighbors’ participation, the re-
call rates increasingly differed but kept stable after some
points. The results imply the significance of trustworthi-
ness.

As a reference, we also studied the recall rates for PRNBC
with different number of neighbors in Figure[d When more
neighbors were retained, the recall rates increased subse-
quently. Nevertheless, the algorithm failed to tell real users
from attackers as their recall rates were almost identical.
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Figure 3: Recall rates with varying #neighbors in TrustRS

5.3.2  Prediction Accuracy

The prediction accuracy was judged in terms of MAE on
all the ratings in the test set. Thus the second step of
TrustRS, which is unrelated entries filtering, was ignored.
We used the same parameter setup listed in Table [2]

In RandNMF, we calculated the z-scores for each user and
replaced the values in the original rating matrix R with z-
scores. The missing entries were imputed by the users’ mean
ratings. We added the noise drawn from the normal distri-
bution to the imputed matrix for perturbation purposes.

The MAE’s of all three methods are shown in Table [
For RandNMF, we probed the rank of the underlying ma-
trix factorization in {1, 2, ..., 20} and took the lowest MAE’s.
As one can see, TrustRS produced the lowest prediction
errors on both datasets. The MAE’s of RandNMF were
not significantly worse than TrustRS. We consider this re-
sult as normal owing to the fact that TrustRS is based on
NMF. However, it uses weight matrices to avoid biased miss-
ing value imputation and incorporates trustworthiness to
improve prediction accuracy. PRNBC, the naive Bayesian
classifier based recommendation algorithm, performed worst
and the prediction errors were remarkably higher than oth-
ers. We attribute it to the randomized response techniques
(RRT) used in the one-group scheme [10]. Because in this
scheme, each user’s ratings are placed in the same group.
According to the RRT, they either remain unchanged or are
completely reversed (e.g., changing 1 to 5, 2 to 4). It per-
turbs the ratings to a certain degree and protects the privacy,

Epinions
14 -
Recallu
1.2 4 —+— RecallA
1.0 4
N t
P dhdhdhd
= 0.8 A oo
< =
2 e
& 06 - o
0.4
0.2
/
+
0.0 r r r . r T T ]
0 25 50 75 100 125 150 175 200
#neighbors
Ciao
14 -
Recallu
1.2 4 —+— RecallA
1.0 4
PUPSs g D i dhdhe
= 0.8 - /
[ L
S )
Q "o
© 06 - ’
0.4
0.2
0.0 r r r T T T T |
0 25 50 75 100 125 150 175 200

#neighbors

Figure 4: Recall rates with varying #neighbors in PRNBC

but the prediction errors would increase as well.

Table 4: Prediction accuracy

Dataset Method MAE
RandNMF | 0.4162 | rank = 1
Ciao PRNBC 1.7851 -
TrustRS 0.2725 -
RandNMF | 0.5480 | rank = 1
Epinions PRNBC 1.0202 -
TrustRS 0.4084 -

As a summary, our proposed recommendation framework
TrustRS outperformed two existing privacy-preserving rec-
ommendation algorithms with regard to unknown rating
prediction accuracy and privacy preservation level. The re-
sults demonstrate that the trustworthiness information makes
a substantial contribution to correctly filtering out unrelated
ratings. The membership degree threshold needs to be care-
fully determined due to its direct impact on the recall rates
for both real users and attackers.

6. CONCLUSION AND FUTURE WORK

In this paper, we studied an attack model that aims at
finding customers’ potentially interested items by cheating
recommender systems. We proposed a weighted nonneg-
ative matrix tri-factorization based privacy-preserving rec-
ommendation framework, named TrustRS, to neutralize this
type of attack. TrustRS utilizes customers’ trustworthiness



to filter out unrelated ratings so that their privacy can be
preserved. Experiments conducted on two popular product
review datasets show that TrustRS can preserve users’ pri-
vacy to a great extent without compromising the prediction
accuracy.

The real world recommender systems process a large amount
of user data in every second. People expect to receive instant
product recommendations immediately after they log into
their accounts. It requires the recommender systems to be
highly scalable. In the future, we plan to study recommen-
dation algorithms on big datasets and adapt our proposed
privacy-preserving recommendation framework to large-scale
scenarios. We will also explore other factors, e.g., temporal
information, that can be considered for malicious user de-
tections.
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